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DEVELOPMENT OF A SUPPORT SYSTEM FOR MANAGING THE
CYBER SECURITY

Context. In this paper the urgent problem of development of software of decision making support systems in information security is
solved. Approach is based on a choice of rational options of response to events taking into account operational state-of-health data of a
subject to protection.

Objective. Goal of the research is developing a cyber-threats counterwork model using decision support system, choosing rational
variants of reactions on the occurrences in cybersecurity, and taking into account current operational data.

Method. The information object cyber security operational management system and the formation of the protection methods rational
sets model which is based on a morphological approach is developed. It is proposed to find an optimal variant of the information security
perimeter sets using an object function that maximizes the correlation of a consolidated figure of “information security” to consolidated
figure “costs”.

Results. A model for the operational management of cyber security-critical computer systems was developed. This model allows us to
generate different variants of protection sets that are compliant with a computer system taking into account morphological matrices for
each security perimeter prepared with the intelligent decision support system. It is proved that the use of the developed decision support
systems can significantly reduce the costs planned for the complex means of cyber defense, as well as reduce the time to inform decision-
makers on how to counter the identified information security incidents.

Conclusions. Scientific novelty of research consists that the model of operational management of cyber security of an information
objects and formation of a rational complex of security features based on morphological approach is for the first time offered. The practical
value of the developed methods and instruments is that they allow: to reduce time of development of systems of cyber security, to increase
efficiency of planning of rational modular composition of security features due to creation of information and software environment in

case of design; to increase validity of the made decisions on operational and to organizational technical control by protection.
Keywords: information safety, information security management, decision support system, morphological approach.

NOMENCLATURE

ACS — automated control systems;

AEIS — audit of CS events;

AVP — antivirus protection;

B — backup;

CIIO — critically important information object;

CONTS - controlling system;

CA - cyber-attacks;

CS — cybersecurity;

DA — data array;

DIC — data integrity control;

DSS — decision support system;

ES — expert systems;

ICS - information-communicative systems;

IDSS — intelligent decision of information security OM
support system;

IO — information objects;

IPM - information protection means;

IPR — information protection;

IS — informational security;

ISMC - information security method complex rational
structure;

ISMS — information security management system;

ISS — information security systems;

MACS — monitoring and analysis of CS;

MIP — means of information protection;

NLAC — network-level access control;

OM - operational management;

OPIO (V) — the outer perimeter of information object;

PCOI (II) — perimeter of control of information object;

PIS (I) — the perimeter of the information system;

PNE (IV) — the perimeter of the network equipment;

© Lakhno V. A., 2017
DOI 10.15588/1607-3274-2017-2-12

PSIO — physical security of 10;

SDCA - subsystem of detection of CA,;

UAC — User Access Control,

UAP (IIT) — User Access Perimeter;

A — linguistic variable “number of unusual events in
network against the spreading of CA”;

AL — the number of alternative variants

As; — DA criticality in i-IO crosspoint;

At; — IS breach level in i-IO crosspoint;

B — linguistic variable «number of unusual events in the
hosty»;

C — linguistic variable «number of unusual events in 10
perimeter»;

CE — communication equipment in an information
channel;

Ccr — coefficient that allows to represent a result in a
range [0; 1];

DA; — damage assessment;

DPTj, — security tool for the realization of functional
subsystem of /;

EST — external source of threat;

ICAl(m) — internal CA against IA with k-level of
criticality;

IMI cis; — IS incident importance in i-IO crosspoint;

IND — network or IO perimeter indicator;

ISle_l — insider source of threat;

[, m — numbers of crosspoints;
L — number of functional subsystems for the perimeter
of the IS;

109



[IPOTPECHBHI IHOOPMALIMHI TEXHOJIOI'TE

LS; — security measures level in i-IO crosspoint;
MAz‘n, — indicator of “expenses” for functional
subsystem /;
ST .. .
MA X! ' — indicator value “expenses” for security tools

STims

ST,
MAK/ ' _ indicator value “security”;
LS
MA4; — data for the choice of rational variants;

MApg ; — indicator of “information security”;

n — quantity of crosspoints in IO structure;
NN 11;1 — 10 crosspoint, on which information with the

highest level of criticality (k);
O — access object;
OF — object function of choice;
Fr4 — CA probability;
P(z;) — (/) environment status probability;
PP — protocols and packets;
PUR — purpose of decision making;
RCA — remote CA against 10;
RE; — result;

RO; — reaction variant;
rat . o H .
RO (PC A) — rational variant of reaction;

RSV — range of synthetic variants of setup;

RUL — model of decision making regarding the choice
of the optimal variant of CS tools

SFS — range of functional sub-systems for perimeter
IS;

SS,.0, SS), — security services against the method of an

CA spreading (networked and host);

S1T,,, — security tool for the realization of functional
subsystem of /;

TL; — trust level of a device, which reports about IS
breaches in i-IO crosspoint;

WCA — possible spreading ways of CA against 10
crosspoints;

X — IS events indicators numeric evaluation;

z — environment status uncertainty characteristic;

1,(p;) — crossing;

C4(wea;) — crossing that determines an indicators set
which reacts against the CA.

INTRODUCTION

It is impossible to imagine modern attitudes and
perspectives of further ICS development in different fields
of human activity without the increased attention of
questions regarding IS and CS particularly because of the
increasing number of CA and the destructive influence on
10. The rapid increase of incidents in the field of IS has
shown that existing ISS, which are built on the basis of
known threats and emerging attacks, are not always effective
in cases of new CA which are created against the widespread
enterprise information system, ACS in electronics, industry,
transport, the banking system etc.
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Goal of the research — developing a cyber-threats
counterwork model using DSS, choosing rational variants
of reactions on the occurrences in CS, and taking into
account current operational 10 data.

1 PROBLEM STATEMENT

Suppose that in the process of organizational and
technical cyber security management of the CIIO, the
protection methods rational sets model planning stage
(information protection means) is considered as a process
of sequential removal of uncertainty of ISS structure and
composition. Thus, the planning of rational compatible
software and hardware sets IPM is a consideration of

alternatives AL: PL=SFS — CS,;. Then the decision
selection by the IDSS is regarded as forming a subset of the

best options set CS' < CS .

In the study, the problem of comparing sets of IPM
options is examined using morphological matrix sets in terms
of “information security” in the perimeter ISS CIIO and
“costs” for / functional subsystem ISS, which operate in
conditions of uncertainty, inconsistency and lack of
knowledge about the state of the object which is protected.

2 REVIEW OF THE LITERATURE

The increasing number of IS and CS threats has given
rise to the surge of research in the field of development of
uncovering and preventing CA systems [1-4], and also DSS
[5, 6] and ES [7-9] in this field. Publication analysis [10, 11],
allows us to uncover the increasing popularity of ISS risk
assessment automated methods [12] and program sets of IS
and CS risk management [13]. It was mentioned in the works
[14, 15] that ISMS, in which intelligent technologies of cyber-
threat identification and reacting to occurrences of IS
breaches are realized, are products of private companies,
and that a customer in general doesn’t have any information
about methods and models of leading effects forming in
systems [16]. It is shown in the works [17-20] that it is
appropriate to equip existing DSS and ES in field of IS
(excluding tasks of cyber-security management) with
functional models that allow us to increase efficiency of
enumeration and investigation of illegitimate interferences
to the work of ICS crimes.

In such a way, according to the disputes in publications
[5, 6, 8, 10, 16, 17], dedicated to the potential of using
integrated DSS or ES in ISMS, the task of developing
methods, models for using them in practice in intelligent
support of ISS rational structure planning and the task of
assessment and prediction of IS and CS risks became
relevant.

3 MATERIALS AND METHODS

There is one main problem creating the CONTS —
development of the threat model [7, 15, 21], which is
connected to the specification of a management object
interaction — ISS 10 with the environment. IDSS, which
develops a threat model building method, is based on a
qualified scheme of goal-oriented destructive influences on
IS and CS 10 [22-24]. A generalized architecture of ISMS
and CS is offered according to the results of the control
strategy in conditions of uncertainty analysis [4, 15, 24].
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Level of safety is used in the capacity of an operated variable.
The LS value depends on the maximum level of information
urgency which is being updated according to recent changes
in ICS. Models [4, 15] consist of five perimeters for
decentralized architecture of 10, fig. 1.

Mechanisms of IPR control are created in the circuit with
organizational-technical control governing changing
business applications, DA processing plans, infrastructure,
and all the corresponding requests to the information safety
level. The circuit contains: IDSS in regards to choosing a
security strategy and a system of safety level assessment.
Managing influence in the circuit is realized by the staff of
the IS department. The task of ISMC rational structure choice
for IO is made according to the following criteria [4, 9, 7, 15]:
minimum probability of achieving goals by an attacker;
minimum of 10 losses should the attacker’s goals be
achieved; maximum probability of successful ISMC
counteraction to the actions of an attacker; minimum “cost-
risk” integrated index value [4, 9].

Quantity assessment of 10 safety can be found the
following way:

n
LScs =[[(1=Cyep - At; - As; - TL; - DPTyy ). (1)

i=1

Quantity of insider and external CA against IO are given
in the form of tuples:

RCA = (EST,CE,SS,,,. SS;,,PP,O(NN)), ()

SS,,PP,0" (NN¥ ). 3)

ne’

[CAyyy =(IST 7 CE, SS,

It is proven in works [4, 10, 12, 20] that the only effective
way to identify an attack is in the analysis of a combination
of unusual events. That is why in IDSS, an attack spreading
WCA possible ways, quantity is compared to a quantity of

indicators JNVD. The probability of the fact that suspicious
action is a attack is assessed with the indicators quantity
which reacted against the attack spreading method. Crossing

1,(p;) determines an indicators set. We get the following
expression:

€, < WCAXIND = {(wca,-,indj) twea; eWCA A ind e[ND}. %)

In conditions when the status of the information
environment is unknown, the threat counteraction model is
enabled in IDSS, which has an opportunity to choose a
controlling influence that better corresponds to the
management object status. A process of choosing an optimal
safety events reaction variant are given in a form of a tuple:

(RO;, RE ;, DA(RE ;), Pc4, P(z),OF , RO"™ (Pcy ). (5)

Safety events [4, 6, 9] reaction variants probability
analysis {RO;} has shown that the number of control

influences for each situation is limited i € [1,3] .An alternative
advantages evaluation with a damage assessment model is
used in IDSS — {RE ¥, }, Jje [1,4] taking into account that the

IS events reaction variants choice is made in conditions of
a potential CA: no harm, losses for a certain user, losses for
a group of users, loss for all ICS from attack realization.

Define a function with which we choose an optimal
reaction variant:

s 1
OF(RO;,z)=3 D4, (REj(ROiaZI )) Hpij(REj(ROi ) Pea ) -(6)
=1 =1

The probability p; of getting every j-result choosing
every i-reaction variant is determined the following way:

py =y (RE; (RO Peg). iss py=1. ()
J

Figure 1 — IS subsystems:
a — Centralized 10 variant; b — Decentralized 10 variant
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Control influence rational variant RO””(PCA) is

determined this way:

RO™ (Ppy)= RO(arg min(OF (RO, z))j _ )

An IS OM intelligent support subsystem contains: a
fuzzy inference mechanism for CA probability numeric
evaluation; organized structure information about
knowledge database events; threat recognition and
counteraction models [4, 5, 9]; algorithm for making a
decision regarding choosing an optimal safety events
reaction variant [8].

During the organizational-technical management
process, the stage of planning of storage for information
security tools, and the process of gradual removal of
uncertainty about the structure and the storage of
information security tools in the information security system
is being considered. The process of planning pPJ rational
sets MIP is described with the formula:

PL=SFS —> RSV,,. ©)

With the help of the system for intelligent support, the
process of choosing optimal variant of MIP setup for
perimeters of CS is considered as the formation of a sub-
range for the best variants of setup RSV' < RSV. The range

of the setup variants is described as
RSV ={RSV},...,RSV 4, }. (10)

For the choice of the optimal variant of CS tools the
objective function OF is used:

RSV, = OF (RSV). (11)

The population of data, which make it possible to
compare variants of setups, includes two sub-ranges:

& M4

MALSI < M4, i, © M4, . (12)
Usage a morphological approach, the model of decision
making regarding the choice of the optimal variant of CS

tools, is presented in the form of the sequence:
RUL :(PUR, SFS,RUL, RSV, MA;,OF, RSV, (RSV")) . (13)
The starting data for the synthesis of variants of CS
tools sets: SFS = {SFSl,... ,SES | } Accepted:

RSV =SFS;x..xSFS; & SFS;=1{STjj.....STig, . (14)

The choice of the rational variants of information security
tools setups is realized on the basis of experts’ knowledge
in the field of CS. The process of formation of a rational
structure of information security tools is divided into five
stages: 1) The variants of MIP setup are put under
development. The range of possible variants of the solution
is set with the help of the morphological matrix. For the
considered perimeters of information security, the
morphological matrices of CS tools are developed; 2) The
intermediary matrices are filled in, which indicate
compatibility with the firmware. For each couple of CS tools
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for different functional subsystems their compatibility is
defined. The result is filled in the table. If MIP are consistent,
then the function of compatibility is s(S7},,,ST,,) =1, in
other case (87}, ST,.)=0; 3) The range of decisions

concerning the choice of variants of setup MIP is generated.
The range of tool setups is reduced to the sub-range which
is known to be compatible with each other. The range

RSV = {RSVI,‘..,RSVR}, which consists of all possible

variants of formulation of setup MIP for the considered
perimeter, is the Descartes’s production of setups of
alternatives (morphological matrix ranges).

The element of the range is presented as follows:

RSV, ={ST3;, STy ..., STy, ): STy < SFS), VI=1L}. (15)

The generation of the range of decisions concerning the
choice of the variants, which consists of compatibility with
each other MIP, is done in the following way. The iterated
synthesis of variants of setup is made, which consists of
compatibility MIP: on the first step the variants of CS tools
for the first sub-system are consequently enumerated, after
the choice of the alternative S7; the transition to the second
stage is made. On the second stage the consequent
enumeration of variants of CS tools for the second
subsystem is made, but the choice is made only for those

alternatives ST, j» for which the compatibility function is

s(8T;,S8T5 ;) =1 etc. For the choice of alternatives for /
subsystem, the choice is made only from those alternatives
ST, for which the compatibility function is equal to one:

S(STit,my STiw) =1, (ST);, STy ) = 1.

Hence, the choice of MIP from each set of morphological
matrix (one from each range) for the formation of a variant of
setup is made only from compatibility with each other’s
firmware.

The further reduction of the CS range in the system of
intelligent support for decision making is made in the form
of a full enumeration with the given objective function. As
the objective function for the choice of the setup variant,

CS, = ST3;,5Ty j.... STy STy, | the function is

used

MAST 4 g ST
K K
OF = max LS LS (16)
ToMASTE g A ST

The criteria of the quality of information “security”
indicator is divided into two groups: the indicators of the
effectiveness of the operative methods of the security and
the indicators of the functional fitness.

4 EXPERIMENTS

The software package (“Decision Support System of
Management protection of information — DMSSCIS”) was
developed for check of working capacity and practical
applicability of the offered model of operational management
of cyber security [4, 15]. In the course of the experimental
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check of SP reaction options (RO; ) decision making support
systems on different classes of CA for the current parameters

of probability of implementation of the attack of P, were
researched. Also sets of instruments of information
protection CS’ < CS for the purpose of a choice of rational
option were researched. Restrictions on the cost of a set are
accepted and minimum probabilities of successful
implementation attacking all are more whole than CA for the
selected set. DMSSCIS was also used in the modernization
of existing information security systems in data centers of
transport companies in Dnipro (2014) and several industrial
enterprises in Kyiv.

5 RESULTS

On the software “DMSSCIS”, that particular selection
method implemented an efficient option for responding to
security events. The results are shown in Table 1.

During the research the possibility was taken into
account of an attack that implements remote intrusion
through the perimeter, the availability of internal and external
users, and abusers that have high privileges and violate the
safety of information. After the formation of efficient
information security in enterprises which took part in the
study, with the help of intelligent decision support
“DMSSCIS” the predicted value was P, =1,78-1,91% risk
that there was an average value of 5,9-6,2 times less risk to
information security systems compared to before.

The amount of expenditure by the organization on
information security for critical nodes of information objects
order from 5200-5500 $. The likelihood of the offender
achieving all their goals is 1072 The increase in
appropriations for the organization of information security
above a certain level (above 13,000 $.) is inappropriate
because it does not lead to a significant increase in the
efficiency of information security.

During the research it was shown that the implementation
of the intelligent decision support “DMSSCIS” allows an
increased level of automation and centralized monitoring of
CS facility and reduces the time to inform those responsible
for information security incidents by 6,9-7,2 times.

6 DISCUSSION

The approach of building a comprehensive information
security system for the information object makes it possible
to reduce the cost of data protection by 32—-35% compared
to alternative methods [6-9, 12, 13]. A certain lack of
intelligent systems of decision support of “DMSSCIS”,
required the involvement in the initial study of several
independent experts to build membership functions of
production and assembly rules. At the current stage of
research for this instrument, the fuzzy logic Fuzzy Toolbox
(Matlab) was employed, which calculated “security
information” MIP parameters for everyone involved in
perimeter protection.

Overall, based on the studies, we can ascertain the
effectiveness of the proposed models and software for
information security management (information systems and
automated control system) in examined enterprises.

CONCLUSIONS

In this paper the urgent problem of development of
software of decision making support systems in CS of OI.

Scientific novelty of research consists that the model of
operational management of CS of an OI and formation of a
rational complex of security features based on morphological
approach is for the first time offered. Unlike existing
solutions, the model prepared on the basis of intelligent
decision support, a morphological matrix for each facility’s
perimeters of information protection, and can generate a set
of options for remedies which take into account the
compatibility of software and hardware. The choice of the
optimal option set for that perimeter protection of
information, implements an objective function that maximizes
the ratio of the sum “security information” to the total rate
“cost”. It provides a range of remedies for a given class of
certified security, and satisfies the requirements for eligible
costs for implementation of CS.

The practical value of the developed methods and
instruments is that they allow: to reduce time of development
of systems of CS, to increase efficiency of planning of
rational modular composition of security features due to

Table 1 — The results of testing the software system “DMSSCIS”

Class of CA Options for responding to the current settings information of environment of information object RO[.
A=2, B=3, P,= 0,54 A=1, B=1, P,= 0,242
U2R - - -
The end of session attack source node Sending a warning message to the user
ROL A=1, B=3, P,= 0,43 A=1, B=1, P,=0,192
The end of session attack source node Sending a warning message to the user
DOS/DDOS A=2,B=3, P,=0,62 A=1,C=2,P,=0,4

The end of session attack source node

Sending a warning message to the user

The external attack A=3, C=3,P,=0,678

4=1,C=2,P,=04 A4=1,C=1,P,=0,3

(Wi Fi) Blocking access point

DOS-attack on stations

The lack of response

A remote attack via A=3,B=4,(C=2, P,=0,82

A4A=1, B=1, C=1,P,=0,224

A=1,P,=0,076

lines on the perimeter Blocking access to the

server in the network

Reconfiguration of security services

Sending a warning message to the user
to block IP

Cost of a rational set of means of information protection CS’ = CS for OI

Experts

“DMSSCIS”

1000-11000 $

7000-8000 $
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creation of information and software environment in case of
design; to increase validity of the made decisions on
operational and to organizational technical control by
protection. By using the developed system of intelligent
decision support, networks of enterprises using DMSSCIS
reduced the projected cost of the planned system of
protection to 35 %. Further development of this work may
be improving the interaction of traditional mechanisms of
information security 10, which, in particular, are working on
primary information system modules and intelligent decision
support “DMSSCIS”.
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PO3POBKA CUCTEMMU NIATPUMKMU PIIIEHDb 3 YIIPABJIIHHA KIBEP3AXUCTOM

AKTyanbHicTb. B po0OoTi BupillleHa akTyalbHa 3a/1a4a PO3BUTKY MAaTeMAaTUYHOro 3a0€3MeUeHHs CHCTeM MiATPUMKHU NPUHHATTS pillleHb 3
KiOepOe3nekn Ha OCHOBI BUOODY ONTHMI30BaHMX BapiaHTIB pearyBaHHs Ha iHUMAEHTH. [Ipu HbOMy BpaXoBYIOThCs eKCILTyaTalliiiHi mapamMeTpu
00’€KTa 3aXHCTY.

Meta. Po3poOka mozeni mporunii kibep3arpozaM Ha OCHOBI 3aCTOCYBAHHSI CUCTEMH IIIATPUMKHM pillleHb 1O BHOOPY ONTHMI30BaHHX
BapiaHTIB pearyBaHHs Ha IHIMIEHTH KibepOe3nekH 3 ypaxyBaHHAM IOTOYHOI iH(OpMaIii, sIka CTOCYEThCsSl 00 €KTIB 3aXUCTY.

Metoa. Po3po0ieHo Mozienb orepaTuBHOTO MEHEDKMEHTY KibepOe3neKol0 KpUTHYHO BaXKIMBHUX KOMII'IOTEPHHX CHCTEM i CHHTE3Yy palio-
HaJIbHUX KOMILIEKCIB 3aco0iB 3axucTy. Mozenb 6a3yeTbest Ha MopgooriuHiil napagurmi. 3anpornoHoBaHo 31iCHIOBATH BUOIp ONTHMI30BaHUX
BapiaHTIB KOMIUIEKCIB Il IEPUMETPIB KiOep3aXHCTy 3a JOIOMOIro0 LIbOBOI (yHKLII, sIKa MAKCUMI3y€e BIIHOLIEHHS y3arajJbHEHOIo iHIEKCY
«GaxXHIIEHICTh H(popMaLii» 10 MiACYMKOBOIO IOKA3HHUKA «BUTPATH.

Pe3ynabTaTn. Po3pobieHo Mozenb OonepaTHBHOIO MEHEDKMEHTY KibepOe3nekor KPUTHYHO BaXUIMBUX KOMII'IOTEPHHX cHcTeM. Mojeib
JIO3BOJISIE 3 YPaXyBaHHIM CYKYIHOCTI MOP(OJIOTYHUX MATpPHLb, MIATOTOBIEHHX B XOJi pOOOTH CHCTEMHU HiATPUMKHU HNPUHHSATTS PillleHb I
KOXXHOIO 3 PO3IVIIHYTHX B pOOOTI IEpUMETpiB, 3reHepyBaTH BapiaTHBHI HAOOpH KOMILIEKCIB 3aXHCTY, B IKMX BPaXoBaHa iX arapaTHO-IIporpam-
Ha CyMicHICTb. Po3po6iieHo nporpaMHHiA KOMILIEKC JJIsl IHTENEKTya bHOT MiATPUMKM IPUIAHATTS PillleHb B 3aJ]a4aX yHpaBJliHHs KibepOe3neKkoro
00’exra iHdopmaruszauii. JloBeneHo, 10 BUKOPUCTAHHSA PO3POOJIEHOI CHCTEMU MiATPUMKM pillleHb J03BOJIAE iCTOTHO 3MEHILINTU IUIAHOBaHI
BUTPATU Ha KOMIUIEKCH 3ac00iB KibGep3axucTy, a TAKOX CKOPOTHUTH 4ac iH(OpMyBaHHS BiANOBIAANbHUX OCIO IPO cIO0cOOU NPOTUIT BUSBICHHUM
IHOKAEHTaM 3 iH(QOpMaIIHHOT Oe3MeKH.

BucHoBku. HaykoBa HOBH3HA JOCIIDKEHb MOJISTAa€ B TOMY, IO BIIEpILE 3alIPOIIOHOBAHA MOJIENb OIIEPaTHBHOIO MEHEKMEHTY KibepOesiie-
KOI0O KPUTUYHO BaXKJIUBHMX KOMII'IOTEPHHUX CHUCTEM i CHHTE3y ONTHUMI30BAHUX KOMILIEKCIB 3ac00iB 3aXUCTY, 0 Oa3yeTbcs Ha MopdooriuHiit
napagurmi. [Ipakti4Ha HIHHICTH PO3pOOIEHUX METOMIB 1 3aC00IB MOJISrae B TOMY, 110 BOHH 3a0€3IeUyI0Th: €KOHOMIIO Yacy Ha eTarni nodynoBu
KOMIIJIEKCHUX CHCTeM KibepOe3neku 00’ eKTiB iHpopMaTu3aLii; migBuILeHHs e()eKTHBHOCTI BUOOPY ONTHMI30BaHUX MOIYIBHUX CHCTEM Kibep3a-
XHUCTY; apI'yMEHTOBAHICTb NPUIHATUX pillIeHb B MPOLECI CTPATEri4HOrO, ONEPATUBHOIO Ta OPraHi3aLiiHOr0 MEHEPKMEHTY 3aXMCTOM 00 €KTiB
indopmaTusanii.

Kumouosi cioBa: indopmaniiina 6e3neka, ynpapiiHHs 3aXUcToM iH(poOpMallii, cucTeMa MiITPUMKH pillleHHs, palioHaabHUI Habip 3ac00iB
3aXHCTY.

Jlaxuo B. A.

JI-p TexH. HayK, JIOLEHT, 3aB. KaeApbl OpraHM3aluy KOMIUICKCHOH 3amuThl nH(popManuu, EBponeiickuii ynusepcurer, Kues, Ykpanna

PABPABOTKA CUCTEMBI ITOJJAEPKKW PELIEHUMI 11O YIIPABJIEHUIO KUBEP3AILIIMTOM

AKTyaJabHOCTB. B pabote pemieHa aktyasibHas 3a1a4a pa3BUTHS MAaTEMAaTHYECKOTO 00ECIICUEHHSI CHCTEM MOAJIEPKKH MIPHUHATHS peIICHIH
110 KnOepOe30nacHOCTH Ha OCHOBE BHIOOpA ONTHMU3MPOBAHHBIX BAPHAHTOB PEarnpoBaHUs HAa MHLIUICHTHI C YU4ETOM 3KCILIyaTallHOHHBIX
IIapaMeTpOB OOBEKTa 3aIUTHI.

Lean. Pa3zpaborka Mozme MpOTUBOACHCTBHS KHOEPYTrpo3aM Ha OCHOBE IIPUMEHEHHS CUCTEMBI ITOJIICPKKU PELICHHUH 110 BEIOOPY ONTHMU-
3MPOBAHHBIX BAPHAHTOB PEarnpOBAaHUs Ha MHIUACHTHI KHOEpOE30IIacHOCTH C Y4ETOM TeKyIIel HHPOpMaLnH, KacaloIeHCsl 0OEKTOB 3allUTHI.

MeTtoa. Pazpaborana Mozenb ONepaTHBHOTO MEHEPKMEHTA KHOEepOe30I1acCHOCThIO KPUTHYECKU BaXKHBIX KOMIIBIOTEPHBIX CHCTEM U CHHTE3a
palMOHATBHBIX KOMIUIEKCOB CPEACTB 3aImuThl. Mozens Gasupyercst Ha MOP(OIOruuecKoil mapaaurme. [IpeanokeHo OCyIIeCTBIATh BIOOp
ONTHMHU3MPOBAHHBIX BAPHAHTOB KOMILICKCOB JIJISI IEPUMETPOB KHOEP3aIUTHI C IIOMOIIBIO LIENIeBOM (DYHKIIMU, KOTOPAst MAKCHMU3UPYET OTHOIIIE-
HHUE 0000MIEHHOTO HH/IEKCA «3AIlUIIEHHOCTh HH()OPMAIHI K HTOTOBOMY TTOKA3aTEN0 «3aTPaTh».

PesynbTaThl. Pazpaborana Momenp ONEpaTHBHOTO MEHEMKMEHTa KHOEpOEe30MacCHOCThI0 KPUTHUYCCKH BAaXKHBIX KOMITBIOTEPHBIX CHCTEM.
Moyienb TO3BOJISIET C YIETOM COBOKYITHOCTH MOP(OJIOTHUECKUX MATPHII, TIOrOTABIMBAEMBIX B X0/1€ PAOOTHI CHCTEMBI TTOIICPKKH MPHHSATUS
PpelIeH i TSl KaKI0T0 M3 paccMaTpUBaeMbIX B paboTe MepUMETPOB, CrEHEPUPOBATh BApHATHBHBIC HAOOPHI KOMILICKCOB 3aIIUThI, B KOTOPBIX
yuYTeHa WX alapaTHO-IPOrpaMMHAsi COBMECTHUMOCTh. Pa3paboTaH mporpaMMHBIH KOMILIEKC /Uil MHTE/UICKTYAIbHOW MOMACPKKH MPUHSTHS
pelIeHnii B 3a/1auax yrpaBieHus KubepOe30macHOCThI0 00bekTa nH(popMaTH3anuu. JJoka3aHo, YTO MCIOIb30BaHUE PAa3pabOTaHHON CHCTEMBI
MO/IZICPKKH PEIICHUH MO3BOIISIET CYIIECTBEHHO YMEHBIINTD TUNIAHUPYEMbIE PACXOIbI HA KOMILJIEKChI CPEICTB KMOEP3aIHTHI, a TAKXKE COKPATHTh
BpeMsi HH()OPMHUPOBAHUsI OTBETCTBEHHBIX JIUI] O CIIOCOOAX MPOTHBOICHCTBUS BBISBICHHBIM HHIMICHTaM HH()OPMAIIMOHHON 0€3011aCHOCTH.

BoiBoabl. HayuHast HOBH3HA HCCIIEIOBAHHMI COCTOHUT B TOM, YTO BIIEPBBIC MPEIIIOKEHA MOJIEb OMIEPaTHBHOIO MEHEKMEHTa Krbephe3o-
MACHOCTBI0 KPUTHYCCKH BAKHBIX KOMITBIOTEPHBIX CHCTEM M CHHTE3a ONTHMHU3UPOBAHHBIX KOMILIEKCOB CPEICTB 3aIlUThI, OA3UPYIOLIAsCS Ha
Mopdonorunueckoit mapaaurme. [IpakTudeckas HEHHOCTh pa3pabOTaHHBIX METONOB M CPE/ICTB 3aKJIIOYAETCSl B TOM, YTO OHH O0ECIIEUMBAIOT:
SKOHOMHIO BPEMEHH Ha 3Tarle MOCTPOCHHsT KOMILICKCHBIX CHCTEM KHOepOe30macHOCTH 00bEeKTOB HH(OPMATH3aLUH; TOBBIIICHNE () (HEKTHBHO-
CTH BBIOOPA ONTUMH3UPOBAHHBIX MOJYJIBHBIX CHCTEM KHOEpP3aIlUThI; apTYMEHTHPOBAHHOCTh [TPUHIMACMBIX PEIICHH B MIPOLIECCEe CTPATETH-
YECKOT0, OMEPATHBHOTO W OPTaHM3aIHOHHOTO MEHEKMEHTa 3al[UTOH 0O0BEKTOB MH(OPMATH3AIMH.

Karouesblie ciioBa: nH(OpMaIMOHHAsI 0€30M1ACHOCTb, YIIPABICHHE 3alIUTOH HH(OPMAIMHU, CUCTEMA MOAICPKKH PEIICHUS, PAIlHOHATBHBIH
HaOOp CPEJICTB 3aIIHTHI.
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