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AN IMPROVED ENSEMBLE APPROACH FOR DOS ATTACKS
DETECTION

Context. The task of using the ensemble of classifiers to detect DoS attacks in large arrays of network traffic data is solved to withstand
attacks on the network.

Objective of this paper is to build an ensemble of classifiers that surpasses single classifiers in terms of accuracy.

Method. To achieve the formulated goal an algorithm, that indicates the probability of belonging to certain classes, which return a
vector of classification scores for each point, is proposed. The peculiarity of the proposed approach is that for each point from the dataset,
the predicted class label corresponds to the maximum value among all scores obtained by classification methods for a given point. As
classifiers, decision trees, k-nearest neighbors algorithm, support vector machines with various kernel functions, and nanve Bayes are
considered. A comparative analysis of the proposed approach with single classifiers is considered using the following metrics: accuracy,
precision, recall, and F-measure.

Results. The experiments have been performed in R 3.4.1 on the NSL-KDD dataset of network attacks, which was divided into three
classes (DoS, normal network behavior and other types of attack).

Conclusions. The conducted experiments have confirmed the efficiency of the proposed approach. The most accurate result showed
an ensemble of five classifiers. The development of techniques for attacks detection based on an ensemble of classifiers avoids the problems
inherent in most approaches since it is capable of detecting both known and new attacks with high accuracy. It can be concluded that the
proposed approach for network attacks detection is of practical significance. In order to further study the attacks detection in network
traffic, studies will be performed on real Big data sets.

Keywords: network security, network attacks, DoS, classification, ensemble of classifiers, Big data.

NOMENCLATURE DT — decision tree;

KDD - Knowledge Discovery and Data Mining; SVM — support vector machines;

DoS — Denial of Service Attack; KNN - k-nearest neighbors algorithm;

DDoS - Distributed Denial of Service Attack; ANN — artificial neural network;

U2R — Users to Root Attack; WOAR-SVM - weighted one-against-rest SVM;

R2L — Remote to Local Attack; RBPBoost — Resilient Back Propagation Boosting;

Probe — Probing Attack; MAP — maximum a posteriori probability;

TCP — Transmission Control Protocol; RBF - radial based function kernel function;

IP — Internet Protocol; Polynom — polynomial kernel function;

TP — True Positive; Linear — linear kernel function;

FP — False Positive; X () — feature vector measured at time f£;

TN — True Negative; w — normal vector perpendicular to the hyperplane;

FN — False Negative; b — offset of the hyperplane;

BN — Naive Bayes; r — distance from the data point to the separating
hyperplane;
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P(H) - a priori probability of each class without
information on the variable x;

P(H | x) — a posteriori probability of the variable x over
the possible classes;

P(x| H) - conditional probability of x at the
likelihood H ;

C - set of class labels;

x; — dataset of points;

n — number of data points;

m — number of classifiers;

M — classification methods;

k — number of classes;
A — classification scores for each point of the dataset;

P — vector of ensemble scores.
INTRODUCTION

Big data analysis in intrusion detection and in solving
network security problems is attracting increasing attention,
as it facilitates the study of large amounts of complex and
disparate data and detects network intrusions and
contributes to the fight against cyber-attacks [1].

Network attacks are one of the causes of the abnormal
phenomena observed in the work of the network equipment,
as well as traffic transmission over the network. Anomalies
of network traffic may result in incorrect operation of a single
channel or entire network segments, lead to a denial of
service in this network equipment. Network attacks are
constantly changing because attackers use individual
approaches. It is also affected by changes in software and
hardware.

The solution of anomaly detection problem is not trivial
since anomalies nature itself is changeable. Providing a
comprehensive definition of abnormal or normal behavior
in the context of a computer network is quite subtle [2, 3].
Another reason is that some anomaly detection methods
require labels of normal and abnormal behaviors that are
difficult to obtain [4, 5]. In addition, choose the right tool for
anomalies detection is not easy. In [6], the study has shown
that the intended tool may well be suitable for only one type
of abnormality, but not for all. It is a very realistic assumption,
that the selection of anomaly detection method is not simple
when anomaly types are not known a priori. In addition, the
network scale is the problem: when it detects anomalies it
needs to consider the distribution of the tasks
implementation process between multiple network servers
in order to increase the overall performance and the system
ability to work in case of failure of its individual elements,
taking into account the size of the growing networks [7, 8].

Vulnerabilities in the communication protocol stack (TCP/
IP) result in intentional or unintentional distributed denial
of service (DDoS) attacks. DDoS attacks can be detected
using existing machine learning methods.

The latest research works have been based on binary
classification methods, which can distinguish between two
states (“normal” or “abnormal”). In the event of a conflict
between binary classifiers, the final solution is achieved by
comparing their accuracy. An alternative solution is possible
by developing an ensemble of classifiers. A new approach
is required to combine such classifiers in the ensemble.
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The research objective is to construct an ensemble of
classifiers that surpasses single classifiers in terms of
accuracy in order to detect DoS attacks.

1 PROBLEM STATEMENT

To solve the task of DoS attacks detection in network
traffic, an ensemble of classifiers that surpasses single
classifiers in terms of accuracy is suggested in this paper.

Let us denote the following notations (Table 1):

x, € R" (i =1,n) is the point from the dataset, where 71 is
the total number of points in the input dataset,

M={M ,M,,. ..M, } is the set of classification

methods, subsequently combined into an ensemble, m is
the number of classification methods, a is the classification

score for the point X, k is the number of classes.

Table 1 — Evaluation of classifiers for each point

Data point Classifiers ol
Ensemble score
X M, . M,
X ay e Gy, mflx(al_i)
X a, ... a
n nl nm m?x(anj)

It is necessary to obtain a vector of ensemble scores on
the basis of single classifiers to each data point in order to
improve the classification accuracy.

2 REVIEW OF THE LITERATURE

A number of studies and review articles have been
devoted to the intrusion detection technology [9, 10] or
data mining for specific applications [11]. Since the
introduction of intrusion detection principles by Denning
in 1987, a large number of reactive protection systems have
been developed [12-14].

Intrusion detection methods can be divided into three
categories: single, hybrid, and assemblies [15]. Support
vector machines (SVMs) and artificial neural networks
(ANNs) are the most popular approaches among single
classifiers. Several classifiers are combined to a higher goal
of a significant increase in efficiency of the classifier known
as an ensemble of classifiers [16]. The majority votes,
bagging and boosting are some common strategies for
combining classifiers [17]. Although it is known that the
disadvantages of classifiers’ components accumulate in the
ensemble of classifiers, but it works very effectively in
varying combinations. Thus, the researchers become more
and more interested in the application of the ensemble of
classifiers every day.

The important cybersecurity problems for mathematical
and statistical solutions have been shown in [18]. A method
to improve the detection accuracy by an ensemble of two-
layer SVM based on rotation forest was presented in [19].
The experiments were conducted on the KDD CUP 1999
dataset. The output of ensemble network was made by
majority voting. The second layer result is used to focus on
two classes “normal” and “attack”.
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Classification accuracy has been improved by combining
opinions from multiple experts into one using an ensemble
approach in [20]. The ensemble construction method uses
PSO generated weights to create the ensemble of classifiers
with better accuracy for intrusion detection. This work was
based on binary classification methods, which can
distinguish between two states. In case of conflict between
binary classifiers final decision has been reached by
comparing their accuracy.

In [21] a multistep framework based on machine learning
techniques to create an efficient classifier was introduced.
A novel fuzzy weighting method for ensemble classifiers
was proposed. Thus, adding the fuzzy weighted combiner
can tag weights to classifiers related to their cost and
performance.

Architecture of intelligent false alarm filter by employing
a method of voted ensemble selection aiming to maintain
the accuracy of false alarm reduction was proposed in [22].
The experiment was conducted using SVM, decision tree,
and k-nearest neighbor (KNN) machine learning algorithms.
The proposed method was validated on a real dataset.

The paper [23] aims to identify multiclass SVM models
best suited to the intrusion detection task. A new approach
(WOAR-SVM) based on a set of optimal, or near-optimal,
weight coefficients, which define the relationship between
the decision rules of the binary SVM classifiers was
developed.

A generic architecture for automated DDoS attack
detection and response system for the collaborative
environment using machine learning were proposed in [24].
The main objective of this paper was to minimize the cost of
classification errors of the intrusion detection. The proposed
classification algorithm, RBPBoost, was achieved by
combining ensemble of classifier outputs and Neyman
Pearson cost minimization strategy, for final classification
decision.

3 MATERIALS AND METHODS

More information about intrusion detection can be
obtained by data classification methods. Theoretically,
classification algorithms can achieve high performance, i.e.
they can minimize the number of false alarms and maximize
detection accuracy. One of the most attractive features of
the algorithms is the ability to distinguish normal from
abnormal behavior [8]. In the context of the intrusion
detection, the classification algorithm is typically a map
which adapts to the network invisible abnormalities [25].

Formally, each data instance is a feature vector X
measured at time ¢ and denoted as X (7).

The classification algorithm is aimed to train the function
that maps all the samples to their own states. To achieve its
purpose, they use a set of data instances within the network.
This set is known as the training dataset. Some algorithms
learn a mapping function by the use of labeled training sets,
where each sample in the training set is marked as one of the
states. These algorithms are called supervised learning
algorithms. The purpose of the use of these algorithms is to
achieve high classification accuracy.

The most popular supervised machine learning methods
include SVM, decision trees, Bayesian networks, KNN
algorithm, etc.

The aim of SVM is to classify data points X of an
n-dimensional space using (5 — 1) -dimensional hyperplane.

The hyperplane satisfies w’ x + b = 0, where X is a set of
points, w is a normal vector perpendicular to the hyperplane

and p is an offset of the hyperplane w” x + b = 0 from the
initial point along the direction of w.

The distance from the data point to the separating
hyperplane "x+p =0 can be calculated as

r =(WTx+b)/||W||. The closest to the hyperplane data

points are called support vectors. The distance between
support vectors is known as margin. Linear SVM can be
achieved by quadratic optimization:

argmin (luwnzj,
w,b 2
ywW'x+b)>1. (1)

SVM can find accurately linear, nonlinear and complex
classification boundaries, even with a small amount of
training sample.

SVMs are widely used for transmission of various type
of data by switching the kernel function. The most used
kernel functions include linear, polynomial, radial based
function and sigmoid.

However, choosing the kernel function and fit the relevant
parameters by SVM are still in the procedure of trial and
error. SVM is fast, but its duration is increased four times
when the data size of the sample is doubled. Unfortunately,
the root of SVM algorithms is in binary classification. To
solve the problems of multi-class classification several SVM
for binary classes can be combined by the classification of
each class or classification of each class pair.

A decision tree (DT) is a tree-structure model, which has
leaves that represent classes or solutions, and branches
that represent conjunctions of features that lead to those
classifications.

Tree-structure classification of an input vector is
performed by bypassing the tree from the root node to the
end with a leaf. Each tree node computes inequality on the
basis of one of the input variables. Each leaf is assigned to
a particular class. Each inequality, which is used to divide
the input space is based only on one of the input variables.
Linear DTs are like binary DTs, except for the fact that
inequality calculated at each node has a random linear form,
which may depend on several variables. DT depends on the
rules of “if-then”, but does not require any parameters and
metrics. This simple and interpretable structure allows
decision trees to solve the problem for different types of
attributes. DTs can also manage the missing values or noisy
data. However, they can not guarantee the optimal accuracy,
unlike other machine learning techniques. Although decision
trees are easy to learn and implement, they are not often
used for intrusion detection. This is due to the fact that
finding the smallest decision tree is NP-hard.

Bayesian network classifier is based on Bayes’ rule,
which gives the hypothesis H of classes and data x

P(x|H)P(H)
P(x)

P(H |x)= @)
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where P(H ) represents the a priori probability of each class

without information on the variable x, P(H | x) is a
posteriori probability of the variable over the possible
classes, is the conditional probability of x at this likelihood
H . Bayesian network nodes are represented with random
variables and arcs representing probabilistic relationships
between variables and conditional probabilities. Node
always calculates the posterior probabilities, giving proof
of inheritance for the selected nodes.

Naive Bayes (NB) is a simple Bayesian network model,
which assumes that all variables are independent. It is
necessary to find the maximum likelihood hypothesis, which
defines the class label for the test data x , for classification
by NB.

NB classifier can be resolved by the hypothesis of
maximum a posteriori probability (MAP) for data as follows:

argmax P(x|c,)P(c;), 3)

c;eC

where x is an observable data, and C={c,} is a set of
class labels.

Naive Bayes is effective for tasks with a logical
conclusion. However, Nanve Bayes is based on the strong
assumption of variables independence.

Numbers of nearest neighbors f and distances measures
are key components of the KNN algorithm. Selection of the
number k should be based on cross-validation. By
increasing the number £k, the effect of noise in the data
during classification is reduced, and this can erase the
difference between the classes. In practice, k have to be
less than the square root of the total number of training
samples.

In the case of multiclass classification, KNN method is
based on measuring the distance from one data sample to
each trained sample [26]. The k-smallest distances are
calculated, and the most common class based on these KNNs
is considered to be the label of the output class.

KNN does not require training parameters. It is easy to
implement, but it requires a lot of memory and time.

The proposed algorithm, that indicates the probability
of belonging to certain classes, returns a vector of
classification scores for each data point.

The peculiarity of the proposed approach is that for each
point from the dataset, the predicted class label corresponds
to the maximum value among all scores obtained by
clustering methods for a given point.

The algorithm of the proposed approach for network
attacks detection based on an ensemble of classifiers is
presented below:

Input: X, € R": dataset of points

n : number of data points
m : number of classifiers

M={M ,M,,...M,}: classification methods
k : number of classes
Output:
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A= {al.j} : classification scores for each point of the

nxm *©
dataset
P vector of ensemble scores
for j=1to n do
for j=1 to do

Calculate the value of @;; for M,
End

P= mjax a;

End

It is required to increase the accuracy of DoS attacks
detection by using an ensemble of classifiers.

4EXPERIMENTS

For the experiments was considered NSL-KDD dataset
of network attacks [27], built on the basis of KDD-99 database
on the initiative of the American Association for the Defense
Advanced Research Projects Agency (DARPA) [28]. A
dataset of connections was collected to conduct the research
in the field of intrusion detection, which covers a wide range
of intrusions simulated in a medium that mimics the US Air
Force network.

Statistical analysis showed that there are important
issues in the databases that highly affect the performance
of the systems, as well as lead to a very bad evaluation of
anomaly detection approaches. The considered database
NSL-KDD has the following advantages:

1. No redundant records in the training set, so that the
classifier does not show any bias results.

2. Duplicate records are not present in the test set. It
contains some of the attacks that are not present in the
training set.

3. A number of records selected from each difficulty levels
group are inversely proportional to the number of records
in the original dataset KDD.

The training set consists of 21 different attacks of 37
present in the test set. In addition, the number of records in
the training (125973 samples) set and test set (22544 samples)
of NSL-KDD is acceptable. This advantage makes it
accessible for experiments on comprehensive data without
the need to randomly select a small portion of data.
Consequently, the evaluation of the results of various
research projects is consistent and comparable.

All attacks in NSL-KDD are divided into four groups:

— DoS attacks include: “neptun”, “back”, “smurf”, “pod”,
“land”, and “teardrop”;

— U2R (Users to Root Attack) attacks include:
“buffer_overflow”, “loadmodule”, “rootkit”, and “perl”;

— R2L (Remote to Local Attack) attacks include:
“warezclient”, “multihop”, “ftp write”, “imap”,
“guess passwd”, “warezmaster”, “spy”, and “phf”;

— Probe (Probing Attack) attacks include the following
types of attack: “portsweep”, “satan”, “nmap”, and
“ipsweep”.

The main objectives put forward in network intrusion
detection include recognition of rare types attack, increasing
the accuracy of suspicious activity detection, as well as
increasing the efficiency of real-time intrusion detection
models. Each record has 41 attributes, which describe
various features.
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To evaluate the performance of classifiers, the following
metrics are used: Accuracy, Recall, Precision, and F-measure.
For any classification algorithm, four classification cases
are possible, and this helps to understand the difference
between the following metrics: True Positive (TP), False
Positive (FP), True Negative (TN) and False Negative (FN)
results.

Classification accuracy can be defined as the proportion
of the correct results, which is achieved by the classifier:

TP+TN .
TP+TN + FP+FN

Precision shows how much of the objects identified by
the classifier as positive are really positive:

recision = P 5

P TP+ FP’ ©)

Recall shows which part of the positive objects was
selected by the classifier:

)

Accuracy =

_r
TP+FN

F-measure is a metric that combines the recall and
precision:

(©)

recall =

2 x recall x precision
F —measure = P . @)

recall + precision

Error rate (or Misclassification error) measures the ratio
of incorrectly classified samples over the total number of
classified samples:

FP+FN

: @®
TP+TN+ FP+FN

Error rate =

5 RESULTS

It is the experiments were conducted using Windows®
10—-64 bits operating system platform with core 17 processor
2.5 GHz, 8.0 GB RAM. The proposed approach was evaluated

on R 3.4.1. NSL-KDD dataset was divided into 3 classes
(DoS, Normal and Other attacks (U2R, R2L, and Probe)).

A comparative analysis of the proposed approach with
single classifiers has been carried out. The ensemble of
classifiers consisted of combinations of DT, SVM with
various kernel functions, NB and KNN.

Accuracy, Recall, Precision, and F-measure were
considered as evaluation metrics. The classification results
are shown in Tables 2—5. From these tables, ranks (shown in
square brackets) were obtained for each metric of each class,
the results of which are shown in Tables 6-8.

It can be concluded from Table 2 that the highest accuracy
(92.33%) of DoS attacks detection was achieved for the
ensemble of five classifiers (DT+KNN+SVM(Polynom)+
+NB+SVM(Linear)), which exceeded the result of the single
classifier (KNN) by 4.12%.

Despite the fact that NB shows the lowest result (80.45%),
when adding it to the ensemble of classifiers, the accuracy of
the proposed approach increased and amounted to 92.19% for
four classifiers (DT+KNN+SVM(Polynom)+NB), and for six
classifiers (DT+KNN+SVM(Polynom)+NB+SVM(Linear)+
+SVM (RBF))—91.89%.

Comparison of the recall and precision values for DoS
attacks detection is shown in Tables 3 and 4, respectively.

Table 5 presents the F-measure results, where the
performance of classification methods in general, combining
the Recall and Precision values, is evaluated.

For the DoS class, the ensemble
DT+KNN+SVM(Polynom)+NB+SVM(Linear) showed the
best rank [29] according to the three metrics Accuracy,
Precision and F-measure, according to the metric Recall the
ensemble DT+KNN+SVM(Polynom)+NB demonstrates the
best result. From Table 6, the worst result showed the NB
method under three metrics (out of four), and the DT method
had the worst rank by one metric (Recall).

From Table 7, the ensemble DT+KNN+
+SVM(Polynom)+NB showed the best results for the Normal
class under the three metrics, and the worst result showed
the NB method according to Accuracy, Recall, and
F-measure.

Table 2 — Comparison of the classification accuracy of the proposed algorithm with other classifiers

Class
Method DoS Normal Other attacks
DT 86.32% [9] 77.19% [9] 64.25% [10]
KNN 88.21% [5] 79.67% [5] 65.80% [8]
SVM(Linear) 87.21% [7] 77.96% [8] 66.22% [7]
SVM(Polynom) 86.64% [8] 79.50% [6] 68.31% [5]
SVM(RBF) 87.25% [6] 78.84% [7] 65.38% [9]
NB 80.45% [10] 71.25% [10] 66.50% [6]
DT+KNN+SVM(Polynom) 90.74% [4] 84.77% [4] 74.53% [4]
DT+KNN+SVM(Polynom)+NB 92.19% [2] 88.63% [1] 82.76% [3]
DT+KNN+SVM(Polynom)+NB-+SVM (Linear) 92.33%[1] 88.58% [3] 83.35% [1]
DT+KNN+SVM(Polynom)+NB+SVM (Linear)+SVM(RBF) 91.89% [3] $8.60% [2] 82.93% [2]
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Table 3 — Comparison of classification methods in terms of Precision

Method Class DoS Normal Other attacks
DT 95.94% [7] 63.17% [10] 88.15% [6]
KNN 95.88% [8] 65.87% [6] 86.05% [8]
SVM(Linear) 96.65% [5] 64.37% [9] 84.47% [9]
SVM(Polynom) 96.14% [6] 65.70% [7] 88.12% [7]
SVM(RBF) 85.07% [9] 64.92% [8] 96.17% [2]
NB 73.03% [10] 74.78% [4] 41.80% [10]
DT+KNN+SVM(Polynom) 96.74% [4] 71.95% [5] 94.41% [5]
DT+KNN+SVM(Polynom)+NB

97.94% [2]

77.74% [1]

95.76% [4]

DT+KNN+SVM(Polynom)+NB+SVM (Linear)

78

99.98% [1] 76.81% [3] 100% [1]
DT+KNN+SVM(Polynom)+NB+SVM (Linear)+SVM(RBF) 97.91% [3] 77.60% [2] 96.06% [3]
Table 4 — Comparison of classification methods in terms of Recall
Method Class DoS Normal Other attacks
DT 74.19% [10] 97.33%[8] 29.75% [10]
KNN 78.08% [5] 97.62% [5] 33.28% [8]
SVM(Linear) 75.72% [ 7] 96.19% [9] 34.42% [7)
SVM(Polynom) 74.77% [8] 97.50% [7] 38.23% [6]
SVM(RBF) 76.00% [6] 97.57% [6] 32.54% [9]
NB 74.51% [9] 57.07% [10] 58.51% [4]
DT+KNN+SVM(Polynom) 82.86% [4] 98.62% [4] 49.99% [5]
DT+KNN+SVM(Polynom)+NB 85.28% [1] 98.63% [3] 66.44% [3]
DT+KNN+SVM(Polynom)+NB+SVM (Linear) 84.67% [2] 100% [1] 66.70% [2]
DT+KNN+SVM(Polynom)+NB+SVM (Linear)+SVM(RBF) 84.66% [3] 98.77% [2] 66.72% [1]

Table 5 — Comparison of classification methods in terms of F-measure

Method Class DoS Normal Other attacks
DT 83.67% [9] 76.62% [9] 44.48%[10]
KNN 86.07% [5] 78.66% [5] 48.00% [8]
SVM(Linear) 84.91% [6] 77.13% [8] 48.91% [6]
SVM(Polynom) 84.12% [8] 78.50% [6] 53.33%[5]
SVM(RBF) 84.90% [7] 77.97% [7] 47.07%[9]
NB 73.76% [10] 64.74% [10] 48.76% [7]
DT+KNN+SVM(Polynom) 89.27% [4] 83.20% [4] 65.37% [4]
DT+KNN+SVM(Polynom)+NB

91.17% [2]

86.95% [1]

78.45% [3]

DT+KNN+SVM(Polynom)+NB+SVM (Linear)

91.69% [1]

86.88% [3]

80.02% [1]

DT+KNN+SVM(Polynom)+NB+SVM (Linear)+SVM(RBF)

90.81% [3]

86.92% [2]

78.74% [2]
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The best rank for Other attacks class is obtained for
ensemble DT+KNN+SVM (Polynom)+NB+SVM(Linear)
according to the Accuracy, Precision, and F-measure metrics.
The  ensemble  DT+KNN+SVM(Polynom)+NB+
+SVM(Linear)+SVM(RBF) showed the best result under one
metric (Recall) (Table 8).

6 DISCUSSION

From Tables 6-8, we can conclude:

1) The best results among the methods for network
attacks detection showed the ensemble
DT+KNN+SVM(Polynom)+NB.

2) The methods KNN and DT (Table 6), NB and SVM
(Linear) (Table 7) and SVM (RBF) and SVM (Linear) have

the equal ranks (Table 8).

3) The proposed approach with different combinations
of classifiers is superior to single classifiers.

To show a comparison of methods more clearly, we
demonstrate this in Fig. 1, where the error rates for each
classifier are shown. For each classifier, the error rates were
computed. In the figure, the red color indicates the
classification error rates for DoS attacks, the green color
indicates the error rates for other types of attack and the
blue color shows the error rates for “normal” state. Single
classifiers (DT, NB, SVM, and KNN) were compared with
various ensembles of classifiers using the proposed
approach.

Table 6 — The resultant rank of the methods for DoS class

Method The number of times the method is in the § " rank Resultant rank

S =

1 2 3 4 5 6 7 8 9 10
DT+KNN+SVM(Polynom)+NB+SVM (Lincar) 3 1 o o o Jo o o Jo o [39 1
DT+KNN+SVM(Polynom)+NB 1 |3 |0 Jo |0 Jo |0 o |0 o |37 2
DT+KNN+SVM(Polynom)+NB+SVM 0 0 4 0 0 0 0 0 0 0 32 3
(Linear)+SVM(RBF)
DT+KNN+SVM(Polynom) 0 0 0 4 0 0 0 0 0 0 2.8 4
SVM(Linear) 0 0 0 0 1 1 2 0 0 0 1.9 5
SVM(RBF) 0 0 0 0 0 2 1 0 1 0 1.6 6
SVM(Polynom) 0 0 0 0 0 1 0 3 0 0 1.4 7
KNN 0 0 0 0 3 0 0 1 0 0 0.9 8
DT 0 0 0 0 0 0 1 0 2 1 0.9 9
NB 0 0 0 0 0 0 0 0 1 3 0.5 10

Table 7 — The resultant rank of the methods for Normal class

Method The number of times the method is in the § " rank Resultant rank

S =

1 2 3 4 5 6 7 8 9 10
DT+KNN+SVM(Polynom)+NB 3 0 0 0 0 0 0 0 0 3.8 1
DT+KNN+SVM(Polynom)+NB+SVM 0 4 0 0 0 0 0 0 0 0 3.6 2
(Linear)+SVM(RBF)
DT+KNN+SVM(Polynom)+NB+SVM (Linear) 1 0 3 0 0 0 0 0 0 0 3.4 3
DT+KNN+SVM{(Polynom) 0 |0 |0 |3 1 |0 |0 |0 [0 [0 |27 4
KNN 0 0 0 0 3 1 0 0 0 0 2.3 5
SVM(Polynom) 0 0 0 0 0 2 2 0 0 0 1.8 6
SVM(RBF) 0 0 0 0 0 1 2 1 0 0 1.6 7
NB 0 0 0 1 0 0 0 0 0 3 1.0 8
SVM(Linear) 0 0 0 0 0 0 0 2 2 0 1.0 9
DT 0 0 0 0 0 0 0 1 2 1 0.8 10

Table 8 — The resultant rank of the methods for Other attacks class

Method The number of times the method is in the § " rank Resultant rank

S =

1 2 3 4 5 6 7 8 9 10
DT+KNN+SVM(Polynom)+NB+SVM (Linear) 3 |1 Jo Jo Jo Jo Jo |o [0 |o |39 1
DT+KNN+SVM(Polynom)+NB+SVM 1 2 1 0 0 0 0 0 0 0 3.6 2
(Linear)+SVM(RBF)
DT+KNN+SVM(Polynom)+NB 0 0 3 1 0 0 0 0 0 0 3.1 3
DT-+KNN+SVM(Polynom) 0 o o |2 [2 Jo Jo Jo o |o |26 4
SVM(Polynom) 0 0 0 0 2 1 1 0 0 0 2.1 5
NB 0 0 0 1 0 1 1 0 0 1 1.7 6
SVM(RBF) 0 1 0 0 0 0 0 0 3 0 1.5 7
SVM(Linear) 0 0 0 0 0 1 2 0 1 0 1.5 8
KNN 0 0 0 0 0 0 0 4 0 0 1.2 9
DT 0 0 0 0 0 1 0 0 0 3 0.8 10
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Figure 1 — Error rates for the classifiers on NSL-KDD dataset

KNN, SVM(Linear), and SVM(RBF) gave the lowest error
rates among the single classifiers for DoS class (11.79%,
12.79%, and 12.75%, respectively). The lowest result for the
DoS class showed the NB method and amounted to 19.55%.
Despite the fact that the NB classifier has the highest error
rate, in combination with other classifiers in the proposed
approach, it showed a good result.

CONCLUSIONS

At present, the processing and analysis of Big data are
important for ensuring information security. Intrusion
detection is one of the serious problems in the field of
network security. In this study, in order to resist attacks on
the network, the ensemble of classifiers was successfully
applied. The ensemble improves recognition accuracy by
combining various single classifiers. The ensemble of
classifiers consisted of combinations of DT, SVM with
various kernel functions, NB and KNN algorithms.

In general, the considered classification methods showed
high accuracy of DoS attacks detection. The most accurate
result was shown by an ensemble of five classifiers
(DT+KNN+SVM(Polynom)+NB+SVM(Linear)). It can be
concluded that the proposed approach for network attacks
detection is of practical significance.
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'Axanemik Hanionansnoi Akanemii Hayk Asep6Gaiimkany, 1-p TeXH. HayK, npod., aupexrop Incruryry Indopmauniiinux Texnomnoriit Hauio-

HanbHOI AkazneMmii Hayk AsepOaiimxany, baky, AzepOaiimkan

Ynen-xopecnonnenT HanionansHol Akanemii Hayk Asepbaiixany, A-p TeXH. HayK, 3aB. Bimainom, Incruryr Indopmaniiinux TexHonorii

Hanionansnoi Akanemii Hayk Aszep6aiimkany, baky, AsepOaiimxan

SKanz. TexH. HayK, JOLEHT, 3aB. BiauioM, [HctuTyT iHdopManiiHux TexHonorii HauionansHol Akanemii Hayk Asepbaiimkany, baky,

AsepOaiimxaH

“KaHz. TexH. HayK, CTapIInil HayKOBHU#l CriBpoOiTHHK, [HCTHTYT iH(OpMariiiHIX TexHosorii Hamionansaoi Akamemii Hayk Asepbaiimxany,

Baky, Azepbatimxan

HOKPAIEHWIA IIIIXIJ BUSIBJEHHSI DOS ATAK 3 BAKOPUCTAHHSIM AHCAMBJIIO

AKkTyaabHicTb. P03B’s13aHa 3a/1aua 3acToCyBaHHs aHCaMOIIO KiackdikaTopis uis BUsiBeHHs: DoS atak y BEIMKUX MacHBax JJaHUX MEpexe-
BOro Tpadiky, MO0 MPOTUCTOITH aTaKaM B MEPEXi.

Meta po6oTH nomsirae B mo0yaoBi ancamOio kiacu}ikaropis, M0 MEpPEBEPIIyE MOOTHMHOKI KIaCH(IKaTOPH 3 TOYKH 30py TOUHOCTI.

MeTopa. [1yist JOCATHEHHSI OCTABJICHOI METH B pOOOTI 3aIIPONOHOBAHO AITOPUTM, KU BKa3ye Ha HMOBIPHICTh IIPHHAJIEKHOCTI JI0 IEBHUX
KJIaciB, SIKMH MOBEpPTa€ BEKTOP OLIHOK KiIacH(ikaToOpiB Juisi KOKHOI ToukH. OCOOIMBICTh 3alPOIOHOBAHOIO MiIXOAY HOJAra€E B TOMY, LIO IS
KOXXHOT TOYKH 3 HAbOpy NaHUX nependadyeHa MiTka KJacy BiAINOBiIae MakCHMMaJbHOMY 3HAYEHHIO Cepell BCIX OLIHOK, OTPMMAaHUX METOAAMU
knacudikarii qis manoi Touku. Sk Kiacudikatopis OyiM pO3IISHYTI JepeBa pillleHb, alrOPUTM A-HAHONMKYMX CYCiiB, MAIIMHU OMOPHUX
BEKTOPIB 3 Pi3HUMH siiepHUMH QYHKIISIMU 1 HAaTBHUI OafiecoBckuil knacudikatop. [lopiBHIBHUIN aHAII3 3a1IPONOHOBAHOTO ITIIXOAY 3 PO3IISHY-
TUMH OJMHUYHHMMH Kiacu]ikaTopaMu NPOBOAUTHCS 32 HACTYIHUMH METPHUK: TOUHICTb, TOBHOTA, «BIYYHICTHY 1 F-Mipa.

PesyabTaTu. Excriepumentu Oymu npoBeneHi Ha MoBi R 3.4.1 Ha HaOopi nanux mepexeBux arak NSL-KDD, skwuii OyB po30uTHii Ha Tpu
knacu (DoS, «HOpMasbHY» MOBEAIHKY MEPEeXi Ta iHIIII TUIH aTak).

BucHoBku. IIpoBeneHi eKCIepUMEHTH MIATBEPIMIM MpPaLe3aTHICTh 3alpONOHOBAHOrO Minxoxy. HaiOiabm To4HMHA pe3ysbrar mokaszas
aHcaMOib 3 ’sTu KiacugikaropiB. Po3poOka TexHIKM BUSBIICHHS aTak, 3aCHOBAHOI Ha 3aCTOCYBaHHI aHCAMOIIO KiIacH(iKaTopiB, [103BOIISIE
YHUKHYTH TPOOJIeM, XapaKTepHUX UIsl OLTBIIOCTI MiXOIIB, OCKUIBKH BiH 3JaTHHUI 3 BHCOKO TOYHICTIO BHSIBUTH SIK BiJOMI, TaK i HOBI aTakw.
MoxxHa 3p0oOHTH BHCHOBOK IPO MPAKTHYHY 3HAYMMICTH 3aIPOIIOHOBAHOIO IAXOAY 10 BHUSBICHHS aTak B MEpexi. 3 METOI0 MOAANBIIOTo
BUBYCHHS BUSIBIICHHS aTaK B MepexeBoMy Tpadiky OyIyTh MpoBeeH] JOCIIDKeHHS Ha pealbHUX HAbopax JaHUX BEIUKOi pO3MIPHOCTI.

Kuarouosi cioBa: indopmariiiina 6e3reka, Mepexesi ataku, DoS, kinacudikaris, ancambib knacudikatopis, Big data.

Aurynues P. M.!, Aneirynues P. M.2, Umameepaues . H.3, Cyxocrar JI. B.*

'Akanemuk Hanmonansroit Akagemun Hayk Azepbaiikana, 1-p TeXH. Hayk, pod., mupekrop Uuctutyra Mabopmannonubix TexHomoruit
HanmonamsHoit Akanemun Hayk Azepbaiimkana, baky, AzepOaiimkan

Ynen-koppecnonaeHt HanmonansHoit Akagemuu Hayk AsepGaiikaHa, A-p TeXH. Hayk, 3aB. oraeioMm, MHctutyr MHpOpManoHHBIX
Texnonoruit HannonaneHoit Akagemun Hayk AzepOaiimxana, baky, AzepOaiimkan

3Kanj. TexH. HayK, JOLEHT, 3aB. oTeloM, MHCTUTYT nH}pOpMaIMoHHbIX TexHoorni HannonaneHo# Akagemun Hayk Azep6aiimxana, baky,
Azepbaiimxan

“KaHz. TeXH. HayK, CTApIINil HAYIHBIH COTPYAHUK, MHCTHTYT HH(pOpMAIMOHHBIX TexHoMornil HarmonansHoit Akagemuu Hayk AzepGaiin-
kana, baxy, AzepOaiimkxan

YAYUIIEHHBIA IOAXO0A OBHAPYKEHHUS DOS ATAK C IPUMEHEHUEM AHCAMBJISI

AKTya/bHOCTb. Pemrena 3agaua nmpuMeHeHHst aHcaMOs Kiaccu(UKaTopoB K oOHapykeHHio DoS aTak B GONBIINX MaccHBaxX JaHHBIX
ceTeBOro Tpaguka, YTo0bI MPOTUBOCTOSNTH aTaKaM B CETH.
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LeJsb paGoThI 3aKII04AETCA B TOCTPOSHUH aHCAMOIIsT KIIACCU(DHKATOPOB, IPEBOCXOJIALLIETO EIMHUYHbIE KIACCH(PUKATOPBI C TOUKU 3PEHHS TOUHOCTH.

Metoa. [1y1st JOCTHKEHMS TOCTABIEHHOI LeNU B paboTe NPEeIOKEH aIrOPUTM, yKa3bIBAIOIIUH Ha BEPOATHOCTH IPHHAJUIEXHOCTH K OIpe-
JIeJIeHHBIM KJIaccaM, BO3BPAILAIOMIUl BEKTOP OLEHOK KIacCHU(HKATOPOB AJIsl Kax0i Touky. OCOOEHHOCTb MPETIOKEHHOIO OAX0/1a COCTOMT B
TOM, YTO JJI Ka)<JOH TOYKM U3 Habopa JaHHBIX IPeJICKa3aHHas METKa KJIacca COOTBETCTBYET MaKCUMaJIbHOMY 3HAUEHHUIO CPEIU BCEX OLIEHOK,
MOJIy4EHHbIX METOIaMH KJIacCU(UKALUK 1711 JaHHOH Touku. B kauecTBe kiaccudukaTopoB ObLIM PaCCMOTPEHBI 1€PEBbsI PEILEHHIH, aITOPUTM k-
Omkaimux cocesieil, MalIMHbI OIIOPHBIX BEKTOPOB € Pa3IMYHBIMU SEPHBIMU QYHKLHUSIMH U HAUBHBIH OaiiecoBckuii kinaccudukarop. CpaBHU-
TEJbHbIA aHaNIU3 IPENIOKEHHOIO MOJIX0/a ¢ PACCMOTPEHHBIMH €IMHUYHBIMHU KJIACCU()HUKATOPaMH IPOBOAUTCS MO CIEAYIOMIUM METPHKAM:
TOYHOCTb, IIOJIHOTA, «METKOCTbY U F-Mepa.

Pe3ynbTaThl. OKcriepuMeHTbI ObLIH IPOBeeHbI Ha s3bIke R 3.4.1 nHa HaOope naHHbIX cereBbIX aTak NSL-KDD, kotopslit Obl1 pa30uT Ha Tpu
kiacca (DoS, «HopMalbHOE» NOBEAEHUE CETU U APYTHE TUIIBI aTaK).

BriBoabl. [IpoBeneHHbIE SKCIEPUMEHTBI OATBEPAUIM PabOTOCIIOCOOHOCT MpeIoKEeHHOro noaxona. Hanbonee TouHblil pe3ynbrar mo-
Ka3zaJl aHcaMOJIb U3 1TU Knaccu(pukaTopoB. Pa3paboTka TeXHHKH 0OHApY)KEHHs aTaK, OCHOBAaHHOH Ha IIPUMEHEHMHU aHCaMOIIs KiIaccH(UKaTo-
POB, MO3BOJISIET U30EXKATh IPOOIEM, XapAKTEPHBIX sl OOJIBIIMHCTBA MOIXOI0B, IIOCKOIbKY OH CHOCOOEH C BBICOKOI TOUHOCTBIO OOHAPYKUTh
KaK U3BECTHBIE, TAK U HOBBIE aTaKi. MOXKHO CLIENaTh BEIBOJ O MPAKTUUECKOH 3HAYMMOCTH IIPEIOKEHHOTO II0AX0/1a K OOHAPY>KEHUIO aTaK B CETH.
B nemsix nanpHeiimero uzyueHus oOHapyKeHHs aTak B ceTeBoM Tpaduke OylyT NpOBEIEHbI MCCIEJOBaHHMs Ha peabHbIX HAO0Opax JaHHBIX
OOIBIION Pa3MEPHOCTH.

Kumouessle ciioBa: nudopmannonHas 0e30macHOCTb, ceTeBble aTaky, DoS, kinaccudukanus, ancam6ib kinaccudukaropos, Big data.
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