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FACTORIAL CODE WITH A GIVEN NUMBER OF INVERSIONS

Context. Factorial coding with data recovery by permutation provides complex information protection from unauthorized reading and
errors in communication channel and has the property of self-synchronization. At the same time, such coding does not allow to detect all
low-weight errors that leads to a relatively small increase of reliability.

The purpose of this work is to develop and study the method of factorial coding with a given number of inversions aimed at increasing
the reliability of information transmission, by introducing additional redundancy by choosing a class of permutations that satisfy the given
criterion.

Method. The main idea of the proposed method is to introduce artificial redundancy by reducing the cardinality of used permutations.
Such an approach makes it possible to select from a whole set of permutations a class that possesses the necessary, pre-assigned properties.
It was suggested to use the correspondence of the number of permutation inversions to a given class of residues as a sign of belonging to the
permutation class in use. A theoretical evaluation of code parameters was performed.

Results. Signal-code constructions for the factorial code with a given number of inversions under the order of permutations M =8 are
constructed. For each of the possible classes, the cardinality, code rate, estimates of the probability of undetected error and the relative
transmission rate for systems with decision feedback and independent bit errors were investigated. It is shown that the code parameters are
not invariant with respect to the selected class of residues for a given modulus. The structural schemes of encoding and decoding devices are
developed.

Conclusions. The method of factorial coding with data recovery by permutation has been developed. The use of permutations with
a number of inversions that belongs to the selected class of residues allowed increasing the reliability of transmission in exchange for the loss
of code rate.

Keywords: factorial coding, permutation, inversion, redundancy, class of residues, reliability of transmission, relative transmission
rate.

NOMENCLATURE Ny (0)) — number of different permutations of the order
FCDR - Factorial Code with Data Recovery by . . . )
. with a number of inversions equal to  ;
Permutation;
FCGNI — Factorial Code with a Given Number of B, (FCGNI, py) - probability of FCGNI undetected
Inversions; errors;
DF — decision feedback; po - bit error probability;

SCC - signal-code construction; . .
O — probability of codeword error-free reception;

A(x) — data word in a binary form; . .
Rrcpr(x) —FCDR codeword in a binary form;

By (q,R) — class of permutations with inversion

numbers belonging to the class of residues Eq; Ry — residue class modulo ¢;

rF CDR

o — code redundancy factor (by cardinality);
— relative transmission rate;

f J (i ) —number of j -bit errors that can transform the ;- — number of bits in FCDR codeword;

th permutation of SCC into any other permutation of the
same construction; Vo

iy (q,R) — amount of information carried by one Vi - code rate;
v, — dynamic component of transmission rate loss due

ermutation of the class B ,R); . .
p M (q ) to retransmission of data in error;

k — number of binary symbols in information block;

kyy ( q,R) — length of binary data word to be converted Wu (q,R) ~ permutations class cardinality;

o — number of inversions in permutation.

into a permutation of the class By, (q,R ); INTRODUCTION
[, — number of bits for encoding a single symbol of Rapid growth of modern society computerization level
permutation; leads to the need to ensure the joint work of many computers
M — permutation order; including in open communication networks. Particularly

n — number of bits in a data block: acute is the need to ensure safe operation in open computer
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networks in the exchange of financial information, as well as
information of national importance, such as information from
the state’s law enforcement agencies. All this leads to the
need for complex information security that provides for the
following tasks:

— the task of protection against information unauthorized
reading (through its encryption);

— the task of ensuring information integrity that includes:

— information protection against errors due to noise in
communication channels;

— protection against obtrusion of false information.

All these tasks are solved in existing computer and
telecommunication systems and networks. However, each
of them is solved independently from each other, by different
means created at different times, and based on an individual
mathematical basis. A consequence of this approach is an
increase of the introduced redundancy. This entails a
reduction of data channel bandwidth and leads to an increase
of the load of computational basis used to realize the
assigned tasks.

Therefore, the development of methods and tools for
complex information security based on a single procedure
for its processing that ensure a high level of protection and
transmission reliability is an actual problem.

To date, a relatively large volume of extensive research
on factorial coding methods has been performed from the
viewpoint of providing complex information protection. The
analysis of works [1-9] reveals the properties of factorial
codes and allows planning further research in this scientific
direction. In particular, the paper [5] is of exceptional interest.
It examined the factorial code with data recovery by
permutation (FCDR).

The most important property of FCDR is its ability to
provide complex data protection at acceptable values of
transmission rate loss. At the same time, FCDR does not
detect an even number of bit errors that lead to the
transformation of one permutation into another. In channels
of acceptable quality (where A =npy <1), the probability
of FCDR erroneous decoding is determined by the intensity
of low-weight errors. As shown in [1], this probability
decreases rapidly with increasing of error weight. Therefore,
eliminating low-weight errors from the set of FCDR non-
detectable errors will reduce the undetected error probability.

The purpose of this work is to increase the reliability of
information transmission when using FCDR. This purpose
can be achieved by introducing additional redundancy by
choosing a class of permutations that satisfy the given
criterion.

1 PROBLEM STATEMENT
Suppose that the information from the source goes to
the encoder input in blocks A(X) of k bits. In this case, the

cardinality of information words set is 2X. FCDR realizes a

bijective transformation of the set of information words A( X)

into an allowed set of permutations of order M (M 1> 2" )
Reducing the cardinality of information words of used
permutations while preserving their order M makes it
possible to choose from M ! permutations only those that
satisfy the preassigned set of properties.
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The task of developing a method of information coding
based on factorial coding with data recovering by
permutation consists in determining the effective criterion
for choosing the class of used permutations, which allows
one to vary flexibly the parameters of reliability of information
transmission, and also in the analysis of the structure of
allowed set of permutations and its influence on undetected
error probability and relative transmission rate.

2 REVIEW OF THE LITERATURE

According to [5], the permutation 7 after the symbols
encoding by a uniform binary code is represented as a data

block RFCDR (X) of 'FCcDR bits, where

Fecor =1 -M, O

I, is a number of bits for encoding a single symbol of

permutation.
For uniform binary code

ly =[log, M ], @)

where [a] is the smallest integer greater than or equal to a
(function ‘ceiling’ [10] of a).
The length of FCDR code combination NgcpR

corresponds to the number of bits in the representation of
the permutation m of the order M in a binary form:

NFcDRr = IFCDR-
A necessary (but not sufficient) condition for the

bijectivity of the mapping between the set {A(X)} and the

set of allowed permutations {n} is the condition of
choosing an order M according to the inequality M !> 2k,

Since M!=2K

applications we shall proceed from the condition M !> k.
It follows that

— the maximum length of a binary information word to be
converted into a permutation of the order \ is given by

kmax = [10g2 M !] 5 3)

is possible only for k =1, for practical

— M - 2K permutations are not used by the source, and

FCDR is a redundant code. Code redundancy factor (by
cardinality) is defined in [6] as:

a=M1Y25 (4)

When the value of the number of bits of the information
word is chosen according to (3), the minimum redundancy
factor (by cardinality) is provided for the given M . In this
case,

l<a<2, )

An error-detecting factorial code that satisfies the
condition (5) will be called a factorial code with natural
redundancy. The value of redundancy factor (by cardinality)

is Opat =M !/kaax .
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It was shown in [6] that equality (4) implies that the
decrease in the length of the information word per Ak bits

for a fixed M leads to the increase in the redundancy factor

(by cardinality) by a factor of 2% A code with k <k

max
for a given M will be called a factorial code with introduced
redundancy. In this case, the value of redundancy factor

=2 where Ak =k, —k .

As a result of research performed in [5, 8], it is shown
that FCDR provides protection against unauthorized reading
of data if the law of transformation of source words into
permutation is kept in secret. Meanwhile, the protection of
information from errors in communication channel is
provided by the properties of permutations. The most
important of these properties is that the permutation © of
order M is a sequence of symbols of the set
{0;1;2;...;M —1}. The position of the symbols in
permutation is determined by the information word. In
addition, every symbol in the permutation is used only once.
Checking the occurrence of each of the symbols only once
at the receiving station ensures that all odd number of bit
errors and part of even number of bit errors are detected in
the received block [5]. This check will be referred to as the
data block validation.

The advantage of FCDR is also that it has the property
of self-synchronization. This eliminates the need for a
combination of frame synchronization to be entered in the
data block.

The disadvantage of FCDR is that this code does not
detect even number of bit errors, which lead to the
transformation of one permutation into another.

In [6] it is shown that if for a given & the value of ps is

(by cardinality) is o

intr

calculated according to the condition (M —1)! <2k < ,

then inequality o, > 2 can take place. Then it is possible to
insert additional check bits into information part before
forming the checksum. This allows to increase the
transmission reliability while maintaining the permutation
order and the code rate. On the other hand, if the value of
M is given in a data transmission system and

k = kiax =[logy M], the transmission reliability can be

increased due to artificially introduced redundancy. This
redundancy is provided by reducing the size of the data
block at the encoder input and introducing additional check

bits. The results presented in [6] for £ <1024 and p, = 1073
indicate an increase in the energy gain due to the application
of the proposed method by up to 1.6 dB. At the same time,
the method proposed in [6] does not allow to detect some
errors, including 2-bit errors, that lead to the transformation
of one permutation into another (permutation of the
permutation symbols).

3 MATERIALS AND METHODS

The proposed coding method provides the artificial
redundancy by reducing the cardinality of used
permutations. Consequently, the size of the source word
also decreases (in comparison with its maximum possible

value): k =k, —Ak, Ak > 0. We consider it obvious that
an increase in redundancy should lead to an increase in the
transmission reliability.

All the decisions made in this work are oriented to the
creation of data transmission systems operating over a
communication channel with independent bit errors.
Primarily, this applies to block transmission systems where
error correction is performed by retransmission of data in
error (binary symmetric decision feedback (DF) systems).
Such systems include most general and special purpose
systems operating over wired telephone channels, radio
relay, microwave, satellite and fiber-optic communication
channels.

The main idea of the work is to use a number of inversions
in permutation as a sign of its belonging to an allowed set.
So, if we use only even (odd) permutations to transfer
source words, then:

— the cardinality of the allowed set of source words will
be halved (exactly half of the permutations of the set of M !
permutations is even (odd));

— the decoder will detect all the errors that lead to the
transformation of a permutation into another permutation
and change its parity. Accordingly, the decoder will not
detect errors that lead to the transformation of a permutation
into another permutation and do not change its parity.

Note that the transformation of one permutation into
another is equivalent to a permutation of its symbols and
can be represented as a product of transpositions. Therefore,
the transformation of one FCDR codeword into another can
be represented as a finite number of consecutive
transpositions. Each transposition applied to a permutation
changes its parity. Therefore, the consistent application of
an odd number of transpositions changes the parity of a
permutation. The consistent application of an even number
of transpositions does not change the parity of a
permutation. This means that the use of only even (odd)
permutations allows to detect errors that lead to a
transformation equivalent to an odd number of consecutive
transpositions over the codeword.

Note also that if the source uses only even (odd)
permutations, the decoder will detect all 2-bit errors in a
FCDR codeword. This is because a 2-bit error is not detected
by FCDR if and only ifit generates a transposition of symbols
in the codeword. Since the transposition changes the parity
of a permutation, it will be detected by the decoder. In this
case, an undetected decoding error can be estimated using
the expression (2) from [5], where instead of the estimate

Sper (2) <1, -M [2 it should be used fper (2)=0.

Thus, it is possible to increase the transmission reliability
of systems with FCDR by reducing the cardinality of
permitted permutations and detecting their transpositions
in the process of transportation.

In turn, reducing the cardinality of the set of permutations
— information carriers — by half leads to a need to reduce the
block length by one bit and, accordingly, to reduce the code
rate. Therefore, the use of permutations for information
transferring, in which a number of inversions satisfies the
specified requirements, allows exchanging the code rate for
the transmission reliability.
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In view of the foregoing, the proposed code will be called
a factorial code with a given number of inversions (FCGNI).
We define the rule for choosing an allowed set of
permutations based on the number of inversions. For this,
we consider the theoretical basis for constructing FCGNI.

A number of inversions ® = inv(n) in the permutation
n of the order M

OS(DSO.S-M-(M—I). Each number ® of possible

inversions corresponds to a frequency number Ny, (0))

satisfies the condition

Due to the definition of frequency numbers, the next
expression is valid:
0.5M(M-1)
> Ny(o)=M!,
=0

and besides Ny (0)= Ny, (0.5M (M -1))=1.
In addition, the frequency number N, (co) =0 for

w<0 and ©>0.5M (M -1).
It is shown in [11] that the distribution of inversions on
all permutations of a fixed length coincides with the

distribution of their major index. That is, the number N, (0))

of permutations of order M with o inversions is the same

as the number of permutations of order M with major index
equal to ®. These numbers are known as Mahonian numbers.
A stronger result is valid: the number of permutations of
order )s with major index k and ® inversions is the same as

the number of permutations of order M with major index o
and k inversions, that is, the two statistics are
equidistributed.

According to [12, 13], the following recurrence relation
is valid:

Ny (0) =Ny (0=M)+ Ny (0+1-M)+

(O]
+o 4Ny (0)= D Ny (i), (©)
i=0-M
wherein Ny (0)=0 if ©>1.
In accordance with [12, 14, 15], the frequency numbers
M-l ,
are coefficients in the expansion HO (1+x+"-+xl), ie.
i=

M-1 0.5M(M1)

H(1+x+...+xi)=

Ny (0))~x°) ) Online

(
i=0 ®=0
Encyclopedia of Integer Sequences (OEIS) [16] contains
the sequence of McMahon numbers Ny, (0)) for

M e[1,50].
Properties of frequency numbers N, (0)) .
1. For py>2and @w:2<w< Cj@ —1 all the frequency

numbers N, (co) >M-1.
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2. The symmetry property for pAf>2:

Ny (@)= Ny (Cir =0), Ny (1) =M 1.

0.5M(M-1)
LY (1) Ny (0)=0-
=0
0,5M(M-1) |
4 > (oNM(oa):ECZ%,,M!:Zinv(n)_
=0 b

5. If 0] <y < [0,5'6‘1%/[} , then

Ny (o) <Ny (o).
6. If the number C]%/j is even, i.e. Cf/[ =2/, then

max Ny, (©)= Ny, (7). If the number C; is odd, i.e.
(O]

Ciy =21+1, then max Ny, (@)= Ny, (I)= Ny (1+1).
(0]

6. The recurrence formula (6) can be reduced to the
following form:

Remark. If ¢g<M +1, formula (7) has the form

Ny ()= Ny (0—1)+ Ny (0), which corresponds

to the expressions (I) from [12] and (9) from [17].
We define the residue modulo ¢ of a number of inversions

in a permutation of the order AM: R:|m|q, where

2Sq£0,5~M-(M—1) and 0<R<¢g-1.
The set of various permutations 7 of the order Ay with

a number of inversions of the residue class Ry forms a

subset (class) of permutations

By (‘IsR) = {7’53|i”V(7T)|q = R}. Depending on values of

q and R, cardinalities W), (q,R) of classes B, (q,R)

are calculated as follows:

[(0.5M(M-1)-R)/q]
W (4.R) = 2

J=0

Ny (0=jg+R) . (3)

It was shown in [17] that if ¢ < M, then the cardinalities

of classes By, (q, R) are invariant with respect to R and are

equal to
Wy (¢.R)=MYq. ©)
Note that the cardinalities Wy, (q,R) of the classes

By, (q,R) can differ significantly for the constant modulus

g value. Therefore, in order to maximize the code rate, it is
necessary to use the permutation classes of maximum
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cardinality for information transmission. In this case, the amount
of information carried by one permutation will be equal to

i (a.R) =logy (W (4.R)), (10)

and

kar (4.R)<|ips (0.R) . (11)
At the same time, it does not follow from this that the

use of the permutation class B, (q,R) of maximum

cardinality provides the greatest energy efficiency. By
energy efficiency, we mean the difference in signal levels at
the input of the FCGNI receiver and some other receiver of
information, providing the same probability of error-free
reception.

All classes By, (q,R) for g <M have an equal
cardinality. On other hand, the cardinalities of classes
By (q,R) where M <g < O.S-M-(M—l) are not equal

and should be subject to experimental evaluation.

The above theoretical basis of information factorial
coding determines the way of FCGNI constructing —
selecting for information transmission only those
permutations, which numbers of inversions belong to a

selected class of residues Eq. As shown above, if ¢ =2,

the code detects all 2-bit errors and a part of errors with
higher weight. Selecting a modulus g other than two

(2 <g< 0.5~M~(M—1)) will result in a different
distribution of detectable and undetectable errors. This

requires an informed choice of class B, (q,R). Note that if
q: |q|2 =0, the code will detect all odd permutations and a
part of even permutations.

We will accept K =k, (q,R) . Then the probability of

undetected error

28 p .
Py (FCGNLp,) =273 % f,()py(1=-p,)"" . (12)
=l i=2

From a source

An integral indicator of data transmission quality is a
relative transmission rate v, [18]. It is calculated for a DF
system as follows:

(13)

Vo = ViV,

where v| =k/n.
According to [18], for the simplest DF system

vy =0+P,;(FCGNI, p,),

where 0 =(1-p,)".

The structural scheme of the FCGNI encoder is shown
in Fig. 1.

From a data source, an information word of f bits is
entered in the buffer register 1. Then a source word is
transmitted to the block 2 for forming a permutation with a
number of inversions of a given class of residues. This
permutation, after encoding its symbols with a binary code,
is transmitted through the modulator 3 to a receiving station
via a communication channel.

Generation of a permutation with a number of inversions
of a given class of residues can be performed, for example,

by creating a table that consists of 2 rows. In each of
them one of the permutations with a number of inversions

o):|w| = R 1is written.
q

The number of different tables that can be constructed
is equal to

c2

~ Wy (q.R)

At the same time, it is created a table that links
permutations with information words for decoder. If these
tables are kept secret, then the prerequisites for information
encryption are created, and the expression (15) determines
the key space cardinality. With this approach, the
transmitting part of the system with FCGNI is a ROM where
tables are stored. A table is selected by a session key. A

w(M,q,R k) k. (15)

permutation is selected by a f -bit source word that defines

an address of a cell storing this permutation.
The structural scheme of the FCGNI decoder is shown
in Fig. 2.

To a transmission

—> 1

A -
»

[R]

channel
- -~
' 3 —>

Figure 1 — The structural scheme of the FCGNI encoder

From a transmission

To a recipient

channel ) 4 > 5 1 > 6 1 > 5
2 2
To a feedback
channel

Figure 2 — The structural scheme of the FCGNI decoder
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The demodulator 4 allocates data block (which can be
affected by interference) from a received sequence (signal
and noise mixture). Then the received data block comes to
the block of permutation estimation 5. In block 5, the
permutation correctness is evaluated — it is verified that

each of the symbols {0,1,2,...,M—1} is contained only

once and that the permutation belongs to the allowed part
of permutation set.

If the correctness condition is not satisfied, the
permutation estimation block 5 erases the received data
block and, by the bus 2, generates a command of
retransmission of data in error for the request generation
block 8. The request generation block 8 transmits this
command to the transmitting station via a feedback channel.

If the correctness condition is satisfied, the permutation
estimation block 5, by the bus 1, delivers the received
permutation to the block 6 of estimation a number of
permutation inversions. If the number of inversions in the
received permutation does not belong to a given class of
residues, then the block 6 of estimation a number of
permutation inversions, by the bus 2, generates a command
of retransmission of data in error for the request generation
block 8.

If the received permutation has retained the number of
inversions belonging to a given class of residues, then, by
bus 1 of the block 6 of estimation a number of permutation
inversions, the received permutation is transmitted to the
permutation decoding block 7. This block performs the
inverse transformation of the permutation into an
information word using the corresponding table. The
decoded permutation from the output of the block 7 is given
to a recipient.

Thus, FCGNI detects:

— all errors that transform the transmitted permutation
into non-permutation;

— all errors that transform the transmitted permutation
into a permutation with a number of inversions that does not
belong to a given class of residues.

4 EXPERIMENTS
In Table 1, for A/ =8 (n = 24) there are shown the results

of experimental estimates of the maximum cardinality W,

of the permutation class B) (q, R) ; the value of R at which

it is achieved; the value of k. = [iM (q,R)]; the code rate
Vimax corresponding to K,y .

Remark. The EC symbols mean that all the classes
By (q,R) for a given ¢ have an equal cardinality that is

defined by (9).
We estimate the probability of undetected error (12), the
code rate and the relative transmission rate (13). To do this,

we randomly select from each class B (q,R) the 2%

permutations that form the signal-code construction (SCC).
5 RESULTS

Fig. 3 shows the graph of dependence of the estimated
probability of FCGNI undetected error on the modulus ¢ for

p,=10".
The dotted line in the graph indicates the estimated
probability of FCDR wundetected error for A =38,

P, (FCDR, 1 073) =1,18-107, In addition, it is presented the

graph for the values of R from Table 1 providing the

maximum cardinality of the class B (q, R).

Table 1 — Classes Bg (q,R) of maximum cardinality for ¢ € [2,28]

q 2 3 4 5 6 7 8 9 10
Wnax | 20160 | 13440 | 10080 | 8064 | 6720 | 5760 | 5040 | 4522 | 4184
R EC | EC | EC | EC | EC [ EC | EC | 5 4
Knax 14 13 13 2 | 12 | 12| 2| 2|
Vimax | 0583 | 0,540 | 0,540 | 0,500 | 0,500 | 0,500 | 0,500 | 0,500 | 0,500

q 11 12 13 14 | 15 16 | 17 | 18 19
Winax | 3988 | 3890 | 3850 | 3838 | 3836 | 3836 | 3836 | 3836 | 3836
R 3 2 1 0 14 | 14 | 14 | 14 | 14
Kinax 11 1 1 11 11 11 1 11 11
Vimax | 0458 | 0458 | 0458 | 0,458 | 0,458 | 0,458 | 0,458 | 0458 | 0,458

q 20 21 22 | 23 | 24 | 25 [ 26 | 27 | 28
Wax | 3836 | 3836 | 3836 | 3836 | 3836 | 3836 | 3836 | 3836 | 3836

R 14 14 14 14 | 14 | 14 | 14 | 14 | 14
Kinax 1 1 1 1 11 1 1 1 1
Vimax | 0458 | 0458 | 0458 | 0,458 | 0,458 | 0,458 | 0,458 | 0,458 | 0,458
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If values of R are chosen to ensure the maximum
transmission reliability, the graph of dependence of the
estimated probability of FCGNI undetected error on the

modulus ¢ for p, = 10~ will take the form shown in Figure
4. In addition, it is presented the graph for R providing the
maximum transmission reliability of the class Bq (q,R).
Note that in the general case, the classes with the
maximum transmission reliability and the classes with the
minimum cardinality are not the same for a given g € [2, 28] .

A comparison of code rates providing the maximum SCC

cardinality and the maximum reliability on g € [2,28] are

shown in Fig. 5.
The graph of dependence of the estimated relative

transmission rate for FCGNI on the value of ¢ for A/ =8 and
Do = 107 is shown in Fig. 6. For each ¢ € [2,28] it is shown
the estimated maximum relative transmission rate. The values

of R in this case are given in Table 2.
The dashed-dot line on the graph indicates the estimated
FCDR rate for M =8,

vO(FCDR,10‘3):0,610.

relative transmission

——FCGNI(M=8) ===FCDR (M=§) +esses R
P,(FCGNI, p,) M=9) M=5) 2
1,0E-11 16
1,0E-10 14
12

1,0E-09
10

1,0E-08
8

1,0E-07
6
1,0E-06 )
1,0E-05 )
10E-04  <wesssmseneasesens i - 0

234567 8910111213141516171819202122232425262728¢

Figure 3 — Graph of dependence of the estimated probability of FCGNI undetected error on the modulus ¢ for p, = 10°

(maximum code rate in the class By (q, R) )

P, (FCGNI,p,)
1.0E-72

1,0E-66

1.0E-60 %
1,0E-54 X
1,0E-48 %
1,0E-42 e
1,0E-36 I
1,0E-30 : .
1,0E-24 : Y
1,0E-18 ;

"ea

——FCGNI (M=8)

-==FCDR (M=8) =+ R
M=8) R

1

L T

1.0E-12
1,0E-06

2345

-

M—d‘.-----------------------------'eﬂ 0

6 7 8 910111213141516171819202122232425262728 ¢4

Figure 4 — Graph of dependence of the estimated probability of FCGNI undetected error on the modulus ¢ for Af =8 and p, = 10°

(maximum transmission reliability in the class Bq (q, R) )
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Maximum cardinality = == Maximumn reliability

\;\_

2345678 910111213141516171819202122232425262728 4
Figure 5 — Graphs of code rates providing the maximum SCC cardinality and the maximum reliability on g € [2,28] for M =8 and
p, =107
Vi,V — Relative transmission rate = == Code rate = . FCDR
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Figure 6 — Graph of dependence of the estimated FCGNI relative transmission rate on g € [2, 28] for M =8 and p, = 10° (maximum

relative transmission rate in the class B % (q ,R))

Table 2 — Values of R for the maximum relative transmission rate for g € [2,28]

q 2 3 4 5 6 7 8 9 10
R ER ER ER ER ER ER ER ER 3-5
q 11 12 13 14 15 16 17 18 19
R ER ER ER 0-5,9-13 | 04,9-14 | 0-2,10-15 | 0,1,10-16 | 0,10-17 | 10-18
q 20 21 22 23 24 25 26 27 28
R | 10-18 | 10-18 | 10-18 10-18 10-18 10-18 10-18 10-18 10-18

Remark. The ER symbols mean that all the classes B M (q , R) for a given ¢ have an equal relative transmission rate.
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6 DISCUSSION
The graph of Fig. 6 indicates that for j/ =8 and

Do = 10 the relative transmission rate reaches the maximum
values at the maximum values of the code rate. This is

explained by the fact that 0> F (FCGN],pO) and,
according to (14), v, = Q. Therefore, it is advisable to use
B, (2,R) , Re {0; 1} to maximize the relative transmission

rate for M =8 and p, =10"". For others M and p,=10",

the values of ¢ and R can vary.

It also follows from Figure 6 that FCDR exceeds FCGNI
in the relative transmission rate for M =8 and p, =10".
Additional studies show that for 7 =8 FCGNI has a gain

in this indicator at p, > 0.1. At the same time, Figures 3 and
4 indicate that FCGNI is aimed at reducing the probability of
undetected error (for example, for ¢ = 2 — by more than
five orders in comparison with FCDR). This can be useful in
systems with high requirements for the probability of “false
alarm”.

Note that the presented coding method has a
disadvantage inherent in all block ciphers. Identical plaintext
blocks are converted into identical ciphertext blocks.
Therefore, in order to eliminate the statistical redundancy
and reduce the probability of identical blocks appearance, it
is advisable to compress the plaintext before transformation.

CONCLUSIONS

The problem of increasing the reliability of information
transmission using FCDR is solved.

The scientific novelty of the work is as follows. The
method of factorial coding with data recovery by
permutation has been further developed by using in SCC
permutations with a number of inversions from a given class
of residues. This makes it possible to reduce the number of
undetected errors and, accordingly, to increase the
transmission reliability.

The practical significance of the obtained results lies in
the experimental estimates of FCGNI parameters, as well as
in the developed structural schemes of encoding and
decoding devices, which make it possible to carry out their
practical implementation.

It is shown that by choosing the appropriate class of
residues for the number of inversions ® in a permutation
7, one can select a desired value of energy gain in exchange
for the loss of the relative transmission rate. For example,

the choice of the class B(2,1) provides for M =8 and

p, =107 the probability of undetected
P,(FCGNI, p,)=724-10" and the

crror

code rate

v = 0.583. For comparison, the same indicators for FCDR —

P, (FCDR,pO) = 1.18~10_5, v = 0.625. At the same time,

the task of developing the principles for choosing a
permutations set of a given class that forms an optimal
structure of SCC is the subject of further research.
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@aype O. B.!, Illepba A. 1., Xapun A. A}

®AKTOPIAJIBHI KOJIU 3 3AIAHUM YUCJIOM THBEPCI

'KaHz. TexH. HayK, JOLEHT, HOLeHT Kadenpy iHpopMmauiiHoi Ge3reky Ta KoMIT I0TepHo] iHxeHepil YepKachbKoro JIepKaBHOIO TEXHOJIOIY-
Horo yHiBepcurery, Yepkacu, Ykpaina

*Kanz. ¢i3.-Mar. HayK, JOLEHT, 3aB. KadeapH NPUKIaIHOi MaTeMaTHKy UepKachbKOro JIepXXaBHOTO TEXHOJIOTIYHOro yHiBepcuTery, Yepkacy,
Vkpaina

*Acmipant kadenpu iHdopMmaniiHoi Ge3ekn Ta KOMIIIOTepHOI iHkeHepil YepKachbKOro Jep:KaBHOTO TEXHOJOIIYHOro yHiBepcurery, Yep-
Kacu, YkpaiHa

AKkTyanbHicTb. DakropialbHe KOIyBaHHS 3 BiIHOBIIEHHSAM JaHMX 3a I1€PECTAHOBKOIO 3al0e3ledye KOMIUIEKCHMH 3axuct iHdopmarii Bix
HECAHKI[IOHOBAHOIO YUTAaHHs 1 MOMHUJIOK B KaHaJi 3B 513Ky 1 Ma€ BIACTUBICT CAMOCHHXPOHI3aLl. Y TOi e uac, Take KOLyBaHHs HE JI03BOJIIE
BUSIBUTH BCl IOMHJIKM MaJIOl KPaTHOCTI, 1O NPU3BOAMTH JI0 MOPIBHSIHO HEBEIMKOIO MOKA3HHUKA ITiIBUILEHHS JOCTOBIPHOCTI.

MeToro i€l podoTH € po3poOka Ta JOCIIIKEHHS MeTony (paKkTopialbHOrO KOLyBaHHS 3 3aJlaHUM YUCJIOM IHBEpCiH, CIIPIMOBAHOIO Ha
IiIBUILEHHS IOCTOBIPHOCTI NepeaBaHHs iH(opMallii 32 paXyHOK BBEIEHHs 10aTKOBOI HAa UIMIIKOBOCTI IUIIXOM BUOOPY KIlacy I1epecTaHOBOK,
SIK1 BIATIOBIAAIOTH 3aJJaHOMY KPHUTEPIIO.

Metoa. OcHOBHA iziesl IPOIIOHOBAHOIO METOY MOJISATa€ B LITYYHOMY BHECEHHI HAJJIMIIKOBOCTI 32 PaXyHOK 3MEHILEHHS IOTYKHOCTI
BUKOPHCTOBYBAHUX IIEpPECTaHOBOK. Takuii mixin 103BOIs€ 3 yCie] MHOKUHHU IIEPECTAHOBOK BUAUIUTH KJIAC, SKUH BOJIOI€ HEOOXIAHMMH, HaTIepe
3a7laHMMH, BJIACTHBOCTAMHU. Y SKOCTI O3HAKU IIPUHAJIEKHOCTI JO BUKOPUCTOBYBAHOTO KJIACY I1€PECTAHOBOK y POOOTI 3aIIPOIIOHOBAHO BUKOPHC-
TOBYBATHU BIJNOBIAHICTH YMCIA iX IHBEpCii 3a1aHOMY Kiacy JIMIIKIB. BUKOHAHO T€OpEeTHYHY OLIHKY apaMeTpiB KOLY.

Pe3ynabraTn. [106y10BaHO CHrHAJIBHO-KOJ0B1 KOHCTPYKLIT 1715 paKTOpiaJIbHOTO KOy 3 3alaHUM YUCIIOM 1HBEPCIi I MOpPAAKY IepecTaHo-
Bok M = 8. Jlnsa KOKHOMO 3 MOXKIMBHUX KIACIB JJOCIIUKEHO MOTYXHICTh, MIBUKICTb KOIY, OUIHKY MMOBIPHOCTI HEBHSBJICHOI HOMUIIKH i
BITHOCHOI IIBHAKOCTI IepeIaBaHHA IJIA1 CHCTEM 3 BHUPINIaIBHHM 3BOPOTHUM 3B’A3KOM i He3anexHuMH 6itoBumu momuikamu. ITokasaHo, mo
HapaMeTpH Koiy He € iHBapiaHTHHMH II0 BiTHONIEHHIO IO BUOPAHOTO KIACy JIHMIIKIB IJIA 331aHOro Momynsa. Po3pobieHo cTpyKTypHi cxemu
MPUCTPOIB KOyBaHHSI Ta AEKOLYBaHHs.

BucnoBku. OTprMaB HofabIIHil PO3BUTOK METOJ (haKTOPialbHOIO KOTyBaHHS 3 BITHOBJICHHAM JAaHUX 32 IEPECTAHOBKOIO, KHIA 32 PaXyHOK
BUKOPHCTaHHS EPECTaHOBOK, YHCIIO HBEPCil y AKHX HAJIEKUTh 0OpPaHOMY KJacy JIMIIKIB, JO3BONKB IiABUIIMTH JOCTOBIPHICTH IIepeIaBaHHS B
0OMiH Ha BTpaTy MIBUAKOCTI KOIY.

Kirouosi coBa: daxropiansHe komyBaHHS, IEpeCTaHOBKA, iHBEPCIis, HAIIUIIKOBICTb, KJIAC JIMIIKIB, JOCTOBIPHICTh NIepejaBaHHs, BITHOCHA
HIBUKICTh EPeIaBaHHs.

®aype D. B.!, lllepba A. 1.2, Xapun A. A2

"KaHz. TexH. HayK, TOLEHT, TOLEHT Kadeapsl nHHOPMALIMOHHOM 6e30MaCHOCTH W KOMITBIOTEPHOM HHKeHepruH YepKacCKOro rocyIapCcTBeH-
HOTO TEXHOJIOTHYECKOTO yHHBEpcUTeTa, Yepkacchl, YKkpanHa

*Kanz. ¢us.-MaT. HayK, JOLCHT, 3aB. Kadeapsl MPUKIAIHON MaTeMaTHKN YepKacCKOro ToCyIapCTBEHHOTO TEXHOIOTHIECKOTO YHHBEPCHTE-
Ta, Yepkaccel, YkpauHa

*AcnirpaHT Kadeapsl HHPOPMAIMOHHON 0E30MaCHOCTH U KOMITBIOTEPHON HHKEeHepHH YepKacCKOro roCyIapCTBEHHOTO TEXHOJIOTHYECKOTO
yHHBepcuTeTa, Uepkacesl, YkpanHa

®AKTOPUAJIBHBIE KOJbI C 3AJAHHBIM YHCJIOM MHBEPCUIA

AkTyanbHOCTb. DakTOpHambHOE KOAMPOBAHHUE C BOCCTAHOBJICHHUEM JIAaHHBIX 110 MEPECTAHOBKE 0OECIIEUNBAET KOMIUIEKCHYIO 3alUTy WH-
(hopManu OT HECAHKIIMOHUPOBAHHOTO YTEHHMS U OMIMOOK B KaHAJIE CBS3U U 00TaZaeT CBOMCTBOM CAaMOCHHXPOHM3AINH. B T0 ke Bpems, Takoe
KOZIUPOBAHHE HE M03BOJISIET O0HAPYKUTh BCE OMIMOKI MaJIOH KPaTHOCTH, YTO IPUBOAUT K CPABHUTEIHFHO HEOONIBIIOMY ITOKA3aTEITIO TIOBBIICHUS
JIOCTOBEPHOCTH.

Leabro n1aHHOl padoThI sSBIseTCA pa3pabdoOTKa U MCCIeOBaHUE MeTo/la (DaKTOPHAIBHOTO KOAMPOBAHUS C 3alaHHBIM YHCIIOM MHBEPCHUH,
HaIpaBJICHHOTO Ha MOBBIIICHUE JOCTOBEPHOCTH Tepesiadui MH(OPMAIMK 3a CYET BBEACHHS JOMOIHUTENBHON M30BITOYHOCTH ITyTEM BBIOOpa
KJIacca TIepPEeCTaHOBOK, yIOBJIETBOPSIONINX 3aJAHHOMY KPUTEPHIO.

Metoa. OcHOBHas ues MPEIIaraéMoro MeTojla COCTOMT B MCKYCCTBEHHOM BHECEHMH M30BITOYHOCTH 3a CHET yMEHBIICHUS MOIIHOCTH
HCTIONB3yEMBIX ITEPEeCTaHOBOK. Takol MOIXOJ MO3BOJIAET U3 BCETO MHOXKECTBA IIEPECTAaHOBOK BBIJEIUTH KIIacc, 00 Jaronii HEOOXOAUMBIMH,
Hafepes 3aJaHHBIMHU, CBOMCTBaMHU. B kauecTBe MpH3HAaKa MPHHAMIECKHOCTH K HCIIONB3yEMOMY KJIAcCy NMEPECTAHOBOK B paboTe MpEIIOKEHO
HCTIOB30BATh COOTBETCTBHE YHCIIA NX MHBEPCHH 3aJJaHHOMY KJIACCy BBIUETOB. BhINONHEHA TeopeTHueckas OleHKa apaMeTpoB KoJa.

Pesyabrathl. IlocTpoeHB! CHTHAIBHO-KOIOBBIE KOHCTPYKIMH IS (PaKTOPHANIBHOTO KOJA C 3aJaHHBIM YHCIOM WHBEPCHH MpPU MOpSIKe

NIEPECTaHOBOK M = 8 . ,HJI}I KaXX10ro u3 BO3MOXHBIX KJIaCCOB UCCIEA0BAHBI MOIIHOCTD, CKOPOCTb KOZa, OLEHKU BEPOATHOCTH HCOﬁHapy)I(eHHOﬁ
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OIIUOKH M OTHOCHUTEIILHOM CKOpPOCTH II€peaavu Aj1st CUCTEM C pema}omei’l 06paTHOI>’I CBSI3bIO M HE3aBHCUMbBIMH OMTOBBIMH OLITHOKAMH. HOKa3aHO,
4TO IapaMeTpbl KOJ1a HE SBJIAIOTCSA WHBAPHUAHTHBIMU 110 OTHOLICHUIO K BLIGpaHHOMy KJIacCy BBIYCTOB IIpH 3aJaHHOM MOIYIIE. Pa3p360TaHI>I
CTPYKTYPHBIE CXEMbI yCTpOﬁCTB KOAUPOBAHUS U NEKOAUPOBAHUSL.

BbIBOaBI. HOJ’Iy‘II/IJ'I JNaybHEeHIIee pa3BUTHE METO (baKTOpI/IaJ'ILHOI"O KOAUPOBaHHUsA € BOCCTAHOBJICHUEM JJaHHBIX 110 IEPECTaHOBKE, KOTOpLIﬁ
3a CYCT UCIHOJIb30BaHUS IIEPECTAHOBOK, YHCIIO I/IHBCpCI/Iﬁ B KOTOPBIX NPUHAJICIKUT BLI6paHHOMy KJIacCy BBIYETOB, [TI0O3BOJIUJI [IOBBICUTH 1OCTO-
BEPHOCTH II€peadu B 00MeH Ha IIOTEPIO CKOPOCTHU KOAA.

KnwoueBbie cjioBa: q)aKTOpI/IaJ'ILHOC KOAUPOBAHUE, IIEPECTAaHOBKA, UHBEPCHUSI, I/136I>ITO‘IHOCTI>, KJIacC BbIYCTOB, JOCTOBEPHOCTD II€peaalu,
OTHOCHUTECIIbHAsI CKOPOCTh Iepeaadu.
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