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ABSTRACT

Context. The development and aplication of cryptographic algorithms based on many-valued logic functions makes it important
to research their cryptographic properties and develop effective criteria for the cryptographic quality of their components. The
development of efficient methods for the synthesis of high-quality cryptographic primitives based on the functions of many-valued
logic is also an important task. The object of this research is the process of improving the efficiency of cryptographic algorithms
based on many-valued logic functions.

Objective. The purpose of this paper is to generalize the error propagation criterion and the strict avalanche criterion for the case
of functions of three-valued logic.

Method. The emergence of cryptography based on many-valued logic functions led to the understanding that today’s dominant
cryptographic algorithms based on binary algebraic constructions are only a special case of more general trends. Numerous re-
searches show that the use of cryptographic constructions based on many-valued logic functions leads to the creation of cryptoalgo-
rithms that more fully implement the principles of diffusion and confusion. One of the most important cases of many-valued logic
functions are 3-functions, which are also used in quantum cryptography. This article is another step towards developing crypto-
graphic constructions based on many-valued logic functions.

Results. The definition of the propagation criterion was extended to the case of functions of three-valued logic. On the basis of
the propagation criterion for the functions of three-valued logic, the definition of a strict avalanche criterion was introduced, which
describes the stability of cryptographic constructions against differential cryptanalysis attacks. We experimentally determined the
number of 3-functions of length N=9, satisfying the strict avalanche criterion. A method based on three constructive rules is pro-
posed, which allows to synthesize a complete set of 864 S-boxes of length N=9 satisfying strict avalanche criterion. This set of S-
boxes is basic for the application of Kim’s construction, which allows to recurrently increase the length of the S-box to the required
value. The paper shows that using Kim’s construction to increase the length preserves the S-box satisfying to a strict avalanche crite-
rion, while allowing to obtain S-boxes with satisfactory non-linearity value as well as small output and input vectors correlation.

Conclusions. The most important criterion of cryptographic quality, which shows the stability of the cryptographic algorithm to
attacks of differential cryptanalysis is the propagation criterion that was generalized to the case of 3-functions. The existence of 3-
functions of length N=9 satisfying the strict avalanche criterion is shown, and their full set is found. On the basis of the proposed
constructive method, a complete set of S-boxes of length N=9 that satisfy the strict avalanche criterion was synthesized. It is shown
that the Kim scheme can be applied to recurrently increase the length of S-boxes based on many-valued logic functions. As an actual
direction for the continuation of the research, the development of regular and constructive methods for the synthesis of full sets of 3-
functions and S-boxes of lengths N=27, 81, 243..., satisfying the strict avalanche criterion can be noted.

KEYWORDS: cryptography, differential properties, ternary logic, Boolean function.

ABBREVIATIONS J,,J,,J; are numbers of S-boxes that can be pro-

SAC is a Strict Avalanche Criterion. duced by using Rule 1, Rule 2 and Rule 3 correspond-
ingly;
NOMENCLATURE i

a is a coding sequence used in Rule 3 to perform sign
encodings of ternary functions;
X;, X, are arguments of many-valued logic function; J is a cardinality of the class of S-boxes of length

d,,d, are effects on the inputs of many-valued logic =~ N =9, satisfying strict avalanche criterion;
S,S,,,S;, are S-box examples;

f, f' are many-valued logic function examples;

function;
N is a length of many-valued logic function or S-box, NL is the nonlinearity distance;
based on many-valued logic functions; P=lp,, | is the matrix of the correlation coefficients

K%K N K" are numbers of symbols 0, —and + in ter- between the output Yy and input X, vectors of the S-box.
nary function; " Y
o is a transformation of change in ternary function
output values;
u is a vector of change in ternary function argument;

v(U) is a number of non-zero values of a vector U ;

INTRODUCTION
Block symmetric cryptographic algorithms are the
very important part of modern information protection
systems. A further increase in the computing power of

D, f is an derivative of ternary logic function; computer systems, as well as the emergence of new meth-

m is an order of propagation criterion; ods of cryptanalysis give rise to the need to increase the

X is a vector of ternary function input arguments; cryptographic strength of existing and new cryptographic
algorithms.
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Further development of existing algorithms and the
creation of new ones requires the availability of high-
quality cryptographic primitives, in particular, S-boxes.

At the same time, the application of the mathematical
apparatus of many-valued logic functions is promising,
both from the point of view of quantum cryptography and
from the point of view of traditional cryptography.

A special place, especially from the point of view of
quantum cryptography, among the functions of many-
valued logic is occupied by the functions of three-valued
logic.

The creation of new cryptographic primitives based on
many-valued logic functions requires the generalization of
cryptographic quality criteria, the main of which are:
nonlinearity, correlation immunity, propagation criterion
and a strict avalanche criterion which is particular case of
the propagation criterion.

In this paper, the propagation criterion and strict ava-
lanche criterion are generalized to the case of three-valued
logic functions, and effective methods for synthesizing 3-
functions and S-blocks of arbitrary length that satisfy the
strict avalanche criterion are proposed.

The object of research is the process of improving
the efficiency of cryptographic algorithms based on
many-valued logic functions.

The subject of research is the synthesis methods of
S-boxes based on many-valued logic functions with good
avalanche characteristics.

The purpose of the work is to generalize the error
propagation criterion and the strict avalanche criterion to
the case of functions of three-valued logic that will allow
us to develop a recursive method for synthesizing S-boxes
satisfying the strict avalanche criterion.

1 PROBLEM STATEMENT
Let the function f(X) of three-valued logic to be

given. The scientific problem is to build a method for
determining the probability of a change in the output val-
ues of a function when its input values change.
Another important task solved in this paper is the de-
velopment of a method for synthesizing the functions
f(X) which the uniform probability of a change in out-

put values when one of the input values is changing (such
functions are called as satisfying the strict avalanche crite-
rion).

We also solve the problem of constructing S-boxes on
the basis of 3-functions satisfying SAC, that can be used
in modern cryptographic algorithms based on the princi-
ples of many-valued logic.

2 REVIEW OF THE LITERATURE

The development of methods of many-valued logic,
occurring at the present time [1], causes the emergence of
new algorithms for the cryptographic data protection [2].
Functions of many-valued logic are the excellent basis for
the construction of quantum cryptoalgorithms [3...5].

Although many-valued logic algorithms can have an
effective hardware implementation [6], by the reason of
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better realization of the concepts of diffusion and confu-
sion [7], functions of many-valued logic are of consider-
able interest from the point of view of implementation on
binary computers.

Thus, in [8] a block symmetric cryptoalgorithm based
on the methods of ternary logic was synthesized. The re-
searches performed show that the use of these methods of
ternary logic for the construction of cryptoalgorithms al-
lows us to obtain a high level of diffusion and confusion
even when using the simple block replacement (Elec-
tronic Codebook [9]) mode at the cost of a small loss of
computational efficiency.

The highly nonlinear many-valued functions, that can
be, in particular, used in S-boxes construction schemes
like modernized Kim’s construction [10] was developed
in[11] and [12].

Method for constructing S-boxes of ternary logic sat-
isfying the criterion of zero correlation between the output
and input vectors is proposed in [13], and method for con-
structing highly nonlinear S-boxes based on the Nyberg
construction is developed in [14].

A method for estimating the non-linearity distance of
many-valued logic functions based on the Vilenkin-
Chrestenson transform was proposed in [15].

Nevertheless, such an important criterion of the cryp-
tographic quality of S-boxes, as the propagation criterion
and the strict avalanche criterion (SAC) remains outside
the framework of modern researches devoted to S-boxes
based on functions of many-valued logic.

In the binary case, the strict avalanche criterion as a
characteristic of resistance to differential cryptoanalysis is
one of the basic in the synthesis of S-boxes [16, 17]. The
physical interpretation of the error propagation criterion is
to measure the degree of change in the output values of a
Boolean function when its input values change [18].

3 MATERIALS AND METHODS
The most important problem is the development of a
technique for measuring the differential properties of
functions of many-valued logic, in particular, 3-functions.
Let’s consider an example. Let the truth table of a 3-
function of two variables to be given

f ={012012210}. (1)

In order to research the effect of each of the inputs of
the 3-function on its output, we connect the summators
(Fig. 1) to the inputs, to which we apply the effects
d,,d, €{0,1,2} . Obviously, a set of values d,,d, =0,

means no effect on the inputs of our 3-function.

dy
X
L
maod3 v
X5 mod3 f("ll ,X-,) >
. 2
d

Figure 1 — Example of a scheme for researching the influence of
inputs of a 3-function on its output
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Alternately changing the values of the coefficients
d,,d,, we obtain the rearranged values of the initial 3-

function (1), presented in Table 1 (symbol © means ad-
dition modulo 3).

Table 1 shows the change in the value of a function
when its arguments are changed. Note, that for the binary
case this question is trivial, since operating with values
from the set {0,1} makes it easy to infer the output value:

it has changed / has not changed. In the case of ternary
logic, obviously, the nature of the change in the output
value also plays an important role.

Possible options are:

1. The function value has not changed. Denote this
event as 0.

2. The value increased (decreased) by 1 (modulo 3).
Denote these events with the symbols “+/—".

We denote this transformation by the symbol 6 and
introduce the following basic definitions.

Definition 1. Let the v(u) to be the number of non-
zero values of a vector U . A derivative of a 3-function of
k variables in direction of vector u, we call the follow-
ing 3-function

D, f =8(f(x), f(x+u)). 2)

Definition 2. We say that a 3-function satisfies the
propagation criterion in the direction of the vector u if

the number of zero values in its derivative D, f is equal
to the number of positive values and is equal to the num-
ber of negative values: K’ =K* =K~ =N/3.

In other words, under the influence of the change in
input values in direction U the probabilities of events 0,
— or + are equal to

KO K* K 1[0 + -
P“:{W N W}:[lﬂ 1/3 1/3}' (3)

Definition 3. A function is called as satisfying the
propagation criterion of order m if it satisfies the propa-
gation criterion in all such directions U that 1<v(u)<m.

Definition 4. A function is said to satisfy a strict ava-
lanche criterion if it satisfies the propagation criterion of
order m=1.

Let’s continue the example. We find the derivatives of
the 3-function (1) and verify its compliance with the strict
avalanche criterion (Table 2).

Thus, the researched function does not satisfy the
strict avalanche criterion. It is of practical interest to per-
form the search for 3-functions corresponding to the defi-
nition of the strict avalanche criterion that we introduced.

Table 1 — The rearranged values of the initial 3-function (1)

f(X,%,) f(x,,x,@1) f(x,,X,D2) f(x, ®1,x,) f(x, ®2,%,)
f(0,0)=0 f(0,1)=1 f(0,2)=2 f(1,0)=0 f(2,0)=2
f(0,)=1 f(0,2)=2 f(0,0)=0 f,D)=1 f(2,)=1
f(0,2)=2 f(0,0)=0 f(0,1)=1 f(1,2)=2 f(2,2)=0
f(1,0)=0 f,)=l f(1,2)=2 f(2,0)=2 f(0,0)=0
f(1,D=l f(1,2)=2 f(1,0)=0 f(2,h)=1 f(0,1)=1
f(1,2)=2 f(1,0)=0 (=1 f(2,2)=0 f(0,2)=2
f(2,0)=2 f(2,)=1 f(2,2)=0 f(0,0)=0 f(1,0)=0
f(2,)=1 f(2,2)=0 f(2,0)=2 f(0,1)=1 (=1
f(2,2)=0 f(2,0)=2 f(2,0)=1 f(0,2)=2 f(1,2)=2
Table 2 — The derivatives of the 3-function (1)
f(Xl’XZ) f(X17X2®1) DOI f(Xl’X2®2) D02 f(Xl@l’XZ) DIO f(X1@2’X2) DZO
f(0,00=0 f(0,1)=1 - f(0,2)=2 + f(1,00=0 0 f(2,00=2 +
f(0,1)=1 f(0,2)=2 - f(0,0)=0 + f,n)=1 0 f2,)=1 0
f(0,2)=2 f(0,0)=0 - f0,1)=1 + f(1,2)=2 0 f(2,2)=0 -
f(1,0)=0 f(a,1)=1 - f(1,2)=2 + f(2,00=2 + f(0,0)=0 0
f,)=1 f1,2)=2 f(1,0)=0 + f2,)=1 0 f(0,1)=1 0
f(1,2)=2 f(1,0)0=0 - f,n=1 + f(2,2)=0 - f(0,2)=2 0
f(2,00=2 f(2,)=1 + f(2,2)=0 - f(0,00=0 - f(1,0)=0 -
f2,)=1 f(2,2)=0 + f(2,00=2 - f(0,1)=1 0 f,n)=1 0
f(2,2)=0 f(2,0)=2 + f2,h)=1 - f(0,2)=2 f(1,2)=2 +
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4 EXPERIMENTS

It seems to us that for small values of the length it is
possible to carry out a exhaustive search for ternary
sequences satisfying the strict avalanche criterion. The
search of a complete set of ternary sequences of length
N =9 allowed us to establish that there are in total 2052
3-functions of the specified length that satisfy the strict
avalanche criterion.

For example, we show (Table 3) that the sequence we
have found

f'={001022121}, 4

satisfies the strict avalanche criterion.

Since all the D; in Table 3 are balanced, so

K’ =K"= K", the sequence (4) really satisfies the strict
avalanche criterion.

We note that such 3-functions possess special practi-
cal value, on the basis of which it is possible to construct
such important cryptographic primitives as S-boxes. Ex-
perimental research carried out with the requirements of
the theorem [20] which regulates the conditions of bijec-
tivity of S-boxes, made it possible to discover that from
the total set of the 3-functions of length N =9, satisfying

complete set of such S-boxes of length N =9 can be con-
structed on the basis of a set of generating S-boxes and
rules of their reproduction.

We represent the set of generating S-boxes, on the ba-
sis of which the full class of S-boxes of length N =9
satisfying the strict avalanche criterion can be obtained

013286574][026143758
013628745([026314587
014278365(|028154637
014653827(/028376415
016253847|/041287356
016325478[[041635872
017245638(|052178346/ ®)
017386524([052634781
023176485(/053128746
023617854([053281674
025187364([082145673
1025643718/[082367451

Reproduction of S-boxes (5) may be performed by ap-
plying the following rules.

Rule 1. Permutation of the second and third triples of
elements of the S-box preserves the compliance of S-box
with the strict avalanche criterion.

For example, from the first basic S-box obtained by us

the strict avalanche criterion there are only 72 such 3- [0 1328657 4]’ (6)

functions on the basis of which it is possible to construct btai S-box b Ivine the Rule 1

the S-box. These 3-functions are given in Table 4. we can obtain a new 5-box by applying the Rule

[013574286]. @)
5 RESULTS

Let us determine the possible number of S-boxes of

length N =9 satisfying the strict avalanche criterion. A

Table 3 — The derivatives of the 3-function (5)
f'(x,,%,) f'(x,x, ®1) | D, f'(x,X, ®2) | D, f'(x, ®1,x,) |D, f'(x, ®2,x,) | Dy
f'(0,0)=0 f'(0,)=0 0 f'(0,2) =1 - f'1,0)=0 0 f'(2,0)=1 -
f'(0,)=0 f'(0,2) =1 - f'(0,0)=0 0 f'a,n=2 + f'(2,1)=2 +
£'(0,2) =1 £'(0,0)=0 + f'(0,)=0 + f'1,2)=2 - f'(2,2)=1 0
f'(1,0)=0 f',n=2 + f'(1,2)=2 + f'(2,0)=1 - f'(0,0)=0 0
f'a,1)=2 f'(1,2)=2 0 f'1,0)=0 - f'2,)=2 0 f'(0,1)=0 -
f'(1,2)=2 f'(1,0)=0 - f',n=2 0 f'(2,2)=1 + f'(0,2) =1 +
f'(2,0)=1 f'2,1)=2 - f'(2,2)=1 0 f'(0,0)=0 + f'1,0)=0 +
f'2,1)=2 f'(2,2)=1 + f'(2,0)=1 + f'(0,)=0 - f'a,n=2
f'(2,2)=1 f'(2,0)=1 f'(2,)=2 - £'(0,2) =1 0 f'(1,2)=2 -
Table 4 — The 3-functions suitable for S-boxes constructing

001022121 010112022 020122110 100220121 112010022 122020110 202112100 212200110
001121022 010211220 020221011 101002122 112022010 122101002 202211001 220010211
001202211 010220211 022001121 101122002 112100202 122110020 211001202 220100121
001211202 011002212 022010112 101200221 112202100 200101221 211010220 220121100
002011212 011020221 022112010 101221200 121001022 200110212 211202001 220211010
002101122 011212002 022121001 110020122 121022001 200212110 211220010 221011020
002122101 011221020 100112202 110122020 121100220 200221101 212002011 221020011
00221201 1 020011221 100121220 110200212 121220100 202001211 212011002 221101200
010022112 020110122 100202112 110212200 122002101 202100112 212110200 221200101

© Sokolov A. V., Zhdanov O. N., 2019

DOI DOI 10.15588/1607-3274-2019-4-17

180



e-ISSN 1607-3274 PagioenexrpoHika, inpopmaTuka, ynpasainss. 2019.
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2019.

Ne
Ne

4
4

So, the application of Rule 1 allows to obtaining
J, =2 new S-boxes based on one.

Rule 2. The permutation of the component 3-functions
of the S-box preserves the compliance of S-box with the
strict avalanche criterion.

As an example, we again consider the first basic S-
box, which can be represented as two component 3-

functions
013286574
01022021T1].
001022121

By permuting the component 3-functions, we obtain a
new S-box, which also satisfies the strict avalanche crite-

rion
sl
1]. 9)
1

The application of Rule 2 allows us to obtain on the
basis of one S-box J, =k!=(log, N)! new S-boxes satis-

®)

S oo
S NN
N =

31
01
10

\S e’ fo N
N N| 0o

5
2
1

fying the strict avalanche criterion. In the case of length
N =9 from one S-box, we obtain two.

Rule 3. All possible 3* =3"=" = N sign encodings of
the component 3-functions of the S-box preserves the
compliance of S-box with the strict avalanche criterion.

Let’s demonstrate the operation of Rule 3 using as ex-
ample the first basic S-box and the coding sequence

a={o, o,j={12}
013286574
01022021 }+a,mod3 | >
0010221 21}+a, mod3 10)
781634052
>|121001022]
220211010

The application of Rule 3 allows us to obtain on the
basis of one S-box J,=3*=3"*"=N new S-boxes

satisfying the strict avalanche criterion. In the case of
length N =9, we obtain 9 new S-boxes.

Thus, using the basic 24 S-boxes of length N =9 (5),
as well as Rule 1, Rule 2 and Rule 3, we can synthesize a
class of S-boxes of cardinality J =24-2-2-9 =864, each
of which is satisfying the strict avalanche criterion. This
cardinality of class of S-boxes satisfying the strict ava-
lanche criterion is equal to the cardinality of their com-
plete set estimated by the exhaustive search.

6 DISCUSSION
The obtained 3-functions of length N =9 (Table 4),
satisfying SAC, as well as S-boxes which are built on
their basis are important cryptographic constructions from
a theoretical point of view.
We note that, for practical use S-boxes of long length
N are necessary. Earlier, to increase the length of the S-
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boxes, both in the binary case [21] and in the ternary case
[13], Kim’s scheme was successfully used.

Kim’s scheme is presented in general form for ternary
case on Fig. 2

X+

Figure 2 — Kim’s scheme for ternary case

Let’s consider an example. Suppose the S-box of
length N =9 satisfying the strict avalanche criterion is
given

S=[0 1 6 3 2 5 4 7 8], (11)

on the basis of which it is necessary to obtain an S-box of
length N =27.

We apply to the S-box (11) a Kim’s scheme of recur-
rent increase of length (Fig. 1), which taking into account
the length N =9 of the initial S-box and the length

N =27 of the required S-box takes the form showed on
Fig. 3.

X Rt\ ud
' LA

|
1 1 2

- —_————— —— e e

Figure 3 — Kim’s scheme for a S-box with two inputs

Suppose, for example, that the vector of the input
value of a new S-box of length N =27 has the form

X=[X X, X]=[001],.

(12)

Then, calculating the sum in the first sub-block
(Fig. 3), we get the value
X =(X +%)mod3=(0+1)mod3=1;
X, =X, =0.

(13)

In the second sub-block of calculations, in accordance
with the small S-box (11) chosen by us, we obtain

S10)=s()=1, y, =L y, =0. (14)
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And, finally, the calculations in the third sub-block

y1:y1’:1; yzzyzyzo;
Y, = (Y, +X)mod3=(1+0)mod3=1=
=Y=[y, Yy, Y,]=[101],=10.

(15)

Calculating all the 27 different input values, we get
the entire S-box of length N =27

S, =[012412214132526106911 a6
23217822151819532017 416].

In [15] the interconnection between the nonlinearity
distance of the S-box component functions and their
Vilenkin-Chrestenson transformants was discovered. This
interconnection may be described by the formula

q“ —max{|Wi|}, q>2;

NL = o1
2 —Emax{l\/\li”, qg=2,

(17)

where W, is the vector of S-box i -th component function

Vilenkin-Chrestenson (Walsh-Hadamard for the binary
case) transformants and i = 0,1,...,log, N —1.

From other side, a formula for calculating the matrix
P= Py
put y, and input X, vectors of the S-box was introduced
in [13]

of the correlation coefficients between the out-

p =
LA 3 s

where v,u=0,1,...,log, N 1.

Using formula (17) we can determine that the distance
of nonlinearity of constructed S-box (16)
NL =11412, (19)

as well as we can calculate its matrix of correlation coef-
ficients according to formula (18)

00 0
P=| 0 050.5]|. (20)
050 0
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Continuing usage of the Kim’s recurrent construction
shown in Fig. 2 on the basis of S-box (16) we can get the
S-box of length N =81 that also satisfies the strict ava-
lanche criterion

ey

N
w
AN
N
w
w
\S}
Lt
Eale i
W N
W N W

The calculated S-box S;, (21) have the nonlinearity
distance

NL =34.235, (22)

and the matrix of correlation coefficients

000 O

000 0
P= . 23)
000505

000 O

CONCLUSIONS

The scientific novelty of obtained results is that we
generalized such important criteria of cryptographic qual-
ity as the propagation criterion and the strict avalanche
criterion to the case of functions of three-valued logic.
The compliance of the 3-function with the strict avalanche
criterion makes it possible to ascertain its resistance to
attacks of differential cryptanalysis, which is important
for practical cryptoalgorithms.

On the basis of the introduced definition of the strict
avalanche criterion for 3-functions, in this paper we found
a complete set of cardinality J =2052 of 3-functions
satisfying the strict avalanche criterion.

It is established that 72 of these functions can be the
basis for constructing bijective S-boxes of length N =9
satisfying the strict avalanche criterion. The cardinality of
such S-boxes class is equal to 864.

It is proposed to use the ternary analogue of the Kim’s
scheme for recurrently increasing the length of the con-
structed S-boxes. It is shown that in the case of using the
Kim’s scheme, the resulting S-boxes also satisfies the
strict avalanche criterion.

The practical significance of the paper is that the ob-
tained class of 864 S-boxes satisfying the strict avalanche
criterion can be used in practical cryptographic algorithm,
which are based on the many-valued logic functions. At
the same time, using Kim’s scheme, S-boxes of any re-
quired length can be obtained.
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AHOTAUIA

AKTyanbHicTh. Po3po0ka i BIpoBa/UKEHHSI KPHIITOAJITOPUTMIB Ha OCHOBI (pyHKI[ili OaraTo3Ha4yHOI JIOTiKH POOUTH aKTyaJlbHOIO
3aJady HOTJHOIEHOTO BHBYCHHS X KpUNTOrpaidHUX BIACTUBOCTEH, pO3pOOKH €()EeKTHBHUX KPUTEpiiB KpunTorpadidHoi sKOCTi
KOMITOHEHTIB, 3 SIKHX BOHH CKJIAaJarOThCS. BaXKIMBHM 3aBIaHHAM € TaKOX po3poOka epeKTUBHHX METOMIB CHHTE3Y BHCOKOSKICHHX
KpHnTorpadiyHuX MpUMITHBIB, 3aCHOBAaHUX Ha (PYHKI[SIX O6araTo3HavHol joriku. O6’€KTOM JaHOTO JOCIIKEHHS € MPOLECH ITiIBH-
IIeHHs €(PeKTUBHOCTI KPUNTOAITOPUTMIB Ha OCHOBI (DyHKIIiI1 OaraTo3HaIHOT JIOTIKH.

Meta. MeTolo CTaTTi € y3arajJbHEHHsS] KPUTEPI0 HOIIUPEHHS NOMMIKH 1 CYBOPOTO JIABUHHOTO KPUTEPil0 Ha BHIAJOK (yHKIii
TPU3HAYHOI JIOTIKH.

Mertop. [TosiBa kpunrorpadii Ha ocHOBI (YHKIIH OaraTo3HA4YHOI JIOTIKHK MMPUBea 40 PO3YyMiHHS, IO JOMiHY04Yi ChOTO/IHI KPHUII-
TorpadivHi aJropuTMH, 3aCHOBaHI Ha JBIHKOBUX anreOpaidHUX KOHCTPYKISIX, € JIMIIE OKPEMHUM BHUIAIKOM OiNbII 3arajbHUX TEHIC-
HIi#. UncneHHI AOCHiIKEHHS MOKa3yIOTh, M0 BUKOPUCTAHHA KPUOTOTPadidYHUX KOHCTPYKIIN Ha OCHOBI (YHKIIH OaraTo3HauyHOI
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JIOTIiKH BeJie JI0 CTBOPEHHS KPUIITOAJITOPHUTMIB, IO OLIBII IIOBHO peallizyloTh NpUHIMIH qudy3ii i koHdy3il. [Ipn ipomy, HaliBasKIIH-
BIIIUM BHIAJKOM (yHKLiI OaraTro3HavHo1 JIOTiKH € 3-(yHKLIi, SIKi 3aCTOCOBYIOThCSI TAKOXX y KBaHTOBIH kpuntorpadii. Ll cratrs €
II¢ OTHMM KPOKOM Ha LIISIXY OCBOEHHS KpUNTOrpadivHMX KOHCTPYKIIH Ha OCHOBI (DyHKILii 6araTo3HaYHOT JIOTIKH.

Pe3yabraTn. BusHaueHHs kputepis normupeHHs 0yJo y3arajipHeHe Ha BUIaJIoK GyHKUiN Tpu3HayHoi joriku. Ha ocHOBI kpute-
pito mommpeHHs i GyHKUIH TPU3HAYHOI JIOTIKK OyJIO BBEJCHO BM3HAYEHHS CYBOPOIO JIABUHHOI'O KPHUTEPIlO, KMl OMHUCYE CTiil-
KicTh KpunTorpagiyHux KOHCTPYKIIH J0 aTak Au(epeHLiaIbHOrO KPUNTOAaHAi3y. ¥ CTaTTi eKCHePHUMEHTAIbHO BH3HAYCHO Killb-
KicTh 3-QyHKHiH goBxuHE N=9, 1110 3a10BOIBHSIIOTH CYBOPOMY JIABHHHOMY KPUTEPif0. 3alpOIIOHOBAHO METO/, 3aCHOBAHUH Ha TPHOX
KOHCTPYKTHBHHX IpaBHIIaX, IO J03BOJISIE CHHTE3YBaTH MOBHY MHOXHUHY 3 864 S-0110KiB noBxuHU N=9, sKi 3aJOBOIBHSIIOTH CYBO-
poMy JaBHHHOMY Kputepifo. Jlana MHOXHHA S-0JI0KIB € 6a30BOIO IS 3aCTOCYBaHHS KOHCTpYKii Kima, o mo3Bossie peKypeHTHO
30UTBIIMTH TOBKUHY S-OJIOKY 70 HEOOXiTHOTO 3HAYCHHS. Y CTATTi MOKa3aHO, [0 BUKOPUCTaHHS KOHCTPYKINT Kima st 301mbieH s
JIOBXKUHH 30epirae BiJNOBiHICTb S-0JIOKY CyBOPOMY JIABHHHOMY KPHTEpIit0, IPH L[LOMY JO3BOJISIE OTPUMATH S-OJIOKH 3 3aJJ0BUIBHH-
MH MOKa3HUKAMU HENiHIMHOCTI Ta KOPEJIIiHHOro 3B’ 3Ky BEKTOPIB BUXOY 1 BXOLY.

BucHoBku. HaiiBaxxiuBiiuii kputepiit kpuntorpagiuyHoi sIKOCTI, SIKM MOKa3ye CTIHKICTh KPUNITOAITOPUTMY A0 aTak Au(epeH-
LiAIFHOTO KPHUITOAHANI3Y — KPUTEPi MOMMPEHHS OMIJIKH Y3arajJbHEHO Ha BUNAnoK 3-¢yHkuii. [Tokasano icHyBanHs 3-yHKmil
noBxuHn N=9, 1110 3a/I0BOJIBHSIOTH CYBOPOMY JIABHHHOMY KPHTEPIIO, 8 TAKOX 3HAHIEHO 1X MOBHY MHOXHHY. Ha ocHOBI 3ampomnoHo-
BaHOTO KOHCTPYKTHBHOTO METOIY CHHTE30BaHO HOBHY MHOXHHY S-O0JI0KiB oBXHHH N=9, Ki 3aJJOBOJBHSIOTh CyBOPOMY JIABUHHO-
My Kputepito. [lokazaHo, 0 IS PeKypeHTHOTO 30UIBIICHHS JTOBKHHU S-OJOKIB Ha OCHOBI (yHKIIIH GaraTo3HaYHOI JIOTIKH MOXe
Oytu 3actocoBana cxema Kima. B skocTi akTyajabHOTO HalpsIMKY IIPOJOBXKEHHS MPOBEACHUX JOCHIIIKEHb MOXKHA 3a3HAYUTH I100Y-
JIOBY PETYJSIPHUX 1 KOHCTPYKTHBHUX METOJIIB CHHTE3y MOBHUX MHOXHUH 3-pyHKIIiH Ta S-010kiB qomxun N=27, 81, 243..., ski Biamo-
BIIaIOTh CYBOPOMY JIABHHHOMY KPUTEPIIO.

KJIFOYOBI CJIOBA: xpunrorpadisi, qudeperiianbHi BIaCTUBOCTI, TPU3HAYHA JIOTiKa, OysieBa (yHKIis.
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AHHOTADIUSA

AxTyanbHOCTh. PazpaboTka 1 BHeIpeHNE KPUNTOAITOPUTMOB Ha OCHOBE ()YHKIMI MHOTO3HAYHOH JIOTHKH JIETaeT aKTyaJbHOH
3amady yrryONE€HHOTO M3ydYeHUsl WX KPHOTOrpaU4ecKHX CBOUCTB, pa3paboTk 3(PQEKTHBHBIX KPUTEPUEB KPHIITOTPAdHIECKOrO
Ka4yecTBa COCTABILIIOLIMX MX KOMIIOHEHTOB. BaxnHelimeil 3agadeii sBisiercst Takoke paspadorka 3((HeKTUBHBIX METOIOB CHHTE3a BbI-
COKOKAa4YeCTBEHHBIX KpUNTOrpaduueckux NPUMHTHBOB, OCHOBAaHHBIX Ha (yHKLMSIX MHOTO3HaYHOW JIOrHKH. OOBEKTOM TaHHOTO HC-
CJICJOBAHMS ABJISIOTCS IPOLIECCHI TOBBILICHHUS () (PEKTUBHOCTH KPUNTOAITOPUTMOB Ha OCHOBE (PyHKINI MHOTO3HAYHOH JIOTHKH.

Heab. Lenvio cTathu siBIsIeTCA 0000IEHNE KPUTEPUS PACTIPOCTPAHEHHS OIIMOKH U CTPOTOro JIABUHHOTO KPUTEPHs Ha CIIydaii
(YHKUIUH TPEeX3HAYHOM JIOTUKH.

Metoa. IlosBnenne kpunrorpaduu Ha OCHOBE (QYHKIWIT MHOTO3HAYHOH JIOTHKH, IPUBEIIO K TOHUMAHHUIO, YTO JOMHHHUPYIOIIHE
CeTOIHS KPUNTOTpaQUIEeCKHe aNrOPUTMBI, OCHOBAHHBIE HA JBOMYHBEIX alreOpandecKuX KOHCTPYKIHSX, SBISICTCS JHIIb YaCTHBIM
cirydaeM Oosiee 00muMX TeHACHIMH. MHOrOYNCICHHbBIE HCCIIeJOBAaHUS TOKA3BIBAIOT, YTO MCHOJIB30BAHHE KPHITOTPAPHISCKUX KOH-
CTPYKLMH Ha OCHOBE (D)YHKIMII MHOTO3HAYHOMH JIOTHKH BEJIET K CO3/IaHMI0 KPUIITOAITOPUTMOB, 00JIee MOJIHO pealn3yIOmnX IPHHIIH-
el quddy3un 1 koHdy3un. [Ipu sTOoM, BaKHEHIIMM ciiydaeM (GyHKIMH MHOTO3HAYHOI JIOTHKU SBISIOTCSA 3-(QYHKIMH, KOTOpPBIE
MIPUMEHSIOTCS TaKKe B KBaHTOBOW kpumnTorpaduu. Hacrosmas cTaThs sBIA€TCS €Ile OAHUM IIaroM Ha IMyTH OCBOEHHS KPHIITOTpa-
(bHYeCKUX KOHCTPYKIHMI HAa OCHOBE (DYHKIMIf MHOTO3HAYHO# JIOTHKH.

PesyabTathl. OnpeneneHne KpUTEpUs pacpocTpaHeHns: Obu10 0000IIeHo Ha ciTydyail pyHKIHMI Tpex3HauHoH Joruku. Ha ocHo-
Be KPUTEpHS pacrpocTpaHeHHs A (QyHKIMH TPeX3HAYHOH JIOTHKM OBIJIO BBEJCHO ONPEAEICHHE CTPOTOrO JIABUHHOTO KPHTEPHH,
KOTOPBII ONHUCHIBACT yCTOINYMBOCTh KPHNTOTPAadHISCKHX KOHCTPYKIMHA K aTakaMm IuddepeHnansHoro KpuiToananmsa. B craree
HKCTICPUMEHTAIILHO OIPE/IENICHO KOJIMIEeCTBO 3-GyHKIMH HauHBI N=9, COOTBETCTBYIOINX CTPOrOMY JIaBUHHOMY Kputepuio. [Ipen-
JIO)KEH METOJI, OCHOBAHHBIH Ha TPeX KOHCTPYKTUBHBIX NpPABHUJIAX, ITO3BOJIIONIMH CHHTE3HPOBAThH MOJHOE MHOXECTBO U3 864 S-
610K0B iMHBI N=9, yIOBIETBOPSIONIIMX CTPOTOMY JIABHHHOMY KpHTEepHIO. JJaHHOE MHOXECTBO S-OJIOKOB sIBIIsIeTCS 0a30BBIM IS
NpUMeHeHHs1 KOHCTpykuuu Kuma, mosBossitorneil peKyppeHTHO yBEIMYNTh AIMHY S-6J0Ka 0 HE0OXOAMMOro 3HaueHus. B crarbe
MOKa3aHo, YTO UCIIOJIb30BaHHE KOHCTPYKIMH KiMa Juist yBeIMdIeH s JNTUHBI COXPAHSIET COOTBETCTBHE S-0JI0Ka CTPOroMy JIABUHHOMY
KPHTEPHIO, IPH 3TOM IO3BOJISET MOIY4UTh S-OJOKH C yHOBIETBOPUTEIBHBIMU MOKA3aTEISIMUA HETMHEHHOCTH M KOPPEIALHOHHOMN
CBSI3M BEKTOPOB BBIXOJIa U BXOJA.

BriBoasl. Bakneiimmii kputepuii KpunTorpauueckoro Ka4ecTBa, HOKa3bIBAIOMNKA YCTOHIMBOCTD KPUIITOAITOPUTMA K aTaKaM
T GepeHIMAIFHOTO KPUIITOAHANIN3a — KPUTEPHH pacpoCTpaHEeHHs OomNOKH 00o0men Ha ciaydaid 3-dynkmuii. [TokasaHo cymect-
BoBaHMe 3-QyHKIMiH TMHEI N=9, COOTBETCTBYIOLIMX CTPOrOMY JIABHHHOMY KPHUTEPHIO, a TAK)Ke HAMJEHO UX MOIHOE MHOXKecTBO. Ha
OCHOBE MPEUIOKEHHOT0 KOHCTPYKTUBHOTO METOJa CHHTE3MPOBAHO IOJIHOE MHOXECTBO S-0JI0KOB JIMHBI N=9, yI0BIETBOPSIOIINX
CTPOroMy JIaBUHHOMY KpuTeputo. ITokazaHo, 4TO 11 PEeKyPPEHTHOTO yBEJIMYEHHMS JUIMHBI S-0JIOKOB Ha OCHOBE (DYHKLHMH MHOro-
3HAYHOM JIOTMKH MOXET ObITh MpUMeHeHa cxema Kuma. B kauecTBe akTyallbHOTO HaIpaBJICHUS MPOAOKEHUs IPOBEAECHHBIX HCCIIe-
JOBaHUH MOXKET OBITh OTMEUECHO IIOCTPOEHHE PETYIAPHBIX U KOHCTPYKTHBHBIX METOJIOB CHHTE3a IOJTHBIX MHOXECTB 3-(yHKIUH U S-
onokoB mmH N=27, 81, 243..., yIOBIETBOPSIOLINX CTPOrOMY JABHHHOMY KPUTEPHIO.

KJIIOUEBBIE CJIOBA: kpunrorpadus, muddepeHnnanbHble CBOHCTBA, TPOUYHAS JIOTHKA, OyiieBa QyHKITHS.
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