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ABSTRACT 
Context. The development and aplication of cryptographic algorithms based on many-valued logic functions makes it important 

to research their cryptographic properties and develop effective criteria for the cryptographic quality of their components. The 
development of efficient methods for the synthesis of high-quality cryptographic primitives based on the functions of many-valued 
logic is also an important task. The object of this research is the process of improving the efficiency of cryptographic algorithms 
based on many-valued logic functions. 

Objective. The purpose of this paper is to generalize the error propagation criterion and the strict avalanche criterion for the case 
of functions of three-valued logic. 

Method. The emergence of cryptography based on many-valued logic functions led to the understanding that today’s dominant 
cryptographic algorithms based on binary algebraic constructions are only a special case of more general trends. Numerous re-
searches show that the use of cryptographic constructions based on many-valued logic functions leads to the creation of cryptoalgo-
rithms that more fully implement the principles of diffusion and confusion. One of the most important cases of many-valued logic 
functions are 3-functions, which are also used in quantum cryptography. This article is another step towards developing crypto-
graphic constructions based on many-valued logic functions. 

Results. The definition of the propagation criterion was extended to the case of functions of three-valued logic. On the basis of 
the propagation criterion for the functions of three-valued logic, the definition of a strict avalanche criterion was introduced, which 
describes the stability of cryptographic constructions against differential cryptanalysis attacks. We experimentally determined the 
number of 3-functions of length N=9, satisfying the strict avalanche criterion. A method based on three constructive rules is pro-
posed, which allows to synthesize a complete set of 864 S-boxes of length N=9 satisfying strict avalanche criterion. This set of S-
boxes is basic for the application of Kim’s construction, which allows to recurrently increase the length of the S-box to the required 
value. The paper shows that using Kim’s construction to increase the length preserves the S-box satisfying to a strict avalanche crite-
rion, while allowing to obtain S-boxes with satisfactory non-linearity value as well as small output and input vectors correlation. 

Conclusions. The most important criterion of cryptographic quality, which shows the stability of the cryptographic algorithm to 
attacks of differential cryptanalysis is the propagation criterion that was generalized to the case of 3-functions. The existence of 3-
functions of length N=9 satisfying the strict avalanche criterion is shown, and their full set is found. On the basis of the proposed 
constructive method, a complete set of S-boxes of length N=9 that satisfy the strict avalanche criterion was synthesized. It is shown 
that the Kim scheme can be applied to recurrently increase the length of S-boxes based on many-valued logic functions. As an actual 
direction for the continuation of the research, the development of regular and constructive methods for the synthesis of full sets of 3-
functions and S-boxes of lengths N=27, 81, 243..., satisfying the strict avalanche criterion can be noted. 

KEYWORDS: cryptography, differential properties, ternary logic, Boolean function. 
 
 

ABBREVIATIONS 
SAC is a Strict Avalanche Criterion. 

 
NOMENCLATURE 

,f f ′  are many-valued logic function examples; 

1 2,x x  are arguments of many-valued logic function; 

1 2,d d  are effects on the inputs of many-valued logic 
function; 

N  is a length of many-valued logic function or S-box, 
based on many-valued logic functions; 

0 , ,K K K− +  are numbers of symbols 0, – and + in ter-
nary function; 

δ  is a transformation of change in ternary function 
output values; 

u is a vector of change in ternary function argument; 
ν( )u  is a number of non-zero values of a vector u ; 
Du f  is an derivative of ternary logic function; 
m  is an order of propagation criterion; 
X  is a vector of ternary function input arguments; 

1 2 3, ,J J J  are numbers of S-boxes that can be pro-
duced by using Rule 1, Rule 2 and Rule 3 correspond-
ingly; 

α  is a coding sequence used in Rule 3 to perform sign 
encodings of ternary functions; 

J  is a cardinality of the class of S-boxes of length 
9N = , satisfying strict avalanche criterion; 

27 81, ,S S S  are S-box examples; 
NL  is the nonlinearity distance; 

ν,μρP =  is the matrix of the correlation coefficients 

between the output μy  and input νx  vectors of the S-box. 
 

INTRODUCTION 
Block symmetric cryptographic algorithms are the 

very important part of modern information protection 
systems. A further increase in the computing power of 
computer systems, as well as the emergence of new meth-
ods of cryptanalysis give rise to the need to increase the 
cryptographic strength of existing and new cryptographic 
algorithms. 
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Further development of existing algorithms and the 
creation of new ones requires the availability of high-
quality cryptographic primitives, in particular, S-boxes. 

At the same time, the application of the mathematical 
apparatus of many-valued logic functions is promising, 
both from the point of view of quantum cryptography and 
from the point of view of traditional cryptography. 

A special place, especially from the point of view of 
quantum cryptography, among the functions of many-
valued logic is occupied by the functions of three-valued 
logic. 

The creation of new cryptographic primitives based on 
many-valued logic functions requires the generalization of 
cryptographic quality criteria, the main of which are: 
nonlinearity, correlation immunity, propagation criterion 
and a strict avalanche criterion which is particular case of 
the propagation criterion. 

In this paper, the propagation criterion and strict ava-
lanche criterion are generalized to the case of three-valued 
logic functions, and effective methods for synthesizing 3-
functions and S-blocks of arbitrary length that satisfy the 
strict avalanche criterion are proposed. 

The object of research is the process of improving 
the efficiency of cryptographic algorithms based on 
many-valued logic functions. 

The subject of research is the synthesis methods of 
S-boxes based on many-valued logic functions with good 
avalanche characteristics. 

The purpose of the work is to generalize the error 
propagation criterion and the strict avalanche criterion to 
the case of functions of three-valued logic that will allow 
us to develop a recursive method for synthesizing S-boxes 
satisfying the strict avalanche criterion. 

 
1 PROBLEM STATEMENT 

Let the function ( )f X  of three-valued logic to be 
given. The scientific problem is to build a method for 
determining the probability of a change in the output val-
ues of a function when its input values change. 

Another important task solved in this paper is the de-
velopment of a method for synthesizing the functions 

( )f X  which the uniform probability of a change in out-
put values when one of the input values is changing (such 
functions are called as satisfying the strict avalanche crite-
rion).  

We also solve the problem of constructing S-boxes on 
the basis of 3-functions satisfying SAC, that can be used 
in modern cryptographic algorithms based on the princi-
ples of many-valued logic. 
 

2 REVIEW OF THE LITERATURE 
The development of methods of many-valued logic, 

occurring at the present time [1], causes the emergence of 
new algorithms for the cryptographic data protection [2]. 
Functions of many-valued logic are the excellent basis for 
the construction of quantum cryptoalgorithms [3…5].  

Although many-valued logic algorithms can have an 
effective hardware implementation [6], by the reason of 

better realization of the concepts of diffusion and confu-
sion [7], functions of many-valued logic are of consider-
able interest from the point of view of implementation on 
binary computers. 

Thus, in [8] a block symmetric cryptoalgorithm based 
on the methods of ternary logic was synthesized. The re-
searches performed show that the use of these methods of 
ternary logic for the construction of cryptoalgorithms al-
lows us to obtain a high level of diffusion and confusion 
even when using the simple block replacement (Elec-
tronic Codebook [9]) mode at the cost of a small loss of 
computational efficiency. 

The highly nonlinear many-valued functions, that can 
be, in particular, used in S-boxes construction schemes 
like modernized Kim’s construction [10] was developed 
in [11] and [12]. 

Method for constructing S-boxes of ternary logic sat-
isfying the criterion of zero correlation between the output 
and input vectors is proposed in [13], and method for con-
structing highly nonlinear S-boxes based on the Nyberg 
construction is developed in [14]. 

A method for estimating the non-linearity distance of 
many-valued logic functions based on the Vilenkin-
Chrestenson transform was proposed in [15]. 

Nevertheless, such an important criterion of the cryp-
tographic quality of S-boxes, as the propagation criterion 
and the strict avalanche criterion (SAC) remains outside 
the framework of modern researches devoted to S-boxes 
based on functions of many-valued logic. 

In the binary case, the strict avalanche criterion as a 
characteristic of resistance to differential cryptoanalysis is 
one of the basic in the synthesis of S-boxes [16, 17]. The 
physical interpretation of the error propagation criterion is 
to measure the degree of change in the output values of a 
Boolean function when its input values change [18]. 

 

3 MATERIALS AND METHODS 
The most important problem is the development of a 

technique for measuring the differential properties of 
functions of many-valued logic, in particular, 3-functions. 

Let’s consider an example. Let the truth table of a 3-
function of two variables to be given 
 

 {012012210}.f =  (1) 
 

In order to research the effect of each of the inputs of 
the 3-function on its output, we connect the summators 
(Fig. 1) to the inputs, to which we apply the effects 

1 2, {0,1, 2}d d ∈ . Obviously, a set of values 1 2, 0d d = , 
means no effect on the inputs of our 3-function. 

 

 
Figure 1 – Example of a scheme for researching the influence of 

inputs of a 3-function on its output 
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Alternately changing the values of the coefficients 
1 2,d d , we obtain the rearranged values of the initial 3-

function (1), presented in Table 1 (symbol ⊕  means ad-
dition modulo 3). 

Table 1 shows the change in the value of a function 
when its arguments are changed. Note, that for the binary 
case this question is trivial, since operating with values 
from the set {0,1}  makes it easy to infer the output value: 
it has changed / has not changed. In the case of ternary 
logic, obviously, the nature of the change in the output 
value also plays an important role. 

Possible options are: 
1. The function value has not changed. Denote this 

event as 0. 
2. The value increased (decreased) by 1 (modulo 3). 

Denote these events with the symbols “+/–”. 
We denote this transformation by the symbol δ  and 

introduce the following basic definitions. 
Definition 1. Let the ν( )u  to be the number of non-

zero values of a vector u . A derivative of a 3-function of 
k  variables in direction of vector u , we call the follow-
ing 3-function 

 

 D δ( ( ), ( )).u f f x f x u= +  (2) 
 

Definition 2. We say that a 3-function satisfies the 
propagation criterion in the direction of the vector u  if 

the number of zero values in its derivative Du f  is equal 
to the number of positive values and is equal to the num-
ber of negative values: 0 3K K K N+ −= = = . 

In other words, under the influence of the change in 
input values in direction u  the probabilities of events 0 , 
−  or +  are equal to 

 

 
0 0

.
1 3 1 3 1 3u

K K KP
N N N

+ −⎡ ⎤ ⎡ ⎤
= =⎢ ⎥ ⎢

⎣⎣

+
⎥
⎦⎦

−
 (3) 

 
Definition 3. A function is called as satisfying the 

propagation criterion of order m  if it satisfies the propa-
gation criterion in all such directions u  that 1 ν( )u m≤ ≤ . 

Definition 4. A function is said to satisfy a strict ava-
lanche criterion if it satisfies the propagation criterion of 
order 1m = . 

Let’s continue the example. We find the derivatives of 
the 3-function (1) and verify its compliance with the strict 
avalanche criterion (Table 2). 

Thus, the researched function does not satisfy the 
strict avalanche criterion. It is of practical interest to per-
form the search for 3-functions corresponding to the defi-
nition of the strict avalanche criterion that we introduced. 

 
Table 1 – The rearranged values of the initial 3-function (1) 

1 2( , )f x x  1 2( , 1)f x x ⊕  1 2( , 2)f x x ⊕  1 2( 1, )f x x⊕  1 2( 2, )f x x⊕  
(0,0) 0f =  (0,1) 1f =  (0,2) 2f =  (1,0) 0f =  (2,0) 2f =  
(0,1) 1f =  (0,2) 2f =  (0,0) 0f =  (1,1) 1f =  (2,1) 1f =  
(0,2) 2f =  (0,0) 0f =  (0,1) 1f =  (1,2) 2f =  (2,2) 0f =  
(1,0) 0f =  (1,1) 1f =  (1,2) 2f =  (2,0) 2f =  (0,0) 0f =  
(1,1) 1f =  (1,2) 2f =  (1,0) 0f =  (2,1) 1f =  (0,1) 1f =  
(1,2) 2f =  (1,0) 0f =  (1,1) 1f =  (2,2) 0f =  (0,2) 2f =  
(2,0) 2f =  (2,1) 1f =  (2,2) 0f =  (0,0) 0f =  (1,0) 0f =  
(2,1) 1f =  (2,2) 0f =  (2,0) 2f =  (0,1) 1f =  (1,1) 1f =  
(2,2) 0f =  (2,0) 2f =  (2,1) 1f =  (0,2) 2f =  (1,2) 2f =  

 
Table 2 – The derivatives of the 3-function (1) 

1 2( , )f x x  1 2( , 1)f x x ⊕  01D  1 2( , 2)f x x ⊕  02D  1 2( 1, )f x x⊕  10D  1 2( 2, )f x x⊕  20D  
(0,0) 0f =  (0,1) 1f =  – (0,2) 2f =  + (1,0) 0f =  0 (2,0) 2f =  + 
(0,1) 1f =  (0,2) 2f =  – (0,0) 0f =  + (1,1) 1f =  0 (2,1) 1f =  0 
(0,2) 2f =  (0,0) 0f =  – (0,1) 1f =  + (1, 2) 2f =  0 (2, 2) 0f =  – 
(1,0) 0f =  (1,1) 1f =  – (1, 2) 2f =  + (2,0) 2f =  + (0,0) 0f =  0 
(1,1) 1f =  (1, 2) 2f =  – (1,0) 0f =  + (2,1) 1f =  0 (0,1) 1f =  0 
(1, 2) 2f =  (1,0) 0f =  – (1,1) 1f =  + (2, 2) 0f =  – (0,2) 2f =  0 
(2,0) 2f =  (2,1) 1f =  + (2, 2) 0f =  – (0,0) 0f =  – (1,0) 0f =  – 
(2,1) 1f =  (2,2) 0f =  + (2,0) 2f =  – (0,1) 1f =  0 (1,1) 1f =  0 
(2, 2) 0f =  (2,0) 2f =  + (2,1) 1f =  – (0,2) 2f =  + (1, 2) 2f =  + 

 

179



e-ISSN 1607-3274   Радіоелектроніка, інформатика, управління. 2019. № 4 
p-ISSN 2313-688X  Radio Electronics, Computer Science, Control. 2019. № 4 

 
 

© Sokolov A. V., Zhdanov O. N., 2019 
DOI DOI 10.15588/1607-3274-2019-4-17 

4 EXPERIMENTS 
It seems to us that for small values of the length it is 

possible to carry out a exhaustive search for ternary 
sequences satisfying the strict avalanche criterion. The 
search of a complete set of ternary sequences of length 

9N =  allowed us to establish that there are in total 2052 
3-functions of the specified length that satisfy the strict 
avalanche criterion. 

For example, we show (Table 3) that the sequence we 
have found 

 
 { }001022121 ,f ′ =  (4) 
 
satisfies the strict avalanche criterion. 
 

Since all the Di  in Table 3 are balanced, so 
0K K K+ −= = , the sequence (4) really satisfies the strict 

avalanche criterion. 
We note that such 3-functions possess special practi-

cal value, on the basis of which it is possible to construct 
such important cryptographic primitives as S-boxes. Ex-
perimental research carried out with the requirements of 
the theorem [20] which regulates the conditions of bijec-
tivity of S-boxes, made it possible to discover that from 
the total set of the 3-functions of length 9N = , satisfying 
the strict avalanche criterion there are only 72 such 3-
functions on the basis of which it is possible to construct 
the S-box. These 3-functions are given in Table 4. 

 
5 RESULTS 

Let us determine the possible number of S-boxes of 
length 9N =  satisfying the strict avalanche criterion. A 

complete set of such S-boxes of length 9N =  can be con-
structed on the basis of a set of generating S-boxes and 
rules of their reproduction. 

We represent the set of generating S-boxes, on the ba-
sis of which the full class of S-boxes of length 9N =  
satisfying the strict avalanche criterion can be obtained 

 
0 1 3 2 8 6 5 7 4 0 2 6 1 4 3 7 5 8
0 1 3 6 2 8 7 4 5 0 2 6 3 1 4 5 8 7
0 1 4 2 7 8 3 6 5 0 2 8 1 5 4 6 3 7
0 1 4 6 5 3 8 2 7 0 2 8 3 7 6 4 1 5
0 1 6 2 5 3 8 4 7 0 4 1 2 8 7 3 5 6
0 1 6 3 2 5 4 7 8 0 4 1 6 3 5 8 7 2
0 1 7 2 4 5 6 3 8 0 5 2 1 7 8 3 4 6
0 1 7 3 8 6 5 2 4 0 5 2
0 2 3 1 7 6 4 8 5
0 2 3 6 1 7 8 5 4
0 2 5 1 8 7 3 6 4
0 2 5 6 4 3 7 1 8

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎣ ⎦

.
6 3 4 7 8 1

0 5 3 1 2 8 7 4 6
0 5 3 2 8 1 6 7 4
0 8 2 1 4 5 6 7 3
0 8 2 3 6 7 4 5 1

⎡ ⎤
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎢ ⎥
⎣ ⎦

 (5)

 
Reproduction of S-boxes (5) may be performed by ap-

plying the following rules. 
Rule 1. Permutation of the second and third triples of 

elements of the S-box preserves the compliance of S-box 
with the strict avalanche criterion. 

For example, from the first basic S-box obtained by us 
 

 [ ]0 1 3 2 8 6 5 7 4 ,  (6) 
 

we can obtain a new S-box by applying the Rule 1 
 

 [ ]0 1 3 5 7 4 2 8 6 .  (7) 

 

Table 3 – The derivatives of the 3-function (5) 
1 2( , )x xf ′  1 2( , 1)x xf ⊕′  01D  1 2( , 2)x xf ⊕′  02D 1 2( 1, )xf x⊕′  10D  1 2( 2, )xf x⊕′  20D

(0,0) 0f =′  (0,1) 0f =′  0 (0, 2) 1f =′  – (1,0) 0f =′  0 (2,0) 1f =′  – 

(0,1) 0f =′  (0, 2) 1f =′  – (0,0) 0f =′  0 (1,1) 2f =′  + (2,1) 2f =′  + 

(0, 2) 1f =′  (0,0) 0f =′  + (0,1) 0f =′  + (1,2) 2f =′  – (2,2) 1f =′  0 

(1,0) 0f =′  (1,1) 2f =′  + (1,2) 2f =′  + (2,0) 1f =′  – (0,0) 0f =′  0 

(1,1) 2f =′  (1,2) 2f =′  0 (1,0) 0f =′  – (2,1) 2f =′  0 (0,1) 0f =′  – 

(1,2) 2f =′  (1,0) 0f =′  – (1,1) 2f =′  0 (2, 2) 1f =′  + (0,2) 1f =′  + 

(2,0) 1f =′  (2,1) 2f =′  – (2, 2) 1f =′  0 (0,0) 0f =′  + (1,0) 0f =′  + 

(2,1) 2f =′  (2, 2) 1f =′  + (2,0) 1f =′  + (0,1) 0f =′  – (1,1) 2f =′  0 

(2, 2) 1f =′  (2,0) 1f =′  0 (2,1) 2f =′  – (0, 2) 1f =′  0 (1, 2) 2f =′  – 

 
Table 4 – The 3-functions suitable for S-boxes constructing 

001022121 010112022 020122110 100220121 112010022 122020110 202112100 212200110 
001121022 010211220 020221011 101002122 112022010 122101002 202211001 220010211 
001202211 010220211 022001121 101122002 112100202 122110020 211001202 220100121 
001211202 011002212 022010112 101200221 112202100 200101221 211010220 220121100 
002011212 011020221 022112010 101221200 121001022 200110212 211202001 220211010 
002101122 011212002 022121001 110020122 121022001 200212110 211220010 221011020 
002122101 011221020 100112202 110122020 121100220 200221101 212002011 221020011 
002212011 020011221 100121220 110200212 121220100 202001211 212011002 221101200 
010022112 020110122 100202112 110212200 122002101 202100112 212110200 221200101 
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So, the application of Rule 1 allows to obtaining 
1 2J =  new S-boxes based on one. 

Rule 2. The permutation of the component 3-functions 
of the S-box preserves the compliance of S-box with the 
strict avalanche criterion. 

As an example, we again consider the first basic S-
box, which can be represented as two component 3-
functions 

 
0 1 3 2 8 6 5 7 4
0 1 0 2 2 0 2 1 1 .
0 0 1 0 2 2 1 2 1

⎡ ⎤
⎢ ⎥
⎢ ⎥⎣ ⎦

 (8) 

By permuting the component 3-functions, we obtain a 
new S-box, which also satisfies the strict avalanche crite-
rion 

 
0 3 1 6 8 2 7 5 4
0 0 1 0 2 2 1 2 1 .
0 1 0 2 2 0 2 1 1

⎡ ⎤
⎢ ⎥
⎢ ⎥⎣ ⎦

 (9) 

 
The application of Rule 2 allows us to obtain on the 

basis of one S-box 2 3! (log )!J k N= =  new S-boxes satis-
fying the strict avalanche criterion. In the case of length 

9N =  from one S-box, we obtain two. 
Rule 3. All possible 3log3 3 Nk N= =  sign encodings of 

the component 3-functions of the S-box preserves the 
compliance of S-box with the strict avalanche criterion. 

Let’s demonstrate the operation of Rule 3 using as ex-
ample the first basic S-box and the coding sequence 

1 2{ } {12}α = α α =  
 

 
1

2

0 1 3 2 8 6 5 7 4
{0 1 0 2 2 0 2 1 1} mod3
{0 0 1 0 2 2 1 2 1} mod3

7 8 1 6 3 4 0 5 2
1 2 1 0 0 1 0 2 2 .
2 2 0 2 1 1 0 1 0

α
α

⎡ ⎤
+ →⎢ ⎥

⎢ ⎥+⎣ ⎦
⎡ ⎤

→ ⎢ ⎥
⎢ ⎥⎣ ⎦

 (10) 

 
The application of Rule 3 allows us to obtain on the 

basis of one S-box 3log
3 3 3 NkJ N= = =  new S-boxes 

satisfying the strict avalanche criterion. In the case of 
length 9N = , we obtain 9 new S-boxes. 

Thus, using the basic 24 S-boxes of length 9N =  (5), 
as well as Rule 1, Rule 2 and Rule 3, we can synthesize a 
class of S-boxes of cardinality 24 2 2 9 864J = ⋅ ⋅ ⋅ = , each 
of which is satisfying the strict avalanche criterion. This 
cardinality of class of S-boxes satisfying the strict ava-
lanche criterion is equal to the cardinality of their com-
plete set estimated by the exhaustive search. 
 

6 DISCUSSION 
The obtained 3-functions of length 9N =  (Table 4), 

satisfying SAC, as well as S-boxes which are built on 
their basis are important cryptographic constructions from 
a theoretical point of view. 

We note that, for practical use S-boxes of long length 
N  are necessary. Earlier, to increase the length of the S-

boxes, both in the binary case [21] and in the ternary case 
[13], Kim’s scheme was successfully used. 

Kim’s scheme is presented in general form for ternary 
case on Fig. 2 
 

 
Figure 2 – Kim’s scheme for ternary case 

 

Let’s consider an example. Suppose the S-box of 
length 9N =  satisfying the strict avalanche criterion is 
given 
 

 [0 1 6 3 2 5 4 7 8],S =  (11) 
 

on the basis of which it is necessary to obtain an S-box of 
length 27N = . 

We apply to the S-box (11) a Kim’s scheme of recur-
rent increase of length (Fig. 1), which taking into account 
the length 9N =  of the initial S-box and the length 

27N =  of the required S-box takes the form showed on 
Fig. 3. 
 

 
Figure 3 – Kim’s scheme for a S-box with two inputs 

 

Suppose, for example, that the vector of the input 
value of a new S-box of length 27N =  has the form 
 

 1 2 3 3[ ] [001] .X x x x= =  (12) 
 

Then, calculating the sum in the first sub-block 
(Fig. 3), we get the value 
 

 1 1 3

2 2

( ) mod 3 (0 1) mod 3 1;
0.

x x x
x x

′

′

= + = + =
= =

 (13) 

 

In the second sub-block of calculations, in accordance 
with the small S-box (11) chosen by us, we obtain 
 

 1 2(10) (1) 1, 1; 0.S S y y′ ′= = = =  (14) 
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And, finally, the calculations in the third sub-block 
 

 
1 1 2 2

3 2 3

1 2 3 3

1; 0;
( ) mod3 (1 0) mod3 1

[ ] [101] 10.

y y y y
y y x

Y y y y

′ ′

′

= = = =
= + = + = ⇒
⇒ = = =

 (15) 

 
Calculating all the 27 different input values, we get 

the entire S-box of length 27N =  
 

 
[

]
27 0 1 24 12 2 14 13 25 26 10 6 9 11

23 21 7 8 22 15 18 19 5 3 20 17 4 16 .

S =
 (16) 

 
In [15] the interconnection between the nonlinearity 

distance of the S-box component functions and their 
Vilenkin-Chrestenson transformants was discovered. This 
interconnection may be described by the formula 
 

 
{ }

{ }1

max , 2;
NL 12 max , 2,

2

k
i

k
i

q W q

W q−

⎧ − >
⎪= ⎨

− =⎪
⎩

 (17) 

 
where iW  is the vector of S-box i -th component function 
Vilenkin-Chrestenson (Walsh-Hadamard for the binary 
case) transformants and 0,1,..., log 1qi N= − . 

From other side, a formula for calculating the matrix 

ν,μρP =  of the correlation coefficients between the out-

put μy  and input νx  vectors of the S-box was introduced 
in [13] 
 

ν μ
1 1

ν μ
1

ν,μ 2 2

ν μ
1 12 2

ν μ
1 1

ρ ,

N N

N
t t

t

N N

N N
t t

t t

x y
x y

N

x y
x y

N N

= =

=

= =

= =

−
=

⎡ ⎤ ⎡ ⎤⎛ ⎞ ⎛ ⎞
⎢ ⎥ ⎢ ⎥⎜ ⎟ ⎜ ⎟

⎝ ⎠ ⎝ ⎠⎢ ⎥ ⎢ ⎥− ⋅ −⎢ ⎥ ⎢ ⎥
⎢ ⎥ ⎢ ⎥
⎢ ⎥ ⎢ ⎥⎣ ⎦ ⎣ ⎦

∑ ∑
∑

∑ ∑
∑ ∑

 (18) 

  
 
where ν,μ 0,1,..., log 1q N= − . 

Using formula (17) we can determine that the distance 
of nonlinearity of constructed S-box (16) 
 
 NL 11.412,=  (19) 
 
as well as we can calculate its matrix of correlation coef-
ficients according to formula (18) 
 

 
0 0 0
0 0.5 0.5 .

0.5 0 0
P

⎡ ⎤
⎢ ⎥= ⎢ ⎥
⎢ ⎥⎣ ⎦

 (20) 

 
Continuing usage of the Kim’s recurrent construction 

shown in Fig. 2 on the basis of S-box (16) we can get the 
S-box of length 81N =  that also satisfies the strict ava-
lanche criterion 

 

 

81 [0 1 78 39 2 41 40 79 80
10 60 9 11 50 48 61 62 49
69 18 19 32 30 20 71 31 70
28 24 27 29 68 66 25 26 67

6 36 37 77 75 38 8 76 7
45 46 15 57 47 59 58 16 17
51 54 55 14 12 56 53 13 52
63 64 33 21 65 23 22 34 35
73 42 72 74 5 3 43 44 4].

S =

 (21) 

 
The calculated S-box 81S  (21) have the nonlinearity 

distance 
 
 NL 34.235,=  (22) 
 
and the matrix of correlation coefficients 
 

 

0 0 0 0
0 0 0 0

.
0 0 0.5 0.5
0 0 0 0

P

⎡ ⎤
⎢ ⎥
⎢ ⎥=
⎢ ⎥
⎢ ⎥
⎣ ⎦

 (23) 

 
CONCLUSIONS 

The scientific novelty of obtained results is that we 
generalized such important criteria of cryptographic qual-
ity as the propagation criterion and the strict avalanche 
criterion to the case of functions of three-valued logic. 
The compliance of the 3-function with the strict avalanche 
criterion makes it possible to ascertain its resistance to 
attacks of differential cryptanalysis, which is important 
for practical cryptoalgorithms. 

On the basis of the introduced definition of the strict 
avalanche criterion for 3-functions, in this paper we found 
a complete set of cardinality 2052J =  of 3-functions 
satisfying the strict avalanche criterion. 

It is established that 72 of these functions can be the 
basis for constructing bijective S-boxes of length 9N =  
satisfying the strict avalanche criterion. The cardinality of 
such S-boxes class is equal to 864. 

It is proposed to use the ternary analogue of the Kim’s 
scheme for recurrently increasing the length of the con-
structed S-boxes. It is shown that in the case of using the 
Kim’s scheme, the resulting S-boxes also satisfies the 
strict avalanche criterion. 

The practical significance of the paper is that the ob-
tained class of 864 S-boxes satisfying the strict avalanche 
criterion can be used in practical cryptographic algorithm, 
which are based on the many-valued logic functions. At 
the same time, using Kim’s scheme, S-boxes of any re-
quired length can be obtained. 
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Prospects for further research are the development of 
regular and constructive methods for the synthesis of full 
sets of 3-functions and S-boxes of lengths N=27, 81, 
243..., satisfying the strict avalanche criterion as well as 
consideration of another bases q  of many-valued logic 
functions. 
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AНОТАЦІЯ 

Актуальність. Розробка і впровадження криптоалгоритмів на основі функцій багатозначної логіки робить актуальною 
задачу поглибленого вивчення їх криптографічних властивостей, розробки ефективних критеріїв криптографічної якості 
компонентів, з яких вони складаються. Важливим завданням є також розробка ефективних методів синтезу високоякісних 
криптографічних примітивів, заснованих на функціях багатозначної логіки. Об’єктом даного дослідження є процеси підви-
щення ефективності криптоалгоритмів на основі функцій багатозначної логіки. 

Мета. Метою статті є узагальнення критерію поширення помилки і суворого лавинного критерію на випадок функцій 
тризначної логіки. 

Метод. Поява криптографії на основі функцій багатозначної логіки привела до розуміння, що домінуючі сьогодні крип-
тографічні алгоритми, засновані на двійкових алгебраїчних конструкціях, є лише окремим випадком більш загальних тенде-
нцій. Численні дослідження показують, що використання криптографічних конструкцій на основі функцій багатозначної 
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логіки веде до створення криптоалгоритмів, що більш повно реалізують принципи дифузії і конфузії. При цьому, найважли-
вішим випадком функцій багатозначної логіки є 3-функції, які застосовуються також у квантовій криптографії. Ця стаття є 
ще одним кроком на шляху освоєння криптографічних конструкцій на основі функцій багатозначної логіки. 

Результати. Визначення критерія поширення було узагальнене на випадок функцій тризначної логіки. На основі крите-
рію поширення для функцій тризначної логіки було введено визначення суворого лавинного критерію, який описує стій-
кість криптографічних конструкцій до атак диференціального криптоаналізу. У статті експериментально визначено кіль-
кість 3-функцій довжини N=9, що задовольняють суворому лавинному критерію. Запропоновано метод, заснований на трьох 
конструктивних правилах, що дозволяє синтезувати повну множину з 864 S-блоків довжини N=9, які задовольняють суво-
рому лавинному критерію. Дана множина S-блоків є базовою для застосування конструкції Кіма, що дозволяє рекурентно 
збільшити довжину S-блоку до необхідного значення. У статті показано, що використання конструкції Кіма для збільшення 
довжини зберігає відповідність S-блоку суворому лавинному критерію, при цьому дозволяє отримати S-блоки з задовільни-
ми показниками нелінійності та кореляційного зв’язку векторів виходу і входу. 

Висновки. Найважливіший критерій криптографічної якості, який показує стійкість криптоалгоритму до атак диферен-
ціального криптоаналізу – критерій поширення помилки узагальнено на випадок 3-функцій. Показано існування 3-функцій 
довжини N=9, що задовольняють суворому лавинному критерію, а також знайдено їх повну множину. На основі запропоно-
ваного конструктивного методу синтезовано повну множину S-блоків довжини N=9, які задовольняють суворому лавинно-
му критерію. Показано, що для рекурентного збільшення довжини S-блоків на основі функцій багатозначної логіки може 
бути застосована схема Кіма. В якості актуального напрямку продовження проведених досліджень можна зазначити побу-
дову регулярних і конструктивних методів синтезу повних множин 3-функцій та S-блоків довжин N=27, 81, 243..., які відпо-
відають суворому лавинному критерію. 

КЛЮЧОВІ СЛОВА: криптографія, диференціальні властивості, тризначна логіка, булева функція. 
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AННОТАЦИЯ 

Актуальность. Разработка и внедрение криптоалгоритмов на основе функций многозначной логики делает актуальной 
задачу углублённого изучения их криптографических свойств, разработки эффективных критериев криптографического 
качества составляющих их компонентов. Важнейшей задачей является также разработка эффективных методов синтеза вы-
сококачественных криптографических примитивов, основанных на функциях многозначной логики. Объектом данного ис-
следования являются процессы повышения эффективности криптоалгоритмов на основе функций многозначной логики. 

Цель. Целью статьи является обобщение критерия распространения ошибки и строгого лавинного критерия на случай 
функций трехзначной логики. 

Метод.  Появление криптографии на основе функций многозначной логики, привело к пониманию, что доминирующие 
сегодня криптографические алгоритмы, основанные на двоичных алгебраических конструкциях, является лишь частным 
случаем более общих тенденций. Многочисленные исследования показывают, что использование криптографических кон-
струкций на основе функций многозначной логики ведет к созданию криптоалгоритмов, более полно реализующих принци-
пы диффузии и конфузии. При этом, важнейшим случаем функций многозначной логики являются 3-функции, которые 
применяются также в квантовой криптографии. Настоящая статья является еще одним шагом на пути освоения криптогра-
фических конструкций на основе функций многозначной логики. 

Результаты. Определение критерия распространения было обобщено на случай функций трехзначной логики. На осно-
ве критерия распространения для функций трехзначной логики было введено определение строгого лавинного критерия, 
который описывает устойчивость криптографических конструкций к атакам дифференциального криптоанализа. В статье 
экспериментально определено количество 3-функций длины N=9, соответствующих строгому лавинному критерию. Пред-
ложен метод, основанный на трех конструктивных правилах, позволяющий синтезировать полное множество из 864 S-
блоков длины N=9, удовлетворяющих строгому лавинному критерию. Данное множество S-блоков является базовым для 
применения конструкции Кима, позволяющей рекуррентно увеличить длину S-блока до необходимого значения. В статье 
показано, что использование конструкции Кима для увеличения длины сохраняет соответствие S-блока строгому лавинному 
критерию, при этом позволяет получить S-блоки с удовлетворительными показателями нелинейности и корреляционной 
связи векторов выхода и входа. 

Выводы. Важнейший критерий криптографического качества, показывающий устойчивость криптоалгоритма к атакам 
дифференциального криптоанализа – критерий распространения ошибки обобщен на случай 3-функций. Показано сущест-
вование 3-функций длины N=9, соответствующих строгому лавинному критерию, а также найдено их полное множество. На 
основе предложенного конструктивного метода синтезировано полное множество S-блоков длины N=9, удовлетворяющих 
строгому лавинному критерию. Показано, что для рекуррентного увеличения длины S-блоков на основе функций много-
значной логики может быть применена схема Кима. В качестве актуального направления продолжения проведенных иссле-
дований может быть отмечено построение регулярных и конструктивных методов синтеза полных множеств 3-функций и S-
блоков длин N=27, 81, 243…, удовлетворяющих строгому лавинному критерию. 

КЛЮЧЕВЫЕ СЛОВА: криптография, дифференциальные свойства, троичная логика, булева функция.  
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