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ABSTRACT

Context. Nonlinear systems of Boolean functions play a prominent role in the protection of cryptosystems. The creation and use
of new four-bit cryptographic transformations with nonlinear Boolean functions that have the property of strict avalanche criterion is
an actual task for increasing the reliability of information protection systems.

Objective. The goal of the work is creating a method for obtaining inverse four-bit cryptographic transformations with the strict
avalanche criterion property, which contain balanced Boolean functions only with the operations of inversion and addition modulo
two.

Method. A method is proposed for obtaining inverse four-bit cryptographic transformations with the strict avalanche criterion
property, each of which contains balanced Boolean functions only with the operations of inversion and addition modulo two. The
method simplifies the process of finding inverse cryptographic transformations by creating a class of thirty balanced basic Boolean
functions with the required predefined limitations and properties and for finding, within this class, the basic Boolean functions that
make up the inverse cryptographic transformation.

Results. The effectiveness of the method is shown for obtaining two inverse four-bit cryptographic transformations with the
property of a strict avalanche criterion from two direct four-bit cryptographic transformations with the property of a strict avalanche
criterion.

Conclusions. For the first time, there was proposed a method for obtaining inverse four-bit cryptographic transformations with
the strict avalanche criterion property for balanced Boolean functions containing two logical operations (inversion and addition
modulo two) to ensure reliable information protection. This method is a method of selecting the already existing basic Boolean func-
tions from a predetermined set of balanced basic Boolean functions for direct and inverse cryptographic transformations, whereas the
existing methods of searching for inverse cryptographic transformation are methods for calculating each element of the Boolean
functions for the inverse cryptographic transformation. The method can be extended to a larger even number of arguments of the
balanced Boolean functions of cryptographic transformations to increase the cryptographic resilience.

KEYWORDS: Boolean functions, inverse cryptographic transformation, balancedness, strict avalanche criterion, inversion, ad-
dition modulo 2.

ABBREVIATIONS
BBF is a basic Boolean function;
BF is a Boolean function;
CA is a cryptographic algorithm;
CT is a cryptographic transformation;
DCT is a direct cryptographic transformation;
FPBE is a Forward Problem of Boolean equations;
HW is a Hamming weight;
ICT is a inverse cryptographic transformation;
IPBE is a Inverse Problem of Boolean equations;
SAC is a strict avalanche criterion.

F is a Boolean function with n inputs and n outputs;

F;i is the values of the i-th basic Boolean function of

the inverse cryptographic transformation F" ;
fj(X,...,X4) is the j-th basic Boolean function from

the set of basic Boolean functions (Table 1);
wt(f) is a Hamming weight of the Boolean function

f(X[5eer Xpy) -

INTRODUCTION
Nowadays, the number of users of the Internet and
digital mobile networks (such as GSM) is more than 4
billions [1], the amount of data transmission is huge.

NOMENCLATURE
— is a sign of the Boolean operation inversion (com-

plementation);

@ is a sign of the Boolean operation addition modulo
2 (XOR - exclusive OR);

Bn’n is a set of all Boolean functions with n inputs
and n outputs;

fi (X{5-.., Xy ) 1s the i-th Boolean function with n in-

puts X;,...,Xpand 1 output;

Therefore, data security plays a crucially important role in
this data transmission. One of the main ways to ensure
the reliability and safety of information is effective meth-
ods of encryption/decryption of data [2] with high crypto-
graphic resilience. Today, computationally resilient
cryptosystems generally protect information in a satisfac-
tory way, but quantum computers with computing power
far beyond the computing power of any classical com-
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puter [3—5] can solve a lot of cryptanalysis tasks that can
not be solved by traditional computing systems. The issue
of crypto security of information security systems has
become extremely acute in connection with the advent of
quantum computers.

BFs play a prominent role in the security of cryptosys-
tems [6]. Their most important cryptographic applications
include the analysis and design of S-boxes in block ci-
phers and the construction of filter/combining functions in
stream ciphers [7]. Constructing optimal S-boxes has been
a prominent topic of interest for security experts [8]. Also,
each reversible BF can be implemented as a reversible
circuit [9], whereas reversible circuits are indispensable in
error correction [10, 11].

Cryptoresistance of a broad class of CAs is deter-
mined by their correspondence to some special criteria of
bit transform BFs being implemented in these algorithms
[12]. One of such criteria is a SAC [12], that is whenever
a single input bit is complemented, each of the output bits
changes with a probability of one half [13]. This is essen-
tial to diminish any correlation between input and output
combinations and fails to leak information [14]. This also
means that there are no functions with fewer bits, that is a
good approximation to the given function and the use of
which would significantly reduce the amount of work
required to decode the message [15]. That is why the de-
sign problem of the Boolean SAC-functions is actually
and practically important [16].

The object of study is the process of constructing
DCT and ICT of BFs defined by systems for the number
of arguments 4 and more.

The subject of study is the methods of constructing
ICTs of BFs by given DCTs of BFs that have the property
of a SAC and contain only the operations of inversion and
addition modulo two.

The purpose of the work is creating a method for ob-
taining inverse four-bit CTs with the SAC property,
which contain balanced BFs only with the operations of
inversion and addition modulo two for increasing the reli-
ability of information protection systems. The method
must have an applicability property on a larger even num-
ber of bits.

1 PROBLEM STATEMENT

It is important to study four-bit, eight-bit BFs in public
key cryptography [17, 18]. The formalized procedure for
construction of four-bit Boolean SAC-functions with the
operations of inversion is proposed in [16]. But CTs with
four-bit Boolean SAC-functions with the operations of
inversion and addition modulo two are insufficiently in-
vestigated and remains relevant. Mathematical statement:

we have Boolean multiple-output function Fd e B4 4

with 4 inputs and 4 outputs with the SAC property and
bijection property (there are no two or more different sets

of input values of Fde B4 4 that corresponds to the

same set of the output values). The function Fd e Bs4

contain balanced BFs only with the operations of inver-

sion and addition modulo two. The function F9 e Bsa
forms a direct four-bit CT. It is required to receive a Boo-
lean multiple-output function F'eBy, with 4 inputs
and 4 outputs (an ICT)). All the sets of input values of the

function F9 e B4 4 and all the sets of the output values
of the function F' e B4 4 must be the same, and all the
sets of the output values of the function Fde Bs4 and

all the sets of the input values of the function F" e B4

also must be the same.

2 REVIEW OF THE LITERATURE

The problem of finding the roots of a system of nonlinear
BFs is analytically intractable and therefore provides the
basis for many CAs [12]. The FPBE consists of finding all
solutions of a system of Boolean equations, whereas the
IPBE aims at reconstructing the mathematical formulae of
the system of Boolean equations for given the set of solu-
tions. The FPBE has been extensively treated in the literature
[19-22] while the inverse problem seems to have received
no or little attention [23].

In papers [23-26], various methods for obtaining in-
verse Boolean functions with n inputs and 1 output are
described for given direct Boolean functions with n inputs
and 1 output, but inverse Boolean functions with n inputs
and n outputs for given direct Boolean functions with n
inputs and n outputs in these papers are not considered.

The paper [30] describes invertible Boolean functions
of three variables. The papers [27, 28] describe the prop-
erties of the Boolean function with n inputs and n outputs,
but the concrete method or algorithm for obtaining the
inverse Boolean functions with n inputs and n outputs for
given direct Boolean functions with n inputs and n out-
puts is not given. Other publications containing a concrete
algorithm for obtaining an ICT using a given DCT con-
taining four or more Boolean functions with four or more
Boolean variables and two or more different Boolean op-
erations are unknown to the authors of this article.

The existing methods [23-26] of searching for an inverse
Boolean functions are methods for calculating each element
of the BFs of the inverse Boolean functions for given di-
rect Boolean functions and this situation needs the devel-
opment of more effective methods for obtaining ICT for
given DCT.

3 MATERIALS AND METHODS
We assume that everywhere in the article n>1,ne N
and ie{l,..,n}.
def
Let B = {0;1} denote the Boolean values and B,

[27] denote the set of all BFs with n inputs and n outputs,
where

def

Bun = {F|F:B" >B". O
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def
We write B,, = B,; for each n and assume that each

fi (X{5..., Xy )€ By, for each i is represented by a proposi-

tional formula over the variables {X;,...,X,} [27]. Con-
versely, any n-tuple t of BFs over variables {X,..., X}
corresponds to a unique BF F; € B,  [27]. We assume
that each function F eB, is represented as a tuple
F =(F1(X{5ee0r X )seves T (X15ee5 X)),
fi(X(5.... Xn)€ By, for each i and hence for each
F(X) = (f;(X)...., f,(X)) for each X € B" [27].

As known [28], function F:B" — B" is called re-
versible iff F is bijective, i.e., if each input pattern
uniquely maps to an output pattern, and vice versa. Oth-
erwise, it is called irreversible.

Let a DCT and ICT are Boolean multiple-output func-

tions F9 e By.n and Fle Bn.n respectively with n in-

where

puts and n outputs. Then not every DCT that satisfies the
SAC, has a pertinent ICT. For example, for a DCT

Fde By n that given by the formula (2) and satisfies the

SAC, there is no ICT because two different sets (for ex-
ample, a direct set X; =X, =X3 =X4 =0 and an inverse

set X; = X, = X3 = X4 =1) of the input values
X%
&%
(4 Dx)

Fd_ )

| oo®x)|
of the DCT corresponds to the same set of the output val-
ues — the results of the operation (2):

0
0
1
1
and therefore, the property of one-to-one correspondence
(bijection) of the ICT F" € By, is lost.

As known [29], the HW wt(f) of the BF

f (X[, Xy) € B" is the number of the nonzero terms in
the truth table of the BF:

Wt(f)=ixi.

As known [29], the BF f(Xy,...,X,) € B" is balanced

if its HW wt(f)= 2" e the output column of this BF

in the truth table contains equal number of 0’s and 1’s.

To date, the problem of the total number of balanced
Boolean SAC-functions determination for n variables
remains open [16]. The search area of the roots of systems
of Boolean equations may be decreased significantly by
application of different expedients based on taking into
account the special features of BFs constructing the sys-
tem of nonlinear Boolean equations [12].

We will consider four-bit CTs that satisfy a SAC and
are constructed using only Boolean operations of the in-
version and addition modulo 2. To synthesize both DCT
and ICT, we create a set of BBFs

fj (Xqsees Xg) € B4, j €{1,...,30} with such restrictions:

1) all the BBFs from Table 1 are balanced, because the
HW of each of them is 2° = 8, that is, a half of the number
16 - the length of the vector of values of each BBF;

2) each BBF from Table 1 contains from one to four
variables Xi,..., X4, and the same variable is included only
once in each BBF of the CT;

3) all the BBFs from Table 1 must have non-
coinciding sets of values (see Table 2).

We will assume that the BBFs of an ICT will be se-
lected from the same set of BBFs from Table 1. Functions

F1 (X505 X4 )seves T30(Xq5.-., X4) are a superposition of vari-
ables and operations of inversion and addition modulo 2.
Functions f3;(X,...,X4) =0 and f3,(X},....,X4)=1 for

any values of X;,...,X4 are not listed in Table 1, because

they do not contain operations symbols over variables,
that is, there is no explicitly indicated mathematical form
of the function.

To construct ICTs that satisfy the SAC, we apply the
following method that defines the BBFs of the ICT over

Table 1 — Basic Boolean functions fj(X{,..., X4 )yeer T30(X[5ees Xgq)

D fi=x 1) fi; =% ®X45 21) fy =X @ X, ® X35

2) fy=%y5 12) iy =% ®x33 22) T =x @ X ®X;

3) f3=x35 13) fi3 =%, ® X453 23) fr3 =X ® X3 ® X4

4 fy=xy45 14) fi4, =% ® X4 24) fyu =% ® X3 D Xy

5) fs=—(x); 15) fi5=—(x; ®X%,); 25) fr5 =X ®X) DXz DXy
6) fg =—(xp)3 16) fig =—(x ®x3); 26) fa6 =—(X ® X ©X3)}

7 f7==(x3); 17) f17 ==(x; ®X4) 3 27) fy7 = (X DXy D X4) 5

8) fg=—(X4)5 18) fig=—(X ®X3); 28) fog =—(X ® X3 D Xy);

9) fg=x @ X3 19) flg ==X, @ X4)3 29) fa9 =% ® X3 ©Xy)

10) f1p =% ®x3; 20) fr0 =—(x3 ®X4)5 30) f30=—(x1 @ X, D X3 ©Xg)
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the whole set of values at the input and output of the

BBFs of DCT.

1. Let’s create Table 2 (truth table) of the values of the
BBFs from Table | for all possible sets of values of the

variables Xj,..., X4 .

2. Let’s create a Table 3 which contains only those

BBFs that give the value of 0 for a given set of values

X 5

,Xq -
3. Let’s create a Table 4 which contains only those

BBFs that give the value of 1 for a given set of values

X]5eees Xg. -
Table 2 — The values of the BBFs from Table 1 for all possible sets of values of the variables Xj,..., X4
SRS S e | 6 [f [ fu | (o (fu [ fis [fis (fir | fin (o |foo | fa [ |fon [ fa [ Fas [T |Far | [T o
0 0 0 0 1(1{1|{1]0[O0OfO0O]O0O]O0]O0]1 1 1 1 1 11010101001 1 1 1 1
0 0 0 1 1{11]1]0]0]0(|1]0]|1 1 1 1101 0(0]0]|1 1 1 1 1{0]0[0]O0
0 0 1 0 r{rf{ofrf{ofrjojf1rjofril 1{o0]1{0]1f{0]1|0]1 1 1{o0|1[0]0]|O
0 1 0 0 1{of1|{1f{1{o]o0f]T1l 1{0]0|1 1{0]0|1 1 11011 1{o0|O0f1]0]|O
1 0 0 0 o1 |1 ]1]1]1 1{0]0[0]0[O0]O0]|1 1 1 1 1 1{0|1(0]0[O0O] 1|0
0 0 1 1 111]0[0]0]|1 1 1 1{10]1]0]0]0]0]1 1 110]10]0]0]0]1 1 1
0 1 0 1 110]1]0]1]0]|1 1{oj1{oj1rjfojofrjofrjofrjofojof1rjofri 1
1 0 0 1 o|1{1]0|1]1|O0]O0]|1 11001 1{ojof1jofo|1[O]O0]|1 1101
0 1 1 0 r{fofof1r|rf{rjojpoj]i1 11001 110|001 1{0]J]0(1]0[0]1 1
1 0 1 0 O(1 {01 ]|1]O0]{|]1 i1joj1rjo0f(1vrfofofrfofjfojt1rjyoj1rjoj1rjo|1|0]|]1
1 1 0 0 0101 [1]0]|1 1 1 1{0]1]0]0]0]0|1/[0]O0]]1 11071 110]0]1
0 1 1 1 110]0]0]1]1 110]0[0]0[O0]O0]|1 1 110]0[0]1 1 1 1 110]0
1 0 1 1 0O|1]0]0]1]0]0]T1 1{0]0(1 r{fojof1{0lO0O]1|O0]T1 1 110110
1 1 0 1 ojo|1]0|O|T1T|O]|T1[|O]T1 1{o|j1f{o0)]1f{0O0]JO|1]O0]O]1 11011 110
1 1 1 0 O(0jO0O|(1]O|O(T1]O]T1 1 1 1101110101 f{O0OfO0O]O]1]0]1 1 110
1 1 1 1 0|0|0]O]O]O|O]O|O]O]1 1 1 1 1 1 1 1 1 110]0[0]10]0]1
Table 3 — The BBFs from the Table 1, that give the value of 0 for a given set of values Xi,..., X4 for each row
Xi X2 X3 X4 The value The functions from the set {f}, f, ... 30} that gives 0 as a result for the specified values Xj, ...,X4
=f, | =f, | =f; | =f, | of function for each row
O O 0 0 fl fZ f3 f4 f’~) f] 0 fl 1 f12 f] 3 fl4 fZI f22 f23 f24 f25
0 0 0 1 i [ fy fg fo fo [ fio | fir [ fio | foo | Fo for fog fo | fa
O O 1 0 fl fZ f4 f7 f‘) fl 1 f13 f16 le fZO f22 f25 fZS f29 f30
0 1 0 0 fi [ f fa | f6 fo | fiu [ fa [ fis [ fis | fio | s fos fyr fo | f3
1 0 0 0 fZ f3 f4 f5 f12 f13 f14 flS f16 f17 f24 fZG f27 f28 f30
O O 1 1 fl fZ f7 f8 f’~) f]4 f16 fl7 f18 fl‘) f23 f24 f25 f26 f27
0 1 0 1 fl f3 f() fS flO f13 flS f17 flS fZO f22 f24 f25 f26 fZS
1 O 0 1 0 f2 f3 fS fX fl 1 le f15 f16 f19 fZO f22 f23 fZS fZG f29
0 1 1 0 | fa [ fs [ F fu | fo [ fis [ fie | fio | foo | fou fos fyy | fs
1 O 1 0 f2 f4 fS f7 flO f13 f15 f17 le fZO f21 f23 fZS f27 f29
1 1 0 0 f} f4 fS fﬁ f’~) f]4 f16 fl7 f18 fl‘) fZI f22 f25 fZR f29
0 1 1 1 fl f6 f7 fS f12 f13 f14 flS f16 f17 fZl f22 f23 f29 f30
1 O 1 1 fZ fS f7 f8 flﬂ f] 1 fl4 flS f18 fl‘) fZI f22 f24 fZR f}ﬂ
1 1 0 1 f; [ fs fo | fs fo fu [ fis | fis [ fis | fo | Fo fos fou fy f3
1 1 1 0 f4 fS f6 f7 f‘) f10 f12 f17 f19 fZO f22 f23 f24 fZG f30
1 1 1 1 fs | | f | f fo fo | fu | fio | fis | fia | fos fas for fig | foo
Table 4 — The BBFs from the Table 1, that give the value of 1 for a given set of values X,..., X4 for each row
ilf izf §3f i‘} The The functions from the set {f|, f, ... 3o} that gives 1 as a result for the specified values X, ..., X4 for each
=f, | =f, | =f; | =f; | value of row
function
0 0 0 0 fs fs f; fy fis fie [ fis [ fis | fio fao fo fyr fog fo f30
0 0 0 1 fy fs fs f; i fis | fia | fis | fie fig fa fa fo fos fa
0 0 1 0 f3 fs fs fs fio fin fis | fis fiz fio for fo fos fos 7
0 1 0 0 f, fs f; fy fo fio | fis | fie | fis fa0 fo fa fo fos fag
1 0 0 0 fl f() f7 fS f9 flO fl 1 flS fl9 fZO f21 fZZ f23 f25 f29
0 O 1 1 f3 f4 fS fﬁ flO fl 1 fl 2 fl3 flS fZO fZ] f22 f28 f29 f}ﬂ
0 1 0 1 fZ f4 fS f7 f9 fl 1 le fl4 fl() fl9 f21 f23 f27 f29 f30
1 O O 1 1 fl f4 f6 f7 f‘) flO f13 f14 f17 flS f21 f24 f27 f28 f30
0 1 1 0 f, fy fs fy fo fio [ fis | fia | fis fig fo fo foe fa f30
1 O 1 O fl f3 f6 f8 f‘) fll f12 f14 f16 f19 fZZ f24 f26 f28 f30
1 1 O O f] f2 f7 f8 flO f] 1 fl 2 fl3 flS fZO f23 f24 f26 f27 f}ﬂ
0 1 1 1 fZ f3 f4 f5 f9 f10 fl 1 fl 8 fl9 fZO f24 f25 fZ() f27 fZS
1 O 1 1 f] f3 f4 fﬁ f’~) f] 2 fl 3 flé fl 7 fZO f23 f25 f26 f27 f29
1 1 0 1 fi f, fy f; fio fo | fa [ fis | fis fio fo fos foe fos fa
1 1 1 O fl fZ f3 f8 fll f13 f14 f15 f16 flS f21 fZS f27 f28 f29
1 1 1 1 fi f, fy fy fis fie | fiz [ fis | fio fa fo1 fo fo fou f30
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4. Let’s take a DCT with the property of the SAC, for
example

(O ®xyg) | | fry
- f
Fld o q®x@xg) |_| 26 3)
X f
f
) | 2

and we will find ICT F for this CT. To do this, create a
Table 5 from Table 2. In the left part of Table 5, we write
the input values of the variables Xi,..., X4, and in the right

part of Table 5 the values of the four BBFs of the DCT.
We take functions and their values from Table 2.

Table 5 — Sets of values of variables and their pertinent values
of the BBFs of the DCT

The values of the
The values of variables d
BBFs of a DCT Fy
Xi=fi | X=f | xs=f; | Xs=f | f7 | fos | X=fi X.=f,

0 0 0 0 1 1 0 0
0 0 0 1 0 1 0 0
0 0 1 0 1 0 0 0
0 1 0 0 0 0 0 1
1 0 0 0 0 0 1 0
0 0 1 1 0 0 0 0
0 1 0 1 1 0 0 1
1 0 0 1 1 0 1 0
0 1 1 0 0 1 0 1
1 0 1 0 0 1 1 0
1 1 0 0 1 1 1 1
0 1 1 1 1 1 0 1
1 0 1 1 1 1 1 0
1 1 0 1 0 1 1 1
1 1 1 0 1 0 1 1
1 1 1 1 0 0 1 1

5. Since the input values of any DCT are the output
values of the pertinent ICT (if it exists), and the output
values of the DCT are the input values of the ICT, we will
change the places of the left and the right side of Table 5,
that is, the set of input and output values of the DCT

(Fgl, ng, F£3, Fg4 — known sets of values of the perti-
nent four unknown BBFs of the ICP). The ng is the i-th

part of the F" € Bn.n - As aresult, we obtain Table 6.

Table 6 — Sets of values of variables and their pertinent
values of the BBFs of the ICT

The values of unknown
The values of variables r
BBFs of the ICT
X|:f1 X2:f2 X3:f3 X4:f4 FF')’I F[gz FFI;3 FF')’4
1 1 0 0 0 0 0 0
0 1 0 0 0 0 0 1
1 0 0 0 0 0 1 0
0 0 0 1 0 1 0 0
0 0 1 0 1 0 0 0
0 0 0 0 0 0 1 1
1 0 0 1 0 1 0 1
1 0 1 0 1 0 0 1
0 1 0 1 0 1 1 0
0 1 1 0 1 0 1 0
1 1 1 1 1 1 0 0
1 1 0 1 0 1 1 1
1 1 1 0 1 0 1 1
0 1 1 1 1 1 0 1
1 0 1 1 1 1 1 0
0 0 1 1 1 1 1 1

6. Let’s create a Table 7 where we indicate those

BBFs, whose calculation result is equal to the value Fgl

of the first BBF of the ICT F," for each set of values

X]5eees Xq -

Table 7 — All possible BBFs that give the values of the first BBF Fgl of the ICT F’

The VaLl;)elZSofvarl- Flil;l (the values of the first The BBFs from the Table 1 that give the value equal to the value of the first
r r .
;(fll ;(;2 :XE ;(;4 BEF of the [CT Flr ) BBF Fpl of the ICT Fl for the specified values X|,..., X4 for each row
1 1 O 0 0 f3 f4 fS fh f’~) fl4 f16 f17 f18 fl‘) f21 f22 f25 f28 f2’~)
0 1 0 0 0 fl f3 f4 fﬁ flO fll fl4 f15 flS f19 f23 f26 f27 f29 f30
1 0 O 0 0 fZ f3 f4 fS le f13 f14 flS flﬂ f17 f24 f26 f27 fZS f30
0 0 0 1 0 fo | [ fs [ fo | fo | fio [ Fio | fig | o | Foo | For | By | Fox | oo | F50
0 0 1 0 1 f3 fS f(y f8 f10 le f14 flS f17 f19 f21 f23 f24 f25 f27
0 0 0 0 0 fo | f [ fs [ fa | fo | fio [ Fiu | fio | iz | Fia | fo | Foo | Fo | Fou | Fis
1 0 O 1 0 fZ f3 fS f8 fl 1 le fl 5 fl 6 fl 9 fZO fZZ f23 fZS f26 f29
1 0 1 0 1 fl f3 f6 f8 f’~) fl 1 fl2 f14 fl 6 fl 9 f22 f24 f26 f28 f30
0 1 0 1 0 fl f3 fé fS flO f13 flS f17 flS f20 f22 f24 f25 f26 f28
0 1 1 0 1 fZ f3 fS f8 f’~) flO fl3 f14 f17 f18 f22 f23 f26 f2’~) f30
1 1 1 1 1 fl f2 f3 f4 flS fl() fl7 flS f19 fZO fZl f22 f23 f24 f30
1 1 O 1 0 f3 f5 f6 f8 f‘) fl 1 fl3 fl 6 fl 8 fzn f21 f23 f24 f27 f30
1 1 1 0 1 fl f2 f3 fS fll f13 fl4 f15 f16 flS fZl f25 f27 f28 f29
0 1 1 1 1 fZ f3 f4 fS f‘) f10 fl 1 fl 8 fl 9 fZO f24 fZS f26 f27 fZS
1 0 1 1 1 fo | fo [ fa [ fo | fo | fio | Fis | fie | fig | Foo | Fos | Fos | Fos | oy | oo
0 0 1 1 1 f3 f4 fS f6 f10 fl 1 le fl 3 fl 5 fZO f21 fZZ fZX f29 f30
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It can be seen from Table 7 that only the BBF f; 8. Similarly, we create Table 9 for the third BBF F53

from the set of functions of the Table 1 satisfies all the .
of the ICT Fy .

It can be seen from Table 9 that only the BBF fyq

first BBF of the ICT F". from the set of functions of the Table 1 satisfies all the
7. Similarly, we create Table 8 for the second BBF

Fpo of the ICT F.

It can be seen from Table 8 that only the BBF f,
from the set of functions of the Table 1 satisfies all the

values Fgl from the Table 7. Therefore, f; = Fgl is the

values Fg3 from the Table 9. Therefore, fyg = Fg3 is the

third BBF of the ICT F,".
9. Similarly, we create Table 10 for the forth BBF

) C Fpq of the ICT F.
values Fp, from the Table 8. Therefore, f; = Fp, is the

second BBF of the ICT F,".

Table 8 — All possible BBFs that give the values of the second BBF ng of the ICT /'

The vazgzsof vart- Frg 5 (the values of the second The BBFs from the Table 1 that give the value equal to the value of the second BBF
r r .
;(% I ;(;2 :XE ;(;4 BBF of the ICT Flr ) Fp 9 of the ICT Fl for the specified values Xi,..., X4 for each row

1 1 O 0 0 f3 f4 f5 f6 f‘) f14 f16 f17 fIR fIQ f21 f22 f25 f28 f29
0 1 0 0 0 fl f3 f4 fé flO f11 f14 flS f18 fl‘) f23 f26 f27 f29 f30
1 0 O 0 0 f2 f} f4 fS le f13 fl4 flS f16 fl7 f24 f26 f27 f28 f30
0 0 0 1 1 f4 fS fﬁ f7 fl 1 f13 f14 flS flé f18 f22 f23 f24 f25 f26
0 0 1 0 0 fI f2 f4 f7 f‘) fl 1 fl3 f16 fI 8 f20 f22 f26 f28 f29 f30
0 0 0 0 0 fl fZ f3 f4 f‘) flO fll le f13 f14 fZl f22 f23 f24 f25
1 0 O 1 1 fl f4 f6 f7 f9 flO f13 f14 f17 flS f21 f24 f27 f28 f30
1 0 1 0 0 fo [ fo [ fs | F | fio [ Fis | fis | fig | Fis | Foo | for | B3 | Fos | foy | T
0 1 O 1 1 fZ f4 f5 f7 f9 fl 1 le f14 flG f19 f21 f23 f27 f29 f30
0 1 1 0 0 fo [ fo [ f | F | i [ Fio | fis | fie | fio | Foo | for | Foa | Fos | Foy | Fe
1 1 1 1 1 fl fZ f3 f4 flS flﬂ f17 flR f19 f20 f21 fZZ f23 f24 f30
1 1 O 1 1 fI f2 f4 f7 fl(] le fl4 flS fl7 fIQ f22 f25 f26 f28 f29
1 1 1 0 0 f4 fS fﬁ f7 f9 flO le fl7 fl‘) f20 f22 f23 f24 f26 f30
0 1 1 1 1 f2 f3 f4 fS f‘) fl(] fl 1 fl 8 fI 9 f20 f24 f25 f26 f27 f28
1 0 1 1 1 fo | 3 | fa [ fo | fo | fia | Fis | fie | iz | Foo | Fos | Fos | fos | Tz | Tao
0 0 1 1 1 fs [ fa [ fs | fo | fio [ fio | fio | fis | fis | foo | for | Foo | Fos | foo | Ta0

Table 9 — All possible BBFs that give the value of the third BBF F53 of the ICT Flr

The values of vari- r
ables Fp3 (the values The BBFs from the Table 1 that give the value equal to the value of the third BBF F£3 of the

X X X X of the third BBF

o = = i F r for the specified values X Xy for each row

=f | =L | =k | = | oftheicT F) 1€Th P D74 °
1 1 0 0 0 f; fy fs f fo | fia | fio [ fir | fis | fio | For | T | Fos | Tus fa0
0 1 0 0 0 fi f; fy fs fio | fiu | fia | fis | fig | Fio [ fos | fog | for | T f30
1 0 0 0 1 fi fe f; fy fo | fio [ fuu [ Fig | fio | Foo | For | Foo | Fo3 | Fs fa0
0 0 0 1 0 fi f, fy fy fo | fio | fio | fiz | fio | oo | o1 | For | Fos | Fao f30
0 0 1 0 0 fi f, fy f; fo | fiu [ fis [ fie | fis | Foo | Foo | Fos | Tos | o f30
0 0 0 0 1 fs fs f; fy fis | fie | fig | fis | fio | Foo | fos | for | fog | Ta9 f30
1 0 0 1 0 f, f; fs fy fu [ fo [ fis | fie | fio [ foo [ T | Fos | fs | fo6 fao
1 0 1 0 0 f fy fs f; fio | fis | fis | fiz | fig | Foo [ for | fo3 | fos | By fa0
0 1 0 1 1 f, fy fs f; fo | fuu | fio | fia | fig [ fio | B | Bz | For | oo | oo
0 1 1 0 1 f, f3 fs fs fo | fio [ fis | fia | fi7 | fis | B | Fo3 | Tog | o T30
1 1 1 1 0 fs fe f, fs fo | fio | Fiu | Fio | Fis | fia [ Fos | Fos | For | Fos fao
1 1 0 1 1 fi f, fy f; fio | fio | Fia | fis | fig [ fio [ T | Fos | Fs | Tos fa0
1 1 1 0 1 f1 fz f3 fg f[] f|3 f14 f]s f|6 f18 le f25 f27 f28 f29
0 1 1 1 0 fi fs f; fs fio [ fis | Fia | fis | fie [ fi7 [ T | oo | T3 | fr T30
1 0 1 1 1 fy f; fy fs fo | fio | fis | fie | fir [ foo | Fos | Fos | Fas | Ty fa0
0 0 1 1 1 fs fy fs fs fio [ f [ Fo [ fis | fis [ foo [ Fo | Foo | fs | T f30
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Table 10 — All possible BBFs that give the value of the forth BBF F; 4 of the ICT Flr

The values of variables

FFI; 4 (the
values of the The BBFs from the Table 1 that give the value equal to the value of the forth BBF FF'; 4 of the ICT
Xi Xa X3 X forth
=f | =h | = | = BBF of the Flr for the specified values Xj,..., X4 for each row
ict [
1 1 0 0 0 fs | f | 5 | fo | fo | fia | fie | Fig | Fis | fio | fo | foo | Fos | Fog |
0 1 0 0 1 fZ fS f7 f8 f9 le f13 flG f17 fZO f21 f22 f24 fZS fls
1 0 0 0 0 f2 f3 f4 f5 le fl3 f14 flS flﬁ f17 f24 f26 f27 st f30
0 O 0 1 0 fl fZ f3 f8 f9 flCi le f17 f19 fZO f21 f27 st f29 f30
O O 1 0 0 f] f2 f4 f7 f9 fl 1 f13 fl 6 fl 8 f20 f22 f26 st f29 f30
0 0 0 0 1 fS f() f7 fS f15 fl() f17 flS f19 f20 fZﬁ f27 st f29 f30
1 O 0 1 1 f] f4 fh f7 f9 flO f13 f|4 f17 fIR f2| f24 f27 f28 f30
1 0 1 0 1 fl f3 fﬁ fS f9 fl 1 f12 f14 fl 6 f19 f22 f24 fZﬁ f28 f30
O 1 0 1 0 f] f3 fh f8 f]() fl3 f15 f|7 f18 f20 f22 f24 f25 f26 f28
0 1 1 0 0 fl f4 fﬁ f7 fll le f15 f16 f19 f20 fZl f24 f25 f27 st
1 1 1 1 0 fS f6 f7 f8 f9 flCi fl 1 f12 fl 3 f14 fZS fZG f27 fls f29
1 1 0 1 1 fl f2 f4 f7 fl() le f14 flS f17 f19 f22 f25 fZﬁ st f29
1 1 1 0 1 fl fZ f3 f8 fll f13 f14 f15 flﬁ flS f21 f25 f27 fls f29
0 1 1 1 1 o | 6 | f | fs | fo | fio | fu | Fis | fio | fao | fa | fos | Fi | foy |
1 O 1 1 0 fZ fS f7 f8 f10 fl 1 f14 f15 f18 f19 f21 f22 f24 fls f30
O O 1 1 1 f3 f4 f5 fh f] 0 fl 1 fl 2 fl 3 f15 f20 f2| f22 st f29 f30
It can be seen from Table 10 that only the BBF fyg = (X X3) = (X3,%X4,7 (Xy ® X3 ® Xy),

from the set of functions of the Table 1 satisfies all the
values F54 from the Table 10. Therefore, f,g = F£4 is

the forth BBF of the ICT F,".
As aresult, the ICT for the DCT (3) has a view:

;1%
f, ] %
= e (@)
o] | (Dx%BX,)
fas] | T(x@x@x,)

This method provides the construction of ICTs for
four variables and two logical operations (inversion and
addition modulo 2), but can be extended to a larger even
number of variables.

4 EXPERIMENTS
We prove that the resulting CT (4) is indeed the in-
verse of the CT (3).

As known, the of BFs

fog
f(X(snXp)€B" and g(x,...X,)€B" is a function
defined by (f o @)(X{,..., Xn) = F(G(X(se-e5 Xp))-

As known, the BF with n inputs and n outputs
F (X505 X)) = (F1(X{5005 X1 )seees T (X{5--» X)) has the in-
verse BF with n inputs and n  outputs
F X Xy) = 7 s X ooy T (X eens X)) if the
hold:

composition

following equalities

F o F (X X)) = FF T Xy X)) = (X Xp)-
For DCT Fld from Table 11

F (X5 Xg) = (T (X @ X @ Xgq), (X © Xg D X3),%1,X%2)

and for ICT F," from Table 11 we have

we have

T(X] D X3 @ Xy)).
Indeed,
T e X)) = X5 3 (B (X X4)) = X5
F5 (F3 (X0 X)) =7 (T4 @ %) @ X3) @ Xy @ X,))
=XDXOX3 DX D X =1D1D X3 = X3;
Fa ! (P4 (X Xa)) =7 (X @ % ®Xg) © (X © %)
=X DX PXy D X DXy =1D1D Xy = Xy
Thus, F N (F (X X4)) = (X1, X2, X3, Xg) -
Conversely,
LR K Xa)) =7 (X3 @ X4 ©7 (X © X3 D X))
= XXX DX DX =1D1D X =X;
fo(F5 (Xpor Xg)) =7 (X3 ® X4 BT (Xo ® X3 D Xy))
=X X DXy DXy DXy =1D1D Xy = Xp;
F3(F3 ! (X Xg)) = X33 T4 (F4 (X X4)) = X
Thus, F(F 7 (X|ssXg)) = (X1, X2, X3,Xg) -
Consequently, DCT (3) has ICT (4).
We prove that the ICT F,

ﬁ@&@&
ﬁ@@@&

N .
2 (%) X3 ©xy) )

_ﬁ(x1 DXy ©X3) |

is indeed the inverse of the DCT de
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(4 ©X) Dxy)

X1 DXy DX
de 1@3@4 ©)
X DX3 DXy

(X Ox%Oxg) |

For DCT de we have
F (X X)) = (T (X @ Xp @ X4), (X @ X3 D Xy),
(X2 @ X3 @ Xyg), " (X1 ® Xy ©X3));
and for ICT F, we have
F (X X4) = (4 @ X @ Xg), (X © X3 D Xy),
(X @ X3 D Xy), (X D Xy D X3)).
Indeed,
T (F (K X)) =7 (X4 @ %) @ Xy)
DX DX PX) D (X DX B X3) =" (X @ Xp)
DX PX)D XD X3 D(Xg D X3 D X)) =
TX DT DX DX DX =1DID X = X5
F (B (X X)) =7 (4 @ %) ®Xg) B (X ® X3 @ Xg)
DT(XNDXDX) =" (X DPX) D (X DX) D Xy
D X DX DXz D X)) =" X4 D X3 DXgy DX
DX, =1D1D Xy =Xy;
5 (300,240 =7 (4 ® X3 ® X4) D (3 B X5 D Xy)
DX OXDX3)) =" (X D X3 DXg) D (X D X3
DX)P(X DX D X3)="X D X ®X DXy DXy =
1@1® X3 = X3;
7 (B4 (XX ) =7 (0 @3 DXg) DXy DX DXy)
D (X PX3DXY)) =X DXy DX DX D X =
1D1D Xy =Xy4.
Thus, FH(F (X(s.., X)) = (X[, X, X3, Xg) -
Conversely,
BT (K X)) =7 (4 @ X @ %) @ (1 ® X3
XD (X DX DX3)) =" (X, B X, DXg) D" (X
DX DXY)DP(XPXy D X3)=" (X DPXg)D (X D
X)) D X @ X3 DX DXy B X3)="X, @ " X3 D
XIDXy DXy =1D1D X =X;;
Fo(F2 ! (X Xa ) =7 (4 @ X @ %) ® (X D Xg
D Xg) D7 (X ® X D X3))
=T (X OX)DT (X DX) D Xy DT X3 D (Xg D X3
DX))="X D X3DX PX3 DXy =1D1D® Xy = Xy;

f3( f3‘1(x1,..., X4)) =(X| D X3 B Xg) D7 (Xy D X3

@ X4) D7 (X; D Xy @ X3))

=X DX DX)D (X DX3) D (X D X3) D Xy

@' X =XDPX3DX D X4 D X =1D1ID® X3 = X3;

Fa(F4 (X Xa)) =7 (6 @ X D X)) B (X D g

DX)D (X @ X3 D Xy)) =" (X DX ®Xg) D (X

DX DX)P (X D X3 DXy)= (X, DPXg)D (X D

X4) D X @ X3 DXy DX DXy =1D1D Xy = Xy
Thus, F(F 7 (X}, X)) = (X1, X0, X3, Xg) -
Consequently, DCT F{ (6) has ICT FJ (5).

5 RESULTS
The results of the construction by this method of two

CTs are given in Table 11.

Table 11 — The results of application of the method to se-
lected four-bit CTs satisfying a SAC. Direct and inverse CTs
satisfy the SAC

Direct CT Inverse CT
T DX Bx) %
Fod 4@0®%) .|
% T (% Ox;DXy)
Xz _|(X1 @X3 @X4)
(4 DDxK,) XD
Fa X L
Xo DX, T(DxDx)
(D) (4 DXEx5)
6 DISCUSSION

The existing methods of searching for an ICT are
methods for calculating each element of the BBFs of the
ICT, whereas proposed by us method is a method of
choosing existing BBFs from a predetermined set of
BBFs for a DCT and an ICT. The method can be extended
to a larger even number of bits.

This method can be used to obtain other ICTs, having
DCTs that have the property of SAC and for which there
is an ICT.

To date, in the general case, the total number of bal-
anced BFs of any number of variables with different sets
of logical operations on these variables and having the
property of a SAC remains unknown [16]. Therefore, the
problem of finding systems of balanced BFs with an even
number of variables greater than four for different sets of
logical operations and having the property of SAC is a
separate important scientific problem that goes beyond
the scope of this article.

The article [23] presents methods that handle the in-
verse problem for the main types of solutions of Boolean
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equations of the form f(X) = 0, where f(X): B"— B and B
is an arbitrary Boolean algebra. The methods [23] are a
mixture of purely-algebraic methods and map methods
that utilize the variable entered Karnaugh map: (a) Sub-
sumptive general solutions, in which each of the variables
is expressed as an interval by deriving successive con-
junctive or disjunctive eliminants of the original function,
(b) Parametric general solutions, in which each of the
variables is expressed via arbitrary parameters which are
freely chosen elements of the underlying Boolean algebra
and (c) Particular solutions, each of which is an assign-
ment from the underlying Boolean algebra to every perti-
nent variable that makes the Boolean equation an identity.
But the application of these methods to Boolean functions
of the form (1) was not considered in [23].

In the article [31] a mathematical formalism is devel-
oped, showing the connection of the inverse Boolean
function of the form (1) with its corresponding direct
Boolean function of the form (1). But the method of ob-
taining an inverse Boolean function from a direct Boolean
function is not specified in [31], and the conditions for the
existence of an inverse Boolean function for a given di-
rect Boolean function are not indicated.

But the method developed in this article makes it pos-
sible to effectively find the ICT for any four-bit DCT of
BFs containing only the operations of inversion and addi-
tion modulo two and satisfying the restrictions 1-3, de-
scribed in section 3 of this article.

In further studies using the method described in this
article, it is possible to increase an even number of vari-
ables, which will increase the nonlinearity and crypto-
graphic resilience of CTs.

CONCLUSIONS

The urgent problem of obtaining the inversion method
of four-bit Boolean SAC cryptotransforms is solved to
ensure reliable information protection..

The scientific novelty of obtained results is that the
method for obtaining inverse four-bit CTs with the SAC
property for balanced BFs containing two logical opera-
tions (inversion and addition modulo two) is proposed for
the first time.

The practical significance of obtained results is that
this method is a method of selecting the already existing
basic four-bit BFs from a predetermined set of balanced
BBFs for direct and inverse CTs, whereas the existing
methods of searching for ICT are methods for calculating
each element of the BFs for the ICT.

Prospects for further research are the modifications
of this method to the larger even numbers of arguments of
the balanced BFs of CTs to increase the cryptographic
resilience.

ACKNOWLEDGEMENTS
The authors would like to thank Vice-Rector for Re-
search of Cherkasy State Technological University Dr.
Sc., Faure Emil Vitaliiovych, the Associate Professor of
the Department of Information Security and Computer
Engineering of Cherkasy State Technological University

Ph.D., Associate Professor Shvydkyi Valerii Vasylovych
and Head of the Department of Statistics and Applied
Mathematics of Cherkasy State Technological University
Ph.D., Associate Professor Shcherba Anatolii Ivanovych
for fruitful discussions.

REFERENCES

1. Kemp S. Digital 2019. Essential insights into how people
around the world use the Internet, mobile devices, social
media, and e-commerce. [Electronic resource]. Access
mode: https: //wearesocial.com/global-digital-report-2019.

2. Lakhtaria K. I. Protecting Computer Network with Encryp-
tion Technique: A Study, Communications in Computer and
Information Science (UCMA 2011), 2011, Vol. 151,
No. PART 2, pp. 381-390. DOI: 10.1007/978-3-642-
20998-7 47.

3. Debnath S., Linke N. M., Figgatt C. et al. Demonstration of
a small programmable quantum computer with atomic
qubits, Nature, 2016, No. 536, pp. 63-66. DOI:
10.1038/nature18648

4. Harrow A. W., Montanaro A. Quantum computational su-
premacy, Nature, 2017, Vol. 549, pp. 203-209. DOI:
10.1038/nature23458

5. Smart S. E., Schuster D. 1., Mazziotti D. A. Experimental
data from a quantum computer verifies the generalized Pauli
exclusion principle, Communications Physics, 2019, Vol. 2,
No. I, pp. 1-6. DOI: 10.1038/s42005-019-0110-3

6. Kolokotronis N., Limniotis K., Kalouptsidis N. Best Affine
and Quadratic Approximations of Particular Classes of Boo-
lean Functions, |IEEE transactions on information theory,
2009, Vol. 55, No. 11, pp. 5211-5222.

7. Menezes A. J., Van Oorschot P. C., Vanstone S. A. Hand-
book of Applied Cryptography. USA, CRC Press, Inc. Boca
Raton, 1996, 810 p.

8. Alzaidi A. A., Ahmad M., Doja M. N. at al. A New 1D
Chaotic Map and B-Hill Climbing for Generating Substitu-
tion-Boxes, IEEE Access, 2018, Vol. 6, pp. 55405-55418.
DOI: 10.1109/ACCESS.2018.2871557.

9. Steinbach B. Problems and New Solutions in the Boolean
Domain, UK, Cambridge Scholars Publishing, Newcastle
upon Tyne, 2016, 480 p. ISBN (10): 1-4438-8947-4 ISBN
(13): 978-1-4438-8947-6.

10. Nielsen M., Chuang I. Quantum Computation and Quantum
Information, UK, Cambridge University Press, 2000, 676 p.
ISBN 978-1-107-00217-3.

11. Golubitsky O., Maslov D. A study of optimal 4-bit reversi-
ble toffoli circuits and their synthesis, IEEE Transactions on
Computers, 2012, Vol. 61, No. 9, pp. 1341-1353. DOI:
10.1109/TC.2011.144.

12. Bardis E. G., Bardis N. G., Markovski A. P. at al. Design of
Boolean Functions from a great number of variables satisfy-
ing strict avalanche criterion, Proceedings of the
IEEE/WSES/IMACS : 3rd World multiconference on cir-
cuits, systems, communications and computers, Athens, July
1999: proceedings. Athens, World Scientific, 1999,
pp. 3111-3116.

13. Tang D., Zhang W., Tang X. Construction of balanced Boo-
lean functions with high nonlinearity and good autocorrela-
tion properties, Designs, Codes and Cryptography, 2013,
Vol. 67, No. 1, pp. 77-99 DOI: 10.1007/s10623-011-9587-9

14. Alzaidi A. A., Ahmad M., Doja M. N. at al. A New 1D
Chaotic Map and B-Hill Climbing for Generating Substitu-
tion-Boxes, |IEEE Access, 2018, Vol. 6, pp. 55405-55418.
DOI: 10.1109/ACCESS.2018.2871557

© Fedotova-Piven I. M., Rudnytskyi V. M., Piven O. B., Myroniuk T. V., 2019

DOI 10.15588/1607-3274-2019-4-19

207



e-ISSN 1607-3274 PagioenekrpoHika, inpopmaTuka, ynpasminas. 2019. Ne 4

p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2019. Ne 4

15. Lloyd S. Counting Functions Satisfying a Higher Order Vol. 8, No. 12, pp- 2098-2105. DOI:
Strict Avalanche Criterion, EUROCRYPT ’89 : Workshop 10.3844/jcssp.2012.2098.2105
on the Theory and Application of Cryptographic 24. Bibilo P. N. Decomposition of Boolean functions based on
Techniques. Advances in Cryptology, 10-13 April 1989: the solution of logic equations. I. II. III., Izvestiya Rossijskoj
proceedings. Berlin, Heidelberg, Springer, 1989, Vol. 434, akademii nauk. Teoriya i sistemy upravleniya, 2002, No. 4,
pp. 63—67. DOIL: 10.1007/3-540-46885-4 9 pp- 53-64; 2002, no.5, pp. 57-63.; 2003, no. 6. — P. 88-97.

16. Bardis N. G. Combinatorial method for Boolean SAC func-  25. Rudeanu S. On the Decomposition of Boolean Functions via
tions designing, WSEAS Transactions on Communications, Boolean Equations, Journal of Universal Computer Science,
2004, Vol. 3, No. 2, pp. 746-752. 2004, Vol. 10, No. 9, pp. 1294-1301.

17. Gupta Brij B., Dharma P. Agraval, Haoxiang Wang Com-  26. Primenko E. A. Equivalence classes of invertible Boolean
puter and Cyber Security: Principles, Algorithm, Applica- functions, Cybernetics, 1984, Vol. 20, No. 6, pp. 771-776.
tions, and Perspectives. New York, CRC Press, Taylor & DOI: 10.1007/BF01072161
Francis Group, Boca Raton, 2019, 665 p. ISBN 27. Soeken M., Wille R., Keszocze O. at al. Embedding of
9780815371335. Large Boolean Functions for Reversible Logic, Journal on

18. Dey S., Ghosh R. Cryptanalysis of 4-Bit Crypto S-Boxes in Emerging Technologies in Computing Systems, 2016, Vol.
Smart Applications, Security in Smart Cities: Models, Ap- 12, Ne 4, Article No. 41, pp. 41:1-41:26. DOI:
plications, and Challenges. Lecture Notes in Intelligent 10.1145/2786982.

Transportation and Infrastructure. Cham, Springer, 2019, P.  28. Soeken M. Abdessaied N., De Micheli G. Enumeration of
211-253. ISBN 978-3-030-01560-2. DOI: 10.1007/978-3- Reversible Functions and Its Application to Circuit Com-
030-01560-2_10. plexity, Proceedings of the 8th Conference on Reversible

19. Woods S., Casinovi G. Efficient solution of systems of Boo- Computation (RC 2016), 7-8 July 2016: proceedings. Bolo-
lean equations, 96 Proceedings of the 1996 IEEE/ACM in- gna: Cham, Springer, 2016, Vol 9720, pp. 255-270. ISBN:
ternational conference on Computer-aided design, 10-14 978-3-319-40578-0. DOI: 10.1007/978-3-319-40578-0_19.
November 1996: proceeding. San Jose, California, ACM  29. Kavut S., Maitra S., Tang D. Construction and search of
Press, 1996, pp. 542-546. balanced Boolean functions on even number of variables

20. Rudeanu S. Boolean sets and most general solutions of Boo- towards excellent autocorrelation profile, Designs, Codes
lean equations, Information Sciences, 2010, Vol. 180, and Cryptography, 2019, Vol. 87, No. 2-3, pp. 261-276.
No. 12, pp. 2440-2447. DOI: 10.1016/].ins.2010.01.029. DOI: 10.1007/s10623-018-0522-1.

21. Baneres D., Cortadella J., Kishinevsky M. A Recursive  30. Lorens C. S. Invertible Boolean functions, IEEE Transac-
Paradigm to Solve Boolean Relations, IEEE Transactions on tions on Electronic Computers, 1964, Vol. EC-13, No. 5,
Computers, 2009, Vol. 58(4), pp. 512-527. pp- 529-541. DOI:10.1109/pgec.1964.263724.
http://doi.ieeecomputersociety.org/10.1109/TC.2008.165 31. Varadharajan V., Wu C.-K. Public key cryptosystems based

22. Rushdi Ali M. A., Motaz H. Amashah Using variable- on boolean permutations and their applications, Interna-
entered Karnaugh maps to produce compact parametric gen- tional Journal of Computer Mathematics, 2000, Vol. 74,
eral solutions of Boolean equations, International Journal of No. 2, pp. 167-184. DOI: 10.1080/00207160008804932.
Computer Mathematics, 2011, Vol. 88, No. 15, pp. 3136-

3149. DOI: 10.1080/00207160.2011.594505. Received 07.05.2019.

23. Rushdi A. M. A., H. M. Albarakati The Inverse Problem for Accepted 26.09.2019.

Boolean Equations, Journal of Computer Science, 2012,
VJIK 004.056

METOJ 3HAXOJ)KEHHSI OBEPHEHUX YOTHPBOXPO3PAJHUX BYJIEBUX KPUIITOINEPETBOPEHD 31
CTPOI'M JIABUHHUM KPUTEPIEM

®enorosa-IliBens 1. M. — kaHA. TeXH. HayK, JOLEHT, TOUEHT Kadeapu iHopmariiHOT Ge3nekn Ta KOMIT IOTepHOI iHXKeHepii
YepkacbKoro Iep)KaBHOTO TEXHOJIOTIYHOro yHiBepcuTeTy, Yepkacu, YkpaiHa.

Pynuuubkmii B. M. — 1-p TexH. Hayk, mpodecop, 3aBigyrounii kadeapu indopmariiiHoi Ge3mexd Ta KOMIT IOTepHOT iHXeHepil
UepkachbKOro Jep>kaBHOT'O TEXHOJIOTIYHOTO YHIBepcHTETY, Uepkacu, YKpaiHa.

iBens O. B. — kanz. ¢i3.-MaT. HayK, AoueHT, npodecop kadeapu iHGopMmamiitHOT Oe3mekn Ta KOMI I0TepHOI imkeHepil Yep-
KacBhKOTO JEPKaBHOTO TEXHOJOTIYHOTO yHiBepcuTeTy, Uepkacu, YkpaiHa.

Muponiok T. B. — xanz. TexH. Hayk, ZoueHT Kadenpy iHGopMariiHol 6e3nexn Ta KOMIT I0TepHOi iHmxkeHepii, Yepkacbkuii nep-
JKaBHUU TEXHOJIOT1YHUIT yHiBepcuTeT, Uepkacu, YkpaiHa.

AHOTAIIA

AxTyanbHicTs. HeniniiiHi cuctemu OyneBux (QyHKLIH rparoTh BaXXJIUBY POJib B 3aXHCTi KpunrocucteM. CTBOPEHHS 1 BUKOPH-
CTaHHS HOBHX YOTHPHOXPO3PSIHUX KPHUNTOrpaQiyHUX MEepeTBOPEHb 3 HENiHIMHUMHU OyJIeBUMH (QYHKLISIMH, 110 BOJOAIIOTH
BIIACTUBICTIO CTPOTOTO JABHHHOTO KPUTEPII0, € aKTyaIbHIM 3aBJaHHAM ITiABUIICHHS HAAIHHOCTI CHCTEM 3aXHCTy iH(popMarrii.

Mertoro poOOTH € CTBOPEHHS METOAY OTPHMAaHHA OOCPHEHMX YOTHPHOXOITOBHX KPHUNTOrpadidHMX IEPETBOPCHB 3 BIACTUBICTIO
CTPOTOT0 JIABUHHOT'O KPUTEPIIO, SKi MICTATH 30anancoBaHi OyneBi (yHKIIT iume 3 onepamisMu iHBepcil 1 JOAaBaHHS 3a MOIYyJIeM
IBa.

MerTopa. 3anporoHOBaHO METOJ OTPUMaHHsI OOEpHEHHX YOTHPHOXOITOBUX KpUITOrpadidHUX MEpEeTBOPEHb 3 BIACTUBICTIO CTPO-
rOro JIABUHHOTO KPHUTEPiI0, KOXKHE 3 IKUX MICTUTD 30ajaHcoBaHi OyJieBi GpyHKILIT TIUIBKH 3 OlepamisiMi iHBepcil i JoaBaHHs 3a MO-
JyJieM JiBa. MeToz CIpollye NpoLec NOLIyKY OOCpHEHHX KpUNTOrpadiyHUX IEPeTBOPEHb IUIIXOM CTBOPEHHS KJacy 3 TPUILATH
36anaHcoBaHuX 0a30BHX OyneBHX (YHKIIN 3 HEOOXiJHUMH Hamepe] BU3HAYCHHMH OOMEXKEHHSMHU 1 BIACTHBOCTSAMH, a TAKOX 3Ha-
XOKEHHS B IbOMY KJlaci 0a30BUX OyneBHX (pyHKIIH, IO CTAHOBJIATE OOEpHEHE KPUIITOrpadiuHe MepeTBOPEHHS.
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PesyabTaTn. [Tokazana edexTHBHICTS METOMY AT OTPHMAHHS JBOX OOCPHEHHX YOTHPHOXOITOBUX KPHNTOTpa(idHUX IIEPETBO-
PeHb 3 BIACTHBICTIO CTPOTOr0 JIABUHHOTO KPHUTEPil0 3 IBOX NPSIMUX YOTUPHOXOITOBHX KpHIITOrpadiuyHHX IEpeTBOPEeHb 3
BJIACTUBICTIO CTPOTOTr0 JJABUHHOTO KPUTEPIIO.

BucHoBku. Brepiie 3ampornoHOBaHO METOI OTPUMaHHS OOCPHEHHX YOTHPHOXOITOBUX KpHUNTOrpadiuHUX MEPETBOPEHb 3
BJIACTUBICTIO CTPOTOro JIABUHHOTO KPUTEPito AJst 30aaHCcoBaHUX OyineBHX (yHKI[H, 1110 MicTATh [IBi JOridHi onepauii (iHBepcis i
JIOJaBaHHS 3a MOXyJieM 1Ba) s 3a0e3nedueHHs HaAiiHOTO 3axucTy iHpopmauii. Lleit Meron sBisie cobor MeTOoA BHOOPY BKE
icHyrounx 6a30BuX OyieBux (yHKILIH 3 3a37aJerifb BU3HAUCHOTO Habopy 30anaHcoBaHUX 0a30BUX OyJeBHX (QYHKIIN IS MPSIMOTO 1
00epHEHOT0 KpUNTOrpaivHuX MEepeTBOPEHb, TOAI SK ICHYIOYl METOAU IOIIyKy OOEpHEHOTo KPUNTOrpadidHOTO IEepPEeTBOPCHHS €
METOJaMH OOYMCIEHHS KOXKHOTO elleMeHTa OyneBHX (yHKIIH Uit oOepHEeHOro KpunrorpadidHoro meperBopeHHs. MeTox Moske
OyTH pO3LIMPEHHH 10 OUIBIIOro MapHOTO YHMCiIa apryMEeHTIB 30anaHcoBaHUX OyJeBHX (QYHKLIN KpuntorpadivHUX IepeTBOPEHb IS
TiABUIEHHST KpUNTOrpadivHoro CTiikocTi.

KJIIOYOBI CJIOBA: 6yneBi ¢ynkuii, o0epHeHe kpunrtorpadivyHe MepeTBOpeHHs, 30aJaHCOBaHICTh, CTPOrMH JIaBUHHHI
KpHTepiii, iHBepCis, [0AaBaHHI 32 MOIYJIEM 2.

VK 004.056

METO/J, HAXOXXJIEHHS OBPATHBIX UETBIPEXPA3PSAIHBIX BYJEBBIX KPUIITOIIPEOBPA3OBAHUI
CO CTPOI'MM JTIABUHHBIM KPUTEPUEM

®enoroBa-IluBens U. H. — kaHn. TexH. HayK, JOLEHT, JOLEHT Kadeapsl HHOOPMAIMOHHOW 0E30MaCHOCTH U KOMIIBIOTEPHOU
umxeHepun Yepkacckoro rocyapCTBEHHOTO TEXHOIOTMYECKOT0 yHUBEpCUTeTa, Uepkacesl, YKpanHa.

Pynuuukuii B. H. — 1-p texH. Hayk, npodeccop, 3aBeayromuii kapeapsl HHOOPMAIUOHHOH 0€30IMacHOCTH W KOMIIBIOTEPHON
HIKeHeprH YepKaccKoro rocyJapcTBEHHOTO TEXHOIOTHYECKOT0 YHUBEpCHTeTa, UepKacchl, YKpanHa.

Iueens O. B. — xanx. ¢pus.-MaT. HayK, TOUEHT, Ipodeccop kadeaps! HHGOPMAIUOHHONH 0€30I1aCHOCTH ¥ KOMIIBIOTEPHON MHXKe-
Hepud Yepkacckoro rocy1apcTBEHHOIO TEXHOJIOTHYECKOTO YHUBEpCUTeTa, Yepkacchl, YKpauHa.

Muponmok T. B. — kana. TexH. HayK, IOLEHT Kadeapsl HHPOPMALIMOHHOI 0e30IIaCHOCTH U KOMITBIOTEPHON MHXeHepuH, Yep-
KaCCKH rocy1apCTBEHHBIN TEXHOJIOIMYEeCKUI yHUBEpcUTeT, Uepkaccel, YKpauHa.

AHHOTAIUA

AxTyanbHocTb. HenmmueliHble cucTeMbl OyJeBBIX (yHKIUH HTPAlOT BaXXHYIO POib B 3amuTe kpunrocucreM. Co3maHue U Hc-
MOJIb30BaHNE HOBBIX YETBIPEXPaspsAHBIX KpHITOrpaguyeckux mnpeoOpa3oBaHU C HEIMHCHHBIMH OyJIeBBIMH (YHKIHAMH, 00ia-
JAIOIIUMH CBOHCTBOM CTPOTOTO JIABUHHOTO KPHUTEPHs, SIBISCTCS aKTyaJbHOH 3ajadeil MOBBIMICHUS HAIEKHOCTH CHCTEM 3allUTHI
nHpopmarmy. Llenpro paGoTeI ABISETCS CO3aHIE METO/IA ITOyIeHHsI 0OPATHBIX YeTHIPEXONTOBBIX KpUNITOrpaduuecknux mpeodpaso-
BaHMI CO CBOWCTBOM CTPOTOTO JIABHHHOTO KPHUTEPHs, KOTOpBIE cofepkaT cOallaHCHpOBaHHbBIE OyJICBBI (PyHKIMH TOJIBKO C OIepa-
IIUSIMH MHBEPCHU M CIIOXKSHUSI 110 MOJYJIIO JIBA.

Merton. [Ipetoxken MeTox MOTyYeHUsI 0OPATHBIX YETHIPEXOUTOBBIX KpunTorpaduueckux nmpeodpasoBaHuil CO CBOHCTBOM CTPO-
TOro JaBUHHOTO KPUTEPHS, KaXJ0€ U3 KOTOPBIX COAEPKUT cOaNaHCUPOBaHHBIE OyNIeBbl (PyHKIUH TOIBKO C ONEPALUSIMU HHBEPCUH U
CIIOXKEHUS 110 MOXYJIO JjBa. MeToJ| ynpoIaeT Mpolece MOUCcKa o0paTHBIX KpUNTorpaguueckux npeoOpasoBaHUi IyTeM CO3JaHUS
KJIacca U3 TPUAATH cOaJaHCUPOBAHHBIX 0a30BBIX OYJIEBBIX (QYHKIHU C TpeOyEeMBIMH MpeAONpeeICHHBIMUA OTPAaHUYCHUSIMU U CBOM-
CTBaMH, a TaKXKe HAXOXKACHUS B 3TOM Kjacce 0a30BBIX OyJeBBIX (PYHKIHH, COCTABIIIONIMX 00paTHOE KpHUIITOrpadgudeckoe npeodpa-
30BaHHE.

Pe3yabsTarsl. [Tokazana 3¢GeKTHBHOCTE METOAA JUIS IOJIYYEHHS ABYX OOPAaTHBIX YETHIPEXOHTOBBIX KPHNTOrpaUUecKux mMpe-
00pa3oBaHuil CO CBOMCTBOM CTPOTrOro JIABUHHOTO KPUTEPHS U3 JABYX HPSIMBIX YETHIPEXOMTOBBIX KPUNTOrpadHIecKux npeodpazoBa-
HUI CO CBOMCTBOM CTPOTOTrO JJABUHHOT'O KPHUTEPHS.

BriBoabl. BriepBrie OblT MPEAIOKEH METO] MOTYUYEeHUs] 0OpaTHBIX YETHIPEXOMTOBBIX KpUITOrpaduueckux mpeodpa3zoBaHUid coO
CBOMCTBOM CTPOrOro JIABUHHOTO KPHTEPHs ISl cOAJaHCHPOBAHHBIX OyJIEBBIX (DYHKIHUH, COAEp KaIlUX ABE JOTHYECKHE ONepaluu
(MHBEpCHUS M CIIOXKEHUE TI0 MOIYJIO J1Ba) U 00ECIeYeHUS HaIe)KHON 3alIUTHl HHPOPMAIHU. DTOT METOJ MPEACTABIACT cOO0H Me-
TOJ BBIOOpA YK€ CYHIECTBYIOMIMX 0a30BBIX OyNEBBIX (YHKIHMHA M3 3apaHee ONpPEIeNICHHOro Habopa cOalaHCHPOBAHHBIX 0a30BBIX
OyneBbIX (QyHKIMH UL IPSIMOTO M 0OpaTHOTO KPHNTOTpadHIecCKUX IpeoOpa3oBaHUi, TOTAA KaK CYIIECTBYIOIINE METOBI IIOUCKA
00paTHOTO KPHUITOrpauIecKoro Nmpeodpa3oBaHMs NMPEACTABISIOT COOOH METOABI A BBIYMCICHHS Ka)KAOTO dJIEMEHTa OyJIeBBIX
¢GyHKIMI 11t 06paTHOrO Kpunrorpaduyeckoro npeodpasoBanus. Meton MoeT OBITh paclIipeH 10 OOJbIIEro YeTHOrO YHCiia ap-
TYMEHTOB COaJaHCHPOBAaHHBIX OyNeBHIX (YHKIMH Kpunrorpaduueckux MpeoOpa3oBaHUM Ul MOBBIMICHUS KpUNTOrpaduuecKoi
CTOMKOCTH.

KJUIIOYEBBIE CJIOBA: OyseBsl GyHKIMH, oOpaTHOe Kpunrtorpaduyeckoe npeodpazoBaHue, cOanaHCUHPOBAHHOCTb, CTPOTHIA
JIAaBUHHBIN KPUTEPHUNA, HHBEPCHSI, CIIOKECHUE TT0 MOIYIIO 2.
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