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ABSTRACT

Context. Such perfect algebraic constructions of many-valued logic as ternary bent-functions and their truth tables which are
called as 3-bent-sequences, are used very often in modern cryptographic algorithms, in particular, in pseudorandom sequence genera-
tors. However, today there are no methods for synthesizing the ternary bent-functions class for a number of variables greater than
two, which significantly limits the ability to scale the number of protection levels of the of pseudorandom sequence generators based
on the ternary bent-functions. This circumstance generates the task of developing methods for the synthesis of ternary bent-functions,
which is solved in this paper for the case of ternary bent-functions of three variables. The object of this research is the process of
efficiency increasing of the cryptographic algorithms based on the functions of many-valued logic.

Objective. The purpose of the paper is to construct a method for the synthesis of the set of ternary bent-functions of three vari-
ables.

Method. The mathematical apparatus of the Reed-Muller transform (algebraic normal form) was used as the basis of the pro-
posed constructive method for the synthesis of ternary bent-functions of three variables. So, on the basis of the established properties
of the algebraic normal form of ternary bent-functions and limited enumeration, the search for ternary bent-functions up to affine
terms is performed, after which we apply the procedure of reproduction.

Results. As a result of using of the proposed method for the synthesis of ternary bent-functions of three variables, 155844 3-bent-
sequences were found up to an affine term, while the cardinality of the full set of found 3-bent-sequences is 12623364. The research
performed made it possible to determine that in this set there are 3-bent-sequences of six different weight structures, on the basis of
which 12 different triple sets can be compiled for use in pseudorandom sequence generators. A scheme for a cryptographically stable
pseudorandom sequence generator based on the found set of 3-bent-sequences of length N =27 is proposed. It is shown that the

protection levels number of such a generator of pseudorandom sequences is P = 7.041-10*" which is comparable with the protection
levels number of modern block symmetric cryptographic algorithms, for example, AES-128.

Conclusions. The further development of modern cryptographic algorithms, in particular, cryptographically stable pseudorandom
sequence generators, is largely based on the use of perfect algebraic constructions of many-valued logic. For the first time, a con-
structive method for the synthesis of ternary bent-functions of three variables is proposed. For the found set of ternary bent-functions,
the distribution of weight structures is found, and the possible triple sets are established. Based on the constructed set of ternary bent-
functions, a pseudorandom sequence generator scheme is proposed that has a protection levels number that is comparable with mod-
ern block symmetric cryptographic algorithms. We note that the constructed class of ternary bent-functions can also be used for the
synthesis of cryptographically strong S-boxes, codes of constant amplitude, as well as error correction codes. As an actual area of
further research, we can note the development of methods for the synthesis of ternary bent-functions of a larger number of variables.

KEYWORDS: cryptography, pseudorandom sequence generator, ternary logic, bent-function.

ABBREVIATIONS A={a;} is an arbitrary ternary sequence in the Reed-
PRSG 1sa pseudorandom sequence generator; Muller transformants domain, where i =0,1,....,N —1;
LFSR is a linear feedback shift register; O
FCSR is a feedback with carry shift register; Ly and Ly are direct and inverse Reed-Muller trans-
BF is a ternary bent-function; form matrices correspondingly;
ANF is an algebraic normal form. wt(T;) is an algebraic degree of the corresponding

ANF term T; ;

NOMENCLATURE . . L
N is a length of 3-bent-sequence; deg(®) is an algebraic degree of nonlinearity;
Jgy is a cardinality of the full set of ternary se- [\/k| is a number of primitive irreducible polynomials

quences; of degree k ;

V,u is a Vilenkin-Chrestenson matrix of order 3t ¥ is a number of protection levels.

where LeN; INTRODUCTION
Og (w) is a Vilenkin-Chrestenson transformants of the The current stage of development of cryptographic
sequence B ; methods of information protection is characterized by the

introduction of cryptographically high-quality functions
of many-valued logic [1]. At the same time, one of the
most actual tasks is the development of ternary pseudo-
random sequence generators (PRSG). Such generators are
used in the tasks of quantum cryptography, and can also
domain, where i=0,1,..,N -1; be used in implementations of cryptographic algorithms

KO, Kl, K2 is a amounts of symbols “0”, “1” and “2”
correspondingly;

@ is a polynomial of ANF;

F ={fj} is an arbitrary ternary sequence in the time
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based on many-valued logic functions on binary com-
puters.

At present, the dynamically developing and applicable
in practice is the construction of ternary PRSG [2], which
is based on the use of LFSR or FCSR [3] and a special
nonlinear element, which is most often used with perfect
algebraic constructions such as 3-bent-functions. At the
same time, the number of protection levels for the PRSG
depends on the length of the 3-bent-function and on the
cardinality of the set of available 3-bent-functions, which
makes it necessary to develop methods for synthesizing
large sets of ternary bent-functions.

At present, regular methods have been created for the
synthesis of 3-bent-functions of two variables, neverthe-
less, there are no such methods for a larger number of
variables, which significantly reduces the possibility of
increasing the number of protection levels of PRSG based
on ternary bent-functions.

The object of research is the process of improving
the efficiency of cryptographic algorithms based on
many-valued logic functions.

The subject of research is the methods for the syn-
thesis of 3-bent-functions.

The purpose of the work is to construct a method for
the synthesis of the set of ternary bent-functions of three
variables.

1 PROBLEM STATEMENT
Let us consider the complete set of sequences of
length N =27 over the alphabet
2n L4m

{0,1,2} <><1l,e" 3 e 3 , which are the truth tables of

all possible 3-functions of k =3 variables. The cardinal-
ity of this set is equal to J gy =37 = 7625597484987 .

The problem is to find in this set of sequences of
length N =27 such a sequences that are truth tables of
ternary bent-functions of three variables, i.e. possess a
uniform absolute values of Vilenkin-Chrestenson trans-
formants.

2 REVIEW OF THE LITERATURE

The current stage in the development of information
technology is characterized by the widespread introduction
of the mathematical apparatus of many-valued logic func-
tions into correcting coding [4] and information compres-
sion algorithms [5], as well as in the signal processing [6].

The current stage is also characterized by a rapid de-
velopment of methods of many-valued logic functions
and their implementation in cryptography. In particular,
the use of cryptographically strong ternary PRSG, which
are proposed to be used to increase the cryptographic
strength of quantum information protection protocols, is
proposed in [7, 8]. The authors of [9] proposed a scheme
of effective PRSG based on ternary bent-functions pre-
sented in Fig. 1.
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Figure 1 — Scheme of PRSG based on ternary bent-
functions

The raw material for the operation of the scheme
(Fig. 1) are such perfect algebraic constructions as ternary
bent-functions that have a uniform absolute value of
Vilenkin-Chrestenson transformants and, accordingly, the
maximum possible value of nonlinearity.

The Vilenkin-Chrestenson spectrum of the discrete
sequence above the alphabet

2n j4n
0el% 155¢'3 2556 3 s found by multiplying
the column vector containing the samples of the signal by

the complex conjugate transformation matrix Vi [10].

In this case, the matrix of the Vilenkin-Chrestenson
transform of order 3", L eN is constructed over the al-
phabet {0,1,2} using the recurrence formula [11], and
then in order to perform the Vilenkin-Chrestenson trans-

form it is translated into the exponential form, i.c. to the
2n L 4nm

i | el e
alphabet {e1%,e" 3 e 3 }:

VoL

3 3 3
Vo =| Vo (V3L,1+1)mod3 (V3L,1+2)mod3 (1)
Vi (V3L_1+2)mod3 (V3L_1+1)m0d3
where

ejo ejo ejo

000 o xm
Vi=[0 1 2|>|el® e 3 e 3| Q)

0 2 1 .4n 2n

- R
el '3 ¢33

A generalized definition of a ternary bent-function
was given in [11], according to which the existence of
bent-functions of the many-valued logic of an odd number
of variables was confirmed.
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Definition 1. For a Vilenkin-Chrestenson matrix of
order N =q*, where q is a prime, a bent-sequence
B =[hy,hy, -+, hi,---,hy_;] is a sequence over an alphabet

iy

hyese 9 +,v=0,1,.,q-1 if it has a uniform absolute

values of Vilenkin-Chrestenson spectrum that can be rep-
resented in matrix form

|QB(co)|=‘H~\7N‘=const, ®=0,N-1, 3)

where V,; is the Vilenkin-Chrestenson matrix of order N
.2n
—V

over the alphabet h; e 1 @

Currently, methods for the synthesis of 3-bent-
sequences of two variables are known [12]. The research
of the structure of this class of bent-sequences of cardinal-
ity J =486 allowed to establish their possible weight
structures, depending on which they are classified into 6

classes:
1,4,4}(54); |{5,2,2}(108);
!4,1,4§(54); 52,5,2 (108); 4)
4,41} (54); [{2,2,5}(108),

where the numbers in curly brackets show, respectively,
the number of characters “0”, “1” and “2” in the 3-bent-
sequence, and the numbers in parentheses indicate the
number of 3-bent-sequences with the indicated structure.

In [9], it was established that, from the point of view
of constructing an PRSG, the triple sets of 3-bent-
sequences possess the best properties.

Definition 2. A set of three bent-sequences By, B,, B

in the Vilenkin-Chrestenson basis is called a triple set if
the concatenation of their truth tables in symbolic form is
balanced, i.e. the number of characters “0” is equal to the
number of characters “1” and is equal to the number of
characters ‘2”7, i.e. K° =K' =K?.

Thus, the 3-bent-sequences from (4) determine two
triple sets

{{1,4,4}.{4,1,4} {4,4.1}},
{{5.2,2}.{2,5,2},{2,2,5}}.

Currently, in the literature there are no methods for the
synthesis of 3-bent-sequences of three variables, and ac-
cordingly, their weight structures remain unknown, which
makes it impossible to construct specific PRSG schemes
based on 3-bent-sequences of length N =27 .

©)

3 MATERIALS AND METHODS
The use of the exhaustive method for the synthesis of
3-bent-sequences, as it was done in [9], is ineffective for
3-bent-sequences of length N =27, since the solution of
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this problem will be coupled with enumeration of the set
of all ternary sequences of length N =27 , which consists

of Jq = 327 — 7625597484987 clements. At the same

time, practice shows that the construction of purely regu-
lar methods for the synthesis of 3-bent-sequences is also
difficult due to the complexity and unpredictability of this
class of perfect algebraic constructions.

Nevertheless, the performed researches show that the
synthesis of 3-bent-sequences of length N =27 can be
performed in the Reed-Muller transformants domain, i.e.
in algebraic normal form (ANF) [13].

Definition 3. An algebraic normal form of a Q-
function is a polynomial @ over Z, of a degree

deg(®) < q with coefficients g, €{0,1,...,q—1}, contain-

ing the operations “Sum modulo q” and “Multiplication
modulo q”.

On the basis of Definition 3 the definition of affine
functions, which play a key role in cryptography is intro-
duced.

Definition 4. Ternary functions whose ANF polyno-
mial has degree deg(®) <1 are called as affine.

Thus, each ternary sequence F = {f;} is uniquely as-

sociated with the corresponding sequence of ANF coeffi-
cients A={a;}. Moreover, it was established in [3] that

the transition to the Reed—Muller transformants domain
and vice versa can be performed in matrix form:

A=F-Ly, F=A-Ly, (6)
where L' is the matrix of the inverse Reed-Muller trans-

form, which is constructed in accordance with [13]; L, is

the Reed-Muller transform matrix.
For the length of the original sequence N =27 the
inverse Reed-Muller transform matrix has the form:

100000000000000000000000000
111000000000000000000000000
121000000000000000000000000
100100100000000000000000000
111111111000000000000000000
121121121000000000000000000
100200100000000000000000000
111222111000000000000000000
121212121000000000000000000
100000000100000000100000000
111000000111000000111000000
121000000121000000121000000
100100100100100100100100100
Ly = 11T ittt |, (7)
121121121121121121121121121
100200100100200100100200100
111222111111222111111222111
121212121121212121121212121
100000000200000000100000000
111000000222000000111000000
121000000212000000121000000
100100100200200200100100100
111111111222222222111111111
121121121212212212121121121
100200100200100200100200100
111222111222111222111222111
121212121212121212121212121
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while the direct Reed-Muller transform matrix has the
form

100000000000000000000000000
021000000000000000000000000
222000000000000000000000000
000200100000000000000000000
000012021000000000000000000
000111222000000000000000000
200200200000000000000000000
012012012000000000000000000
111111111000000000000000000
000000000200000000100000000
000000000012000000021000000
000000000111000000222000000
000000000000100200000200100
L,, ={000000000000021012000012021 |. (8)
000000000000222111000111222
000000000100100100200200200
000000000021021021012012012
000000000222222222111111111
200000000200000000200000000
012000000012000000012000000
111000000111000000111000000
000100200000100200000100200
000021012000021012000021012
000222111000222111000222111
100100100100100100100100100
021021021021021021021021021
222222222222222222222222222

For example, let us consider some ternary sequence

F oflength N =27
F =[000011011110120212110212021], 9
for which, taking into account (6), using the Reed-Muller
transform matrix L,,, we find the Reed-Muller transform

coefficients vector
A=[000000001000011120121120100] . (10)

Each element of the ANF vector (10) is one corre-
sponding coefficient in the general form of the ANF 3-
function of three variables

(D(Xl > X2 > X3) = aOOO + a001)(3 + a002X32 + aOlOXZ +
aOIIXZ X3 + a012X2X32 + aOZOXZ2 + a021)(22 X3 + a022 X; X.“f +
+a100X1 + a101X1X3 + a102X1X§ + a110)(1)(2 + a111X1X2X3 + (1 1)
-"-aIIZXIXZX32 + a120X1X22 + a121X1 X§X3 + a122XIX22 X32 +
+a200X12 + a201)(12)(3 + a202X12X32 + aZIOXIZXZ + a211X12X2X3 +
+a212X12 X2 X.’f + a220X12 X; + aZZlXI2 X22 X3 + a222 X22 X; X.’f N
Thus, taking into account (11), we can write the ANF
of sequence (9):

2y 2 2
DX, Xy, X3 ) = X X7+ X Xy Xy + X X X, +

2 2 2 2 2y 2
XX, H2X XX X+ 2X X3+ XX (12)
2 2 2y 2
XXy +2X K Xy A+ XK,
Substituting consistently all possible sets of

{X,X,, %} in (12), we obtain the original truth table (9).
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Let us check if sequence (9) is a 3-bent-sequence. For
this, it is necessary to find the absolute values of its
Vilenkin-Chrestenson transform coefficients

|0 (0)] = (V2742742727272727
V272727272727 272742727
V272727272727 27427427 273

Thus, sequence (9) is indeed a 3-bent-sequence.

(13)

4 EXPERIMENTS
Let us consider each ANF coefficient of the ternary
sequence @, where i is the vector of their three coordi-

nates, each of which indicates the degree of occurrence of
the corresponding variable in the term. Let us denote by

wt(T;) =Zi the algebraic degree of the corresponding

term.

As the algebraic degree of nonlinearity we call the
maximum value among all degrees of terms included in
the algebraic normal form of a ternary sequence

deg(®) = max {Wt(T;)} .

The proposed constructive synthesis method for 3-
bent-sequences is based on the use of the Reed-Muller
transform domain and the following determined proper-
ties of ternary bent-functions.

Property 1. The sum of a 3-bent-sequence with an af-
fine sequence is a 3-bent-sequence.

Property 2. The maximum algebraic degree of the
term included in the 3-bent-sequence of length N =27 is
wt(T,)=4.

Thus, each element of the sequence A={a},
i=0,1,...,26 corresponds to the ANF term of 3-function
in general form, as shown in the Table 1. In the Table 1
affine terms are marked by the symbol “a ”, while terms
whose algebraic degree exceeds the value wt(T,) >4 are

marked by the symbol “x”. The remaining terms are
marked by the symbol “*”.

Analysis of the data presented in Table 1 shows that
the number of terms marked by the symbol “*” is 19.
Thus, we write the proposed constructive method for the
synthesis of 3-bent-sequences of length N =27 in the
form of following specific steps.

Step 1. Consider the sequence in the Reed-Muller
transformants domain

A:|:a000 aOOl a002 aOlO a011 a012 a020

o a * o * * *

Qo Qo Qg9 g Ap Ay &y Ay Ay By
* ¥ g %k kK ox ok k%

By 8yo9 Bygp Bypp Byyg Byyy Bypy By By By
VO T T S TV VY

(14
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Table 1 — Correspondence of terms and coefficients
of 3-function ANF

a, T, Marks | a T, Marks
8900 - a a, X X, ng *
801 X « A5 X X; *
302 X32 * 8 X X22 X5 *
Q10 X o A X X22 X X
Ao X%, * 3500 X; *
Qo1 X, X32 * 81 X12 Xy *
80 X; * Ay Xlz X32 *
Qo1 X; X5 * o) X12 X, *
3, | XX | " Q| XXX "
A9 X « &, sz XZ X
801 X, X3 * 8y Xlz X;

ap | XX | " Q| XXX X
A0 XX, * ay X; X Xz X
ay XX, X, * B B B

Substituting the next specific values over the alphabet
{0,1,2} instead of the symbols “*”, and substituting in-

stead of the symbols “a ” and “x” the values 0, we obtain
a specific ternary sequence in the Reed-Muller transfor-
mants domain. This sequence, by multiplying by the ma-

trix of the inverse Reed-Muller transform L.}, is trans-

ferred to the time domain, obtaining the candidate se-
quence F.

Step 2. We find the absolute values of the spectral co-
efficients of the Vilenkin-Chrestenson transform of the
sequence F and check it for the compliance with the
conditions of Definition 1. If it is a 3-bent-sequence, we
save the corresponding sequence A, otherwise we dis-
card it.

Step 3. If the end of the search is not reached among
all possible sequences A, we go to Step 1, otherwise the
search is completed.

Step 4. For each 3-bent-sequence found, we release 4
positions marked by the symbol “a”, i.e. the positions
corresponding to affine terms. Substituting into them all
possible values from the alphabet {0,1,2} we obtain, on

the basis of each 3-bent-sequence, a set of 3*=81
3-bent-sequences.

Note that since in Table 1 there are 19 values marked
with the symbol “*”, the total number of ternary se-
quences that must be enumerated in the proposed algo-

rithm s 319 — 1162261467 instead  of
Jeun =3%7 =7625597484987 in the case of complete

enumeration, which is in 6561 times less.
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5 RESULTS
Performing Steps 1,...,3 of the developed algorithm al-
lowed us to find 155844 3-bent-sequences of length
N =27 up to affine terms.
As an example, we can give one of the found 3-bent-
sequences in the form of its ANF

22 2 2 22 2 22
B, = X)X, + XX, X + XXX XX + X X X, + XXy, (15)
as well as a sequence in time domain

B, =[000011011011102122011122120]. (16)

Note that among the found 3-bent-sequences there are
468 3-bent-sequences with an algebraic degree
deg{B} =2, 3744 3-bent-sequences with an algebraic

degree deg{B} =3 and 151632 3-bent-sequences with an
algebraic degree deg{B}=4.

Accordingly, based on the obtained set of 3-bent-
sequences, by applying Step 4 of the proposed algorithm,
it is possible to synthesize a set of 3-bent-sequences with
cardinality 155844 -3* =12623364.

A research of the found class of 3-bent-sequences of
length N =27 allowed us to establish that they can be
classified according to the 6 possible weight structure
types

12,9,6{(2103894); |19,12,6§(2103894);
[19, 6,12} (2103894); [112,6,9i (2103894);  (17)

6,12,9;(2103894); | {6,9,12§(2103894),
where, similar to (4), the numbers in curly brackets show,
respectively, the number of characters “0”, “1” and “2” in
the 3-bent-sequence, and the numbers in parentheses indi-
cate the number of 3-bent-sequences with the indicated
structure.

Based on 3-bent-sequences of weight structures (17),

12 possible triple sets can be constructed

{6,9,12},{9,12,6},{12,6,9}};
{6,9,12},{12,6,9},{9,12,6}};
{6,12,9},{9.6,12},{12,9,6} |
{6,12,9},{12,9,6},{9,6,12}};
{9.6,12},{6,12,9},{12,9,6} |
{9.,6,12},{12,9,6},{6,12,9}}; (18)
{9,12,6},{6,9,12},{12,6,9} |
{9,12,6},{12,6,9},{6,9,12} |
{12,6,9},{6,9,12},{9,12,6}};
{12,6,9},{9,12,6},{6,9,12} |
{12,9,6},{6,12,9},{9.6,12} |
{12,9,6},{9.6,12},{6,12,9}
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6 DISCUSSION

The obtained set of 3-bent-sequences of length
N =27 is valuable not only from the point of view of the
theory of synthesis of perfect algebraic constructions, but
also can serve as a basis for constructing effective PRSG
according to a scheme similar to Fig. 1. In view of the use
of 3-bent-sequences of greater length, even the use of one
possible triple set can provide a significant level of cryp-
tographic stability. The PRSG scheme based on 3-bent-
sequences of length N =27 is shown on Fig. 2.

[ MUX ]
e
Q Q Q
| BF, H BF, || BF, ‘
— T

=i

Figure 2 — PRSG scheme based on 3-bent-sequences of length
N = 27 from one triple set

Let us determine the number of protection levels of
the developed PRSG. For example, let the polynomials of
the following mutually simple degrees to be chosen to
construct the corresponding 3LFSR

deg{f}=9;
deg{f,} =8; "
deg{f;} =7
deg{f,}=5.

The number of primitive irreducible polynomials of
degree k=9 is |V9|:1008, of degree k=8 is
|V8| =320, of degree k=7 is |V7| =156 and of degree
k=5 is |Vy| =22 [14].

The initial state of 3LFSR; can be selected by
3’ —-1=19682 different ways, 3LFSR, by 3*—1=6560
ways, 3LFSR; by 3’7 —1=2186 ways and 3LFSR, by
3° —1=242 ways.

Moreover, the 3-bent-sequences themselves in the tri-
ple set can be selected by 2103894’ ways. Thus, the

number of protection levels of the constructed PRSG is
defined as

Y =1008-320-156-22-19682-6560 x

20
x2186-242-2103894° =7.041-10*, 20)
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which is a significant value, and exceeds the number of
protection levels of such a modern block symmetric cryp-
tographic algorithm as AES-128 [15] and many other
modern block symmetric chippers [16].

CONCLUSIONS
The scientific novelty lies in the fact that a method
for the synthesis of 3-bent-sequences in the Reed-Muller
transformants domain was developed. Using the devel-
oped method, a class of 3-bent-sequences of length
N =27 and cardinality J =12623364 was constructed.

For the found class of 3-bent-sequences, six possible
weight structures and 12 possible triple sets were discov-
ered.

The practical significance consists in the fact that the
synthesized class of 3-bent-sequences of length N =27
was proposed to be used to construct the scheme of the
ternary cryptographically strong PRSG. At the same time,
the estimated number of protection levels of the con-

structed PRSG is W =7.041-10"", which is comparable
with the number of protection levels of modern block
symmetric cryptographic algorithms.

As a further area of research, it is worth to note the
development of methods for the synthesis of 3-bent-
sequences of longer lengths, as well as research of perfect
algebraic constructions with larger values of Q.
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METO/]I CHHTE3Y TPINKOBUX BEHT-®YHKIIIN TPhOX 3MIHHUAX

Coxos10B A.B. — KaHJ. TeXH. HayK, CTapIINi BUKJIaAa4 Kadeapu iHPOpMaTHKU Ta YIpPaBIiHHS 3aXHCTOM 1H()OpMaLifHUX CHC-
TeM, Omechkuil HaliOHAJIFHUH TOJIITEXHIYHIH yHIBepcuTeT, M. Oxeca, Ykpaina.

AHOTAIIA

AxTyanbHicTh. OCTaHHIM YacoM Bce YacTillle B CyYacHUX KpUNTorpadidHuX alropurMmax, 30KpeMa, B TeHepaTopax NCEBIOBH-
MaJIKOBUX IOCIIJJOBHOCTEH BUKOPHCTOBYIOTHCS TaKi JOCKOHAII anreOpaiuHi KOHCTPYKLIi GaraTo3HaYHOI JIOTIKH, SIK TPIHKOBI OEHT-
¢yHKii i X Tabmuni icTHHHOCTI — 3-6eHT-Tnocaen0nBaTenbHOCTI. [IpoTe, ChoroHi He iCHY€e METOIIB CHHTE3Y KJIacy TPiiKOBUX OEHT-
(GyHKUIR U1 Yncia 3MIHHAX OiIbIe JBOX, IO iICTOTHO OOMEXYe MOXIIMBOCTI MacIITa0yBaHHS YMCIia PiBHIB 3aXHCTy 3a3HAUYECHHUX
TeHepaTOPIB IICEBAOBHUIIAAKOBUX MOCHifOBHOCTEH. JlaHa 0OcTaBrHa pOOUTH aKTyaJ bHUM 3aBIAaHHS PO3POOKH METOMIB CUHTE3Y Tpiii-
KOBHX OeHT-(yHKIIiH, sika BUpIlIeHA B JaHiil poOOTi AT BUMAAKy TPIHKOBUX OEHT-QYHKLiH TphoX 3MiHHKMX. O0’€KTOM JAHOTO J10-
CITIIPKEHHSI € MPOIECH ITiIBUIIEHHS €()eKTHBHOCTI KPUIITOAITOPUTMIB Ha OCHOBI (DyHKIii GaraTo3HAYHO JIOTIKH.

Meta. Merta ctarTi — o0y yBaTH METO]] CHHTE3Y MHOXKHHH TPIHKOBUX OCHT-(YHKLIH TPHOX 3MIHHUX.

Metona. B sKocTi OCHOBH 3aIIpOIIOHOBAHOTO KOHCTPYKTHBHOI'O METOMY CHHTE3Y TPIHKOBHX OEHT-()YHKIIH TPhOX 3MIHHUX BHKO-
pHCTaHO MaTeMaTHYHUI amapat neperBopeHHs Pima-Maitepa (anrebpaiunoi HopmansHoi opmu). Tak, Ha OCHOBI BCTaHOBJICHUX
BJIACTUBOCTEH anrebpaiuHOl HOpMaIbHOI GOopMH TPIHKOBUX OEHT-(QYHKLIM i 00MeXKeHOro nepedopy CHouaTky BUKOHYETHCS MOIIYK
TpPifKOBUX OEHT-GYHKIIH 3 TOUHICTIO 10 ahiHHUX TEPMIB, MiCIIs YOTrO BiOYBA€THCS TX PO3MHOKEHHSI.

PesyabTaTn. B pe3ynbpraTi BAKOPUCTAHHS 3aIPONIOHOBAHOTO METOLY CHHTE3y TPIMKOBHX OEHT-(YHKIIN TPhOX 3MIHHHUX 3Hale-
HO 155844 GeHt-QyHKHIT 3 TOYHICTIO 10 adiHHOTO TepMa, B TOW dYac SK IOTYXKHICTb IIOBHOI MHOXWHH 3HaIeHWX 3-OeHT-
mocyiToBHOCTEH cknanae 12623364, [IpoBeneHi JOCTiIKEHHS TO3BOIMIA BU3HAYUTH, 110 B TaHIH MHOKHHI € 3-0CHT-ITOCITIIOBHOCTI
LIECTH PI3HUX BaroBHUX CTPYKTYP, HAa OCHOBI SIKMX MOXYTh OyTH CKJaJieHi 12 pi3HUX TPOiCTUX HAOOPIB Ul BUKOPUCTAHHS B TeHepa-
TOpax MCEBIOBHUIAIKOBHIX MOCIIIOBHOCTEH. 3apooHOBaHO CXeMy KpHITOrpadidyHO CTIHKOro reHepaTropa ICeBIOBHIIAIKOBUX I10-
CIIIZIOBHOCTEH HA OCHOBI 3HaljeHoi MHOXWHM 3-OeHT-nociimoBHocTeil moxkuHu N =27 . [loka3aHo, IO YHCIIO PIBHIB 3aXHUCTY

TaKOTo TeHepaTopa IMCeBIOBUITAIKOBHIX MOCTiOBHOCTEH ckiagae WV =7.041- 10* , [0 MOXHA TIOPIBHATH 3 YHCJIOM PiBHIB 3aXUCTY
Cy4acHHX OJOKOBHX CUMETPHYHUX KPHIITOAITOPUTMIB, Hanpukiaa, AES-128.

BucHoBku. [Toganpmmii po3BUTOK Cy4acHHX KPHNTOrpadiuHUX alrOpUTMIB, 30KpeMa, KpUNTorpadidHo CTIHKHX T'eHEpaTOpiB
TICEBIOBHIIAIKOBUX MOCHIIOBHOCTEH, 6araTto B 4OMy IPyHTY€EThCS Ha 3aCTOCYBaHHI JOCKOHANMX alre0paidHuX KOHCTPYKIiK Oarato-
3Ha4HOI JIoTiku. B po0oTi Bepiie 3anpornoHOBaHO KOHCTPYKTHBHUH METOJ| CHHTE3y TPIHKOBUX OEHT-(QYHKIil TppoxX 3MiHHHX. s
3HAWEHOI MHOXKHUHHM TPIHKOBUX OCHT-(YHKIIH BCTAHOBJICHO PO3IOJII BarOBUX CTPYKTYp, @ TAKOX BHSBICHO MOXJIMBI TPOICTI Ha-
6opu. Ha ocHOBI 100y/10BaHOi MHOYKHHH TPiHKOBUX OeHT-(yHKIIIH 3apONOHOBaHA CXeMa reHepaTopa MCeBIOBHIIAaJKOBUX ITOCHI0-
BHOCTEH, SIKMH BOJIOJII€ YHMCIIOM DIBHIB 3aXHUCTY, SIKE MOXKHA IOPIBHATH 3 CyYaCHHMH OJIOKOBUMH CHMETPUYHHMMH KPHUITOAITOPUT-
Mamu. Bigznaunmo, 1o moOyaoBaHUi Kiac TPiHKOBUX OeHT-(PyHKIIIH Takok MOXke OyTH 3aCTOCOBaHHMU AJIsI CHHTE3y Kpunrorpadiu-
HO CTiHKHX S-OJIOKiB, KOJIB MOCTIHHOI aMILTITYAH, a TAKOXK KOPEKTYIOUMX KOAIB. B SKOCTI aKkTyaabHOrO HAMPSIMKY IMIPOJOBKEHHS
MPOBEICHHUX JOCHTIPKEHh MOYXKHA BUIUTHTH MOOYJOBY METO/IIB CHHTE3Y TPIHKOBUX O€HT-()YHKIIH OLTBIIOTO YKCIa 3MiHHUX.

KJIFOYOBI CJIOBA: xpunrorpadis, reHepaTop MCeBIOBHIIAAKOBHIX ITOCIIIOBHOCTEH, TPU3HAYHA JIOTiKa, OCHT-(QYHKIIISL.

YK 004.622.612
METO/] CHHTE3A TPONYHBIX BEHT-®YHKIUI TPEX MEPEMEHHBIX

CoxoJioB A.B. — kaHA. TeXH. HayK, CTapUIMi npernogaBaTesb kadeapbl HHOOPMATHKU U yIPABICHUS 3alIUTOH HH(POPMALUOH-
HBIX cucteM, OfeccKHii HalMOHAIBHBIN MOJTUTEXHUYECKUH YHUBEpCHUTET, I. Onecca, YKpauHa.

AHHOTAIUA
AKTyansHOCTb. B mocrennee Bpemst Bce dale B COBPEMEHHBIX KPHITOTPAGUIECKUX aJTOPUTMaX, B YaCTHOCTH, B TeHEpaTOpax
TICEBJIOCITY YA HBIX MOCIIEIOBATEIFHOCTEH, HCIIONIB3YIOTCSI TAKUE COBEPIICHHBIE alre0pandeckue KOHCTPYKIMH MHOTO3HAYHO! JIOTH-
KH, KaK TPOWYHbIE OCHT-(QYHKIUH U UX TaOJIUIBI UCTHHHOCTH — 3-0€HT-T0CIIeJ0BaTeIbHOCTH. TeM He MeHee, CEro/IHs He CyIIeCTBY-
€T METOJIOB CHHTe3a Kilacca OeHT-(QYHKIMI JUTs Ynciia IepeMEHHBIX OoJiee JIBYX, YTO CYLIECTBEHHO OTPaHUYMBAET BO3MOXKHOCTH II0
MacIITaOMPOBAHMIO YKCIIA YPOBHEH 3allIUThl YKAa3aHHBIX T€HEPATOPOB IICEBAOCIYYaiHBIX TocuenoBarenbHocTel. JJanHOe 06cTos-
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TEIBCTBO JieNIaeT aKTyaJbHOW 3a/iady pa3pabOTKH METOJOB CHHTE3a TPOWYHBIX OeHT-(QyHKIMH, KOTopas pellcHa B JaHHOH padore
JUISL CITydast TPOUYHBIX OCHT-QYHKIMHA Tpex nepeMeHHbIX. OOBEKTOM JaHHOTO HUCCIIE0BaHMs SBISIOTCS MPOLECCH! MOBBIEHUS d¢-
(DEeKTUBHOCTH KPUIITOAITOPUTMOB Ha OCHOBE (DYHKIIMIT MHOTO3HAYHOM JIOTHKH.

Iesn. Llenb cTaThl — MOCTPOUTH METOJ CHHTE3a MHOXKECTBA TPOMYHBIX OEHT-(QYHKLHUH TpeX NepeMEHHbIX.

Mertoa. B kauecTBe OCHOBBI NPEJIOKEHHOTO KOHCTPYKTHBHOTO METO/d CUHTE3a TPOUYHBIX OCHT-QYHKIMI TpeX NepeMEHHbIX
HCTIONB30BaH MaTeMaTHYECKUil ammapaT npeoOpa3oBanus Puna-Mamnepa (anreOpamdeckoil HopManbHO# Gopmer). Tak, Ha ocHOBE
YCTAHOBJICHHBIX CBOWCTB anreOpandeckoil HOPMAaJIbHOW (POpMBI TPOWYHBIX OCHT-QYHKUIWA M OTpaHHYCHHOrO mMepebopa cHadaia
BBITIOJTHAETCS HOMCK TPOMYHBIX O€HT-(QYHKIHUH C TOYHOCTHIO 710 ah(GHHHBIX TEPMOB, TIOCIIE YeT0 IPOMCXOMUT X PAa3MHOXKCHUE.

PesyabTatel. B pesynbrare HCHONB30BaHMS IPEJIOKEHHOTO METOAA CHHTE3a TPOMUYHBIX OCHT-(QYHKIHI Tpex HepeMeHHBIX
HaiineHo 155844 tpondHbIX OGEHT-(QYHKIUH ¢ TOYHOCTBHIO O addUHHOrO TepMma, B TO BpeMsi KaK MOIIHOCTH MOJIHOIO MHO)KECTBA
HalICHHBIX 3-0CHT-TIOCIICA0BATENbHOCTEH cocTarisieT 12623364, [IpoBeieHHbBIC HCCIICIOBAHMUS TIO3BOJIUIIN ONPEACIUTh, YTO B JIaH-
HOM MHOJKECTBE MMEIOTCSI 3-0€HT-MOCIEeI0BATEIbHOCTH IECTH PA3IMYHBIX BECOBBIX CTPYKTYp, HA OCHOBE KOTOPBIX MOTYT OBITh
cOCTaBlIeHbI 12 pa3NuuHBIX TPOUCTBEHHBIX HAOOPOB JUIS MCIIOIB30BAHUS B F€HEPATOPaX ICEBJOCTYYalHBIX MOCIEI0BATEILHOCTEN.
[Ipenmoxxena cxema KpunTorpaguyeckd CTOMKOTO T€HEpaTopa IICEBAOCIYYAHHBIX MOCIEIOBATEIBHOCTE HAa OCHOBE HAWJEHHOTO
MHOXXecTBa 3-6eHT-nocnenoBarensHocteld HEl N =27 . [Toka3aHo, 4TO YKMCIIO YPOBHEW 3aIUTHI TAKOTO T€HEpaTopa ICeBIOCITY-

yaifHBIX MOC/enoBaTeNbHOCTEN cocTapuster ¥ =7.041-10", uTo coM3sMepuMO ¢ UMCIIOM yPOBHEH! 3aITUTHI COBPEMEHHBIX ONOYHBIX
CUMMETPUYHBIX KPUNITOAITOPUTMOB, Hantpumep, AES-128.

BriBoasl. [lanpHelimee pa3BUTHE COBPEMEHHBIX KPHIITOTpadHIECKUX aIrOPUTMOB, B YACTHOCTH, KPHITOTPAHUIECKH CTOHKHX
TeHEepaTOPOB MCEBAOCITyYaiHBIX MTOCIEI0BAaTEIbHOCTE BO MHOIOM OCHOBBIBASTCSI HA IIPMMCHEHHUHU COBEPIICHHBIX aIreOpandecKux
KOHCTPYKIIMH MHOTO3HAuHOH JIOTHKH. B paboTe BriepBble NpeIuIokKeH KOHCTPYKTHBHBIN METOJ] CHHTE3a TPOUYHBIX OeHT-()yHKIHI
Tpex MmepeMeHHbIX. s HallIeHHOro MHOXKECTBA TPOMUYHBIX OCHT-(QYHKIMH YCTaHOBIEHO paclpeeleHHe BECOBBIX CTPYKTYp, a TaK-
e OIpezIeeHbl BO3MOXKHBIE TPOHCTBEHHBIE HAbOphl. Ha 0CHOBE MOCTPOEHHOTO MHOXKECTBA TPOUYHBIX OEHT-(QYHKIHU MpeanokeHa
cXeMa TeHepaTopa IICeB/IOCTyIaiHBIX ITOCIEA0BATEIPHOCTEH, KOTOPHIIT 001a1aeT 9NCIOM YPOBHEH 3aIUTHI CON3MEPHMBIM C COBpe-
MEHHBIMH OJIOYHBIMH CHMMETPHYHBIMH KpHITOANropuT™MaMH. OTMETHM, 4TO MOCTPOCHHBIA KJIACC TPOUYHBIX OCHT-(yHKIUH Taroke
MOXeT OBITh IPHMEHEH Ul CHHTe3a KPHNTOTpadHIecKH CTOMKHX S-0JIOKOB, KOJOB ITOCTOSTHHON aMIUTHTY/BI, a TAaKkKe KOPPEKTH-
pyOIMX KOIOB. B kauecTBe akTyaabHOrO HalpaBJIEHHs NPOBEAECHHBIX UCCIEAO0BAHUI MOXKHO BBLICIUTH OCTPOCHUE METOJOB CUH-
Te3a TPOUYHBIX OCHT-(QYHKIHMIT OOJIBILEro YUCIIa ITePEMEHHBIX.

KJIFIOUEBBIE CJIOBA: kpunrorpadus, reHepaTtop ICEBAOCIYYaHbIX IOCICI0BATCIBHOCTEH, TPOWYHAs JIOTHKA, OCHT-
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