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ABSTRACT

Context. The problem of data depersonalization in information systems is considered. The analysis of modern approaches to de-
personalization of data is carried out, it is revealed and proved by need of creation of the new method allowing to increase security of
the processed data and their reliability. The object of the study was a model of data depersonalization, allowing to reduce the cost of
protecting information systems.

Objective. The goal of the work is the analysis of modern methods of depersonalization and the creation of a method that elimi-
nates the identified shortcomings, with an increased level of confidentiality and use of hashing of critical data and a private key.

Method. A method of personal data depersonalization is proposed, based on the method of entering identifiers using hashing of
critical data and a private key, which allows to increase the confidentiality of information processed in information systems. Methods
are proposed for selecting key critical attributes from primary documents that uniquely identify the subject of personal data, the
method of generating initial sets, which divides the source data into two disjoint subsets, the method of generating a hash identifier
from a unique sequence and a private key that depersonalizes information and enhances its confidentiality.

Results. The developed method is implemented in software and researched while solving the problems of depersonalization.

Conclusions. The carried out experiments confirmed the efficiency of the proposed method and allow to recommend it for im-
plementation in automated information systems for processing personal data for solving problems of depersonalization. Prospects for
further research may be in the creation of hardware streamlined data depersonalization allowing to increase the speed of processing
and confidentiality of data in the information systems.

KEYWORDS: depersonalization, personal data, hash identifier, hash algorithm, private key, information system.

ABBREVIATIONS additions), the operator must ensure the confidentiality of

PD is a personal data; the data being processed, which leads to significant mate-
ISPD is an information system of personal data. rial costs [1-3]. So the cost of protecting one workplace
of an automated personal data processing system can be

NOMENCLATURE more than 1000 US dollars, and the number of worksta-

D is a personal data table; tions of an automated system can be several hundreds of
M is a total amount of attributes; dollars. Also the problem faced by many companies, col-
N is a table rows count; lecting and storing consents to the processing of personal
Ai, A; are datasets; data that require handwritten completion or using an elec-
K is a number of key attributes; tronic signature, is known. To solve this problem, the

F is a hash function; methods of depersonalization can be used [4].
ai is a rows of data of the table; The object of the research is the process of trans-
P is an original message; forming confidential personal data into anonymous, non-
f is a multi-round non-key reshuffle; confidential sequence.

The process of converting confidential personal data
into an impersonal non-confidential sequence usually
takes a lot of time, has a low resistance to attacks and has

Theta, Chi, Pi, Rho, Lota are hash functions;
A,B,C,D are arrays;

X 1s an amount; limitations at processing large amounts of personal data

1 1s a counter; with frequent changes.
Z is a hashing results; The subject of the research is the methods of deflat-

r is an array defining the count of bits of reshuffle for ing personal data.

each state; Known methods of data depersonalization [5—8] have
PK is a private key. low speed; in records relationships between attributes of
depersonalized data and their corresponding personal data
INTRODUCTION attributes are partially preserved; if the values of individ-

In modern automated systems a large amount of per-  yal attributes change, only the composition of the data can
sonal data of various security classes is processed. In ac-  change, not the depersonalization. Therefore, in order to
cordance with the Convention for the Protection of Indi- increase the Speed and Conﬁdentiality of data depersonal_
viduals with regard to Automatic Processing of Personal ization, it is necessary to develop a method to eliminate
Data (Strasbourg, January 28, 1981) (with changes and  the identified shortcomings.
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The purpose of the work is to increase the speed and
quality of the process of depersonalization of data proc-
essed in automated information systems.

1 PROBLEM STATEMENT
Let us assume that the raw data is given in a form of
preliminary values Dw(di,d>,...,dw), where M is the total
attribute count and N is the table row count. Attributes d
may be key and non-key. As the result the number of the
key values is equal to K (0<K <M). While forming of

data for hashing a private key PK with bitness of 512 is
used. For a given sequence of data, the depersonalization
function can be represented as the task of splitting data
into two sets, 41 and 4., wherein 4 contains confiden-
tial data, 4. the anonymous information, and finding a
unique do sequence  such  that, for  set
F(an, ao,...,ar, PK) , the value d, will be a unique

do=const . At the same time the following condition is
met— the inverse is impossible, finding a
(an, as,...,ax, PK) data block from any d, is impossible,

which in turn allows to establish the interrelation of the
elements of the first and second sets.

2 REVIEW OF THE LITERATURE

In the process of analysis of modern methods of PD
depersonalization the following methods were studied:
method of identifiers implementation, method of change
of composition or semantic, method of decomposition,
mixing method.

1) Method of identifiers implementation is a replace-
ment of personal data values with creation of a table
(guide) of conformity of identifiers with the initial data.
The disadvantages of this method are:

a) In the request and in the response to this request
the type of representation of PD attributes that were re-
placed with identifiers is changed.

b) In the records the relations between attributes of
depersonalized data and PD attributes corresponding to
them are saved.

c) It is applicable to a small amount of PD attrib-
utes and the small volume of a PD array.

2) Method of change of composition or semantics is
the change of composition or semantics of personal data
by replacement with statistic processing, transformation,
compilation or replacement of some information [9]. This
method has the next disadvantages:

a)  Application of this method is uneffective for PD
depersonalization, because during PD attributes extracting
it is necessary to consider the possibility of
depersonalization with the usage of these attributes.

b) During basic replacement of values of separate
attributes only change of PD composition can happen, but
not depersonalization.

¢) In record relations between attributes of deper-
sonalized data and the attributes of personal data corre-
sponding to them are partially saved.
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d) Applicable when processing tasks do not require
personalization of depersonalized data, if it is needed this
process can be used on small data arrays.

3) Method of decomposition is division of an array of
personal data into several sub-arrays with subsequent
separate storage of sub-arrays . The basic disadvantages
are:

a) It saves relations between attributes of deperson-
alized data and PD attributes corresponding to them in
records of each storage.

b) Isapplicable on large arrays of PD.

¢) Resistance to attacks depends on the complexity
of setup of relations between tables

4) Mixing method is a reshuffle of separate values or
groups of values of personal data attributed in an array of
persona data. This method has these disadvantages:

a) This method does not save relations between
attributes of depersonalized data and personal data attrib-
utes corresponding to them in records.

b) Resistance to attacks increases with growth of
the size of the array of personal data.

c) In applicable to large arrays of personal data
with frequent changes in data.

The algorithms for the implementation of the identifi-
ers’ priming method are represented by functions, some
of which consider various cryptographic approaches for
generating an identifier for the connection between the
cross-reference table and the depersonalized database. For
example, a unique and relevant identifier of an individual
is obtained by using a one-way cryptographic function
from the following attributes: the surname, name, patro-
nymic and date of birth of the individual — O.A.
Vishnyakova and D. N. Lavrov [9]. There is also a patent
for a method of identifying a subject of personal data us-
ing a SIM card as an identifier for communication, pro-
posed by E. S. Volokitina [10]. The method has been suc-
cessfully implemented in educational organizations. The
featured algorithm successfully solves the security prob-
lem during processing anonymous data. However, the use
of an additional identifier complicates the processing and
increases costs.

Algorithms for the implementation of a method of
changing the composition or semantics are presented by
I. Y. Kuchin [11], which proposes an approach of encod-
ing identifying attributes based on the developed algo-
rithm. A distinctive feature of the work is the analytical
justification for the choice of the composition of the iden-
tifying group and the provision of a given degree of ano-
nymity as part of an anonymous database. This method
has been introduced in the healthcare field, however, the
issue of ensuring security is solved only when storing
personal data, not when dealing with other information
processing modes.

Algorithms for the implementation of the mixing
method are presented by works that propose the use of
mixing algorithms aimed at the storage of PI or its trans-
mission over open communication channels. For example,
K. O. Bondarenko and V. A. Kozlov [12] have presented
a method of mixing data inside segments with sequential
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mixing of rows and sensitive attributes, as the algorithm
uses lookup tables generated by the cryptographic gamma
method. On the one hand, the use of cryptography guaran-
tees the sustaining power of the algorithm even during a
processing session, but, on the other hand, it complicates
the process of adding, deleting, searching data and in-
creases the cost of protection. These shortcomings are
obstacles for the implementation of the method.

Other research areas involve the use of mainly crypto-
graphic methods, which can be attributed to depersonal-
ization with a sufficient degree of conditionality, since
they solve the problem of the impossibility of identifying
an individual according to the processed data, but they are
not formally included in the set of methods established by
Roskomnadzor or merely partially use such methods. For
example, the work of Y. V. Trifonova and R. F. Zharinov
[13] suggests using the built-in cryptographic tools of the
CryptDB database management system. As an example of
the partial use of the identifier method, one can cite the
work of I. Azhmukhamedov, R. Y. Demina and I. V. Sa-
farov [14], wherein the cross-reference table encryption is
applied with subsequent blocking.

To generate a sequence hash, the following method is
used based on the concept of a cryptographic sponge,
which calls for two primary stages [15-16].

1)  Absorbing. The initial message P is subject to
multi-round reshuffles f, accumulation and processing of
all blocks of the message from which the hash will be
developed is conducted [17].

2)  Squeezing. The output of the received value of
Z as the shuffle result, the development of the hash value
and the output of the results until the necessary length of
the hash is reache [18].

In the absorbing phase first is set the initial state from
the zero vector with the size up to 1600 bits . Next is con-
ducted the operation xor of a fragment of the initial mes-
sage po with the fragment of the initial state with the size
of r, the remaining part of the state with capacity of ¢
remains the same.

The result is processed by the f function which is a
multiround non-key pseudo-random reshuffle and repeats
till the initial message blocks exhaust [19]. Next comes
the squeezing phase at which it is possible to extract a
hash of a random length. The flow chart of the hashing
algorithm is shown at the Fig. 1.

The function F() in this algorithm executes 24
rounds, one round includes the work of five functions
Theta, Chi,Pi,Rho,Lota , consistently processing the inner
state at each round.

The function Theta is represented by the next expres-
sions (1):

C[xFA4[x,0]D A[x1]1® A[x,2]D A[x,3]D A[x,4],x=0 ..4
D [xFC[x-1]® (C[xH]>>>1),x=0 ..4;
Alx, y]=Alx,y]® D[x],x=0...4,y=0...4. (1)
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Figure 1 — The flow chart of the hashing algorithm
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The function Chi is represented by the next expres-
sion (2):

A= B 1®(~ B +1)] & Bix+2, 71 x=0..4,y=0..4. (2)

The functions Pi, Rho are represented by the next
expression (3):

Bly,2x+3y]= Alx,y] >>>r(x,y),x=0..4,y=0..4. (3)

The function Lota is represented by the next expres-
sion (4):

A[0,0] = A4[0,0] xor RC . 4

Where B is a temporary array having the same struc-
ture as the state array; Cand D are the temporary arrays
each containing 5 64-bit words; r -array defining the
number of bits of spinage for each word of the state; in-
version of the value ~B[x+1,y].

Stepl: at the beginning of the algorithm data initializa-
tion is conducted. The size of the state is 1600 bits. Next
to the variable i the value 0 is assigned.

Step2: after this the processing of the array with func-
tions C[x], D[x], A[x, ], B[»,2x+3y], A[x,y] begins, and be-
sides these operations is conducted the summation of the
xor-round constant RC with the word A4[0,0].
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Step 3: after data processed with subfunctions goes the
check for the rounds count. If the condition i>24is true
then the output of the 4 array is conducted. If not then
we increment by 1 and make the operations until this con-
dition is true.

3 MATERIALS AND METHODS

In order to eliminate the drawbacks mentioned above a
personal data depersonalization method, based on the
method of identifiers implementation using hashing of
critical data and a private key, was developed [20]. As raw
data a personal data table Dx(d1,d>,...,dv) is reviewed, where
M is the total amount of attributes and N is table rows
count, dv is an attribute referring to key and non-key.

In this, at the first step by expert way critical data and
data clearly identifying the personal data subject is de-
fined. Corresponding attributes are defined as ley ones.

At the second step the initial array D according to
chosen key attributes is split into two non-intersecting
sub-arrays 41 and 4. It is worth noting that into each of
sub-arrays an additional attribute do is added, by which
value later the comparison of depersonalized data with the
personal data subject is conducted. As the result the num-
ber of key values is equal to K patients (0<K <M). . In
this, in 4. is stored depersonalized data that is not inter-
esting for the intruder, so it does not require protection
and is stored in the clear.

At the third step for the set of key values of each row
(an, aw, ...,an)€ A, where i=1.2,..,N the value of the

attribute do = F'(an, ai,...,ax, PK) is calculated, where
F is a unique function unknown for the user, PK is the
unique private key. As F in this case the hash function is
chosen [21].

Al(dO,al, az, ...,an), Az(do,bl,bz, ...,bn) where A is
the (a1, a2, ...,an) set of confidential data and the d.
hash, 4. is the (b1, b2,

the do hash. In addition to the above, knowing the initial

...,bn) set of anonymous data and

(ain, ai2, ...,ain) € A1 data can contribute to finding the
(b, biz, ...,bin) € A2 set.
4 EXPERIMENTS

For the experiments a computer program and a data-
base, implementing the proposed method, with the initial
data of 100 subjects of personal data of a medical institu-
tion, were developed. The developed software has been
studied at solving the problems of depersonalization.

On the basis of the initial sample, key critical attrib-
utes were identified that uniquely identify the subject of
personal data that is stored in a protected information sys-

tem. Using this data and a private key, for each record a
hash identifier is generated, which is the primary key of
the subject of the personal data in the depersonalized in-
formation system.

To search for the necessary record in an impersonal
information system, a developed subprogram for calculat-
ing the identifier hash is used, which based on the data
from the primary documents of the personal data subject
formed the primary key of the specific record.

After the formation of data for a depersonalized in-
formation system, an analysis was performed for the pres-
ence of collisions [22-23].

5 RESULTS
As an example let’s review a database of patients of
some treatment institution (see table 1).

Table 1- Patient database

Last First Patro- Se | Date of | Medical Diagn
name Name | nymic X birth insurance | osis
Ivanov | Ivan Ivano- M 12.12. 12345678 | Pneu
vich 1992 910 monia
Petrov | Denis | Yurie- M 11.11. 46548677 | Pye-
vich 1990 684 lone-
phritis

For example, for the patient Ivanov the critical per-
sonal data is: first name, last name, patronymic, date of
birth. For the hash identifier preparation we will use this
data:
{Ivanov,lvan,Ivanovich,12.12.1995}+{bPeShVkYp3s6v9
y$B&E)H@McQITjWnZq}, where the second addend is
the private key of the treatment institution. After the cal-
culation we get the hash identifier:
1628b3db5c13865aea5856a630a736653059fc7e2d7c4918
97b636428c62a26b.

In the depersonalized database the hash identifier and
the depersonalized personal data are stored (see table 2).

Table 2 — Depersonalized database

Hash identifier Medical insurance | Diagnosis
1628b3db5c13865aca 12345678910 Pneumonia
5856a630a736653059f
c7e2d7c491897b63642
8c62a26b
4d949d630cfaafe3ddl
51a2e06d7345a44a61
889a8c097622abfd6ca
0f515a7f

46548677684 Pyelonephritis

In the secure database the hash identifier and the criti-
cal personal data are stored (see table 3).

Table 3 — Secure database

Hash identifier Last name First name | Patronymic | Date of birth Hash identifier
1628b3db5c13865aca5856a630a73665 Ivanov Ivan Ivanovich 12.12.1992 1628b3db5c138652¢a58562630a73665
4d949d630cfaafe3dd151a2¢06d7345a4 | Petrov Denis Yurievich 11.11.1990 4d949d630cfaafe3dd151a2e06d7345a4
4a61889a8c097622abfd6ca0f515a7f 4a61889a8c097622abfd6ca0f515a7f
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In this, the ability to restore the original data from the
hash identifier is impossible. To obtain an identifier it is
required to fill in the necessary fields of the subject of
personal data from primary documents using the private
key in the developed software.

6 DISCUSSION

Let’s consider the application of this method sing the
famous characters Alice and Bob [24].

Alice came to see Doctor Bob. To identify Alice she
shows Bob the critical PD from her initial documents
(passport and medical insurance). Bob using the calcula-
tor for hash identifier inserts this data and the key of the
hospital and forms the hash identifier that allows getting
the access to Alice’s patient file. After diagnosing and
prescribing treatment Bob inserts data into the informa-
tion system and sings it with his electronic signature.

A curious staff member Eva wanted to know Alice’s
diagnosis but can’t find her card in the information sys-
tem because she does not know the hash identifier as well
as Alice’s critical data.

Mallorie found out Alice’s critical PD and got the ac-
cess to the calculator for hash identifier, but she does not
know the hospital’s key for calculating Alice’s identifier.

This method has the next advantages:

1) Data becomes depersonalized which reduces costs
of ISPD protection.

2) It is impossible to define the presence of a certain
subject in ISPD by known unique attributes.

3) Operator during subject’s application by his PD
gets access only to one record of ISPD.

4) The context analysis is impossible.

CONCLUSIONS

The actual problem of data depersonalization in the in-
formation system was solved by introducing identifiers
using hashing of critical data and a private key.

The scientific novelty of the obtained results is that a
method was proposed for introducing identifiers using
hashing of critical data and a private key for the first time.
This allows to increase the level of data confidentiality,
reduce the requirements for the level of information sys-
tem security, increase the speed of data processing by
convolving critical data into a hash identifier.

The practical significance of the obtained results is
that software that implements the proposed method has
been developed and experiments have been carried out to
confirm the adequacy of the proposed mathematical mod-
el. The results of the experiment allow us to recommend
the proposed method for introducing into automated in-
formation systems the processing of personal data at the
design stage or optimizing of the existing systems, which
will reduce the cost of protecting the information system.

Prospects for further research are to explore the pos-
sibility of implementing this method in a software and
hardware system that allows to increase the speed of the
information system.

© Spevakov A. G., Primenko D. V., Spevakova S.V., 2020
DOI 10.15588/1607-3274-2020-1-16

166

10.

11.

12.

13.

14.

15.

16.

REFERENCES
Rodichev Yu. A. Normativnaya baza i standarty v oblasti in-
formacionnoj bezopasnosti. Sankt-Peterburg, Izdatel’skij dom
«Piter», 2018, 255 p.
Sychev Yu. V. Standarty informacionnoj bez-opasnosti. Zash-
chita i obrabotka konfidencial’nyh dokumentov. Saratov, Vu-
zovskoe obrazovanie, 2019, 223 p.
The Convention for the protection of individuals with regard to
automatic processing of personal data is a 1981 Council of
Europe [Electronic resource]. Access mode:
https://www.coe.int/en/web/conventions/full-list/-
/conventions/rms/0900001680078b37.
Regulation (EU) 2016/679 of the European parliament and of
the council GDPR(General Data Protection Regulations) [Elec-
tronic resource]. Access mode: https://ogdpr.eu/en/gdpr-2016-
679.
Prikaz Roskomnadzora ot 05.09.2013 Ne 996 «Ob utverzhdenii
trebovanij i metodov po obezlichi-vaniyu personal’nyh
dannyhy. [Elektronnyj resurs]. Rezhim dostupa:
http://www.consultant.ru/document/cons_doc LAW 151882/
Kalutskiy I. V., Shumailova V. A., Nikulin D. A. et all. Deper-
sonalization of personal data during processing of information
in automated systems, Telecommunications, 2016, No. 10, pp.
16-20.
Spevakova S. V., Primenko D. V. A method of personal data
depersonalization in automated systems, Conference: Optoelec-
tronic devices in pattern recognition systems, image processing
and symbol information. Recognition — 2017, Kursk, 16—17 May
2017, proceeding. Kursk, UZGY, 2017, pp. 330-333.
Dobritsa V. P., Gubarev A. A. Algorithm of exclusive transfor-
mation of data, News of the Kursk State Technical University,
2010, No. 1 (30), pp. 49-54.
Vishnyakova O. A., Lavrov D. N. Format obmena dannymi v
sisteme sbora i obrabotki biometricheskih obrazcov, Informa-
cionnye resursy v obrazovanii: mater. mezhdunar. nauch.-prakt.
konf. Nizhnevartovsk, Izdatel’stvo Nizhnevart. gos. un-ta, 2013,
pp. 146-149.
Volokitina E. S. Metod i algoritmy garantiro-vannogo
obezlichivaniya i reidentifikacii sub’ekta personal’nyh dannyh v
avtomatizirovannyh informacionnyh sistemah: dis. kand. tekhn.
nauk. Sankt-Peterburg, Izdatel’stvo Sankt-Peterburgskogo nac.
issled. un-ta informacionnyh tekhnologij, mekhaniki i optiki,
2013, 183 p.
Kuchin I. Yu. Obrabotka baz dannyh s personifi-cirovannoj
informaciej dlya zadach obezlichivaniya i poiska zakonomer-
nostej: dis. ... kand. tekhn. nauk. Astrahan’, Izdatel’stvo Astrah.
gos. tekhn. un-ta, 2012, 132 p.
Bondarenko K. O., Kozlov V. A. Universal’nyj bystrodejstvu-
yushchij algoritm procedur obezlichivaniya dannyh, Izv. YuFU.
Tekhnicheskie nauki. Rostov/n/D, Izdatel’stvo YuFU, 2015, No.
11 (172), pp. 130-142.
Trifonova Yu. V., Zharinov R. F. Vozmozhnosti
obezlichivaniya personal’'nyh dannyh v sistemah, is-
pol’zuyushchih relyacionnye bazy dannyh, Doklady TUSUR,
2014, No. 2 (32), pp. 188-194.
Azhmuhamedov I. M., Demina R. Yu., Safarov I. V. Sistemnyj
podhod k obespecheniyu konfidencial’nosti obezlichennyh per-
sonal’nyh dannyh v uchrezhdeniyah zdravoohraneniya, Sovre-
mennye problemy nauki i obrazovaniya, 2015, No. 1-1 [Elek-
tronnyj recurs]. Rezhim dostupa: http://www.science-
education.ru/ru/article/view?id=18610.
Bertoni G., Daemen J., Peeters M., Van G. Keccak code pack-
age [Electronic resource]. Access mode:
https://github.com/gvanas/KeccakCodePackage
/[ Huang S., Xu G., Wang M., et all Conditional cube attack on
reduced-round Keccak sponge function Annual International
Conference on the Theory and Applications of Cryptographic
Techniques, Paris, France, April 30-May 4, 2017, proceedings.
Part I1, 2017, P. 259-288.



e-ISSN 1607-3274 Pagioenexrponika, inpopmaruka, ynpasminss. 2020. Ne 1
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2020. Ne 1

17. Guo J., Liu M., Song L. Linear structures: Applications to  21. Dobraunig C. Analysis of SHA-512/224 and SHA512/256 / C.

cryptanalysis of round-reduced Keccak, International Confer- Dobraunig, M. Eichlseder, F. Mende // International Conference
ence on the Theory and Application of Cryptology and Informa- on the Theory and Application of Cryptology and Information
tion Security. Hanoi, Vietnam, December 4-8, 2016, proceed- Security, Auckland, New Zealand, November 29 — December 3,
ings. Part I, pp. 249 274. 2015: proceedings. Part I, pp. 612-630.

18. Jeethu J., Karthikab R., Nandakumarb R. Design and charac-  22. Song L., Liao G., Guo J. Non-full sbox linearization: Applica-
terization of SHA 3-256 Bit IP core, International conference tions to collision attacks on round-reduced Keccak, Annual In-
on emerging trends in engineering, science and technology, ternational Cryptology Conference. Santa Barbara, CA, USA,
ICETEST, 2015, Vol. 24, pp. 918-924. August 20-24, 2017, proceedings. Part I, pp. 428-451.

19. Dinur 1., Morawiecki P., Pieprzyk J. et all. Cube attacks and  23. Nabeel S., Munqath H. Anti-continuous collisions user based
cube-attack-like cryptanalysis on the round-reduced Keccak unpredictable iterative password salted hash encryption, Inter-
sponge function, Eurocrypt: Annual International Conference national Journal of Internet Technology and Secured Transac-
on the Theory and Applications of Cryptographic Techniques tions, 2018, Vol. 8, No. 4, pp. 619-634.

Sofia. Bulgaria, April 26-30, 2015, proceedings, Part I,  24. Barakat M., Eder Ch., Hanke T. An Introduction to Cryptogra-
pp. 733-761. phy, [Electronic resource]. Access mode:

20. Nozdrina A. A., Spevakov A. G., Primenko D. V.; Patent RF https://www.mathematik.uni-

2636106, MPK GO6F 12/14, GO6F 12/14. Sposob depersonali- kl.de/~ederc/download/Cryptography.pdf
zacii personal’nyh dannyh/ zayavitel’ Yugo-Zapadnyj gosu- Received 11.06.2019.
darstvennyj universitet. Ne 2016126867; zayavl. 04.07.2016; Accepted 23.01.2020.

opubl. 04.07.2016; Byul. Ne 32, 4 p.
YK 004.058.5

METO/I 3HEOCOBJIEHHS JAHUX B 3AXMIIEHAX ABTOMATHU30BAHUX IHOOPMAIIIMHUX CUCTEMAX
CnesakoB O.I'. — xann. TexH. Hayk, JOOoneHT Kadenpu iHdopmaniiinuii Oe3mexu, IliBneHHO-3axigHUN IepXKaBHUH YHIBEpPCHTET,
M. Kypcsk, Pocist.
CneBakoBa C. B. — acnipanT kadepu oOuucroBaibHOl TexHikd, [liBIeHHO-3axiiHuiA AepKaBHUi yHiBepcuTeT, M. Kypcebk, Pocist.
IIpumenko J. B. — acipanT kadenpu obuucoBanbHOI TexHikY, [liBnenno-3axinHuil nepxxaBHuil yHiBepcuteT, M. Kypcbk, Pocis.

AHOTALIA

AKTyalbHicTb. Po3riIsiHyTO 3aBiaHHs 3HeocoONeHHs NaHuX B iH(opmauiiiHux cucremax. IIpoBeneHo aHami3 cy4acHHMX MIiIXOJIB JIO
3HEOCOOJIIOBAHHS JTaHUX, BHSBJICHO Ta OOIPYHTOBAHO HEOOXIIHICTIO CTBOPEHHS HOBOTO METOMY, LIO JO3BOJISE MiJABUIIMTH 3aXHIICHICTH
00po0IIOBaHUX MaHUX 1 1X T0CTOBIpHICT. O0’€KTOM MOCHIIKEHHS € MO AeNepcoHami3anii JaHuX, HI0 [O3BOJISE 3HU3UTH BHUTPATH Ha
3axuCcT iHQopMalidiHUX cucTeM. Mera poOOTH — aHaji3 Cy4acHHX METOJIB 3HEOCOOJEHHs 1 CTBOPEHHS METONY, LIO YCyBa€ BUSIBIICHI
HEJIOJIIKY, 3 TIJIBUICHUM pPiBHEM KOH(]IJCHIIIITHOCTI Ta BUKOPUCTAHHAM XCITyBaHHS KPUTUYHO BOXJIMBUX JAHHX 1 IPUBATHOTO KIIIOYA.

Mera: aHami3 Cy4acHUX METOJIB 3HEOCOOJICHHS i CTBOPSHHS METONy, LIO YCyBa€ BHSBICHI HEJNONIKM, 3 IiJBUINCHUM piBHEM
KOH(DIACHIIIITHOCTI Ta BUKOPUCTAHHSIM XCIITYBaHHS KPUTUYHO BOKJIMBUX JAHUX 1 PUBATHOTO KIIFOYA.

Mertoz. 3anpornoHOBaHO METO 3HEOCOOICHHS! IEPCOHANIbHUX JIaHUX, 3aCHOBAHUI Ha METO/I BBEJECHHS iIeHTH(]IKAaTOPiB 3 BUKOPUCTAH-
HSIM XCIIYBaHHS KPUTUYHO BXKIMBHX IAaHHMX 1 NMPUBATHOTO KIFOYA, WO JO3BOJISAE JOCAITH MiJBHIICHHS KOHQIIEHIIHHOCTI iHpopMaii,
00po6ItoBaHoi B iH(OpMaLiiiHUX cHUCTeMax. 3almpOIOHOBAHO METOAM BHOODPY KIFOUOBHX KPUTHYHO Ba)XKJIMBHUX aTPUOYTIB 3 MEPBHHHHUX
JIOKYMEHTIB, 1[0 JO3BOJISIOTH OJHO3HAYHO 1IEHTU(IKYBaTH Cy0’€KTa NEPCOHAIBHHUX AaHUX, METONY (OPMYyBaHHS BUXIIHHUX MHOXHH,
po30uBae BUXiJIHI JaHi HA []Ba HENEPECIYHUX IIMHOKHHHU, METOoy (JOpMyBaHHs Xell ineHTH]IkaTopa 3 yHIKaJIbHOI MOCIiIOBHOCTI 1 MpHU-
BaTHOTO KJII04a, 00e3 iviBaroniero iHhpopmariito i masuirye il KOH(iJeHIiHHICTS.

Pe3yabraTu. Po3pobienuit MeTo | peani3oBaHui MPOrpaMHo i JOCIIKEHHUI IPU BUPIIICHHI 3aBAaHb 3HEOCOOICHHSI.

BucnoBku. IIpoBeneHi ekCriepUMEHTH MIATBEPIMIN MPALE3JaTHICTh 3alPONIOHOBAHOIO METOJY Ta J03BOJISIIOTH PEKOMEHAYBaTH HOro
U1 BIPOBADKCHHS B aBTOMATU30BaHMX iH(OpMaUiifHUX cHcTeMax 00pOOKU IEpCOHATBHUX AAQHUX JUIS BUPILMICHHS 3aBIaHb 3HEOCOOJICHHS.
IepcrieKTHBH MOAANIBIIHMX JOCII/DKEHh MOXYTh HOJISITATH Y CTBOPEHHI aapaTHUX 3ac001B IIOTOKOBOTO 3HEOCOOJICHHSI TAHUX, L0 J03BOJIS-
I0Th MiJIBUIINTH IIBUKICTH 00pPOOKH 1 KOH(IACHIIHHICTh TaHUX B iHQOPMALIIITHUX cHCTeMaX.

KJIFOYOBI CJIOBA: 31e0co0eHHs], IepCOHaNbHI [aHi, Xell 1JeHTu(iKaTop, alrOpUTM XellyBaHHs, IPUBATHUHN Kitoy, iH(opMauiiina
cHCTeMa.

V]IK 004.058.5
METO/J OBE3JIMYUBAHUSA JAHHBIX B SAIIIUINEHHBIX ABTOMATHU3UPOBAHHBIX HH®OPMALIMOHHBIX
CUCTEMAX
CueBakoB A. I'. — kaH/. TexH. HayK, JOLEHT Kadeapsl nHPOPMAIMOHHBIN Oe3omacHocTH, FOro-3amaaHeiii TOCYy1apCTBEHHBIN YHHBEP-
curert, I. Kypck, Poccus.
CneBakoBa C. B. — acriupant xadenps! BbIUHCINTENbHONM TeXHUKH, FOro-3anaHelil rocy1apcTBeHHbIN yHUBEpCHTeT, I. Kypck, Poceust.
Ipumenko JI. B. — aciupanT Kadenps! BEIYUCIUTEIPHON TeXHUKY, Oro-3anmanHblii rocynapcTBeHHBIH yHUBEpcuTeT, I. Kypck, Poccnst.
AHHOTALUA
AKTyalIbHOCTB. PaccMoTpeHa 3a1aua 00e31MuMBaHus JaHHBIX B HH()OPMALMOHHBIX cucTeMax. [IpoBe/ieH aHaIn3 COBPEMEHHBIX MOIX0-
JI0B K 00€31IMYMBAHUIO JAaHHBIX, BBIABICHA X 0OOCHOBaHA HEOOXOAUMOCTBIO CO3JaHMS HOBOTO METO/IA, TI03BOJIAIONIETO MOBBICUTH 3aIHIICH-
HOCTh 00pabaThIBaeMbIX JAHHBIX U HX JOCTOBEPHOCTb. OOBEKTOM HCCIIEOBAHUS SBIIACH MOZENb ACHEPCOHAIM3AINN NAaHHBIX, IO3BO-
JISTIOIAst CHU3UTH 3aTPAThl HA 3aIUTY MHQOPMAIMOHHBIX cucTeM. Llens paboThl — aHaIN3 COBPEMEHHBIX METO/I0B 00€3IMYMBAHUS U CO3/a-
HUSI METOJIa, YCTPAHSIIOIIETO BbISABICHHBIC HEOCTATKH, C MOBBILIEHHBIM YPOBHEM KOH(MHEHINAILHOCTU U MCIOJIB30BAHUEM XEIIHMPOBAHUS
KPUTHYECKH BaXKHBIX JaHHBIX M IIPUBATHOT'O KIIIOYA.
Iesb paGoThbl: aHAIN3 COBPEMEHHBIX METOAOB 00€3IMYMBAHUS U CO3NAHUA METO, YCTPAHAIONIETO BBISBICHHbIC HEJOCTATKHU, C TIOBBI-
IIEHHBIM YPOBHEM KOHGUAEHIMATBHOCTH U HCIOIb30BAHHEM XEIIMPOBAHUS KPUTUUECKH BaXKHBIX JAHHBIX M IIPUBATHOT'O KJIIOYA.
Merton. IIpensnoxken MeTo 00e3IMUMBAHMS NEPCOHAIBHBIX JaHHBIX, OCHOBAaHHBII HAa METOJIE BBE/ICHUS MIEHTU(PUKATOPOB C UCIIONB30-
BaHHEM XCIIMPOBAHMA KPUTUUECKH BAXKHBIX TAHHBIX U MPHBATHOTO KJII0YA, IIO3BOJIAIOMIETO JOOUTHCS MOBBIMICHU KOHGOHICHIHAIBHOCTH
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nHpopManun, oo6padaTeIBaeMoil B HHPOPMAIMOHHBIX CHCTeMaX. [IpeioskeHsl MeTOIbI BEIOOPA KIFOYEBBIX KPUTHUCCKH BAXKHBIX aTpHOYTOB
13 HEePBUYHBIX JIOKyMEHTOB, IIO3BOJIIOMIUX OJHO3HAYHO HACHTH(GUIMPOBATH CyOBEKTa HMEPCOHABHBIX NAHHBIX, METOda (POPMHPOBAHUA
HCXOJHBIX MHOYKECTB, Pa30MBarOIIMii HCXOJHbIC JaHHbIC Ha J1BA HENEPECEKaoNMXCs MOIMHOKECTBA, METOja (OPMUPOBAHUS X1 UJICHTH-
(uKaTopa U3 YHUKAJIBHOMN 110CIIEI0BATEILHOCTH M MPUBATHOTO KIII0Ya, 00€3IMYMBAIOIIEr0 HH(YOPMALIMIO U MOBBIIIAOIIET0 €€ KOH(PUASHIH-
aJIbHOCTb.
PesyabTaTel. PazpaboTanHbIl MeTO peaan30BaH NIPOrPaMMHO U HCCIICAOBAH MIPH PELICHUH 3a1a4 00e3IHYNBaHHUS.

BriBoasl. [IpoBeieHHbBIE 3KCIIEPUMEHTHI TOATBEPAUIH PAOOTOCIOCOOHOCTH MPETIOKEHHOTO METO/Ia U IO3BOJIAIOT PEKOMEH/I0BATh €ro
JUISL BHEZIPEHUS! B aBTOMATH3UPOBAHHBIX MH(POPMALMOHHBIX CUCTeMaX 00pabOTKU MEepCOHATIBbHBIX AAHHBIX AJIS PEIIeHus 3a1a4 00e3IMurBa-
Hus. [lepcrieKTHBBI JadbHEHIINX HCCIeNOBAHUH MOTYT 3aKII0UaThCS B CO3/IaHUHU alNIapaTHBIX CPEICTB OTOYHOTO 0OE3MHYNBAHUS JaHHBIX,
HO3BOJIAIONINX MOBBICUTH CKOPOCTH 00pabOTKH 1 KOHGHICHIIHAIBHOCTD JAHHBIX B HH(OPMALIHOHHBIX CHCTEMAX.

KJUIFOYEBBIE CJIOBA: o6e3nuunBanye, NepcoHalIbHbIE JaHHbIE, Xell HICHTU(HHUKATOP, alrOPUTM XEIIUPOBAHUS, IPUBATHBII KIIIOY,
nH(MOPMAMOHHAS CHCTEMA.
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