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ABSTRACT

Context. Currently, institutions and companies face massive cyber-attacks. Attacks are always focused on some authentication
weakness that is part of a particular authentication protocol. In the event of an attack, it is necessary to respond flexibly to the
weakening of authentication mechanisms. In the event of an attack, it is necessary to quickly identify the affected authentication
factor and its importance to temporarily weaken. Subsequently, it is possible to detect the affected weakness and weaken the meaning
of only the algorithms showing this weakness. Algorithms that do not show this weakness should be left unchanged. This paper
introduces a mathematics model of authentication. By quick changing the model parameters, we can flexibly adapt the use of
authentication means to the situation.

Objective. The purpose of this work is to propose a method that will allow to quantify the strength (quality) of authentication. In
order it will be possible to dynamically change the authentication method depending on the current risks of attacks.

Method. The method is to design a mathematical model and its simulation. The model is then based on the sum of the strengths
of the individual authentication factors. A risk-based mechanism is used to determine model parameters.

Results. The paper then demonstrates the simulation results using commonly used authentication means. The paper then
demonstrates the simulation results using commonly used authentication means: password, hardware based one-time password,
device fingerprint, external authentication, and combination of this methods. Simulations have shown that using this mathematical
model makes it easy to model the use of authentication resources.

Conclusions. With this model, it seems easy to model different security situations. In the real situation, the model parameters
will need to be refined as part of the feedback assessment of the established security incidents.

KEYWORDS: authentication, multifactor authentication, risk-based authentication, omnifactor authentication, fraud detection
system, password, digital fingerprint

ABBREVIATIONS
FDS is Fraud Detection System;
CSIRT is Security Incident Response Team;

q('fwn is the quality (strength) of the authentication
factor based on ownership;
qiﬁh is the quality (strength) of the authentication

NOMENCLATURE factor based on inherence;
n is number of the classification level information; qY; is the quality (strength) of an external
K is a concrete authentication method;

Sk i . ) authentication factor;
risk, 1s the maximal value of assessed risks; qX is a quality of the authentication method K;

K . . . .
Finow is an authentication factor based on knowledge; W, is the weight of the authentication factor based

Foﬁ,n is an authentication factor based on ownership; on knowledge;
FinKh is an authentication factor based on inherence; Wo'jvn is the weight of the authentication factor based
Fe')ft is an external authentication factor; on ownership;

K - . . .
q 151 ., is the quality (strength) of the authentication W, is the weight of the authentication factor based

factor based on knowledge; on inherence;
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We})ft is the weight of an external authentication
factor;

Nfooy are the risks of authentication factors are the
characteristics (features) of specific authentication factors.

INTRODUCTION

Authentication is the process of verifying the identity
of the subject. This process makes it possible to identify a
person or to confirm the origin of the data message. This
process is performed by a verifier who guarantees that the
entity or origin has a declared dentity (Fig. 1).The quality
of this guarantee depends on the specific authentication
process. And also depends on participants of the
authentication process. The aim of this work is to model
the quality of authentication process.

Service
Authentication iappliestian)
Protocol
Subject Is the subject
authentic?
Verifier

Figure 1 — Participants in authentication process

The person is usually authenticated at the beginning of
the session. The difference between session and data
message authentication is in the time perspective. When a
subject authenticates itself at the beginning of the session,
e.g. with help of name and password, then usually the
authentication is valid for the duration of the whole
session. We can then investigate if over time this method
of authentication retains its quality or not. By contrast, the
data message is authenticated or not.

The side effect of the authentication may be
generation of cryptographic material for securing
subsequent communication. This is the features of only
some authentication algorithms. Unfortunately, in most
cases, today's cryptographic security material for session
securing is generated randomly before its own
authentication  (so-called ephemeral cryptographic
material). Authentication will take place within this
beforehand secured channel.

The principle of authentication fall into one of three
well known authentication factors:

The knowledge factor (“the subject something
knows”). If the knowledge is based on information
knowledge, the quality of this authentication factor often
depends on the entropy of that information. Of course, the
quality of this authentication depends as well on the
cryptographic algorithm used and participants of
authentication.

The ownership factor (“the subject has something”).
In this case, the quality of authentication, inter alia,
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depends on how “something” has subject under its sole
control.

The inheritance factor (“the subject something is or
does”). While the previous two authentication factors are
obvious. The inheritance authentication factor has been
very interesting lately. Historically, this authentication
factor to mean human biometrics. In recent years,
however, is more investigated the behavior of the subject
and the fingerprint of device used by the subject.

More recently, authentication by external providers is
being as well used (e.g. Google). External authentication
often uses OAuth 2.0 and OpenID Connect protocols. In
the case of this external authentication, we will not
investigate what factors it is based on. We will look at
external authentication as a black box, and for the
purposes of the model described below we will consider it
as a separate forth authentication factor.

In the case of multifactor authentication, it is also
important that used authentication factors are mutually
interlinked. If authentication factors are completely
independent, an attacker can attempt to break each of the
factors used independently of each other. This will
simplify the effort of an attackers.

Unfortunately, it is not possible to require interlinking
of authentication factors if, as an authentication factor, we
use external authentication. This is also not possible in
case of re-authentication. le. in the event that an
authenticated subject during its session will require access
to resources that require stronger authentication than
authenticated at the beginning of the session.

If the application provider allows the user to
authenticate  themselves  with  several  different
authentication tools. Then we talk about omnifactor
authentication [1]. The goal of our model is to choice
optimal authentication tools for accessing specifically
classified resources provided by the application.

The subject uses authentication to gain access to assets
(e.g. information assets) that will be classified to levels 1
to 1 for the needs of our model (Fig. 2). Assets can be
classified, for example, by the asset's carrying amount.
However, it is more likely to be based on the risk analysis
mentioned below.

Subject Information
Tlevell |~ O
(S a
Level 2 éhga
ST 3a8
.
| o 9

Figure 2 — An subject wants to access information (assets)
classified to level information i, where i=1,...n

The question is, what authentication method is
sufficient to access the classification level information i ,
where i=1,...n. The solution described below is to use
the Risk Based Authentication principle. This paper
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introduces an authentication model that determines
whether the authentication is sufficient for a specified
level of classification based on the input parameters.

The object of study is the process of authentication to
access information with concrete classification.

The subject of study is multi-factor authentication
methods and models.

The purpose of the work is to defines a multi-factor
authentication model in case the application supports
multiple authentication measures, which allows for a
flexible response to the changed security situation.

1 PROBLEM STATEMENT

The problem is that at present miss models that
dynamically model the required strength of authentication
on the basis of individuality methods, or on the basis of
current security situation.

To design such a model, I first need to quantify the
strength of authentication methods. To this end, we define
the quality of the authentication method using a risk-
based mechanism.

Let us have the assets valued at levels 1 through n.
Now we have a concrete authentication method K. The
task is whether the authentication method K is sufficient
to access the assets of the classification level
informationi , where i =1,...n.

The authentication method K is generally multifactor
authentication method, which may consist of

authentication factors: Fivyy, Fouw: Fin @ Feg . Where:

Authentication factor Fkﬁow is based on knowledge.
Quality (strength) of this authentication factor we
evaluate by value ql'fnow.

Authentication factor Fo'ﬁw is based on ownership.
Quality (strength) of this authentication factor we
evaluate by value q('fnw .

Authentication factor Fi,'fh is based on inherence.
Quality (strength) of this authentication factor we
evaluate by value g, .

Other FX, eg
authentication. Quality (strength) of this authentication

authentication factor external
factor we evaluate by value g, .

Overall, we evaluate the authentication method K by
value q¥:

K K K K K K K K K
a" =Winowknow + WownYown +WinhGinh +WextJext -

Weights Wkﬁow, Wol\j,n , Wi,'ﬁ] and We!ft we choose zero
in the case that the authentication factor is not supported
and non-zero in case of categories in terms of technology,
algorithms and parameters, which ensure increasing
quality of authentication. = Using this weights can be
taken into account dependency or independency of
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various authentication factor. Weights WS, , Woe .

W, and WX we will use in case of attack simulation.
WS, WS and

We will mention this weights W<, , W,

Welxﬂ in the chapter Simulation.

We will now look at how to determine the values:

K K K K
anow’ c4own ’ qinh and c4e><t .

2 REVIEW OF THE LITERATURE

None of the authentication methods is perfect. The
effort is to seek new and new authentication methods or to
augment existing ones. But we will follow a different
path. We will classify existing methods and see if they are
appropriate for the situation.

Device Fingerprinting means collecting information
about a computing system and its communication that
may lead to device identification or at least partial
identification. In practice, however, the device fingerprint
typically detects a user communicating from a specific
device. l.e. gathering information not only about the
hardware and software installed on the device, but also
about its user configuration and, if applicable, the
behavior of a particular user.

The server can collect a wide range of client
communication information based on various methods
that can characterize a particular device, and therefore
assume that the device is being used by a specific user.
Individual methods are referred to as device
fingerprinting vectors. Such fingerprinting vectors can be,
for example, information about the device software,
operating system version type including its version, or
information provided by the browser (e.g., cookie) or the
time zone set, etc. E.g. [2] defines 29 fingerprinting
vectors that classify into four categories: Browser
provided information, Inference based on device
behavior, Extensions and plugins and Network and
protocol techniques. It also states five basic types of
attacks on device fingerprinting. The paper [3] uses
fingerprinting vectors based on motion Sensors. There are
a number of such articles [4-5]. Their deficiency is that
they identify individual authentication factors, but they do
not specify to qualify their authentication strength
somehow in order to be somehow comparable.

The FDS principle is the opposite of authentication.
FDS calculates the likelihood of a successful attack
against authentication. It's not a whole new approach.
Patent [4] has already applied this idea to Internet
applications.

FDS typically introduces a client behavior model and
classifies deviations from this model. The article [5]
classify different approaches in FDS (Data Mining,
Artificial Intelligence, Machine Learning, Genetic
Programming, Reinforcement Learning, Transformed-
domain-based and Combined Criteria).

By the term Risk-based authentication, we mean
authentication taking into account the risk of a successful
attack against this authentication. Historically, patent [4]



e-ISSN 1607-3274 PapioenexTpoHika, iHpopmaTuka, ynpasiinss. 2020. Ne 2
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2020. Ne 2

assumed that FDS methods and authentication methods
may sometimes use the same principles. More recent
work has already been mentioned [2] which defines 29
fingerprinting vectors that classify into four categories.

A risk-based authentication scheme is illustrated in the
(Fig. 3). The communication between the subject and the
application is intercepted. The duplicated communication
stream is evaluated by Risk Engine. The Risk Engine will
uses knowledge database to evaluate the behavior of the
subject and calculate device fingerprint. Sometimes it
does not evaluate the behavior of individual subjects, but
group of subjects that contains equivalent subjects in
terms of this evaluation (e.g. domestic customers, foreign
customers, corporate customers etc.). The result of the
evaluation is value Risk score. On the value of the Risk
Score depends the decision of Verifier whether the subject
is authentic or not, i.e. whether the authentication is
successful or not.

The Patent [4] of the Authentication Assessment
essentially carries out a decision based on something that
reminds the decision tree. The article [2], in turn, makes
the assessment on the basis of a penalty. We will make
the decision on the basis of a standardized risk analysis
built on the standard [6].

Risk analysis is today a very common technique. This
can be done, for example, based on the standard [6]. This
standard:

Performs identification of assets. Which can lay down
for us classification of information.

Evaluates the risks. The resulting risk value is the

product of the threats assessment, vulnerabilities
assessment, and impacts of assessed risks.
Authentication
Protocol Service
\1 (application)
Auhject Risk Engine Is the subject
authentic?
@ Risk score
Knowledge
database
Verifier

Figure 3 — Risk Based Authentication

For evaluation of threats assessment, vulnerabilities
assessment, and impacts of assessed risks we will use
scale from 1 to risk,,,, . For the purposes of this work, we

will use the scale 1 to 4 (Low, Medium, High or Critical)
as an example. The resulting risk is then the product
threats, vulnerabilities and impact of risks. I the case of
scale 1 to 4 the maximal risk value can be up to 64
(=4.4.4). The range of 64 values is very fine for the high
level decision. So, for the high level decision, the interval
from 1 to 64 we will again divide into 4 parts that again
uses scale 1 to 4 corresponded to the risks Low, Medium,
High or Critical.

© Dostalek L., Safafik J., 2020
DOI 10.15588/1607-3274-2020-2-11

3 MATERIALS AND METHODS

We now think about Knowledge Based Authentication
in general. This authentication is based on the knowledge
under which we can imagine a password, for example.
However, we will now abstain from a specific
authentication method. We determine risks of this
authentication factor based on a risk analysis performed
for a specific application (specific institution).

Risks of authentication factor are the characteristics
(features) of specific authentication factors. E.g. for an
application (institution) we assume Ny, risks know; in

Table 1.

Next risks (not included in the table) can by for
example in case of generating cryptographic material for
securing subsequent communication:

Key freshness — neither party can predetermine the
shared session key being established.

Perfect forward secrecy — attacker cannot know any
information about previously established session key even
when the long-term keys of the server and the user are
disclosed.

We now perform risk assessment of individual risks,
for example, on scales 1 through 4 (column Risk score
lnowj ©Of Table 1) to determine the risk score Fy,,; for

specific risk know; . The risk assessment is that we ask

what the risk is for a specific application (institution). The
higher the risk, the higher the risk score. The value of risk
score is based on a subjective assessment specific
situation as is common when performing risk analysis [6].

Based on the risk score, we determine Ny, risk

weights Wll<<nowi of the individual risks. The weight WkKnowi

of specific risk know; we will define as:

rknowi -1

(riSkmax _1) “Ninow l

Winow, =

In our example:

rknowi -1

Winow, = 3, .
now

This will ensure that the sum of all weight for a
particular authentication factor can be at most 1. This is
because if we add additional risks to the model so that the
model does not give diametrically different results. The
maximum risk one corresponds to the situation as if the
authentication factor was not supported at all.

We will now deal with a specific authentication factor

F . Le. we will want the authentication factor Fl,
to be valued by Chlfnow express the strength of the

authentication factor. We determine the value gJ%,,

based on the risks of risk-based factor of a concrete
authentication method. Generally, for most authentication
method, all our identified risks are not up to date.
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Therefore, we define the variable pfnowi , which for each

risk know; :

— will get value 1 if the risk f,,  for the
authentication factor Fkﬁow is up to date;

— will get value 0 if the risk g, for the

authentication factor F,,, is not up to date.

Value gl of authentication factor F, will be
define as:

K
K Nknow K
Oknow =1— Winow; Pknow,
i=1

The maximum value of is one. From value one we
subtract the weight of specific risks. L.e. specific risks

reduce assessment of the strength of the authentication
factor.
The Table 2 shows two simple examples of setting

K .
value 0,y for password and one-time password

generated by hardware token (only for knowledge base
factor — does not include a possession-based factor).

Possession Risk Based Authentication we deal like the
Risk Knowledge Based Authentication. I.e. we will use a
risk analysis to assess the risks of the authentication factor
Fo - Possession base authentication factor is often based
of possession of environment of cryptographic material
including data bearer of cryptographic material (e.g.
smartcard, Hardware Security Module etc.).

For the category of possession authentication we
define on Table 3 similarly the n,. of security risk

Mooss; -

Table 1 — An example of risk analysis of knowledge based authentication (1 <1< n,.,,)

1 Security risks knowI Risk score rknowi Weight
a—4) Wknowi
1 The knowledge have an information entropy lower than the 4 0.08
specified limit.
2 The validity of knowledge is not time limited 3 0.06
3 Knowledge can be used multiple times (not one-time) 4 0.08
4 The number of attempts to guess knowledge is not limited 4 0.08
5 Change of knowledge is not supported 4 0.08
6 Reset of knowledge is not supported 4 0.08
7 The knowledge eavesdropping is possible 4 0.08
8 The knowledge guessing is possible 4 0.08
9 The knowledge elicitation is possible 3 0.06
10 Authentication requires time synchronization 1 0.00
11 Authenticated subject anonymity is not guaranteed 2 0.03
12 Authenticated subject traceability is possible 2 0.03

Table 1 — Examples of values qlfnow for a standard password and a one-time password

i Security risks Risk Weight Password HW based one-time
score Wknowi password
Tknowi
Pass Pass HW HW
(1-4) pknowi Wknowi pknowi pknowi Wknowi pknowi
1 The password have an information entropy
lower than the specified limit. 4 0.08 0 0.00 ! 0.08
2 ”l'"he' validity of password is not time 3 0.06 0 0.00 0 0.00
limited
3 Passvyord can be used multiple times (not 4 0.08 I 0.08 0 0.00
one-time)
4 The number of attempts to guess password 4 0.08 0 0.00 0 0.00
is not limited
5 Change of password is not supported 4 0.08 0 0.00 1 0.08
6 Reset of password is not supported 4 0.08 0 0.00 1 0.08
7 The password eavesdropping is possible 4 0.08 1 0.08 1 0.08
8 The password guessing is possible 4 0.08 1 0.08 1 0.08
9 The password elicitation is possible 3 0.06 1 0.06 1 0.06
10 Authentlgatlgn requires time 1 0.00 0 0.00 0 0.00
synchronization
11 Authenticated subject anonymity is not 5 0.03 1 0.03 1 0.03
guaranteed
12 Authentlcated subject traceability is 5 0.03 I 0.03 1 0.03
possible
Summa 0,36 0,53
Pass HW
q know; 0,64 q know; 0,47
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Again we perform risk assessment of individual risks,
for example, on scales 1 through 4 (otherwise may be
different) to determine the risk score Iy, for specific

risk poss; is that we ask what the risk is for a specific

application (institution). The higher the risk, the higher
the risk score. The value of risk score is based on a
subjective assessment specific situation as is common
when performing risk analysis [6].

Similarly to knowledge based authentication, we will
establish risk weights WpKOssi :

Iposs; -1

(riSkmax - 1) ' nposs .

Wposs, =

In our example:

Fposs; -1

w = .
poss;
' 3en poss

Next we establish variable pgossi and value qgoss of

authentication factor Fpﬁss will be define as:

Mposs

K K
Uposs = 1- prossi ppossi :
i=1

In this category is traditionally considered biometric
characteristics of the person. In case of biometric

authentication the coefficient qi'ﬁh can be determined, for

example, as the percentage of match of actually captured
biometric pattern with the saved pattern in database. Such
agreement may be for example 0.93 (i.e., 93%).

However, the use of biometric characteristics of
persons has many disadvantages. Biometric features
cannot be revoked, so have many common features with
traditional = passwords. In  addition,  biometric
authentication brings complications with the protection of
personal data.

We will next to deal with the inheritance
authentication based on device fingerprinting. Inheritance
Risk Based Authentication we deal like the Risk
Knowledge Based Authentication. l.e. we will use a risk
analysis to assess the risks of the authentication factor

Fir'fh. For the category of inheritance authentication we

define similarly the set of security risk. For example most

device fingerprint vectors from [2] are listed in Table 4.
Again we perform risk assessment of individual risks,

for example, on scales 1 through 4 (otherwise may be

different) to determine the risk score rir}fhi for specific risk

inh; is that we ask what the risk is for a specific
application. The value of risk score is based on a
subjective assessment specific situation as is common
when performing risk analysis.

Similarly to knowledge based authentication, we will
establish risk weights Wi, :

W = Finh, —1
iy, =
" (”Skmax - 1) “Ninn
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In our example:
Finn, —1

Wip, = S
n

Next we establish variable pgossi and value qgoss of

authentication factor Fp}éss will be define as:

Minh
Oinh = l_zwinhi pilﬁhi :

i=1
External authentication is provided by various
providers. A concrete subject will use external
authentication from one provider at most. We perform
risk assessment of individual external authentication
providers, for example, on scales 1 through 4 (practically
1 to 3 because 4 is critical and it is not acceptable) to

determine the risk score reliti of specific provider ext;.
Since the subject uses at most one authentication
provider at a time, then we define the risk weight Werti :

K _ ext, -1
Wext, == -
TriSK e —1
In our case:
K rexti -1
Wext, =75

In this case, we do not need to use the variables p.

Value quxt of authentication factor q&t will be define as:

K
Oext =1— Weyt, -

4 EXPERIMENTS

We performed the experiment using a simulation. The
application provider (the institution) supplies the subjects
the following authentication means:

— Password;

— Hardware based one-time password;

— Device fingerprint;

— External authentication from Facebook;

— Combination of: Password + Device fingerprint;

— Combination of: Password + Device fingerprint+
External authentication from Facebook.

The question is by what means the subject gets to
which information (Fig. 4).

In kind of omnifactor authentication we assume that a
user from a set of authentication methods has chosen the

method K. The result quality qK is weighted sum of
individual categories:

K K oK K oK K (K K K
q =Vanokanow +W0quown +Winhqinh +Wextqext :
Wight WX we choose zero in the case that the

category (authentication factor) is not up to date for
category K and non-zero in case of categories in terms of
technology, algorithms and parameters, which ensure
increasing quality of authentication.
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Verifier

Figure 4 — The subject requests access to the information of a particular classifiction

Application (institution) using n authentication

method K;, where 1<i<n.

Individual authentication factors can be combined, but
q K can not exceed the sum of the highest possible values
of each authentication factor:

K K. K. K.
max(q < max(d,., +maxfq., + maxqg; +
I1<i<n 1<i<n know I1<i<n own I<i<n inh

+ max qg(it
1<i<n

Assets (information) are classified on a scale of 1 to n
(see Fig. 2). The task is whether the concrete
authentication method is sufficient to access the assets of
the classification level information j, where 1< j<n.
So, interval 0 to maqui must be divided into n parts

1<i<n
(the number of classified levels). Intervals may not be the
same length, but for the sake of simplicity we will
consider equally long intervals (it depends on the
assessment of assets [6]). For those intervals for which

in will be greater than or equal of these intervals, the

authentication method K; will be sufficient, otherwise

not. (In our example is max Ki=2.99 ).
I<i<n
5 RESULTS
In simulation I we will use the classification of
individual resources from the above examples. We do not

consider any attack, therefore weight Wk'ﬁow , Wosvn , Wir'fh

and W, we choose zero in the case that the

authentication factor is not supported and one if is
supported. In Table 6 we see the result. “Yes” means that
for a given level of classification is specific authentication
means sufficient. “No” means that there is insufficient.

In Simulation II attacks are being conducted today in
campaigns. The application provider (institution), through
the exchange of information through the Computer
Security Incident Response Team (CSIRT) [7], learns that
the current campaign is attacking knowledge base
authentication. Therefore in first step, for all means, K
sets:

K o _
Winow =0, Vi

We see the result in the Table 7.

In the next step (simulation III), the application
provider will find out exactly what kind of attack it is
going to take. It was found that the attack was a tapping
of long-term passwords. A risk analysis was carried out,
while using long-term passwords is risky, but the

institution is willing to accept a 30% risk. Le. W, will

be changed to 0.30 for long-term password algorithm. (It
should be noted that there are also so-called strong
password-based authentication methods (mentioned in [8—
9]) that will be immune to the actual attack, and the
values may come back as they were before the attack.)

After decreasing WS, to 0.30 we get the values
listed in Table 8.

Table 2 — An example of risk analysis of possession based authentication (1<i<n poss)

i Security risks poss; Risk score Weight Example: HW based one-time
d
rpossi 1-4) Wpossi - passwort —
pknowi Wknowi pknowi
1 Cryptographlc material does not stored on data bearer in 4 017 0 0.00
secured environment
2 Access to cryptographic material without any authentication 4 0.17 0 0.00
3 Whole secure environment is not physically protected 4 0.17 1 0.17
4 Cryptographic material is exportable 3 0.11 1 0.11
5 Cryptogrfiphlc material does not physically protected against 3 011 0 0.00
unauthorized access
6 Data bearer revocation not supported 2 0.06 1 0.06
Suma 0.33
Pass _
‘qknowi - 0.67
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Table 3 — An example of risk analysis of inheritance based authentication (1 <1< ny,,)

) Security risks inh; Risk score rinhi (1-4) Weight Winhi Example device fingerprint
! Device fingerprint vector doesn’t match: pi':r\"l" Wiy piﬂw
1 Major software and hardware details 3 0.04 1 0.07
2 System time and clock drift 4 0.07 1 0.07
3 Battery information 4 0.07 1 0.07
4 Evercookies 4 0.07 1 0.07
5 Password autofill 4 0.07 1 0.02
6 Hardware sensors 2 0.02 1 0.02
7 CSS feature detection 2 0.02 0 0.00
8 JavaScript standards conformance 2 0.02 0 0.00
9 URL scheme handlers 2 0.02 0 0.00
10 Video RAM detection 3 0.04 0 0.00
11 Browser plugin fingerprinting 2 0.02 0 0.00
12 IP address 2 0.02 0 0.00
13 Geolocation 2 0.02 0 0.00
14 Counting hosts behind NAT 2 0.02 1 0.00
15 Transaction information is suspicious 1 0.00 1 0.07
Suma 0.31
HW 0.69
Oinh =
Table 4 — External Risk-based authentication (example)
. Security risk: f
1 eeurt y. rls. s ext . ) ) ) Risk score relit- (1-4) Weight We|§<t- q (5(’[
Authentication of the below listed providers will be risk assessed: i i
1 Google 2 0.33 0.67
2 Facebook 1 0.00 1.00
3 Provider 3 2 0.33 0.67
4 Provider 4 3 0.67 0.33
Table 5 — Simulation: data used from the above examples
Password HW based one- Device Facebook | Password + Password + Device
time password fingerprint Device fingerprint | fingerprint + Facebook
Oknow = | 0.64 0.47 0.64 0.64
Aposs = 0.67
Qinh = 0.69 0.69 0.69
Oext = 1.00 1.00
= | 0.64 1.14 0.69 1.00 1.33 2.33
8 > | 2.62
— 7 > 225
5 Lo > [ 1.87
g 5 > | 1.50
g 4 > | 1.12
.“% 3 > 1.0.75
2 2 > 1037
= 1 =
© 0.00
Table 6 — First step in campaign attacking knowledge base authentication.
Password | HW based one- | Device Facebook | Password + Password + Device
time password fingerprint Device fingerprint | fingerprint + Facebook
Oknow =
Qposs = 0.67
Uinh = 0.69 0.69 0.69
Oext = 1.00 1.00
a=10.00 0.67 0.69 1.00 0.69 1.69
8 | > 262 | No
© [ 7 | > [225 | No
= |6 ]> |18 [ No
S 5 [ > | 1.50 | No
5] 4 | > [ 1.12 | No
= [3 > 1075 [No
= 2 [ > 1037 | No
© [T [>T000 [No
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Table 7 — szga?word

decreased to 0.30

Password HW based one- | Device Facebook Password + Password + Device
time password fingerprint Device fingerprint | fingerprint + Facebook
Qynow = | 0.30 0.30 0.30 0.30
q poss — 0.67

Uinh = 0.69 0.69 0.69

Oext = 1.00 1.00

a= 1019 1.14 0.69 1.00 0.88 1.88
8 > 2.62
E] 7 | > 2.25
2 6 | > 1.87
g [5 > 150
8 4 | > 1.12
s 3> 0.75
2 [2]> 037
M EEE 0.00

6 DISCUSSION

If it is not possible to dynamically model the use of
authentication methods, then in the event of an attack,
applications must be stopped and re-configured. This
leads to application failures.

In [9] we published the first model that assumed that
risk analysis would be performed for each method of
authentication. In this article, we have already concluded
that it is enough to do a risk analysis of within the
application (institution) only for each authentication
factor. The risk analysis result is then common to each
authentication method. This greatly simplifies modeling.

The work [10] deals with cloud services
authentication. We believe that the method we propose
will be suitable for this type of service.

CONCLUSIONS
The model allows users to work effectively with user
authentication when the application provider provides
multiple authentication means of different strengths. In
addition the model allows quickly respond to emerging
security situations.
The values g are set based on the risk analysis of the

authentication algorithms. On the other hand, weights W |
which are also set in the interval of 0 to 1, correspond to
the risk of the current security situation. Both the ¢ and

the W wvalues may be practically be corrected based on
feedback after an assessment of potential security
incidents.

The scientific novelty lies in the idea of modeling the
use of authentication methods. In [9] presented the model,
we simplified the risk analysis only for the whole
application (institution) and not for each authentication
factor.

The practical significance is that the use of
authentication means can be dynamically modeled.

If we do not use the model, but the individual
authentication mechanisms are implemented “hard”, then
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in the case of an attack the -corresponding
countermeasures will take a long time and will be

clumsy. This model allows dynamically respond to
various emergencies.

Simulated was the attack on knowledge based
authentication. Similarly, the model can be used for other
types of attack.

At present, the most common incident detected by the
FDS is that the user buy new computer / mobile. Or that
he travels to a vacation in a distant country and suddenly
his approach seems suspicious. At this point, the user is
usually intricately contacted to verify if an attack occurs.
This requires considerable costs. Using this model,
application can  automatically request  stronger
authentication from the user. This reduces user service
costs.

Prospects for further research. The values X is
evaluated by at the moment of authentication, ie at time 0
after authentication. However, we must be aware that with
increasing time, the risk of a successful attack on an
authenticated session increases. It would not be seen the
WiK as a value, but as a function WiK (t) of time t from

the start of authentication. The question is, how this
function should decrease.
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YIAK 004.738

MOJEJIIOBAHHS MYJIbTU®PAKTOPHAX ABTEHTUKALIA

Hocranexk JI. — marictp, acnipant kadeapu KOMIT FOTEpHHUX HayK Ta imkeHepil, YHiBepcuTeT 3axignoi borewmii B ITin3ui, Yexis.

Iladapix M. — kann. Texn. vayk, npodecop, npodecop kadeapi KOMIT IOTEPHUX HAYK Ta imkeHepii, YHisepcuTeT 3axigHol
Borewmii B ITn3ui, Uexist.

AHOTAULIA

AKTyaJbHicTb. Y JTaHUI 9ac, yCTAaHOBH Ta KOMITaHii CTUKAIOTBCS 3 MACOBUMH KibepaTakaMu. ATaky 3aBKAW 30CEpeIKeHi Ha
JesKiit ciabkocTi ayTeHTH]IKaI], sKa € YaCTHHOI0 KOHKPETHOTO IPOTOKOJNY ayTeHTH¢ikamii. Y pa3i Hamaxy HEOOXiJHO THYYKO
pearyBaTH Ha ocialOJeHHS MeXaHi3MIiB ayTeHTH(]ikamil. Y pasi Hamagy HEOOXiTHO IIBHIKO BHU3HAYHTH IMOCTPaXKIAIHH (akTop
ayTeHTH(}IKail Ta THMYacOBO NOCIA0UTH HOTO 3HAUSHHS. 3r0I0M MOKHA BUSBUTH YPa)keHy CIAOKICTB i MOCIaObuTH 3HAUEHHS JIUIIe
QITOPUTMIB, IO MPOSBIISIOTH IO CIA0KICTh. AJTOPUTMH, SIKI HE MPOSIBISIOTH TaKOl CIIAOKOCTi, CIi 3aJUIIUTHA Oe3 3MiH. Y Iiiit
poOoTi mpezncTaBieHa MareMaTH4Ha Mozenb ayTreHTudikamii. IIIBuako 3MIiHIOIOYM mapamMeTpd MOAENi, MU MOXEMO THYYKO
a/lanTyBaTH BUKOPHCTaHHs 3ac00iB ayTeHTUdiKawil 10 cuTyarii.

Merta — 3anponoHyBaTH METOJ I03BOJSIE KUIBKICHO OLIHMTH cHiy (sKicTb) ayreHtudikarii. [1lo6 mMoxHa Oyio auHAMIYHO
3MiHIOBAaTH METOJI ayTeHTH(]iKaLii B 3aJIeKHOCTI BiJl IOTOYHHUX PH3HKIB aTaK.

Metoau. MeTox mossirae B po3po01i MaTeMaTHIHOI Mozeni 1 11 cuMyismii. [1oTiM Mozenb ciupaeThesl Ha CYKYIHICTh CHIIBHUX
CTOpiH okpeMux (akTopiB ayrenTudikamii. [y Bu3HaYeHHS ITapaMeTpiB MOJEIi BUKOPHUCTOBY€ETHCSI MEXaHi3M Ha OCHOBI PH3HKY.

PesyabTaTn. Y CcTarTi NpPOAEMOHCTPOBAHO PE3YNHTATH MOJCIIOBAHHS 3a JOIOMOTOI0 IIHPOKO BHKOPHCTOBYBAHHX 3aco0iB
ayTeHTH(OIKaLil: mapois, 0JHOPA30BOro Mapojsi HA OCHOBI amapaTHHUX 3aco0iB, BIIOWTKIB Maiiblisl, 30BHIMIHBOI ayTeHTH(IKaNii Ta
KoMOiHanii nux MeToniB. Pe3ynpTaTH moOKa3anu, IO BUKOPUCTAHHS Ili€i MaTeMaTHYHO! MOAENI IOJIETHIyE MOJCIIIOBAHHS
BUKOPUCTAHHS pecypciB ayTeHTHDIKaIlii.

BucHoBkH. 3anpornoHoBaHa MOZIENb JO3BOJISIE JIETKO MOJEIIIOBATH Pi3Hi cuTyauil 3 Ge3mnexoro. B peanpHiil cutyauii mapamerpu
MoJieli MOTpiOHO Oy YTOYHUTH B paMKaX OIL[IHKH 3BOPOTHOTO 3B’SI3KY BCTAHOBJICHUX 1HIIMACHTIB 3 OE3MEKOI0.

KJIFOYOBI CJIOBA: ayrentudikamis, 6aratodaxTopHa aBTCHTH]IKALisA, ayTeHTU(IKAIS Ha OCHOBI PH3HKY, ayTCHTHU(IKAIis
(axTopa omni, cuCTeMa BHSBJICHHS [IaXpalCTBa, Iapoilb, TU(PPOBUH BiTOUTOK

YK 004.738
MVYJIbTU-®AKTOPHOE MOJEJIMPOBAHUE AYTEHTUOUKALIUN

Hocranex JI. — MarucTp, acupanT kadeaApsl KOMIIBIOTEPHBIX HAYK U HHXXEHEpUH, YHHUBepcuTeT 3ananHoi boremun B [lnb3He,
Yexusi.

IMagapuk WM. — xamp. Texm. Hayk, mpodeccop, mpodeccop Kadbeapsl KOMIBIOTEPHBIX HAYK M HMHKCHEPHH, YHHBEPCHTET
3anagHoii boremuu B [Tnp3HE, Yexust.

AHHOTANUA
AKTyaIbHOCTB. B Hacrosiee Bpems, yupexIeHHS M KOMIAHMM CTaJKMBAaIOTCS C MAcCOBBIMH KHOepaTakamu. ATAakd Bceraa
COCPEIOTOUCHBI Ha HEKOTOPOH cl1ab0CTH ayTeHTU(HKALK, KOTOpast IBJSETCS YaCThI0 KOHKPETHOTO POTOKOJIA ayTeHTU(uKanuu. B
Cllydyae HalaJeHUs HEOoOXOIMMO THOKO peardpoBaTh Ha OClIa0leHHE MEXaHM3MOB ayTeHTHOUMKauuH. B ciydae HamaaeHus
HE00XOIMMO OBICTPO ONPENENUTh MOCTpagaBIIMid (hakTOp ayTeHTH(PHUKAMA W BPEMEHHO OCIaOUTh ero 3HaueHue. BrmocnencTBun
MOXHO OOHApyXHTh MOPAKEHHYIO CIa00CTh M OCJIA0UTh 3HAUYEHHE JIMIIb aJTOPUTMOB, IPOSBIIIONINX 3Ty CIAa00CTh. AJTOPUTMEL,
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KOTOpBIE HE MPOSBIIAIOT TaKOH c1aboCTH, CIeIyeT OCTaBUTh Oe3 m3MeHeHHH. B 3Toil paboTte mpencTaBieHa MaTeMaTHIecKas MOJENIb
ayTeHTH(UKaUU. bBpICTpo M3MeHssi napaMeTpbl MOJEIHM, MBI MOXEeM T'HMOKO aJalTHUpOBaTh HCIOJB30BAHHE CPEICTB
ayTeHTH(HKAIUU K CUTYalHH.

Heap padoTbl — NPEIOKUTH METOHA MO3BOJISIONIMN  KOJMYSCTBEHHO OLCHUTh CHIY (KadecTBO) ayTeHTH(UKauuu. UToObI
MOJKHO OBLIO IMHAMHYECKHM MEHSATh METOZ ay TCHTU(UKALMU B 3aBUCUMOCTH OT TEKYILIHX PUCKOB aTaK.

Metoabl. Meto 3axiodaercs B pa3pabOTKe MaTeMaTHUECKOW MOAENM M €€ CHUMYJISIIUHM. 3aTeM MOJENb OIHpaeTcs Ha
COBOKYITHOCTh CHJIBHBIX CTOPOH OTIETBHBIX (haKTOPOM ayTeHTU(HKAnMHU. [ ompeneneHus MapaMeTpoB MOJCITH HCIIOIb3yeTCs
MEXaHU3M Ha OCHOBE PUCKa.

Pe3yabTathl. B crarthe NMpOAEMOHCTPHPOBAHBI PE3YJIBTATHl MOAEIUPOBAHMS C ITOMOIIBIO IIMPOKO HCIIONB3YEMBIX CPEJICTB
ayTeHTH(UKALMN: TTapoJls, 0OHOPA30BOro Mapoiis Ha OCHOBE allapaTHBIX CPEJCTB, OTIEYAaTKOB Iajblia, BHENIHEH ayTeHTH()UKAIUH
U KOMOMHAIMM 3THX METOZOB. Pe3ynpTaThl IOKa3anu, 4YTO HCIOJb30BaHME OJTOM MaTeMaTHYeCKOW Mojenu olnerdaer
MOJIENIMPOBAHNE UCTIONb30BAHMS PECYPCOB ay TEHTH(OUKALIUH.

BruiBoabl. IlpeanoxeHHas MoIenb MO3BOJSIET JIETKO MOAEIMPOBATh PAa3iMYHBIE CUTyalMu c Oe3omacHOCThIO. B peanbHOMN
CHTyallUH MapaMeTpbl MOJCIH HYKHO OyJeT YTOUYHHTh B paMKaxX OLEHKH OOpaTHOW CBSI3M YCTAHOBJICHHBIX WHIUAEHTOB C
0€301acHOCTHIO.

K/IIOYEBBIE CJIOBA: ayrentudukanusi, MHOrodakTopHas ayTeHTH(UKALHS, ayTeHTH(HKAIMsi Ha OCHOBE PHCKOB,

MHOI‘O(i)aKTOpHa}I ayTCHTI/I(i)I/IKaHI/ISI, cucreMa 06Hapy)KeHI/I$[ MOLICHHUYECTBA, 1apoJib, IIPI(i)pOBOfI OTIECYaToK.
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