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ABSTRACT

Context. Because assessing information security risks is a complex and complete uncertainty process, and non-appearance is a
major factor influencing the effectiveness of the assessment, is advisable use vague methods and models that are adaptive to non-
computed data. The formation of vague assessments of risk factors is subjective, and risk assessment depends on the practical results
obtained in the process of processing the risks of threats that have already arisen during the functioning of the organization and ex-
perience of information security professionals.

Obijective. The object of the study are neural models that combine methods of fuzzy logic and artificial neural net-works and sys-
tems, that is, human-like style considerations of fuzzy systems with training and simulation of mental phi novena of neural networks.

Method. The paper analyzes modern areas of research in the field of information protection in information systems, methods and
technologies of information security risk Assessments, use of vague models to solve problems of information security risk assess-
ment, as well as concept and con-struction of ERP systems and analyze problems of their security and vulnerability.

Results. Identified factors influencing risk assessment suggest the use of linguistic variables to describe them and use fuzzy vari-
ables to assess their qualities, as well as a system of qualitative assessments. The choice of parameters for the development of the
structure of a fuzzy product model of risk assessment and the basis of the rules of fuzzy logical conclusion justified.

Conclusions. A vague risk assessment model of ERP systems is considered. You have selected a list of factors that affect infor-
mation security risk. The methods of assessment of risks of information resources and ERP-systems in general, assessment of finan-
cial losses from the implementation of threats, determination of the type of risk according to its assessment for the formation of rec-
ommendations for their processing in order to maintain the level of protection of the ERP-system are considered. The list of linguistic
variable models is considered. The structure of the database of fuzzy product rules — MISO-structure is selected. Fuzzy variable
models are considered.

KEYWORDS: information security, fuzzy logic, risk assessment, security, ERB-system.

ABBREVIATIONS V — vulnerability level;
ALE — Annualized Loss Expectancy;
ARO — Annualized Rate of Occurrence;
ANFIS — Adaptive Network-based Fuzzy Inference

< a,X,C(a)> fuzzy variable: o.—name of the vari-
able, a.e A; X — universal set (a definition area);

System; C(a)={uny (X):xeX} — indistinct set on X, describing
DB — Database; the limit on the possible values of fuzzy variable a; p—
DSTU - State standard of Ukraine;

o . accessory function;
CVE — Common Vulnerabilities and Exposures; <X T(X),E,G,M > linguistic variable;

CVSS — Common Vulnerability Scoring System;

ERP — Enterprise Resources Planning;

ERP — System-Enterprise Recourses Planning System;
FIS— Fuzzy Inference System;

IES — International Electro-technical Commission;
ISO — International Organization for Standardization;

X — the name of the linguistic variable;

T (X) — a set of values of linguistic variable (termplu-
ral), which imagines the name of fuzzy variables, the area
of definition of each of which is a lot of E;

E — area definition variable (all range of its values);

MIMO — Structure (Multi Inputs — Multi Outputs); G — a syntactic procedure that generates the names of
MISO — Structure (Multi Inputs — Single Output)" a fuzzy variable, allows you to operate elements of the
SISO — Structure (Single Input — Single Output); term set T(X), in particular, to generate new terms;
NVD - National Vulnerability Database; M — a semantic rule, which in accordance with each
RDBMS - relational database management system; fuzzy variable X its value p(x).
SUN TZY — Normative document on technical protec- R — set of actual numbers;

tion of information. B, (le ) — feature affiliations.

NOMENCLATURE M ={y; (le ):i=1,n } —a set of functions of belongings;

A — financial loss from the single threat implementa- | ]

tions; Hj(Xj) — the function of the i-th belonging to the

Fe — the probability of an event; Variable le the i-th segment of the variable Value

R —risk of threat implementation;

P, — probability of threat; area,

i — number of segments area of the variable value.
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INTRODUCTION

Risk implies a combination of the probability of dam-
age by overcoming the system of protection using vulner-
abilities and the severity of such damage. Minimizing the
risks is done by developing a “security policy” (behav-
ioral scheme) and managing it. Thus, the concept of “risk
of information breach” is based on an analysis of “causes
of information security Brea chess “and” consequences of
information security breaches”.

Risk assessment is carried out in the simplest case by
two factors: the probability of accident and the severity of
possible consequences.

Object of research in this paper is the information
security of ERP-systems.

Subject of research — models and methods for asses-
sing information security risks.

The purpose of this work is to improve the quality of
information security and ERP systems risk assessment
with fuzzy neural models.

1 PROBLEM STATEMENT
As part of the business risk of an enterprise, the risk of
information security is defined as a product of loss (finan-
cial) from breach of confidentiality, integrity, authenticity
or availability of information resources (the severity of
consequences) for the likelihood of such infringement
(probability of event):

R=AP,, (1)

Vulnerability:

Pe=R V. 2)

The level of systemic risk is calculated as the sum of
risks for all assets and each threat, taking into account the
vulnerabilities and the effect of the taken countermeasures
as the difference between the amount of planned costs for
countermeasures and the total loss assessment at the de-
termined system risk level.

Security risk assessment is an important element in the
overall security risk management process, which is the
process of ensuring that the organization’s risk position
was within the acceptable limit of the senior management,
and consists of four main steps: Assessment of security
risks, testing and oversight, risk mitigation and opera-
tional security.

Risk managers and decision-making organizers use
risk assessments to determine which risks are reduced
through control and which to take or transmit.

The assessment of information security risks is the
process of identifying the vulnerable situations, threats,
the probability of their occurrence, the level of risks and
consequences related to organizational assets, as well as
the control that can mitigate these threats and their conse-
quences. It offers readers:

1) Assess the probability of threats and vulnerabilities
that are possible; 2) Calculation of an impact that may
that are possible; 3) Calculation of an impact that may
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have a threat to each asset; 4) Determination of quantita-
tive (measurable) or qualitative (described) cost of risk.

Information security risk assessment is divided into
three general stages:

1).Risk identification; 2).Riskanalysis;3).Risk Asses-
sment.

Risk assessment includes seven steps: identification of
system protection facilities; identification of the threat;
identification of vulnerability; control analysis; determi-
nation of probability; analysis of consequences; identifi-
cation of risk.

Complete risk assessment process should also include
two more steps: Recommendations for monitoring and
documentation of results.

According to the results of the risk assessment, it is
decided that the choice of means to influence the risk in
order to minimize the damage from the implementation of
threats in the future. The following methods of exposure
to risk are used.

The following methods of exposure to risk are used.
Risk reduction — reduction of possible damage or prob-
ability of adverse events. This can be achieved as this:
exclusion of risk; reducing the likelihood of risk; reduc-
tion of possible losses.

Preservation of risk (acceptance) — provides for the re-
fusal of actions aimed at compensation (without Fi-
nancing), compensation of it from the sources of the Or-
ganization (Risk fund, self-insurance Fund), or with the
involvement of external sources (subsidies, loans etc.).
The most commonly refers to threats with low damage
and low probability of occurrence.

Risk transfer — transfer of responsibility for it to third
parties (most often for remuneration) while maintaining
the existing level of risk.

2 REVIEW OF THE LITERATURE

There are two main approaches to assessing risk: qua-
litative and quantitative approaches. The third approach,
called mixed or hybrid, combines elements of qualitative
and quantitative approaches.

Quantitative assessments of the risk of information se-
curity use mathematical formulas for determining the ex-
posure factor and the expected loss of one or every threat,
as well as the probability of a threat implementation,
called the annual rate of ARO. These figures are used to
estimate the amount of resources (money) that will be lost
annually to vulnerabilities used, called the annual duration
of ALE loss. By using the received figures, the organiza-
tion can plan to monitor this risk if the countermeasure is
available and cost effective. These numbers allow for the
analysis of costs and benefits for each countermeasure
and the threat to the asset. Countermeasures that reduce
the annual duration of damages more than their annual
costs should be applied if there is sufficient resource to
use the countermeasure.

The advantages of using this approach are the ability
to quantify the consequences of incidents, analyze costs
and benefits when choosing remedies and get a more ac-
curate definition of risk.
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The disadvantages include the dependence of quantita-
tive indicators on their volume and accuracy of the mea-
surement scale, inaccuracy of results, the need to enrich
quality description, a large cost of the analysis, which re-
quires more experience and modern tools.

Qualitative risk assessments of information security
use experience, judgment and intuition, not mathematical
formulas. Qualitative risk assessment may use surveys or
questionnaires, interviews and group sessions to determi-
ne the level of threat and the annual loss duration. This
type of risk assessment is very useful when it is too dif-
ficult to attribute values to a particular risk. Qualitative
assessments of information security risks tend to be well
perceived because they involve many people at different
levels of the organization; they do not require a large nu-
mber of mathematical computing, but the results tend to
be less accurate than the results achieved by quantitative
evaluation.

The disadvantages of approach are the inability to de-
termine the probability and results, using numerical mea-
sures and approximate overall nature of the results.

It is possible to use a mixed approach to information
security risk assessments. This approach combines some
elements of both quantitative and qualitative assessments.

This approach is to assess greater credibility through
presenting difficult facts, but it also engages people inside
the organization to obtain an individual understanding.
The disadvantage of this approach is that its implementa-
tion may take longer. However, a mixed approach can
lead to better data than what these two methods can get
separately.

Information risk assessment involves the use of vario-
us technologies, documents or software tools.

The methodology for assessing information security
risks involves a sequence of actions that are necessary, as
well as a tool (software product) to assess the risks at the
enterprise.

Information risk assessment is carried out using vari-
ous technologies, documents or software. The methodol-
ogy for assessing information security risks is understood
by a systematized sequence of actions (step-by-step in-
structions) that need to be done and a tool (software prod-
uct) for risk assessment at the enterprise.

Currently, the following standards are operating in
Ukraine: ISO 27001, ISO 27002, ISO 27003, ISO 27004
and ISO 27005 [1-5].

Based on the differences in risk analysis approaches,
ways to review risk elements, functionality and other as-
sessment methods, all risks vary as follows:

1. Graphical — methods that involve visualization of
objects of analysis and processes of interaction between
them, while graphs, trees or diagrams are built, allowing
different ways to display information about the objects
studied. In most cases, these methods only allow identifi-
cation of risk elements and methods of interaction bet-
ween them.

2. Mathematical methods, which define the properties
of objects and their interaction with the help of some for-
mal languages describing the laws of functioning, changes
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of properties, etc. These methods allow not only identify-
ing elements, but also to analyze their behavior, changing
their properties and influencing on other elements.

3. Linguistic — Methods that do not involve any tools
and programs, and require only a team of person is re-
sponsible for risk analysis. At the same time, all the stages
of risk assessment, as possible, assume only oral commu-
nication between groups of persons, during which the
elements of risk are identified, the assumptions about
their behavior are made and an approximate assessment of
opportunities and losses is carried out. This class of meth-
ods is most popular and easy to use, but is not always able
to lead to an adequate assessment of the situation.

In recent years, highly intensively developed methods
of analysis and risk assessment, which are based on the
elements of Fuzzy logic. Such methods allow to change
the close tabular methods of rough assessment of risks on
a mathematical method, as well as to significantly expand
the possibilities of mathematical risk analysis methods
[6-8].

The mechanism of risk assessment through fuzzy lo-
gic in general is imagines with itself the expert system.
The knowledge base of such system will make rules that
reflect the logic of the relationship of input values of risk
factors and risk level. In the simplest case, a table des-
cribs this logic in general, which more accurately reflects
the real relationships of factors and consequences. Such
connections are formalized and described by the produ-
ction rules of the “if-something” type. In addition, the
fuzzy logic mechanism provides for the formation of fac-
tor ratings levels and their representation in the form of
fuzzy variables. The process of shaping this type of as-
sessments in general is quite complex, because it requires
a large number of sources of information, consideration of
their quality and the use of experts experience.

To determine the level of risk, it is advisable to use the
theory of fuzzy sets, which allows you to describe vague
concepts and knowledge, operate them and draw vague
conclusions. The theory of fuzzy models used to solve
problems in which inputs are unreliable and poorly forma-
lized, as in the case of the problem solved in this work. To
assess the risk, it is appropriate to use the mechanism of a
vague logical conclusion — obtaining a conclusion in the
form of a fuzzy set corresponding to the current values of
input variables, using a fuzzy knowledge base and fuzzy
operations.

There are developed models of fuzzy conclusion of
Mamdani, Sugeno, Larsen and Tsukamoto [9]. The most
commonly used in practice are Mamdani and Sugeno al-
gorithms. The main difference between them is the me-
thod of specifying the values of the output variable in the
rules constituting the knowledge base. In systems such as
Mamdani, values of input variables are given in fuzzy
volumes, in Sunio-type systems — as linear coexistence of
input variables. For tasks, which are identifications that
are more important, it is advisable to use the algorithm
Sugeno, and for tasks in which more important is the ex-
planation and justification of the decision, the Mamdani
algorithm will have an advantage.
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3 MATERIALS AND METHODS
A fuzzy plural (fuzzy set) is a set of arbitrary elements
that cannot be accurately stated whether these elements
have some distinctive properties used for fuzzy values.
Therefore, the fuzzy set A is defined as many ordered
pairs consisting of elements of X universal set X and rele-
vant degrees of belonging to the

Hat A={(X,pa(X)ixe X},

w o — is the indicator affiliation feature (or just a feature

of belonging) that takes value in the ordered plural
M = [0; 1] and indicates the degree (or level) of the ele-
ment X subset of A.

The degree of belonging 1, is a subjective measure

of , as the xeX; element, corresponds to the notion

whose meaning is formalized by A [10] fuzzy set.

Classical logic cannot work with vague concepts be-
cause all statements in formal logical systems can have
only two mutually exclusive rules: “True” with the mea-
ning of Truth “1” and “not true” with the meaning of truth
“0”.

One of the attempts to escape from the double-digit
binary logic to describe uncertainty was the introduction
of Lukasevich [11] three-digit logic with a third State
“may” with the value Truth “0.5”. By typing fuzzy sets in
the review, Zade [12] suggested summarizing the classical
binary logic based on the consideration of the infinite
number of truth-values.

In the suggested version of vague logic, the meanings
of true statements are summarized to the interval [0; 1],
that is, include both individual cases of classical binary
logic and Lukasevich’s trivial logic. This approach allows
us to consider statements with different values of truth
and to perform reasoning with uncertainty.

“Perhaps true”, “perhaps wrongly”, etc. The higher the
confidence in the truth expression, the closer the value of
the degree of truth to “1”. In the boundary cases “0”, if
there is absolute certainty in the false statement, and “1”,
if there is an absolute sure of the truth statement. The
fuzzy reflection of T: Q — [0, 1] acts on a multitude of
fuzzy statements Q = A, B, C. In this case, the value of the
Q Ae [0, 1] and is an estimate of uncertainty [10].

Like normal logic, fuzzy logic uses operations to con-
struct complex statements.

1. Logical objection — “Not A, “false as A”, the value
of truth of which: T-A=1-TA.

2. Logical Conjunction — “A and B”, who’s meaning is
truth:

TAAB=min(TA;TB). 3)

3. Logical disjunction — “A or B”, whose meaning is
truth:

TAUB=max (TATB). 4)
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4. Fuzzy momentum is “with A should B”, “if A, then
B”, whose truth-values are:

TASB=max(min(TA;TB);1-TA).

“A is equivalent to B”,
are? TA=B=min

5. Indistinct equivalence —
whose truth-values
(max(T—A;TB);max(TA; T=B)) .

In describing objects and phenomena by means of
Fuzzy sets, the concept of fuzzy and linguistic variables
[10, 13, and 14] is used.

Fuzzy variable characterized by the following ex-
pression

<a, X,C(a)>.

Fuzzy plural on X, which describes the limitations on
possible values of a fuzzy variable o, has a drawer:

Cla)={ng (X)X X}

Linguistic variable is a subjective assessment of a per-
son, which is expressed as a natural language, regarding a
specific value of a numerical variable.

Linguistic variable is called set

< X,T(X),E,G,M >. 5)

For example, the expert determines the thickness of
the manufactured product using the concepts of “low
thickness”, “average thickness” and ‘“high thickness”,
with the minimum thickness equal to 10 mm, and the ma-
ximum — 80 mm.

Formalization of this description can be carried out
with the help of the following linguistic variable (5):

We will present: X — thickness of the product; T (X) —
{*“Small thickness”, “average thickness”, ‘“high thick-
ness”’}; E —[10, 80]; G —procedure for the formation of
new term with the help of connections “i”, “or” and modi-
fiers such as “very”, “not™", "“slightly”" etc. For example:
"“Small or medium thickness”, “Very small thickness”,
etc.; M — Task Procedure X = [10, 80] fuzzy subsets,

Al

A = “large thickness”.

= “small thickness”, A, = “average thickness”,

4 EXPERIMENTS

The term-many and extended term set in the condi-
tions of an example can be characterized by the functions
of belonging (see Fig. 1-2).

Fuzzy numbers are fuzzy variables defined in the metric
axis, which is a fuzzy number A defined as fuzzy for a set of
real R numbers with function affiliation R with feature af-
filiations p A, (X) € [0,1], xis areal number, i.e. € A
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The system of Fuzzy logic conclusion is the process of
obtaining fuzzy conclusions in the necessary management
object based on fuzzy conditions or preconditions, repre-
senting information about the current state of the object.

The basis for a fuzzy logical conclusion is the indis-
tinct system, which consists of linguistic rules. Let x and y
are input and output linguistic variable; A and B are some
fuzzy sets (feature affiliations) taken from the term sets of
X and y variables, respectively.

The linguistic rule of vague conclusion “if any” looks
like: R =“xeA , then yeB”, where R “xeA” is a vague
statement, called the rule

F2

Ay Ay

1,0

0,5

0 10 80 x
Figure 1 — The accessories of fuzzy sets: “small thickness”

= A, “average thickness” = A , , “high thickness” = A ,

Condition, “yeB” is a vague statement called the

conclusion rules.

Fuzzy logical conclusion combines all basic concepts
of the theory of fuzzy sets: Functions of belonging, Lin-
guistic variables, methods of fuzzy implication, etc.

The fuzzy output system consists of five functional
blocks [9, 15 and 16].

1. Block of Phazyfication. Phazyfication (introduction
of fuzziness) is the setting of the correspondence between
the numerical value of the input variable of the fuzzy
Output system and the value of the function of belonging
to the corresponding term of the linguistic variable. At the
stage of phazyfication the value of all input variables of
the system fuzzy output, received externally with respect
to the system of fuzzy output method.

1

In case of a clear value of the input variable Xxj the

degree truth fuzzy saying “ X}e Aj le ” is determined by
the.

0 10 80 %
Figure 2 — The function of the fuzzy set “small or average

thickness” = Aj U A,

Value of the p Aj (XE ) function. When the same fuzzy
value is specified, the input variable ijl the degree of truth
of the appropriate fuzzy statement “ 711 eAilj ” in the prem-
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ise is determined based on one of the fuzzy conjunction
operations (3), e.g. operation min — conjunction Al x) =
)

min {u %] (Xj) 1 Aj (Xj) }, or the operation of algebraic
product uAlj (Xj):{uxi (Xj)*”’Aﬂ- (Xj)},VXjE Xj) For an

example of fuzziness, see Fig. 3 [16].

2. The base of the system rules of fuzzy output is in-
tended for the formal presentation of empirical knowledge
of experts in a particular subject area in the form of fuzzy
product rules. Thus, the base of fuzzy product rules of
fuzzy output system is a system of fuzzy product rules;
reflecting expert’s knowledge on methods of management
of the object in different situations, nature of its function-
ing in different conditions, etc. i.e., contains the forma-
lized human knowledge.

Depending on the number of fuzzy statements in the
prerequisites and the conclusions database of the fuzzy
product model, the structure of one of the following types
can be represented [17]:

— SISO-Structure;

— MISO-Structure;

— MIMO Structure.

3. Database. It contains definition of the belonging to
the fuzzy sets function used in fuzzy rules:

M ={p; (x})ii=Ln .

4. Decision-making unit (block of vague logical con-
clusion). Performs withdrawal operations based on exist-
ing rules: aggregation of conditions — the procedure for
determining the level of truthfulness of the rules of the
system of fuzzy conclusion. Activation of conclusions —
the procedure for determining the level of truthfulness of
the conclusions of the product rules. Accumulation — the
procedure for finding the function of belonging for each
of the original linguistic variables specified by the set of
rules [9].

5. Block of Dephazyfication. Dephazyfication in fuzzy
output systems is the process of transition from the fun-
ction of the source linguistic variable to its clear (Nume-
ric) value. The purpose of dephazyfication is to obtain
quantitative values for each output variable used by exter-
nal means in relation to the fuzzy output system using the
results of accumulating all outgoing linguistic variables
[10].

bk
sf

Ay qd & A

/ ! t‘: /
B C

Figure 3 — Examples of entering a fuzzy with the use of clear

=

values of the input variable le (A) and fuzzy value of the input

variable i} operation min-conjunct (B) and algebraic equal (C)
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Neural fuzzy networks have fuzzy values in different
components of traditional neural networks based on the
theory of fuzzy sets and fuzzy logic. Different types of
intelligent systems have their own characteristics, for ex-
ample, regarding the possibilities of learning, gene-
realization and getting results, which makes them the
most suitable for solving some classes of problems and
less suitable for others.

Neural networks are convenient for the problems of
pattern recognition, but are very inconvenient to explain
how they perform recognition. They can automatically
gain knowledge, but the process of their learning is often
slow enough, and the analysis of the trained network is
very complex (trained network is usually “black box™ for
the user). At the same time, some priori information (ex-
pert knowledge) to accelerate the learning process in the
neural network is difficult to enter.

Systems with fuzzy logic, opposite, are easy to explain
obtained with their help of conclusions, but they cannot
automatically gain knowledge for their use in mechanisms
Vive den. The need to break the universal sets into sepa-
rate areas, as a rule, limits the number of input variables
in such systems a small value.

Hayashi and Imura [18] have shown that a direct-
spread neural network can approximated any system
based on vague rules, and any direct-spread neural net-
work can be aproximized by a system based on vague
rules. In theory, systems with fuzzy logic and artificial
neural networks are similar to each other, but in practice,
they have their own advantages and shortcomings.  This
understanding has formed the basis for the creation of the
apparatus of fuzzy neural networks, in which the output is
made based on fuzzy logic, but the relevant affiliation
functions are adjusted using methods of teaching neural
networks, for example, method of reverse propagation
error. Such systems not only use a priori information, but
also can acquire new knowledge, being logically trans-
parent.

Neuro-fuzzy network is the presentation of a fuzzy
output system in the form of a neural network convenient
for learning, analyzing and using. The structure of the
neuro-fuzzy network corresponds to the main blocks of
fuzzy output systems [19, 20].

Fuzzy models and algorithms of fuzzy output on their
basis can be presented in the form of fuzzy products net-
works, in the structure of identical multilayered neural
networks with direct signal distribution (feed forward),
elements of each layer (or combination of layers), imple-
menting a separate stage of fuzzy output in a fuzzy pro-
duction model:

The first layer of neurons performs the function of in-
troducing fuzziness (phazyfication); Hidden layers disp-
lay a combination of fuzzy rules and implement the fuzzy
output algorithm; The last layer performs the function of
bringing to clarity (dephazyfication) of the original vari-
able.

At present, a large number of different architectures of
neuro-fuzzy networks are known [21, 22]:
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— Fuzzy neural systems (fuzzy neural systems): In
neural networks, fuzzy logic principles are applied to
speed up the configuration process or improve the pa-
rameters;

— Fuzzy logic is only an instrument of neural networks
and such a system cannot be interpreted in fuzzy rules,
since it represents the “black box”;

— Competing neuro-fuzzy systems (concurrent neuro-
fuzzy systems): A fuzzy system and a neural network are
working on one task without affecting each other's para-
meters;

— Parallel neuro-Fuzzy systems (cooperative neuro-
fuzzy systems): Settings executed are with the help of
neural networks, after which the fuzzy system functions
in-dependently;

— Integrated (hybrid) neuro-fuzzy systems (Integrated
neuro-fuzzy systems) — systems with close interaction of
fuzzy logic and neural networks.

ERP is understood to be the concept of a coherent so-
lution for accounting, control, planning and management
of industrial and financial resources of the enterprise. Re-
search firm Gartner Group to describe management sys-
tems that provide automation of planning, forecasting and
financial management processes, production, logistics and
marketing, accounting, product design, development of
technological processes, etc. introduced the term. ERP is
a global management standard proposed by the U.S.
Manufacturing and Reserves Management Community.

5 RESULTS

ERP-System is a corporate integrated information sys-
tem that implements the ERP concept, creating a single
information environment for automation of planning, ac-
counting, control, management and analysis of the main
business processes of the enterprise.

The purpose of the ERP-system is to integrate all de-
partments and structures of the company into a single
information and technological computer network to meet
all the needs of individual units.

The most common ERP systems are SAP, Oracle E-
Business Suite, and Microsoft Dynamics.

The term ERP-system used in the following two
meanings as:

1) information system for identification and planning
of all resources of the enterprise, which are necessary for
the sale, production, purchase and accounting in the pro-
cess of fulfillment of client orders;

2) Methodology for effective planning and manage-
ment of all resources of the enterprise, which are neces-
sary for the sale, production, procurement and accounting
when fulfilling customers orders in the spheres of produ-
ction, distribution and service provision.

The typical ERP-system ensures the following tasks:

— financial management;

— Production management;

— Managing inventory formation and distribution;

— Management implementation and marketing;

— Management of customer retention;

— Supply management;
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— Project management;

— Personnel management;

— Service management;

— Quality assurance procedures.

In addition, the ERP-systems can support electronic
data exchange with other software applications, as well as
simulate situations that are related to planning and fore-
casting.

The use of ERP-Systems has the following advantages
for the enterprise:

— Saving business in the long term by optimizing
processes;

— Reducing operating expenses due to simplified busi-
ness processes and best practices;

— Improve user collaboration;

— Reducing risk by increasing data integrity and finan-
cial control;

— Reducing management and operation costs through
single-form and integrated systems;

— Providing a unified system that reduces IT, work-
force and training costs;

— Obtaining real-time information by business;

— Facilitating the reporting and planning process with
improved data and analytics;

— Increase accountability and security by controlling
user rights.

In addition to advantages, the use of ERP-Systems has
its drawbacks:

— deploying and maintaining the ERP-system can be
very expensive;

— System deployment is a long and complicated proc-
ess;

— Deploying a system of significant changes in man-
agement,

— ERP-systems are often less complex than special-
ized software and may not be used or replaced.

The objectives and tasks of information security in
ERP-systems are as follows:

— mitigation of the risks of loss/disclosure;

— Compliance with state and intra corpo-rate standards
of information protection;

— Data integrity protection;

— Guarantee of confidentiality of company’s internal
information.

ERP-systems have a complex architecture that com-
bines various technologies, such as application servers,
databases, inter-platform software, Web server, operating
systems, ID management systems, etc. This complexity
creates additional threats in terms of information security,
which can occur in the design and development stages of
the ERP-system, and during the implementation and ope-
ration stages [24].

The typical ERP-system consists of three components,
connected through the client-server architecture (see
Fig. 4):

— DB level,

— Application level;

— View level ((assigned to the user).
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Data storage is carried out in the database (level DB),
their processing is done on the server application (applica-
tion level), and user interaction occurs through the client
application (presentation layer). The environment, which
unites all the components that are on different architec-
tural levels of the ERP, is the network infrastructure.

Level of Application DB Level
Representation Level
0w
/’ o= [ JERTEEE
. 0w
L .
Client Application DB server
Server

Figure 4 — Three level environment of ERP-systems

The three tiered client-server architecture can be de-
ployed to a multilevel system.

Thus, the main aspects of security to consider when
using the ERP-system, are:

— network security;

— Operating system security;

— DB security;

— application-level security;

— Protection of information on the client computer.

Ensuring security of information is necessary at each
of the selected levels of the ERP-system, with the choice
of information security mechanisms at the above levels
depends on the specifics of a particular project and the
risk level of each threat.

ERP systems are generally developed as large, com-
plex, homo geneous, critical applications, and are usually
developed and marketed as commercial extraordinary
software by large software vendors such as SAP, Oracle,
and Microsoft. ERP application development is theoreti-
cally based on the best industry practices, and they are
designed to meet the broad business requirements cover-
ing a wide range of industries.

The functionality provided by commercial ERP-sys-
tems is designed in such a way that it can be configured to
enable customers to incorporate their own business rules
to meet specific business or industrial requirements. Ho-
wever, even after the configuration is completed, gaps of-
ten remain between the standard functions provided and
specific requirements of the organization. Aiming to im-
prove user adoption, most ERP systems customers com-
plete the development of extensions and settings to make
sure the app better supports business processes.

As ERP systems handle and store confidential per-
sonal and commercial information relating to employees,
customers, suppliers, prospects and projects, further de-
velopment beyond the original scheme exposes the appli-
cation to increased risk of data breaches and non-com-
pliance with the rules.

Custom development tends to constitute a very small
portion of the entire application, but since they are
accessing and processing the same sensitive data as the
un-derlying program, they pose a significant security risk,
which can potentially cost an organization’s loss from a
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security breach. Extension and configuration of ERP ap-
plications is a specialized technical effort that requires,
apart from the necessary development skills, to under-
stand the architectural, functional and security model of
the program, including proposed by the manufacturer best
practices for product expansion. Here are some key as-
pects of security that enterprise developers must take into
account when using ERP-applications:

1) Access Management. ERP application access con-
trol refers to the identification and management of author-
ized users, including giving them the appropriate roles
needed to access processes and data. Access control is
crucial for protecting data against unauthorized disclosure
and change at the same time, maintaining appropriate
availability levels for authorized users for operational
purposes.

2) Database level security. At the heart of the ERP-
system is RDBMS, which manages data entry/output and
storage on the database server. The ability to customize
data objects for different users is the key to any applica-
tion and the basis for the security architecture to control
access to data. Different database platforms provide tools
for creating logical data objects that allow various users to
view and handle common business objects differently.

3) Data encryption/ Data masking. In addition to func-
tional access and data access controls, ERP data can be
encrypted to mitigate exposure risks. Encryption is the
most important tool for protecting sensitive information,
more commonly used to transmit data, ensuring privacy
and data integrity. For static data, encryption is not re-
quired for all security scenarios, but for sensitive personal
data such as credit card numbers or passwords, this is an
important tool. Data masking is a technique that is used to
protect further data when encryption is not necessary.
This allows you to move sensitive information in a way
that will not prevent ordinary operations with a database
such as maintaining reference integrity and limiting data
types. Data values change but meet the schema require-
ments, allowing extracts from a database that usually con-
tain sensitive data used for development purposes and
testing. Data masking can be done using scripts, or special
tools from developers of ERP systems.

Among the most common security problems, ERP-
system can specify the following threats:

— The delay of updates that are necessary mainly to
eliminate the vulnerabilities found in the software, and the
installation of which is vital to prevent the possibility of
using these vulnerabilities;

— Insufficient control of access rights, which, in the
wrong setting, become potential internal risks to the sys-
tem and threaten the integrity and confidentiality of in-
formation;

— Insufficient training of personnel working with the
system, especially for new employees, who do not have
deep knowledge of internal processes and errors, which
may violate the principles of business processes execu-
tion;
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— Insufficient checking of personnel having un-
impeded access to system processes and ability to change
the functionality of the ERP-system software;

— Use of unlicensed programs that can be used to-
gether with the ERP-system to achieve a single goal (for
example, support for sales data in the ERP system, but run
reports using Excel);

— Errors in implementation and configuration of the
platform (customization, incorrect credentials, open ports,
etc.) ERP system, which has many configuration files, can
also potentially compromise the functioning of the proc-
ess and data;

— Failure to comply with the regulatory norms and
regulations intended to protect confidential information
entails financial and reputational consequences.

Here is a list of common vulnerabilities of ERP-sys-
tems:

1) Complexity. ERP systems handle transactions and
implement procedures to ensure that users have different
access privileges. For example, in SAP R/3 system, there
are actually automated object objects that allow to per-
form various actions on systems. In an organization of
medium size can be created about one hundred types of
transactions, each transaction usually requires that the
smallest, two-object authorization. On the example of the
SAP system, if the company has 200 users, there are ap-
proximately 800 000 (100 * 2 * 20 * 200) methods for
configuring the security parameters of ERP-systems [25].

As complexity increases, the possibility of errors and
conflicts of authority also increases [26].

2) Specificity of the software. Software vendors regu-
larly correct the vulnerabilities because hackers track
business applications to find and use security issues: SAP
Monthly releases a hot fix, Oracle issues security fixes to
quarterly, moreover, business applications become in-
creasingly exposed to Internet or migrate to the cloud
[27].

Internal business applications close to prying eyes,
and this leads to the illusion of “safe as classified”, but in
specific business applications find trivial and extremely
dangerous security vulnerabilities that are rare in popular
products.

3) Lack of competent specialists. Most ERP system
training programs are designed to teach how to use sy-
stem capabilities and pay little attention to ERP security
and auditing [25]. The majority of companies understand
the threats of ERP systems by the security service at best
superficially [28]. Many companies do not pay proper at-
tention to the security of the ERP system. The implemen-
tation consultants tend to be concerned only by having to
deploy the system in time and invest in a pre-determined
budget. Safety issues are considered secondary. Because
of this, the security of the system turns out to be weak,
and to identify and fix safety problemsa difficult and
costly measure.

4) Lack of security auditing tools. ERP security Audit
is done manually, as various tools with ERP, packages do
not provide system security auditing tools. Manual audit
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is a complex and laborious process that increases the pos-
sibility of error [26].

5) A large number of settings. In the default, system
settings there are many parameters and subtle settings that
include the differentiation of rights for different Objects,
such as transactions and tables. In all these mass settings,
the task of securing is not easy even for a system. In addi-
tion, the customer somehow sharpens a large part of the
ERP system settings, so that there are no two identical
ERP systems. In addition, they develop their programs,
safety of which should also be taken into account in the
comprehensive assessment of the [29]. For this reason, it
is difficult to develop a consistent approach or methodol-
ogy for security audits.

We provide a list of vulnerabilities of ERP systems,
according to the level of architecture [30].

Network layer:

1. Ability to intercept and modify traffic:

— lack of data encryption — data transfer between the
client and the server client-server requests containing
critical information can be intercepted or modified,;

— password transfer in the open form.

2. Vulnerabilities in the encryption or authentication
protocol:

— ash authentication;

— XOR password encryption;

— Introduction of the use of old authentication proto-
cols;

— Non correct authentication algorithms.

3. Using a network protocol vulnerability would cause
legitimate users to be denied access so that an attack co-
uld be carried out:

— Error in RFC the YSTEM -CREATE INSTANCE
function (exploit the vulnerability allows arbitrary code);

— Error in RFC RFC_START_GUI function (exploit-
ing the vulnerability also allows arbitrary code);

— Error in RFC the RFC_START PROGRAM fu-
nction (exploit the vulnerability could allow arbitrary co-
de or learn about the RFC server configuration);

- Error in RFC the
TRUSTED SYSTEM SECURITY function (exploit the
vulnerabilities allows information about existing users
and groups on the RFC server).

Operating system level:

1) OS software vulnerabilities: Any vulnerability in
the OS used to access applications.

2) Weak OPERATING OS passwords:

— possibility of remote selection of passwords;

— Empty passwords for remote control tools such as
RAdmin and VNC.

3) Unsafe OS settings:

— NFS and SMB (data can be accessed by an
anonymous user via NFS or SMB);

— File permissions;

— The unsafe settings of the hosts (trusted hosts can be
set by servers that can easily be captured by an attacker.

Application vulnerabilities.

— All possible vulnerabilities in web applications;
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— Buffer overflow and format string in web servers
and application servers;
— Dangerous access rights.

6 DISCUSSIONS

Modern scientific directions in the field of information
protection in information systems, methods and technolo-
gies of information security risk assessment, use of fuzzi
models to solve problems of information security risk as-
sessment, as well as concepts and developments of ERP
systems and problems of their security and vulnerability.

According to the results of the survey, the proposed
factors influencing risk assessment use linguistic variables
to qualities, and determine the system of qualitative as-
sessments describe them and use fuzzy variables to assess
their.

CONCLUSIONS

The approach to information security risk assessment
of ERP systems may be further developed and lie the
basis of the development of information risk management
systems.

Ensuring security of information is necessary at each
of the selected levels of the ERP-system, with the choice
of information security mechanisms at the above levels
depends on the specifics of a particular project and the
risk level of each threat. Assessment of information se-
curity risks when using the ERP-system is necessary to
develop recommendations for reducing the level of risks,
as well as taking effective measures to ensure the infor-
mation security of the entire enterprise.
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VK 004.94

METOJHU I MOJEJII OHIHKH PU3UKIB ERP-CUCTEMHU
KoxyxiBesknii A. JI. — 1-p TexH. Hayk, npodecop, nmpodecop xadenpu indopmaniiinoi Ta xibepHernanoi 6e3nexu JlepxkaBHOTO
YHIBEpCHTETY TeleKoMyHikanii, Kuis, Ykpaina.
KoxyxiBcbka O. A. — 1-p TexH. HayK, JOLEHT kadeapu iHpopmariifHoi Ta KibepHeTHYHOT Oe3mexu Jep)kaBHOrO yHIBEPCUTETY
TenekomyHikauii, Kuis, Ykpaina.

AHOTALIA

AKTyaiabHicTb. OCKINBKA OL[iHKA PU3HKIB iH(OPMAIiifHOT O€3MeKH € CKIaJHUM 1 MOBHUM HEBHU3HAYCHOCTI MPOLIECOM, a HEBH-
3HA4YEHOCTI € OCHOBHUM (pakTOpOM, IO BIUTMBAE HAa €PEKTUBHICTH OIIHKH, JOUITGHO BUKOPHCTOBYBATH HEUITKI METOAM Ta MOJENI,
IO € aJaNTUBHUMHU IO HEYHCIOBUX AaHWX. DOpMyBaHHS HEUITKHX OLIHOK (paKTOpIB PU3HKIB HOCATH Cy0’€KTHBHHII Xapakrtep, a
OIIIHKA PU3UKY 3aJISKUTH BiJl IPAKTUYHHUX PE3yJIbTATIB, OTPIMAHUX Yy Hporieci 00poOKY PU3HKIB 3arpo3, 0 BX€ BUHUKAIN Y IIPOIie-
ci pyHKIioHyBaHHS opraHi3auii Ta JocBigy ¢axiBiiB 3 iHGopmariiHOT Ge3meKH.

MeTta po60TH — 1OCITIIKCHHS HEHPOHEUITKIX MOJEINeH, 1110 KOMOIHYIOTh METOAN HEYiTKOI JIOTIKM Ta IITYYHUX HEHPOHHHX Me-
pex i cucteM, TOOTO JIOJMHONOAIOHOTO CTUIII0 MipKyBaHb HEUITKUX CUCTEM 3 HABYAHHSM Ta MOJICIIIOBAHHSM PO3YMOBHUX SIBUII HEH-
POHHHX MEPEK.
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MeToa. Y poOOTi OIISIHYTO CydacHi HaIPsIMKH JOCIIJDKEHb B cdepi 3axucty iHdopmaii B iHpopmaniiiHux cucremax, METOIH Ta
TEXHOJIOTI] OLIIHIOBaHHS PU3HKIB iH(pOpMaIiiHOT 6e3neKkr, BAKOPUCTAHH HEUiTKHX MOJeNel IJIsl BUPILICHHS 3a1a4 OLiHKH PU3HKIB
indopmariiiHoi Ge3rexy, a TakoXK KoHLemnLiro Ta 1o0ynoBy ERP-cucrem Ta npoananizoBano npo6iaemu ix 6e3neku Ta Bpa3IMBOCTI.

PesynbraT. BuzHaueHo ¢akTopy, 110 BIUTHBAIOTh HA OLIHKY PU3HUKIB, 3alIPOIIOHOBAHO BUKOPHCTAHHS JIIHIBICTHIHUX 3MIHHUX
JUTsL 1X OIKCY Ta BUKOPUCTAHHS HEYITKHX 3MIHHHX JUISl OLIHKH iX SIKOCTEH, a TAKOXK CHCTEMH SIKICHUX ouiHOK. OOrpyHTOBaHO BHOIp
mapaMeTpiB Ui PO3POOKH CTPYKTYpU HEUITKOI MPOMYKIIHHOI MOJETi OLIHIOBaHHS PU3WKIB Ta 0a3u MpaBHI HEYITKOTO JIOTIYHOTO
BHCHOBKY.

BucnoBku. PosrisnyTo HewiTky Mojenb omiHkd pm3uky ERP-cucrem. Bubpano crmcok ¢akTopis, 10 BIUIMBAIOTH Ha PU3HUK
indopmariiiHoi Oe3nekn. Po3rmssHyTO MeToam OIHKM pHU3HKIB iHpoOpMamiiiHuX pecypciB Ta ERP-cucrem 3aranom, omiHKm
(iHaHCOBHX BTpaT BiX peaiizamii 3arpo3, BU3HAUCHHS BHY PH3UKY 3a HOr0o OLIHKOO Ul opMyBaHHS peKOMeHIalii mono ix o6-
poOku 3 Meroro miATpuMaHHs piBHS 3axucty EPII-cuctemu. PosrisiHyTHil mepelnik JIHMBICTHYHMX 3MIHHHX Mojened. BuGpano
CTPYKTYpy 0a3u JaHux HewiTkux npasui npoaykry — MICO-ctpykrypa. Po3riisiaroTecst HEUiTKi 3MiHHI MOJIEITI.

KJIFOYOBI CJIOBA: indopmariiiina O6e3reka, HedyiTka JIOrika, OLiHKa PU3HKIB, 3axuIleHHIcTh, ERB-cucTema.

YK 004.94
METOAbI U MOJAEJN OEHKH PUCKOB ERP-CUCTEMbI
KoxyxoBckmnii A. Jl. — 1-p TexH. Hayk, mpodeccop, npopeccop kadeaps! HHPOPMAIIMOHHOH Ta KHOSPHETHIECKOH 0€30ITaCHOCTH
lNocynapcrBenHoro yHusepcurera tenekommyHukanuii, Kues, Yxpauna.
KoxyxoBckast O. A. — 1-p TeXH. HayK, JIOLEHT Kadeapsl HHPOPMALMOHHON Ta KnbepHeTH4IecKoit Oe3omacHocTu ['ocy1apcTBeH-
HOT'O YHHBEpCUTETa TeleKoMMYyHHUKaluii, Kues, Ykpauna.

AHHOTAIUA

AKTyalbHOCTb. [I0CKOTBKY OIlEHKA PUCKOB MH()OPMAIMOHHOW 0€30MAaCHOCTH €CTh CIOKHBIM H ITIOJHBIM HEONPEICICHHOCTH
IIPOLIECCOM, A HEOIPEJETIEHHOCTH €CTh OCHOBHBIM (h)aKTOPOM, YTO BIHsCT Ha 3(P(EKTUBHOCTH OLICHKH, LIeJIECO00pa3HO UCIIONH30BATh
HEYEeTKUE METO/bI U MOJENH, YTO €CTh aJallTHBHBIMH JI0 HEUHCIIOBBIX JaHHBIX. DOpMUpPOBaHNE HEUSTKUX OLCHOK (DAKTOPOB PUCKOB
HMEIOT CyOBEKTHBHBIN XapakTep, a OLIEHKa PHCKOB 3aBHCUT OT NMPAKTHYECKHX PE3yJIbTaTOB, NMOJYYEHHBIX B Ipolecce 00paboTKu
PHCKOB IIOTPO3, YTO yXKE€ BOZHHUKAIHM y Hporecce (GyHKIMOHUPOBAHUS OPTraHU3aLlUH U OIBITa CHELUAINCTOB C MH(POPMAIIMOHHOM
6€30MacHOCTH.

Ilean paboThl — HcCeIOBaHNU HEMPOHEUETKUX MOJIENEH, YTO KOMOMHUPYIOT METO/IbI HEUETKOH JIOTUKH U UCKYCCTBEHHBIX HEH-
POHHBIX CeTell U CHCTEM, TO €CTh YeJIOBEKONOZOOHOTO CTHIIS MBIIUICHNI HEYETKUX CHCTEM C 00ydEeHHEM M MOIEIHPOBAHUEM YMCT-
BEHHBIX CBOMCTB HEMPOHHBIX CETEH.

Metoa. B pabote paccMOTpeHBI COBpEMEHHBIE HAIPABJICHUS NCCIENOBAaHUN B cepe 3amuTel HMHGOpPMANUH B HH(HOPMAINOH-
HBIX CHCTEMax, METOABI U TEXHOJIOTHU OIIEHHBAHMS PHCKOB MH(OPMAIMOHHONW 0€3011acCHOCTH, NCIIOIH30BAHHUS HEUETKUX Mojeleit
JUISL pEIIeHNs 3314 OIIEHKH PHCKOB MH(POPMAIMOHHON 0E30IIacHOCTH, a Takke KOHIEeNnuro 1 nocrpoenus ERP-cuctem n mpoana-
JIM3MPOBAHO NMPOOIEMbI X 0€30IaCHOCTH U ySI3BUMOCTH.

PesyabTatsl. OnpeneneHsl (HakTopbl, YTO BIUSIOT Ha OLIEHKY PUCKOB, NPEAJIOKCHO HCIOJIb30BAHUE JIMHIBUCTUYECKUX Iepe-
MEHHBIX A7 X OMHCAHUS M UCIIOIb30BAHHS HEUETKUX MEPEMEHHBIX JUIS OLIEHKH MX KauecTB, a TAKXKE CHCTEMBI KAUECTBEHHBIX OIle-
HOK. O00CHOBaH BBIOOp MapaMeTpoB Uil Pa3paboTKU CTPYKTYPHI HEUETKON NMPOAYKIHOHHOW MOZIEIH OLEHUBAHHS PUCKOB U 0a3bl
MIPaBHJI HEYETKOTO JIOTHYECKOTO 3aKIFOUCHUSL.

BsiBoasbl. PaccMoTpeHo HeueTkyro Moaens oueHkn piuckoB ERP-cucrem. BriOpano ciimcok GpakTopoB, 4TO BIUSIOT HA PUCK HH-
(opmanmoHHON 6e30macHOCTH. PaccMOTpEHbI METO/BI OLIEHKH PHCKY MH(OpMaIMoHHBIX pecypcoB U ERP-cuctem BooO1e, oreHKH
(DMHAHCOBBIX BTpPAT OT peajH3al IOTPpo3, ONPEAEIICHNE THIIA PUCKY 33 €r0 OLEHKOO IS (JOPMHUPOBAHHS PEKOMEHIAINI OTHOCUTE-
JIBHO MX 00pabOTKH JUIsl MOJIepKaHusl ypoBHs 3amuiieHHoctd ERP-cucrembr. OnperenieH CIMCOK JIMHTBUCTHYECKUX MEPEMEHHBIX
MOJIEJIH; BBIOPAHO CTPYKTYpY 0a3bl HEUSTKUX MPOAYKIMOHHBIX npaBui — MISO-cTpykTypa. PaccMoTpeHo cTpyKTypy HE4eTKO#H Mo-
nemu. OnpeeneHbl HEUETKUE EPEMEHHBIE MOEIH.

KJUIIOYEBBIE CJIOBA: undopmMannoHHas 6€30mMacHOCTb, HEUETKast JIOTMKa, OL[CHKA PUCKOB, 3aIluIieHHOCTh, ERB-cucTema.
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