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ABSTRACT

Context. In the modern world, information management systems have become widespread. This make it possible to automate the
technological processes of enterprises of various sizes. Many information management systems include wireless and autonomous
elements. Autonomy, in this case, means the ability of the system elements to function for a certain time without additional energy
supply. In this regard, such a parameter of operational reliability as the battery life of a system element becomes one of the most
important. One of the main tools for improving the reliability and fault tolerance of information management system elements — is
the use of a modern diagnostic system.

Objective. The aim of the work is to develop a method for increasing the reliability of the functioning of autonomous elements
of information management systems. It includes the creation of a model of an information management system and an algorithm for
reasonable redistribution of diagnostic functions, as well as a software implementation of the developed algorithm, which confirms
its higher reliability indicators in comparison with other algorithms.

Methods. The basic model was the Preparata-Metz-Chen model. On its basis, a new model of the system was built, including the
structural and logical description of the elements and the determination of the way of their interaction. The elements were classified
by the degree of criticality of the functions performed in the system. On the basis of the developed model and description of the
elements, an algorithm was developed for the reasonable redistribution of the diagnostic load, which made it possible to reduce the
average energy consumption of the elements and thereby improve the reliability indicators. A software implementation of the
developed algorithm was created, which allows to numerically evaluate its advantages. The developed and existing algorithms were
compared.

Results. A model of information management system has been developed. In such a system, it is proposed to use an integrated
test diagnostics system. This diagnostic system implements algorithms for redistributing the diagnostic load. To determine the
importance of the characteristics taken into account, a linear criterion was chosen, as the most studied and fastest in application. A
software model, that implements the developed algorithm and makes it possible to compare it with existing algorithms, has been
developed. A study of the software model with various parameters was carried out and, based on the results of the software
simulation, conclusions were drawn about the possibilities of improving the algorithm and directions for further scientific research
were formulated.

Conclusions. The usage of the developed algorithm makes it possible to increase such a characteristic of the reliability of the
elements of the information and control system as the mean time of failure-free operation (mean time between failures) by increasing
the operating time of autonomous elements without recharging. When carrying out software modeling of the developed and existing
algorithms, the advantages of the first were confirmed, and theoretical possibilities for its improvement were formulated.

KEYWORDS: autonomy, reliability, elements of an information management system, diagnostics, performance characteristics,
dynamic distribution algorithm, software model, built-in test diagnostics.

ABBREVIATIONS
IMS is a Information Management System;
BC is a Battery Charge;
FDD is a Fault Detection and Diagnostics;
UC is a Universal Controller;
CNN is a Convolutional Neural Network;
MLP is a Multilayer Perceptron;

N,c-1s a number of non-critical elements of the system
P, is a threshold power level,

AP, is a power cost of one diagnostic test;

At is a diagnostic interval;

t is a working time;

i is a serial number of the element;

P(?) is a charge power of the i-element at time ¢,

TDT is a Test Diagnostic Tools;
OD is a Object of diagnostic;
DA is a Diagnostic agent;

TD is a Test Diagnostics;

normalized to the range [0; 1];

CPU(t) is a CPU load of the i-element at time ¢,
normalized to the range [0; 1];

IMP“™R is a numeric importance of the element

FC is a Functional Control. characteristic;
N“k(f) is a distributed number of checks for i-
NOMENCLATURE element;

N,, is a number of critical elements of the system;
N,.cr 1s a number of middle-critical elements of the
system,;

Nog(f) is a number of operable elements at time ;
Nog(?) is a function to determine is i-element is
operable;
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OE is an integral characteristic of operable elements
number;

Njeeks 1s a number of checks;

K" is a power coefficient of the i-element;
is a CPU coefficient of the i-element;

Nepeers(t) 1s a number of possible checks at moment ¢;

® is a number of characteristics in a complex

coefficient;

N, is a number of elements in system of each type;

T is a time of the diagnostic finish.

CPU
K;

INTRODUCTION

Nowadays, IMS are widely used. They allow
corporations to automate their technological and business
processes [1]. Current trends of their effective usage
involve the use of wireless information transfer
technologies to ensure the autonomy of the system and its
elements. Autonomy is to increase the up-time of the IMS
elements without additional supply of energy.

Wireless technologies and autonomy of the elements
create additional factors of the system usage. These
factors should be taken into account for planning routine
maintenance. Because cost of the routine maintenance is
directly proportional to the number of failures of the
system elements.

For example, some fuel company has fully automated
oil rig with autonomous fire-detection sensors. So, oil rig
is commonly far away from command centre. If battery of
the element (sensor) running out 2 times a week (or other
failures), instead of one time — cost of the maintenance
becomes 2 times more then it could be. Common cost
includes the transfer cost, additional worker salary, etc.

So, improving reliability of the autonomous IMS
elements should be considered for everyone who wants to
have highly effective system and spend money efficiently.

The object of study was autonomous elements of
information management system with  wireless
communication channels.

The subject of the study is development of a method
for increasing the reliability of the functioning of
autonomous elements of information control systems,
including the creation of a model of an information
control system and an algorithm for justified
redistribution of diagnostic functions, as well as a
software implementation of the developed algorithm.

The purpose of the work is increasing reliability of
the autonomous elements of the wireless information-
management systems by increasing the operating time
without recharging. by increasing the operating time of
autonomous elements without recharging.

1 PROBLEM STATEMENT

It was found, that in an IMS system with built-in
diagnostic tools, the existing diagnostic load balancing
algorithms are unreasonable in relation to the current state
of the system elements and thus negatively affect their
reliability.
© Kleiman L. A., Freyman V. 1., 2021
DOI 10.15588/1607-3274-2021-1-16

To solve the problem of unreasonable distribution of
the diagnostic load, it was decided to develop a method
for increasing the reliability of IMS elements and a
software package that allows one to obtain a comparative
characteristic of the developed and existing algorithms.

Therefore, the main goal of the algorithm is to define
the function (1) to recalculate (redistribute) the number of
checks for each element before every diagnostic cycle.
Input parameters: the classification of the elements of the
system and their quantity (N¢,, Nucy, Nucy), the threshold
power level of the element (P,), cost for diagnostic test
(AP,), the diagnostic interval (Af). Current values of
characteristics of the elements (in current work we use
Pi(t) and CPU{(f), but number of characteristics is
expandable) and their weight coefficients (IMP“**) are
also should be used:

N**(@#)=f(N,, N, N, B(t - At),

i

CPU, (t-At),IMP“™%),i €[, N,

n

(M

i F N ]

A characteristic that will be an indicator of the
effectiveness of the developed algorithm is an integral
indicator of the number of operable elements of the
system. To calculate it, we should declare power level of
each element at time ¢ and number of operable elements
of the system at time #:

Nog (t) = f(Noy (1)),
Noe (@)= f (B, F,),
B(t)=f(B(t—An, N/ (0),AR),
1€[LN,c + Ny, ]

2

Then the goal of the developed method will be to
increase the numerical value of the resulting function over
a finite time interval, the beginning of which coincides
with the beginning of the functioning of the built-in
diagnostic system:

OE = [ (No (1))- 3)

In addition, the criterion for the effectiveness of the
developed algorithm will be a decrease in the average rate
of change in the values of the resulting function (a smooth
change in the number of workable elements). This allows
reducing the cost of the batteries replacement.

It is also an important task to determine the conditions
and boundary values of the parameters of the function, at
which the developed technique is superior to the existing
algorithms.

2 REVIEW OF THE LITERATURE
In this paper, reliability of the IMS elements is
understood as up-time of the element, when the BC is
higher than the minimum level. Minimum level of the
elements BC should be defined as system requirement.
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So, the IMS system reliability — is number of elements,
whose BC is higher than minimum level.

The load of control processors significantly affects the
discharge speed. In this regard, ensuring the reliability of
the functioning of the IMS elements [2] by increasing up-
time of the element is arises as a question.

One of the main tools to improve the reliability and
fault tolerance of IMS elements — is usage of a
progressive diagnostic system that meets modern
requirements [3]. Diagnostic systems are divided by type
into external and built-in. Each type is used in accordance
with the reliability requirements of the system. The built-
in test diagnostic system is characterized by the usage of
diagnostic tools, built into the IMS elements. The
advantages of the integrated [4] diagnostic systems
includes, for example, the following:

1. The absence of the usage of the expensive and

complicated in the deployment and administration
diagnostic system.
2. More complete and adequate diagnostic

information, characterizing a specific element of the IMS.

In this paper, the combined test diagnosis system will
be investigated. UC is responsible for the distribution of
diagnostic functions and functional control. Special tools,
built into IMS elements structure, perform test
diagnostics.

The use of built-in diagnostic tools [5] takes part of
the productivity of control modules (processors,
controllers) of IMS elements. The performance resources
of the eclements (testers), assigned to perform the
diagnostic functions, are spent on the formation of the
test, transmission and reception of data and their
subsequent processing. In order to avoid the rapid
discharge of batteries and malfunctioning, the article
proposes a methodology for redistributing diagnostic
functions between system elements. It allows reducing the
load on the most important elements of the system or
elements with a low battery charge. This will allow them
to reduce the rate of discharge of the battery [6] and
increase battery life without recharging. As a result, the
reliability of the functioning of the IMS elements
increases [7].

So, the problem noted above is quite relevant. At
various times, the staff of IPU RAN named after
V. A. Trapeznikova: ~ Vedeshenkov V. A. [8],
Aminev D. A. [9] and some others were interested in this
problem. Also, our foreign colleagues, such as Woohyun
Kim, James E. Braun (Herrick Laboratory, Purdue
University, Mechanical Engineering, West Lafayette, IN,
United States)[10], Xudong Li (National Space Science
Center, Beijing, China) [11], Barry Dowdeswell,
RoopakSinha,  Stephen = G.MacDonell  (Auckland
University of Technology, Auckland, New Zealand) [12]
also dealt with similar issues.

In particular, in [8] a method was proposed (Barsi-
Grandoni-Maestrini model) for self-diagnosis of modules

and communication lines of digital systems with
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reconfiguration. This allows stable multiple failures of a
limited number of components. The method [8] is based
on the principle of expanding domains.

In [9], existing methods of self-diagnosis were
considered. Possibility of their application in the
diagnosing a distributed radio-technical surveillance
system framework was described. An approach to
reconfiguring the system depending on the diagnostic
results is proposed.

[10] discusses an approach to the design of FDD
systems that have the potential to improve energy
efficiency while reducing maintenance costs. To achieve
this goal, virtual sensors and failure impact models are
implemented that require only inexpensive measurements
to detect the cause of failure, severely diagnose the
failure, and evaluate performance degradation.

In [11], an adaptive built-in diagnostic system is
considered. It actively uses transfer learning by
developing an integrated approach for troubleshooting
with different types of components. Two deep learning
techniques are used: CNN and MLP, to train multiple
basic models with a set of input data.

In [12], methods for detecting and diagnosing
malfunctions used in the field of control in the aerospace,
automotive and industrial fields are described. Each of
these sectors uses specific techniques to meet different
diagnostic needs. One of the most important gaps is the
problem of resource efficiency in wireless information
management systems.

Thus, it is worth noting that most of the papers on this
topic consider diagnostic errors and problems in the data
transmission channel as a reason for reconfiguring the
diagnostic system. This is undoubtedly very important,
but it is also important to take into account the current
workload and performance of the system and its elements,
because the diagnostic processes additionally load the
resources of the system elements, leading to an increase in
the likelihood of their wear and tear, failure and lower
productivity.

3 MATERIALS AND METHODS

Figure 1 shows a block diagram of the developed TDT
[13].

This system contains functional elements (devices that
directly perform the functions of the system), the
reliability of which must be increased. A control and
configuration device — UC is necessary for the
distribution of functional tasks, collection results of
execution and configuration of system elements. The
functional elements communicate with each other and the
UC via wireless information transmission channels [14].
Next, we will describe the built-in test diagnostics system.

In this system, it is assumed that each functional
element of the IMS system, depending on the
configuration, can be a test object or a tester. The
configuration of each element is set by the UC, which
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Figure 1 — Element structure of the developed test diagnostics system

also performs functional control (monitoring). The OD
implements DA — a software and hardware module that
performs the following functions:

1. Tester — formation of tests, transmission, reception
and processing of diagnostic information.

2. TD — acceptance of the test and the formation of the
response.

3. FC — receiving requests and generating a response
about its technical condition (monitoring).

Thus, having entrusted the tasks of dynamic
reconfiguration of the built-in test diagnostics system to
the UC (without spending the resources of the functional
elements (objects of diagnostics)), we will try to increase
the reliability of the IMS elements.

In the developed methodology, the diagnostic model
of the Preparate — Metz — Chen [15] was taken as the
basis, in which the model is represented in the form of a
graph whose vertices are the elements of the system and
the edges are the inter-element diagnostic connections.

This means that the edge indicates the direction of the
diagnostic tests. Also, in this model, each element is
diagnosed once, by one diagnostic element — an agent.
The novelty of the developed method consists in taking
into account the performance characteristics of the IMS
elements when distributing diagnostic functions between
these elements. Such a system consists of elements of the
same type, capable of diagnosing each other with the
same tests in terms of resources and time spent.
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You can divide the system into several blocks of the
same type. In this case, the presented model will describe
each block of the system separately, but collectively
present the same diagnostic results as if it were the same
for different types of elements.

To improve efficiency, you need to use the elements
in different ways. The number of classes can be different
(number of characteristics, number of elements). Features
of the developed model

1. All elements must be divided into 3 classes:

a. Critical — those elements that are entrusted with the
most important and costly operations in the system, they
must be diagnosed in the first place, and not used as a
diagnostic tool.

b. Medium criticality — elements that are both
diagnosed and are diagnosed. Half of this set of elements
diagnoses at a certain point in time, when the remaining is
diagnosed.

c. Non critical — they are constantly used as diagnostic
elements. Least loaded system elements.

2. The UC covers the energy and computational costs
of the reconfiguration of diagnostics. That is why, this
process does not consume the power of diagnostic and
diagnosed elements.

3. Input: At, Noy, Nicrs Nucrs P

4. At the first stage of the development of the
algorithm, we will take AP; as a constant, but in a real
situation — the value is a variable that depends on other
parameters.
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Figure 2 — Example of diagnosis graph for described algorithm at time moments ¢ u #+Az. N — non-critical elements, M —
medium-critically elements, C — critical elements

On the Fig. 2 we see an example of reconfiguration of
the purpose of diagnostic functions of a system consisting
of 2 critical elements, 2 elements of medium criticality
and 2 non critical elements. At the moment ¢, the
numerical value of the performance of each element (the
calculation is performed by the UC, it collects statistics
before each cycle of test diagnostics) made it possible to
determine the next diagnostic graph for the system (left
graph in Fig. 1). It shows that it is imperative to diagnose
critical elements, and at time ¢ with minimal costs,
elements 1, 5, 6 will cope with this. At the next time
moment ¢ + At, the performance indicators of the elements
changed, as well as the numerical estimate, which allowed
the UC to redistribute the diagnostic functions.

Let’s present an analytical model of the built-in
diagnostic system reconfiguration algorithm.

To develop a reconfiguration algorithm, we introduce
a model for quantitative assessment of the parameters of
the method:

1. Nipeets- This value characterize the number of
needed checks in this time interval:

N .
Nc'hecks = Ncr + (NmCr - \‘%J) (4)

2. The maximum number of checks for which the
resources of each element in the sum are enough:

Ny
M’Z:/Q H= ZNI ®,
i=1

NW:NnCr+|‘%J’ (5)
_| BO-F,
N"(”{ I J

3. Now we introduce the performance characteristics
of each element. We use the dependence from only one
characteristic, the expansion will be performed later in
this article:

K" (0)=R(). (6)
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4. Number of checks for each element:
K;POW (DX N i ()
B T (7)
Zi:I KiPOW ( t)

where N (f) will be equal (4) or (5) depending on the
conditions described below.

Thus, all the quantities necessary for the development
of the reconfiguration algorithm are determined.

Due to the development of wireless technologies [2],
autonomous IMS elements have become widespread.
Examples of autonomous IMS elements can be
(autonomous TP-Link TL-MR3040 routers), energy
autonomous products from CISCO (Cisco Aironet 1240),
autonomous sensors for monitoring leaks and fire safety
in oil fields (Lukoil). It is also relevant for mobile devices
and AD-HOC networks [16], since they certainly have an
autonomous power supply of the elements [17].

For various information and control systems, the
performance characteristics of its elements may be
different [18]. Thus, one of the requirements for the
developed algorithm is scalability in number of
characteristics, which affect the performance of elements.

As you know, a decrease in the battery charge level
leads to a malfunction of the elements, which leads to a
decrease in such a reliability indicator as mean time
between failures. Most modern cells have built-in
diagnostics that take up part of the performance of
processor devices and, accordingly, accelerate battery
discharge. Thus, with redistributing the load of elements
with diagnostic functions, it is possible to selectively
reduce the discharge rate and increase the reliability
indicators of the IMS elements.

A new algorithm for reconfiguring the built-in
subsystem of test diagnostics has been developed to
perform the main functions of the UC. As a first
approximation, we consider one  performance
characteristic and take AP, = const.

Algorithm diagram is shown on the Fig. 3.

]vivhezflc ( t)
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Figure 3 — Scheme of the developed reconfiguration algorithm

1. The first step of the reconfiguration algorithm is to
calculate the number of checks that will fall on each
diagnostic element at time t with an interval of A¢. Let us
calculate the total number of checks for each moment of
time t according to the (4).

2. The second step is to determine the possible number
of checks at a given time, depending on the current
battery charge. This number does not depend on the
number of characteristics that must be taken into account
in the distribution of diagnostic functions. We make the
calculation using the (5). If, Ny(¢) <0, then the element is
removed from the category of diagnostics with the
corresponding notification of AST. Also, if:

Nma.\'

checks

Nmm'

checks

(0 <Npeats » then N jeas () = ®.

In this case, a notification is sent that not all necessary
checks will be performed at the current time. The
necessary action in this case is to replace the batteries.
And if:

N(EY™

checks

<2XN s>
then a notification is sent that the current check is the last
full check (that is, all tests will be carried out) and the
next one will be incomplete.

So, if two first conditions are false, then:

Njeats 0= Nt -

3. The next step is to distribute the diagnostic load
depending on the performance characteristics of the cells,
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and in this case — the current battery charge. For this, we
introduce the required coefficient according to the
formula (6). Thus, the number of checks per element is
calculated by the formula (7).

4. The last step of the algorithm is to round the
number of checks to an integer in such a way that the
number of checks for an element with a large current
charge is rounded up, and for a smaller one, accordingly,
down.

5. Carrying out diagnostics according to the performed
reconfiguration, sending the results to the UC. Waiting for
the end of the diagnostic interval. Go to step 1.

The input data of the algorithm are set at the stage of
creating a system based on the class of tasks solved by the
system and the necessary requirements for the reliability
of the system.

Now, the method of the expansion of the number of
considered characteristics will be presented.

In step 3 of the algorithm, the distribution coefficient
of checks by the current level of battery charge was
presented. To take into account additional parameters, a
complex coefficient is required. This coefficient is
proposed to be calculated according to the following
algorithm.

Let us add one more characteristic of the IMS
element — the processor load at the current time. High
processor utilization leads to decreased performance,
slower performance and faster battery drain. This
dependence is because with a high processor load, the
diagnostic test execution time will increase, which will
undoubtedly lead to an increase in battery consumption.
Therefore, a reasonable distribution of diagnostic tasks
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between various elements can increase the battery life of
an element, as well as improve performance and
reliability indicators.

An example of a common specification is processor
frequency. As a particular characteristic, one can suggest,
for example, the distance of signal transmission between
the elements of the system. Here is an example of a
modified calculation of clause 3 of the algorithm:

K™ =1-CPU,,CPU, €[0;1].

The difference is necessary to take into account the
requirements for improving the characteristics, because
the more the processor is loaded, then the worse the
conditions for this element to diagnose. For 2
characteristics under consideration, the complex
coefficient will looks like:

K, = IMPY x K™Y + IMP™" x K",
N(HAR

z IMRCHAR =1.

i=1

To numerically determine the importance of
characteristics, several approaches can be used. For
example:

1. Mathematical (average, weighted average).

2. The theory of the importance of criteria by
Podinovsky [19]

3. Coefficient of concordance (consistency of expert
judgment)

4. Fuzzy logic.

For this algorithm, it is advisable to use the average
approach to determine the weight coefficients. Its
advantages are ease of use, clarity of the distribution of
importance characteristics, a large number of algorithms
in which it is already used [20]. If necessary, the method
can be changed.

Development of a software model in which the
developed diagnostic load distribution algorithm is
implemented.

In order to check the correctness of the developed
algorithm, a software was developed that simulates the
operation of the developed algorithm and shows a

Input
Number of critical elements

3 |

Number of middle-critical elements

3 |

Number of non-critical elements

> |

Test power cost

[0 |
Threshold power level

[0 |

Diagnosis interval

[ |

comparison with other algorithms, when the entire
diagnostic load is assigned to one element until its failure.
Let us call this algorithm “1 — all”. There are two types:
simple and modified. Simple’s gist is, briefly, that one
item is assigned as a tester until it fails. Then the next
element takes over its responsibilities and works until it
fails. Modified algorithm reassign the tester before each
diagnostic cycle. Program was written in Javascript (for
cross-platform) using the EmberJS framework [21].

Below are the results of the algorithm. When entering
input parameters, the program generates the entered
number of elements, assigning them random initial values
of the battery charge and processor load. From this
starting point, the algorithms being compared operate. An
example of the generated initial state is shown in Fig. 4.

In the figure, on the left side, we see a panel for
entering the system parameters, necessary for the
developed algorithm to work. On the right, we see the
visualization of the generated elements of the information
system according to the entered parameters. Inside each
element there are 2 columns — the left one is responsible
for the charge level of the element, the right one is for the
current CPU load. Before each diagnostic cycle, the CPU
value is randomly generated again, the battery power
value is reduced depending on the number of diagnostic
tests performed. Functions to calculate the needed values
(2, 3) to estimate the effectiveness of the developed
algorithm are presented in program, so:

Nocy PNy

NOE(t) = z N;)E(t):

. [LR®>P,

N (1) = ,
0.P()<P,

P(1)= B(t= A~ (N (1) x AP)

®)

The result of the program’s work (Fig. 5) is a graph
that demonstrates the calculated by formula (8) number of
operable elements. The OF characteristic will be
calculated like:

OF = j N, (1)dt. )

Computation

Critical

ﬂ i

Middle-critical

54

Non-critical

i

Figure 4 — Example of initial state in developed software

© Kleiman L. A., Freyman V. 1., 2021
DOI 10.15588/1607-3274-2021-1-16

164



e-ISSN 1607-3274 Panioenexkrponika, iHpopmartuka, ynpasiinas. 2021. Ne 1
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2021. Ne 1

I Feconfiguration I 1 = all (modified 1-=all

200

140

100

Number of operable elements (pes.)

40

4 EXPERIMENTS

We will take 3 system types with different number of
elements: 20, 100, 500. It means that the first system will
have 20 critical, 20 middle-critical and 20 non-critical
elements, second will have 100 critical, 100 middle-
critical and 100 non-critical elements, etc. And we will
take 2 different AP values to see, how the complexity of
the test (resource needed) affects algorithms efficiency.

Let us analyze graphs. We must visually pay attention
to the value of the area under the graph (OFE) and
smoothness in function value decrease. Numerically OF
can be calculated by (9), but here we can visually analyze
this value as area under the graph. On Fig. 6 and Fig. 9 we
can see, that in system with low number of elements,
developed method works less efficiently then the
modified “1 — all” method. However, at the same time
we can see that it has the smoothest decline between all
methods. It means that elements battery discharge is
flowing. This type of discharge is the best way to extend
battery and increase the element reliability.
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t (hours)
Figure 5 — Example of computation results

We can see, that increasing the number of elements
leads developed algorithm to work more efficient.
Number of operable elements on Fig. 7, Fig. 8, Fig. 10,
Fig. 11 is more than in other methods. So we can
conclude, that if systems have a lot of elements, it’s better
to use developed algorithm.

At the same time, we can see the intersection of
graphs and method “1 — all” becomes more efficient,
when batteries charge is low. We can conclude that in
further researches the combined algorithm can be
invented. We can take the best from both algorithms and
create an algorithm, which will choose the most effective
method in current time and situation.

The efficiency become a little bit higher with the AP
cost increasing. We can see, that the difference between
operable elements on Fig. 8 is less than in Fig. 11. It
means that the algorithm works well in highly loaded
systems.
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Figure 8 — Experiment graph, AP=1% and N,=500pcs.
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5 RESULTS

As a result of the theoretical studies, an IMS model
has been developed, to improve the reliability indicators
of which it is proposed to use an integrated test
diagnostics system. Methods to define the criteria weight
were presented. One of them was chosen in the developed
model and reasons of it are also presented. A
mathematical model has been created for calculating the
main indicators of the functioning of the IMS elements.
An algorithm for redistribution of the diagnostic load has
been developed, which uses the results of calculations
according to the proposed model and allows increasing
the performance indicators of the system elements.

A software model has been developed that implements
the developed algorithm and allows it to be compared
with existing algorithms. A study of a software model
with various parameters was carried out and, based on the
results of software modeling conclusions were drawn
about the possibilities of improving the algorithm, and
directions for further scientific research were formulated.

6 DISCUSSION

The several existing algorithms where chosen for the
experiments. Experiments showed some advantages and
disadvantages of the developed algorithms as well as
advantages and disadvantages of the other algorithms. It
helps to understand the best conditions for algorithm
usage and improvement possibilities. Combination of best
results can help to update the developed algorithm to
make it more efficient in other conditions.

Therefore, the best conditions to use the developed
algorithm are when the number of elements is higher than
100 (of each type). With an increase in number of
elements, we can see an increase in number of operable
elements. In system with 100 elements of each type the
average increase in the number of work items is 6%
compared to modified «1 — all» algorithm and 35%
compared to «1 — all» . In system with 500 elements —
7% and 45% resp. Also, with the increase in test power
cost, the developed algorithm increases the number of
operable elements by 2%, meanwhile other algorithms
don’t show the same result. It shows, that algorithm also
works well in systems with high loaded elements.

These results can help to increase the IMS system
elements reliability. Smooth and slow discharge of the
elements battery and CPU level as a reconfiguration
reason can help to extend the life of the battery and
functional parts of the elements, which also saves money
for routine maintenance.

CONCLUSIONS

This article presents a developed methodology for
increasing the reliability of IMS elements using built-in
diagnostic tools. The characteristics of the IMS elements
(processor load and battery discharge rate) were analyzed,
which significantly affect the reliability of their operation.
It is shown that the means of test diagnostics tools (TDT)
also affect the indicated parameters, but, to reduce their
negative influence, a technique for their reconfiguration is
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proposed in the work. It lies on reasonable
reconfiguration of the objects of the built-in test
diagnostics subsystem based on taking into account the
performance factors (processor load) and energy
efficiency (battery discharge rate). The developed
methodology is scalable in number of characteristics.

The scientific novelty of the results is: developed
diagnostic model of the built-in diagnostic system and
algorithm for its reasonable reconfiguration. Also, to
confirm theoretical assumptions, a software simulation
program was developed. It makes possible to qualitatively
and numerically evaluate the advantages of the developed
algorithm.

The practical significance of the results of the work
lies in the improving the reliability of autonomous
elements of the IMS. Increasing the number of operable
elements in the current moment of time will help to
reduce costs of the element’s service and usage.

Prospects for further research are expected in the
development of algorithmic and software tools for full
simulating. It’s also expected to improve the method of
calculation of the AP value. It’s important, because its
value is not constant, it’s value should be calculated as
two variable function, depends on current processor load
and current charge level of the element. Also, it’s
interesting to combine the best results of several
algorithms and update the developed one.
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HIABUAILIEHHS HAAIMHOCTI ®YHKIIOHYBAHHA EJEMEHTIB IH®OOPMAIIMHO-KEPYIOUUX CUCTEM 3
BUKOPUCTAHHSM BBYJJOBAHHUX 3ACOBIB JIATHOCTUKHA
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®peiiman B. 1. — noxrop TexHiYHMX Hayk, mpodecop kadenpn «ABToMaThKa i TeneMmexaHika», [lepMcbkuil aepaBHHI
TexHiYHHUi yHiBepcuTter, M. [lepm, Pocist.

AHOTAIIS

AKTyalIbHiCTB. Y Cy4YacHOMY CBITi MIMPOKOrO MOUIMPEHHs HaOynu iH(OpMalifHO-Kepylo4i CHCTEMH, SIKi 03BOJISIOTH
aBTOMAaTH3yBaTH TEXHOJIOTIYHI MPOLECH MiANPUEMCTB Pi3HUX MaciuTabiB. barato indopmarniiiHo-kepyrounx cucteM (IKC) marots y
CBOEMY CKJTafi 6e3pOTOBI i aBTOHOMHI eJleMeHTH. [1i1 aBTOHOMHICTIO, y TaHOMY BHIIAJKY, MAETHCS HA yBa3i MOMIIUBICTD CIIEMEHTIB
cucteM (pyHKIIOHYBaTH MEBHHH dYac 0Oe€3 JOJATKOBOTO MiABEACHHS €Heprii. Y 3B’SA3Ky 3 IIMM, TaKWd MapaMeTp HaaiifHOCTi
(YHKIIOHYBaHHS, K 9aC aBTOHOMHOI poOOTH €IeMeHTa CHCTEMH, CTa€ OJHUM 3 HaWBaknuBimuX. OIHUM 3 OCHOBHUX IHCTPYMEHTIB
IiABUIIEHHST HaJIHHOCTI 1 BimMoBocTilikocTi enemMeHTiB IKC € BUKOpHCTaHHS Cy4acHOi CHCTEMH JiarHOCTYBaHHSI.

Meta poGorn. Metoio poboTé € po3poOka METOAy WiIBHINEHHS HAIIHHOCTI (YHKIIOHYBaHHS aBTOHOMHHX €JIEMCEHTIB
iH(opMaIiiHO-KepyIOUHX CHCTEM, B TOMY YHCIIi CTBOPEHHS MOJIei iHpopMaIiiHO-Kepyro4Y0i CHCTEMH 1 aJITOPUTMY OOIPYHTOBAHOTO
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NIepepo3NOALTY TiarHOCTHYHUX (YHKIIIH, a TakoX MporpaMHa peajizalis po3poOJICHOr0 alropUTMY, IO MiATBEPIPKYE HOTo OLIBII
BHUCOKI NOKa3HUKH JJOCTOBIPHOCTI NOPIBHSHO 3 IHIIUMH aJITOPUTMaMHU.

Metonu. bazororo monmemto Oyna obpana monenb I[lpemapata-Mertiia-Uena. Ha 11 ocHOBI Oyia moOynoBaHa HOBa MOJCTb
CHCTeMH, 1[0 BKJIfOYa€ B ceOc CTPYKTYPHO-JOTIYHHI OMHC €IEMEHTIB i BH3HAa4YeHHs crocoOy ix B3aemonil. Byma mpoBenena
kiacuikallis elTeMeHTIB 3a CTyleHeM KPUTHYHOCTI BUKOHYBaHUX y cuctemi QyHkiiid. Ha ocHOBI po3pobieHoi mMozerni Ta omucy
€JIeMeHTIB OyB pPO3poOJICHUIT anropuT™M OOTPYHTOBAHOTO MEPEPO3MOALTY AiarHOCTUYHOTO HABAHTAKEHHS, IO TO3BOJIMIO 3HU3UTH
CepeliHE CHEProCHOXHMBAaHHS EJEeMEHTIB 1 3a PaxyHOK HBOTO IMOJNINIINTH TMOKAa3HWKM HaniitHocti. Byma cTBopeHa mporpamua
peaitizariist po3po0IICHOr0 alIroOpUTMY, IO J03BOJISIE YHCEIHLHO OLIHUTHU HOro nepesary. Byno npoBeieHO HOPiBHSIHHS PO3POOIICHOTO
1 ICHYI0UOTO aNrOpUTMIB.

PesyabTatn. Pospobneno monens IKC, s mifgBUINEHHS IOKa3HUKIB HAIIHOCTI SIKOT IPONOHYETHCS BUKOPHCTOBYBATH
{HTErpOBaHy CHCTEMYy TECTOBOI AIarHOCTUKH. JIJIs BH3HAYCHHS BAKJIMBOCTI BPaxOBAaHMX XapaKTEPHCTUK OyB oOpaHHil JiHIMHHI
KpUTEpiil K JOCTaTHIH Ul BHUpIIICHHA MNOCTAaBICHUX 3aBAaHb. CTBOPEHO MaTEeMaTHYHY MOJENIb IS PO3PAXyHKY OCHOBHHX
noka3HukiB (¢yHkuionyBanHs enemeHTiB IKC. Po3po0ieHo anroput™ Iepepo3nonily JiarHOCTHYHOTO HaBaHTAXKEHHS, SIKi
BUKOPHCTOBYIOTh PE3yJIbTATH PO3PAaXyHKIB 32 3alPOIOHOBAHOI0 MOJIENIO 1 JO3BOJSIOTH MiJBUIMTH IOKA3HUKH IPalEe3JaTHOCTI
€JIEMEHTIB cHcTeMH. Po3pobieHa mporpamMHa MOIENb, IO pealizye po3poOieHHH alropuTM i J03BOJSE TOPIBHIOBATH HOTO 3
ICHYIOUMMH aJIrOpPUTMaMU. Byiio NpOBEAEHO MOCHIKCHHS MOJETi MPOrpaMHOro 3a0e3leueHHs 3 Pi3HUMH HapaMeTpamu i 3a
pe3yJIbTaTaMi MOJCJIIOBaHHS HPOrpaMHOro 3abesnedeHHs Oyiid 3po0JieHI BUCHOBKH PO MOMKIHMBOCTI IOKPAILCHHS AITOPUTMY,
copMybOBaHi HAPSIMKH TTOJAJBIINX HAYKOBUX JAOCIiIKCHb.

BucHoBKH. 3acTOCYBaHHS PO3pOOJICHOTO AITOPUTMY J03BOJISIE MiIBUIUTH TaKy XapaKTepUCTUKY HaaiitHocTi enemeHTiB IKC, sk
cepenHiii yac 6e3BiAMOBHOI POOOTH (CepelHE HAMpalOBaHHS HA BiIMOBY) 32 paxyHOK 30ilbIICHHS 4acy pOOOTH aBTOHOMHHX
elieMeHTiB 0e3 mim3apsakd. [Ipu mpoBedeHHI HPOrPaMHOrO MOJCIIOBAHHS pPO3pPOOJICHOrO 1 ICHYIOYOTO airOpUTMIB OyiiH
MiATBEPHKEHI IEPEBary Mepuioro, a Takok chopMyIbOBaHI TEOPETHYHI MOMKIIUBOCTI IS HOTO MOJIMIICHHS.

KJIFOYOBI CJIOBA: aBTOHOMHICTb, Halil{HICTh, €JIEMEHTH iHPOPMAIIIfTHO-KEPYIOUO0i CHCTEMH, TIarHOCTHKA, XapaKTEPUCTHKH
MPOAYKTHBHOCTI, aJITOPUTM JTHHAMIYHOIO PO3MOALTY, TPOrpaMHa MOJIe)Ib, BOYJOBaHA CHCTEMa TECTOBOTO JiarHOCTYBaHHSI.

VK 621.391:004.052
HOBBIINEHUE HAJEXKHOCTHU ®YHKIHIUOHUPOBAHUSA 9JIEMEHTOB UHO®OOPMAIIMOHHO-
YHPABJISIOIIUX CUCTEM C HCITIOJIb3OBAHUEM BCTPOEHHBIX CPEJACTB JUAT'HOCTUKHU
Kuneiiman JI. A. — acmupanT kadeapbl «ABTOMAaTHKa M TeleMeXaHHKa», [IepMCKHil HAIlMOHAJIBHBIA HCCIIEIOBATEIbCKHUI
MOJINTEXHUYECKUH yHUBEPCUTET, I. Ilepmb, Poccust.
®peiiman B. U. — 1oKTOp TEXHUYECKUX HAYK, podeccop kadeapsl «ABTOMATHKA U TelleMEeXaHUKay, [lepMCKUil HallMOHATBEHBIN
KCCIIEI0BATENIbCKUM MOIUTEXHUUECKUH YHUBEpCHUTET, T. IlepMs, Poccust.

AHHOTALUA

AKTyaJIbHOCTb. B COBpeMEHHOM MHpe HIMPOKOE PACHPOCTPAHEHUE IMOIYYMIIM HH(POPMALMOHHO-YIPABILIIONINE CHCTEMBI,
KOTOpbl€ MO3BOJIIIOT aBTOMATH3MPOBaTh TEXHOJOTMYECKHE IIPOLECChl MpEeNpHsITUil pa3nuuHblx MacmitaboB. MHorue
UH(OPMAIIMOHHO-YIPABIIAIOIIME CHCTEMBI HUMEIOT B CBOEM COCTaBE OECIIPOBOJIHBIC U ABTOHOMHBIC 3JIEMEHTHL. 1101 aBTOHOMHOCTbIO,
B JJAHHOM Clly4ae, IIOHUMAeTCsl BO3MOXKHOCTb 3JIEMEHTOB CHCTEMbI (pyHKIIMOHUPOBAThH ONPEACNICHHOE BpeMs 0e3 JIONOIHUTEIBHOTO
MOZBOJIA SHEPrHU. B CBs3M ¢ 3THM, Takoil mapaMeTp HaASKHOCTH (DYHKIIMOHHPOBAHUS KaK BPeMsI aBTOHOMHOIT pabOTHI dlieMeHTa
CHCTEMBI CTAHOBHTCSI OTHUM U3 BaxkHeHmmX. OJJHUM M3 OCHOBHBIX HHCTPYMEHTOB MTOBBIIICHHST HAAEKHOCTH U OTKA30yCTOIYMBOCTH
anemenToB MY C sABseTCs HCIOIb30BAHUE COBPEMEHHOM CUCTEMBI JUAaTHOCTUPOBAHMUS.

Heapr padotel. Llensio paboTsl siBisieTcs pa3paboTKa METOAA IOBBINICHHS HAIEKHOCTH (PYyHKIMOHHPOBAHMS ABTOHOMHBIX
9JIEMEHTOB MH(OPMAIIMOHHO-YIIPABJISAIOIINX CHCTEM, B TOM YHCIM CO3JaHHe MOJEIH MH()OPMALMOHHO-YIPABIISIONEH CHCTEMBI U
anropuTMa 000CHOBAaHHOTO TI€pEepacIpesieNieHNs] THarHOCTHYECKUX (QYHKIMH, a Takke IMporpaMMHas peaiau3anus pa3paboTaHHOTO
aJTOpUTMa, MOATBEPXKIAIOIIAs €ro OoJiee BHICOKHE MOKa3aTeI! JOCTOBEPHOCTH 110 CPAaBHEHHUIO C APYTUMH alrOpPUTMAaMHU.

MeTtoabl. bazoBoii monensio Oblta BelOpana Monens Ilpenmapara-Merna-Uena. Ha ee ocHOBe Obl1a OCTpOeHa HOBas MOJEINb
CHCTEMBI, BKIIIOYAIONIas B ce0s CTPYKTYPHO-JIOTHIECKOE OIIMCAHNE HIIEMEHTOB M ONpEAeNeHne crocoba X B3anMozeicTBus. beima
MIPOBEIEHA KITACCH(UKAINSA ITEMEHTOB 10 CTENEHH KPUTHYHOCTH BBINOIHAEMBIX B cucTeMe ¢yHknumil. Ha ocHoBe paspaboranHoit
MOJIETM M OIMCAHUS 3JIEMEHTOB OBUT pa3paboTaH aJrOpUTM OOOCHOBAHHOTO IepepaclpeeleH s AUarHOCTHYECKON Harpy3KH, 94TO
TI03BOJIMJIO CHHU3HTH CPEIHEE SHEPronoTpeOiIeHne JIEMEHTOB U 3a CUEeT 3TOTrO YIIYUIIHTH MOKa3aTeNd HaJeKHOCTH. bruta co3nana
HporpaMMHasl peajin3alus pa3paboTaHHOro aJrOPUTMA, MO3BOJIIOIIAS YMCICHHO OLICHUTh €ro HmpeuMyliecTBa. bpuio mposeneHo
CpaBHEHHE pa3pabOTaHHOT'O U CYLIECTBYIOLIETO aJrOpHTMOB.

PesyabTatel. Pa3paborana momens MYC, mis moBBIIICHUS MOKa3aTenell HaJe)KHOCTH KOTOPOW MpeliaraeTcsi UCIOJIb30BaTh
HMHTETPUPOBAHHYIO CHCTEMY TECTOBOW IHArHOCTUKHU. [yt ompeneneHMs: Ba)KHOCTH YUYMTHIBAEMBIX XapaKTEPUCTHK ObUI BHIOpaH
JUHEHHBI KPUTEpHIl KaK JOCTAaTOYHBIA JUIA DEIICHUs IMOCTaBICHHBIX 3a7ad. Co3maHa MaTeMaTHduecKass MOJENb MUl pacdera
OCHOBHBIX TIIOKa3arenell (QyHKIMoHHpoBaHUs 37aeMeHToB MYC. PaspaGoran anroput™m mnepepacnpenesieHus IHarHOCTHYECKON
HArpy3Kd, KOTOpBIC MCIONB3YIOT pe3yabTaTbl pPAacueTOB IO IMPEUIOKEHHOM MOJEIM M IO3BOSIOT IOBBICUTH IIOKAa3aTeNld
paboTOCIIOCOOHOCTH JIEMEHTOB cHUCTeMEL. PaspaboraHa mporpaMMHasi MOJENb, pealn3ylomas pa3paboTaHHBIA alropuT™M M
MO3BOJISIIONIAs CPAaBHMBATh €r0 C CYMIECTBYIOIIMMHU alropuTMaMu. BBUIO TpOBENEHO HCCIIEN0OBAaHME MOJEIM IPOrPaMMHOIO
obecriedeH s C pa3IMYHBIMU ITapaMeTpaMy | 110 pe3yJibTaTaM MOJIeINPOBaHHs IIPOrPaMMHOT0 oOectiedeH st ObUIH ClIeNIaHbl BHIBOBI
0 BO3MOXHOCTSIX yJTy4II€HHs aITOpUTMa, CHOPMyTHPOBaHbI HANPABIECHHS AANbHEHIINX HAYYHBIX UCCIEIOBAHHUMN.

BeiBoabl. IIpumeHenne pa3paboTaHHOIO anropuTMa IO3BOJISIET MOBBICHTH TAKYI0 XapaKTEPHCTHKY HAJEKHOCTH DIIEMEHTOB
MH(POPMAIIMOHHO-YTIPABIISIOMIEH CHCTEMBI, KaK CpeaHee BpeMsl 0e30TKa3HOW paboTel (cpemHss HapaOOTKa Ha OTKa3) 3a CYET
YBEIMYEHHSI BpeMEHH pabOTHl aBTOHOMHBIX JJIEMEHTOB Oe3 moj3apsiaku. IIpym mpoBemeHHMH IPOrpaMMHOTO MOAEIHPOBAHUS
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pa3pabOTaHHOTO M CYIIECTBYIOIIETO aJIrOPUTMOB OBUIM IOATBEPKACHBI NPEUMYIIECTBAa IEPBOTO, a Takke CHOPMYIHPOBAHBI
TEOPETUYECKUE BO3MOXKHOCTH VISl €r0 YIydIIeHUs.
KJ/JIIOUEBBIE CJIOBA: aBTOHOMHOCTbB, HAJIeKHOCTb, 3JIEMEHTHI MH(OPMAIMOHHO-YIIPABIISIONICH CHUCTEMBI, JHAarHOCTHKA,
XapaKTEPHCTUKU TPOM3BOAUTENLHOCTH, AITOPUTM JHUHAMUYECKOTO PACMpeeieHHs, IPorpaMMHas MOAENb, BCTPOSHHAs CHCTEMa
TECTOBOTO TUArHOCTUPOBAHMSI.
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