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ABSTRACT

Context. Modular exponentiation is an important operation in many applications that requires a large number of calculations Fast
computations of the modular exponentiation are extremely necessary for efficient computations in theoretical-numerical transforms,
for provide high crypto capability of information data and in many other applications.

Objective — the runtime analysis of software functions for computation of modular exponentiation of the developed program that
uses the precomputation of redused set of residuals for fixed-base.

Method. Modular exponentiation is implemented using of the development of the right-to-left binary exponentiation method for
a fixed basis with precomputation of redused set of residuals. To efficient compute the modular exponentiation over big numbers, the
property of a periodicity for the sequence of residuals of a fixed base with exponents equal to an integer power of two is used.

Results. Comparison of the runtimes of five variants of functions for computing the modular exponentiation is performed. In the
algorithm with precomputation of redused set of residuals for fixed-base provide faster computation of modular exponentiation for
values larger than 1K binary digits compared to the functions of modular exponentiation of the MPIR and Crypto++ libraries. The
MPIR library with an integer data type with the number of binary digits from 256 to 2048 bits is used to develop an algorithm for
computing the modular exponentiation.

Conclusions. In the work has been considered and analysed the developed software implementation of the computation of
modular exponentiation on universal computer systems. One of the ways to implement the speedup of computing modular
exponentiation is developing algorithms that can use the precomputation of redused set of residuals for fixed-base. The software
implementation of modular exponentiation with increasing from 1K the number of binary digit of exponent shows an improvement of

computation time with comparison with the functions of modular exponentiation of the MPIR and Crypto++ libraries.
KEYWORDS: modular exponentiation, big numbers, exponentiation algorithm, fixed-base exponentiation, residual set.

ABBREVIATIONS
GMP is a GNU Multiple Precision Arithmetic library;
ME is a modular exponentiation;
MPIR is a Multiple Precision Integers and Rationals
library.

NOMENCLATURE
A is a base integer value;
b is a binary representation of the exponent x;
Base is an identifier of a base;
e; is a part of binary representation x;
exp is an identifier of an exponent;
indrA is an index of residue;
k is a bitlength of a value x
m is a number of the parts of binary representation x;
mod is an identifier of modulo;
N is an integer value of modulo;
P is an odd prime;
q is a positive integer;
r is a bitlength of a part of binary representation x;
r; is a residue;
R is a primitive root;
T"is a period of the residues;
u is an offset of a period of the residues;
x is an integer value of an exponent;
X; is an bit value of an exponent;
y is an integer value of modular exponentiation;
¢@(N) is the Euler’s function.
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INTRODUCTION

The task of developing an effective computational
algorithm for ME for big numbers is relevant enough to
solve the problems of modern asymmetric cryptography,
for efficient computation of number-theoretic transforms,
digital signatures and other applications [1].

The object of study is the process of analysis the
developed software implementation of the computation of
ME. To efficient compute the ME over large numbers the
property of the periodicity of the sequence of residuals for
the exponent of the fixed-basis equal to the integer power
of two are used.

The subject of study is the computation of ME based
on the use the bits of the binary exponent with the
precomputation of redused set of residuals for fixed-base.

The purpose of the work is to increase the speed of
computation of ME based of computer systems in
comparison with the function of ME of the MPIR and

Crypto ++ libraries.

1 PROBLEM STATEMENT
The ME and the discrete logarithm are important
operations that require a large number of calculations.
The problem of discrete logarithm [1] is formulated so
that for known integers 4, N, y find the integer x, (4, N) =
1; 4, N, y, x €Z) such that

x=log4”,(0<x<N-1). (1)
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The number x > 0 is called the discrete logarithm of
the number y based on 4 and modulo N according to
formula (1).

The solution of the discrete logarithm problem can be
the solution of the equation

A" mod N= y. (2)

That is, determining the number x, which is the
solution of equation (2), we find the discrete logarithm.
Thus, the problem of the discrete logarithm is reduced to
the computation of the ME in the form (2). The discrete
logarithm is considered to be a unidirectional function (1),
because it is difficult to calculate it in a relatively
acceptable time, for example, to break the cryptographic
code. The development of an efficient computational
algorithm for integer power of a modulo number for large
numbers is relevant for solving problems of modern
asymmetric cryptography, for  the effective
implementation ~ of  theoretical and  numerical
transformations and other applied problems. Therefore, it
is very important to build algorithmic schemes that
provide fast calculation of the ME.

2 REVIEW OF THE LITERATURE

Many effective methods of ME have been proposed
[2, 3]. Among them are called: right-to-left k-ary
exponentiation, left-to-right k-ary exponentiation, sliding
window exponentiation, Montgomery ladder,
simultaneous  multiple  exponentiation and their
modifications. Considerable attention is paid to their
software or hardware implementation [4—6] aimed at the
effective definition of the discrete logarithm x.

One of the ways to accelerate the computation of
modular elevation to the power is to parallelize
calculations using modern technologies in universal
computer systems [4—6].

Mathematical software libraries are used to implement
the computation of ME. For example, the Pari/GP
software library [7] contains a large set of programs for
efficient computations of mathematical functions. The
Pari/GP library also includes computation of the ME
function for long numbers and other special numbers. A
highly optimized modification of the well-known GMP or
GNU Multiple Precision Arithmetic Library the MPIR
library [8] contains the function of the realization the
computation of ME. The library of cryptographic
algorithms and schemes Crypto ++ is implemented in C
++ and fully supports 32 and 64-bit architectures of many
operating systems and platforms [9]. The library contains
a set of available primitives for theoretical and numerical
operations, such as generation and verification of prime
numbers, arithmetic over a finite field, operations on
polynomials.

3 MATERIALS AND METHODS
The general-purpose  exponentiation algorithms
referred to as repeated square-and-multiply algorithms.
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The papers of Knuth [10], Bach and Shallit [11] describe
the right-to-left binary exponentiation method. Cohen
[12] provides a more comprehensive treatment of the
right- to-left and left-to-right binary methods along with
their generalizations to the k-ary method.

The central idea to calculate 4* mod N is to use the
binary representation of the exponent x

X =(x(k_1)x(k_2) Xy XX )y,

k-1
_ i
X = Z;,)in and x; € {0,1}. ©)
i=

We write the exponent x as a set of m parts that are
equal in binary length . That is, the binary representation
of the value of x consists of m, the bit length of each of
them is equal to ¥=k/m. Then the binary representation of
the exponent X will be

X =(e<m_1) ey eq), =
1 X =D+ 2) X (=D 1) X (m=1)r ) o 4)

(Xgp g oo Xy X X, ) (X, g Xy X X))

In this case, the x value will be

k=1
X = ZO zl(k/m)ei ) (5)
i=

Accordingly (4, 5), the computation of the ME takes
the form

2(m=br, 2 e, 220
:A( (m=1) 2" e127 ¢y, mo

y=A4"mod N d N =

2(m—l)r

(m=2)
(4 D mod N * A4

) mod N .
2r r 0
# 422 mod N * A2 ® mod N * 4> % mod N ) mod N= (©)
(m=1)r (m=2)r
=(A D modN)?" T x (AP mod N2

2r r 0
# (42 mod N)> #(49 mod N)* * (4% mod N)?> ) mod N.

There are three types of exponentiation algorithms A"
mod N [13], which include:

1) basic techniques for exponentiation;

2) fixed-exponent x exponentiation algorithms;

3) fixed-base A exponentiation algorithms.

A fixed element of a group (generally z/qz) is
repeatedly raised to many different powers in several
cryptographic systems. A popular application of fixed-
base exponentation is in elliptic curve cryptography, for
instance for Diffie-Hellman key agreement and elliptic
curve digital signature algorithm verification. Therefore,
many research works have been focused on a fixed base
of ME [14-16].

Compute, respectively (6), the value modulo N for a
simple fixed-base A4 with exponents x =2' = 1,2,4,8,16...,
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(i =0,1,2,..., r—1). Let A and N be relatively prime
positive integers (4, N) = 1 and denote the least positive
integer x =expy4, in case

A'modN=1 . @)

Accordance of the theorem [17], if 4 and N relatively
prime (4, N) = 1, positive integer X is solution of the
congruence (7) if and only if

X=q-exp 4, )

Accordance the Euler’s theorem, if 4 and N relatively
prime (4, N) = 1, that A°™=1 (mod N). Consequently, we
can do conclusion

O(N)=q-expy4, )

In case g=1, then @(N) = expy R, where R is the
positive integer is called a primitive root modulo N.
However the positive integer of modulo N, possesses a
primitive root R if only if N=2, 4, P*or 2P ¥, k is positive
integer. The primitive root for modulo N =P1k1 szz...
P,/ does not have, except xpim if o(P;*"), o(P,) ,...,
o(P,"") are relatively prime.

Thus, calculating (R) mod N (i=0,1,2,,... N-1), we
form a sequence of residuals (rq 71, 72,... ;... rn-1), Which
periodically repeated for x > (N—1) exponents. For all
values of 4 € Zp, the sequence A4’ mod P is cyclic for a
non-primitive element.

The unique integer x with 1<x < @(V) and R* mod N =
A is called indz4 index (or discrete logarithm) of A to
base R modulo N. The properties of indeces, where a, b, k
a positive integer and (a, N)=1, (b, N)=1, are

1) indz 1 mod @(N) =0,

2) indz (ab) mod @(N) = indy (a) + indg (b) mod @(N),

3) indy (a*) mod ¢(N) = k indg (a) mod @(N).

For example, for a primitive element R = 7, the
sequence of residual values 7;=(7") mod 11,

(I”O’ rl, r, 1”3’ I"47 I’57 I’67 I’77 I’gv I’9): (1,7,5,2,3,10,4,6,9,8).

The maximum period of repetitions is equal to exp;;7
= 10, because 7'° mod 11=1, i=0,1,2,...,9. Then the
sequence of indeces is equal (0, 1,2,3,4,5,6,7,8,9)=
= (ind71, il’ld77, ind75, ind72, ind73, ind710, ind74, ind76,
ind;9, ind8).

Accordingly of the property of indeces

1)ind; 1=0,

2) ind; 6 =
+ind; 3 mod 10= 3+4=7,

3) ind; 9 = ind; (3%) =2 * ind; 3 mod 10 =2*4=8.

In the case of calculating (7°) mod 11 with index x =
32, the index will be equal to (32 mod ind117) = 2, and
accordingly ind5. In the case of determining (7°" °) mod
11, we find the number of the residue in the sequence
with the index ind;3, which is equal to (2°) mod 10 = 4.

ind, (2*3)= ind;, (2)+
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After all, the value of the ME for 2 elements in the
sequence of residual values r; =3 = (7" ¢) mod 11.

For computations according to formula (6), we
determine the residuals for exponents 2', (i =2,3,4,...). As
a result of computations r; = (72 " Ymod 11, (1 =2,3.4,...)
we obtain the values of the residuals given in Table 1.

Table 1 — Periodic repetition of residual values 7~ 2" mod 11

7 A 2[ 70 7[ 72 74 78 7[6 732
T=4 (1,7539.4 |1 |7 |5 |3 |9 |4 |5
764 7128 7256 7512 71024 72048 74096
3 9 4 5 3 9 4

That is, in the process of computing (72) mod 11,
starting with the exponent 2' = 2, we obtain periodic
repetition of the values of the residuals 7y 7|, I, Iy, I's, I,
7y, 14 Ts Ve, ... With period 7= 4 and offset u = 0, because
2°=1.

The value of 7" is found by the condition

A2 mod N= A2 ™ mod N,i>u . (10)

Therefore, for a fixed-basis 4 of the ME of the
computation of formula (6), which is equal to the product
of the residuals of the exponent (42) mod N,
(i=2,3,4,...), you can speed up the process of computing
the ME by precomputing the sequence of residuals what
repetitions with the period 7" after the offset u.

4 EXPERIMENTS

Mathematical software libraries are used to implement
the computation of the ME. For example, the Pari/GP
software library [7] contains a large set of programs for
fast computations of mathematical functions. The Pari/GP
library also includes computations of the Mod (a, n) * m
function for multi-bit numbers, while using a small
amount of memory in the process of performing
computations. To work with numbers for modulo, the
library uses a separate type ¢ INTMOD. Its feature is to
represent the number in a special form (Montgomery
reduction), which simplifies the computation of division
by modulo. The Pari / GP library can be used in Linux or
Mingw operating systems.

The library of cryptographic algorithms and schemes
Crypto ++ is implemented in C ++ and fully supports 32
and 64-bit architectures of many operating systems and
platforms [9]. The library contains a set of available
primitives for theoretical and numerical operations, such
as generation and verification of prime numbers,
arithmetic over a finite field, operations on polynomials.
Each of the Crypto ++ library primitives includes a
function set.

The function mod_arithmetic.Exponentiate
(base_crypto, exp_crypto) raising the number to the
power by modulo. The result of the function is written to
the variable actual result crypto, and the computation
time is fixed and averaged with the output value
“crypto++ average time” in nanoseconds.

Compared to the Pari/GP library, the well-known
MPIR library [8] is easier in use and can be compiled in
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Windows easily. Therefore, to implement the algorithm
for computing the integer power of a number modulo, we
used the MPIR library, which is written in C and
assembler, and provides the ability to compile its
functions in Visual Studio C ++. Accordingly, in the
MPIR library, the data type mpz t represents large
numbers of arbitrary length, which are selected for the
power exp of the number base and the mod module with
the number of bits from 256 to 2048 bits for testing.

The function mpz_powm (expected_result, base, exp,
mod) performs raising the number to the power by
modulo from the MPIR library, implementing the
algorithm of the sliding window (“Sliding Window”) with
the use of Montgomery multiplication [14]. The result of
the function is written to the variable expected result, and
the computation time is fixed and averaged with the
output value “mpz_powm average time” in nanoseconds.

The function period_mod_exp (remainders data, exp)
has been developed, which performs the basic iterative
algorithm “Right-to-left binary exponentiation” [13]. To
implement the algorithm, the library functions
mpz_init set (mul, base), mpz sizeinbase (exp, 2),
mpz_tstbit (exp, i), mpz_mul (», , mul) from the MPIR
library are used, the parameters of which are multi-bit
data up to 2048 bits. The algorithm is executed without
dividing the exponent into parts, according to formulas
(3-6) with m = 1, in one main stream. The function
period mod exp () computes products modulo using
precomputed residuals. The organization of the
computation of the ME is performed respectively (11) and
the scheme for computing 4 mod N in Fig. 1.

y:Ax(krl)x(k—zy"xz»ﬁxu mOdN:
=(A4* " mod N * 42" mod N * ...
* A mod N * 4> mod N * 4> mod N) mod N;

(11)

x.(k-.2)

A&y mod N

precomputation
Figure 1 — The scheme for computing 4* mod N
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In the software implementation, the function
period mod _exp (remainders data, exp) computes the
products modulo (11) over the precomputed values of the
residuals (4 ”~ 2°) mod N, which are read using the
function get remainder (const RemaindersData & data,
size_t power). In the cycle of the function mpz_tstbit
(exp, i) binary bits x.i of exponent exp are analyzed to
determine to perform or not a multiplication operation
modulo (Fig. 2). The computation of the value of the ME
ends by writing the result in the wvariable
period_mod_exp result.

res*=get_remainder (data,i)
res%=mod

++i < sizeinbase (exp, 2)

Figure 2 — The chart of the algorithm for determining to perform
or not a multiplication under modulo in the function
period_mod_exp() to compute the value of the ME

The precomputation includes finding the sequence of
residuals for fixed numbers Base and mod for exp = 2'
(i =0,1,2,...) and analysis of periodicity. In the program
for computing the sequence of residuals is performed by
the function find remainders (const mpz _class & base,
const mpz_class & mod, size t max_exp bits), which

contains the function bool find period (const
std::vector<mpz_class> & remainders) to set the
indication of finding the period. The function

update_remainders (RemaindersData & data), shortens
the length of the sequence of residuals to the end of the
first periodicity. This function writes the offset
period_offset beginning of the period and the length of the
period period size in the corresponding fields of the
structure RemaindersData {mpz class base; mpz class
mod,;  std::vector <mpz class> remainders; size t
period_offset; size t period size;} also.

The precomputation have been made in a separate
function find remainders () to optimize multiple residual
searches (472") mod N. The peculiarity of the large values
of Base, mod and Exp is also taken into account for which
the residuals must be calculated, in case when the value of
the period 7" is many orders of magnitude greater than the
number of bits of the Exp exponent.
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5 RESULTS

To compare the computation efficiency of the
developed ME function for a fixed basis with
precomputation, two ME functions implemented from the
Crypto ++ 8.2 and MPIR libraries are used. The
comparison is performed with previously developed
functions Single (), which performs in one main thread
without taking into account the periodicity, and Parallel
(), which performs in using two threads [18] computation
of the ME.

Numerical experiments were carried out on a
computer system with a multi-core microprocessor with
shared memory in a 64-bit Windows. Testing was

performed on computer systems with processors an Intel
Core 19-10980XE (18 cores, 36 threads, 3.0GHz) and
AMD Ryzen 3600(6 cores, 12 threads, 3.0GHz).
The average time data of the test with prime numbers P
for Base and mod, that are

Base= P=131071,

Base = P*P,*P;=131080=8*5*3277,

mod =P =6700417, mod= P?>=(5 039)’=25391521,

mod =P°=(5039)*=127947874319,

mod =P*P,*P;=(641%809*%5039)=2613069191 are
shown in Table 2.

Table 2 — The average execution time (ns) of the function period_mod() of computing the ME

Release/x86 Release/x86 Intel Core 19-10980XE, trials=2000
Base 131071 131080 131071 131080 131071 131080
Exp 11039 11039 263375000 263375000 6039 6039
mod 263374721 263374721 263374721 263374721 127947874319 127947874319
period_mod() 745 762 1091 1162 710 798
Base 131071 131071 131071 131071 131080 131071
Exp 5039 6039 6700500 11039 11039 26391521
mod 6700417 6700417 6700417 25391521 25391521 25391521
period_mod() 791 833 1019 838 853 1110
Base 131071 131080 131071 131080 131071 131080
Exp 6700500 6700500 6039 6039 6700500 6700500
mod 127947874319 127947874319 2613069191 2613069191 2613069191 2613069191
period_mod() 1163 1133 729 731 1050 1060

To compute the ME with a given number of trials the
values of exponent Exp, numbers Base and mod were
given by pseudo-random numbers with number of binary

decrease correspondent. The results are presented in Table
3, which contains the values of average execution time (ns
nanoseconds) of computing the ME for pseudo-random

data Basel, Expl, modl for 1024 bits and Base2, Exp2,
mod?2 for 2048 bits, that are

digit to 2048 bits. To reduce the total computation time on
increasing the number of digits of big numbers the
number of trials of latch-up of the computation time is
Basel =
15592587752839448261461062599367458801910077106635921807855458716257088123956757680446112611588790379930841
98450985791808156700960355218748709089617996382691960685601037523086698181288606777194603813043975878625936
07968358286567068579479763671817955144283945749615768573725580291910494735428411976050787788916;

Expl =
14283520978648999717087325550794657355644821408462852460542118822409968732298467354361417685207105354741569
82526225738456830754529824749225178413672786090891369885834477564794839184417957332157713350938927468516042
52279730368411597397577626119447392355080344631875081748708394736819710836176156337925349995164;

modl =
58915722462978682534126247597454067955853336194376986361024501907189851818542729349015243532285142254309917
03852776048028896537550292368120372032210211051014369063473209609243694640800275752961327153630792783722354
5322777240018954252741320474283752983445102922773653761893093283466588488022478739526104458288;

and

Base2 =
25677387604979174745650113439241870319948692169987586987064217095280862955992909072300653168631621794286691
44090248166533311695144588834441618096640734511107106531362356071374321507249531854461586787197202959282597
81123638183830596292580376934671270834776657789712993784966788640286174086177056566697844654876749702991335
12869237149575978169492117082727320204008519907241837229067993684410038784610185215488903193461143855868161
08217151247348288474481211605784542061549242679745890886509283127487243351737251588531055149430134861136434
0443630468764680181700525692989490446832190141891944473407224376945078128460212340;

Exp2 =
20697118667460294289329131926842862371260858718961622542390394128577965883462065464726476265621500584422101
09032488059047889420506452685343718712576517249128576248539133195446658184539707742058059362765132351678047
57330671171360229336910074202766840819523964084411554460264006668359867024199348668244418903647742281408991
58959010059757494492005981153055872187442495482411745134646120584804555929554183515697922429188623722060569
89487126897246500808974441045354232827662089593877770429717698803277620331558579804823032389188893339269852
0362991482313522285535354701685917388200178015927229730825614585660545884722373680;

© Prots’ko I., Gryshchuk O., 2022
DOI 10.15588/1607-3274-2022-1-7

62



e-ISSN 1607-3274 PapioenexrpoHika, inpopmaruka, ynpasminss. 2022. Ne 1
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2022. Ne 1

mod2 =

15751723134572035595995687436812596082544405736568617013821625114181686035263064514195691158868780553087409
67587739361731922128494702349823709785322693518660273267146847449124775067704340487870135582678102049951096
44659341905468189951833441079292130714349995426535856054589395269550223482468472937086653958526469094233483
74365590951938432771131083033251862746501680828500489053186347299385374174906872997297888852792630132003390
77021629960904568618885515772917923280644659754459311463103183288771606668121786492047222814542774350966063
6757717609773953434588361971011958885872519009331884473774664023180857623887581068.

Testing for the average execution time of computation
of ME (Table 3) was performed by the functions:
mpz_powm () from the MPIR library, crypto++ () from
the Crypto ++ library. The comparison is performed with
previously [22] developed functions Single () and Parallel

(). The developed function period mod () performs the
computation of ME by forming an reduced sequence of
residuals. The precomputation time to determine of the
sequence of residuals is not taken into account.

Table 3 — The average execution time (ns)of the functions of computing the ME

Release/x86 AMD Ryzen 3600 Intel Core 19-10980XE
Data Basel, Expl, modl Base2,Exp2,mod2 Basel Expl, modl Base2, Exp2, mod2

bits / trials 1024 /1000 2048 /500 1024 /1000 2048 /500
Single() 1993761 12916466 2032243 13445459
Parallel() 1678701 9129259 1938135 11366590
crypto++() 2484181 10668126 2607767 10915908
mpz_powm() 1167370 8264648 1196241 8969671
period_mod() 739048 4827014 724754 4927932

The results of the calculation of ME with all functions
are compared for the accuracy of their implementation,
which confirms the possibility of using the property of
periodicity of the sequence of residuals for powers equal
to integers of degree two.

6 DISCUSSION

The period mod () function of the ME reduces the
computation time relative to other functions with
increasing bit size, starting from data values from 512
bits. Reducing the computation time of the period_mod ()
function as well as Single () and Parallel () depends on the
number of logical one in the binary representation of the
Exp exponent, which determines the number of
multiplication operations in the main stream. The
periodicity of the sequence of residues has its own
characteristics and depends on the specific values of Base,
mod and Exp, because they can differ by many orders of
magnitude bits. In the Table 2 shows the cases when Base
and mod are relatively prime (Base, mod) = 1. The results
of the average execution time for the given relatively
prime data are consistent with the basic properties that are
well studied in number theory.

The software implementation period mod () through a
single-threaded computation shows a slight reduction in
the time of determination of the modular exponent with
an increase throughput of microprocessors (Table 3).
Therefore, based on of the developed software the further
implementation of the computation of ME using
multithreaded technologies will provide an opportunity
the efficient computation of discrete logarithm.

CONCLUSIONS
The work compares and analyses the developed
software implementation of the computation of ME and
the software implementation of the functions of Crypto++
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and MPIR libraries. The computational scheme of the
ME, the software implementation of the algorithm using
single thread for computing of ME, the run time results of
the computation on multi-core microprocessors of
universal computer systems have been described. As a
result, has developed the function period mod() of the
computation, what speedups the execution of the
computations of ME for fixed-base with precomputation.
The execution time of the algorithms depends on the
specific values of the Base, mod and Exp of modular
exponentiation. The software implementation with
increasing the number of binary digits of data shows a
reduction of computation time near two times with regard
to the MPIR function of computing modular
exponentiation.

The scientific novelty of obtained results lies in the
implementation of the algorithm of computing the
modular exponentiation based on the use of a reduced set
of residuals and the fundamental property of modularity.

The practical significance of the work lies in the fact
that the obtained results can be successfully apply in the
modern  asymmetric  cryptography, for efficient
computation of number-theoretic transforms and other
computational problems.

Prospects for further research are that the developed
function period_mod() can be used for the organization of
multithreading computations of ME.
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YK 004.421
OBYUCJIEHHA MOJIYJbHOI EKCIIOHEHTH JJISI ®IKCOBAHOI OCHOBH 3 NEPEJIOBUYNCJIEHHAM
CKOPOYEHOI'O HABOPY 3AJIMIIKIB
Mpousko I. — 1-p TexH. HayK, TOLEHT, Kadeapa aBTOMaTH30BaHUX CUCTeM ynpasiinHs, HamioHansHuid yHiBepcuteT «JIbBiBChbKa
nmoJiTexHikay, JIbBiB, Ykpaina.
I'pumyk O. — po3po6HuK nporpamuoro 3abesnedenns, TOB «CobtCepsy, JIbBiB, YKpaiHa.

AHOTAUIIA

AKTyaJabHicTb. MOIyJbHE MTHECEHHS A0 CTEMEHS € BAXIMBOIO ONEPAlLiclo B 0araTboX 3aCTOCYBAaHHSX, IO BUMArae BEITUKOL
KimpKocTi obunciens. [1IBuaki 004YrCIeHHS MOMYIBHOI €KCIIOHEHTH BKpall HEoOXimHI i e(peKTHBHUX OOUUCICHD y TEOPETUYHO-
YHCIJIOBUX TIEPETBOPEHHSX, AJIsI 3a0€3IIeUeHHsI BUCOKOI KPUNTOCTIHKOCTI iH(opMaIifHUX faHUX Ta B 6araThoX iHIINMX 3aBJAHHSIX.

Mera — aHaji3 4acy BHKOHAHHS MPOrpaMHUX (yHKUIH pO3paxyHKY MOAYJIBHOI €KCIIOHEHTH 3 PO3POOIICHO MPOrpamoro, Lo
BHUKOPHCTOBYE TIOTIEpETHE OOUHCIICHHS 3MEHIIEHOTO Ha0Opy 3aIMIIKIB I (hikcoBaHOI Oa3m.

Metoa. MoaynbHE HiIHECEHHsS IO CTENeHs Peayli3oBaHO 3 BUKOPHUCTAHHSM METOAY JBIMKOBOro 3CyBY CIIpaBa HaliBO IS
¢ikcoBaHoro 0azucy 3 MONEPeAHIM OOYMCICHHSM 3MEHIIEHOro Habopy 3amumikiB. s e(peKTHBHOrO OOYMCICHHS MOZYJIBHOL
CKCIIOHEHTH BEJIUKHX 4YHCE]l BHKOPHCTOBYETHCS BJIACTHBICTh IEPIOJUYHOCTI MOCIIZOBHOCTI 3aluIIKiB (ikcoBaHOI 0Oa3u 3
CKCIIOHEHTAMH, 1110 IOPIBHIOIOTH LIJOYHCENIbHIN CTETeH] IBIHKH.

PesyabTaTn. [IpoBeneHo NOpiBHAHHS 4acy BUKOHAHHS ITSITU BapiaHTiB QyHKUIN I OOYMCICHHS MOIYJIBHOTO MiAHECEHHS 10
crereHs. B anroputmi 3 momepenHiM OOYHMCICHHSAM 3MEHIICHOTO HA0Opy 3alWIIKiB A (ikcoBaHOI 0a3u 3abe3medyeThes OUTbIn
IIBUKES OOYMCICHHS MOMAYJIBbHOI €KCIIOHEHTH I 3HA4eHb JaHHX, W0 HepeBuinyioTh 1K aBIKOBHX pO3psiiB, HMOPIBHSAHO 3
(GYHKIISIME MOJYJIEHOTO TifHeceHHs 1o ctenens 6i6miorek MPIR i Crypto++. bibmioreka MPIR 3 minounceIsHIM THIIOM JaHUX 3
KUTBKICTIO JBIMKOBUX po3psamiB Bix 256 mo 2048 OIiT BHKOPHUCTOBYETHCS IS PO3POOKH aIrOPUTMY OOYMCICHHS MOIYJIBHOTO
ITiIHECEHHS JI0 CTETICHSI.

BucHoBkH. Y po6o0Ti pO3MIISIHYTO Ta MPOaHaIi30BaHO PO3pOOJICHy MpOorpaMHy peatiallis 00YHCICHHS] MOMYJIbHOI eKCIIOHEHTH
Ha yHiBEepCaJbHUX KOMII IOTepHUX cucTeMax. OIHNUM i3 croco0iB peatizalii MpuCKOPeHHs 0OYHMCIICHHST MOLYIbHOTO MiTHECEHHS 10
CTeTeHs € po3poOKa aJIrOPUTMIB, SKi MOXYTh BHKOPHCTOBYBAaTH NONEpeNHE OOYMCIECHHS 3MEHIICHOT0 HaOOpy 3alWIIKIB IS
¢ikcoBanoi 6a3u. [Iporpamua peaiizamis MOAYJIBFHOTO MiAHECEHHS 10 CTENEHA 31 30UIbIIeHHAM Bix uncna 1K IBIKOBUX po3psmiB
JIAHUX IIOKa3ye MOKPAIIEHHS Jacy OOYMCIICHb Y IOPIBHSAHHI 3 (QYHKIII€I0 MOIYJIEHOTO HimHeceHHs no crenens 6i6miorex MPIR ta
Crypto++.

KJIFOYOBI CJIOBA: MonysbHe MiTHECEHHS 1O CTEMCHs, BEJIMKI YHCIa, alTOPUTM 3BEACHHS 10 cTeneHs, dikcoBaHa 0a3oBa
CTYHiHb, MHOXXHHA 3QJTUIIKIB.
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YK 004.421
BBIUMCJEHUE MOJIYJbHOMN SKCIIOHEHTHI JJISI ®UKCUPOBAHHOM OCHOBBI C IIPEIBBIYUCJIEHUEM
COKPAIIEHHOI'O HABOPA OCTATKOB
Mpoubko U. — n-p TexH. HayK, JONCHT Kadeapsl aBTOMATU3UPOBAHHBIX CHCTEM YIpaBlcHUs, HallMOHaNBHBIA YHHBEPCUTET
«JIpBHUBCHKA MMOIUTIXHUKAY, JIbBOB, YKpanHa.
I'puiryk O. — paspabdoruuk nporpammuoro obecrneuernsi, OO0 «Cod1Ceps», JIbBoB, YKpanHa.

AHHOTANUA

AKTyanbHOCTh. Bo3BesieHne B cTemneHbp — BaXkHAsl Orepanys BO MHOTHX HNPWIOXKEHHsX, TpeOyromias GONBIIOro KOJIMYecTBa
BBIYMCIICHUH. BBICTpBIE BBIYMCIEHUS MOMAYJIBHOTO BO3BEJICHUSI B CTENEHb HEOOXOAMMBI sl 3((EKTHBHBIX BBIUMCICHUI B
TEOPEeTHKO-UUCIIEHHBIX NPe0Opa3oBaHuAX, AT 00ecIedeH s BBICOKOH KPUITOCTOMKOCTH MH(OPMAIMOHHBIX JAHHBIX U BO MHOTHX
JPYTHX MPUIOKEHHUSAX.

Leas — aHanu3 BpeMEHH BBINOJHEHHS MPOTPaMMHBIX (YHKIMI pacuera MOIYJIBHOW SKCIOHEHTHI € pPa3pabOTaHHOU
TIPOrpaMMO¥, MCHONB3YIOMIEeH peIBapUTeIbHbIC BEMYHUCICHNS COKPAIIEHHOr0 Habopa OCTAaTKOB ISl (PUKCHPOBAHHON Oasbl.

Metoa. MoayisHOE BO3BEJCHHE B CTEIEHb PEaTM30BaHO C HCIIOIB30BAHMEM Pa3pa0OTKM METOJa JBOWYHOTO CIBHIA CIIpaBa
HaJIeBO U1l (PMKCUPOBAHHOTO 0a3nca C IpeJBapUTEIbHBIM BBIYMCICHHEM yMEHbIIEHHOro Habopa ocratkoB. s sddexTuBHOrO
BBIYHCIICHUS] MOJYJIBHOIM SKCIIOHEHTBI OOJBLIMX YHCET HCIIOJB3YEeTCs] CBOWCTBO IEPHOIUYHOCTH IOCIIEIOBATEIBHOCTH OCTATKOB
(huxcupoBaHHOI 0a3bl C SKCIIOHEHTAMH, PABHBIMU LIEJI0UNCIICHHOM CTEIIEHH ABOMKH.

Pesynbratel. IlpoBeneHO cpaBHEHHME BPEMEHH BBINONHEHUS IISITH BApUAHTOB (DYHKUUH [ BBIYUCICHHS MOMIYJIBHON
9KCIIOHEHTH. B anropuTMe ¢ mpeaBapUTENbHBIM BBIUHCICHHEM COKPAIIEHHOTO OcTaTka Habop mis (UKCHpOBaHHOH 6a3bl
obecrieunBaeTcst 6ojee OBICTPOE BEIMHUCICHHE MOJYJIBHOTO BO3BEICHUS B CTEHEHb AN 3HAYEHMH, MpeBbimarommx 1K gBoMIHBIX
nudp, N0 CpaBHEHUIO ¢ QYyHKIUAMH MOIYIBHOM 3kcrioHeHTHl Ondanorek MPIR u Crypto++. bubmuorexka MPIR ¢ nenouncineHHbIM
THUIIOM JIAaHHBIX C KOJIMYECTBOM JIBOMYHBIX Pa3psoB oT 256 mo 2048 Gut mcmosb3yercs Uil pa3pabOTKU alnropUTMa BEMHCIICHUS
MOJIyJIbHOTO BO3BEJICHUS B CTEIICHb.

BriBoabl. B paborte paccMoTpeHa W npoaHalM3MpOBaHa pa3pa0oTaHHAs MPOrPaMMHAs peaU3anysi BBIYHCICHUS MOMYJIBHOW
SKCIIOHEHTHI Ha YHUBEPCAIbHBIX KOMIBIOTEPHBIX cucteMax. OJUH U3 CocOoO0B peanu3aluyl yCKOPEHHs BBIYHCICHHS MOILYJIbHOTO
BO3BEICHHUS B CTENEHb SBISETCS pPa3paboTKa aarOPUTMOB, KOTOPBIE MOTYT HCIOJIb30BaTh IPEABAPUTENILHOE BBIYHUCIEHHE
COKpAIIEHHOT0 Habopa OCTaTKoB Ams (UKcHpoBaHHOW 06a3bl. IIporpammHasi peanm3anysi MOJYJIBHOTO BO3BEACHUS B CTEICHb C
yBennueHneM ¢ 1024 dpcia IBOMYHBIX Pas3psiIOB SKCIIOHEHTHI ITOKA3bIBACT YIIyUIICHHE BPEMEHH BBIUHCICHHH IO CPABHEHHUIO C
(GYHKIHAMH MOIYIBHOI SKcrioHeHTsl oubmrorek MPIR u Crypto++.

KJIIOUEBBIE CJIOBA: MomynsHOE BO3BECHHUE B CTENICHb, OOJBIINE YHCIIA, AITOPUTM BO3BEICHHUS B CTEICHb, BO3BECHHE B
CTEIeHb ¢ (PUKCHPOBAHHOI OCHOBOH, MHOKECTBO OCTaTKOB.
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