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ABSTRACT

Context. Because assessing security risks is a complex and complete uncertainty process, and uncertainties are a major factor
influencing valuation performance, it is advisable to use fuzzy methods and models that are adaptive to noncomputed data. The
formation of vague assessments of risk factors is subjective, and risk assessment depends on the practical results obtained in the
process of processing the risks of threats that have already arisen during the functioning of the organization and experience of
security professionals. Therefore, it will be advisable to use models that can ade-quately assess fuzzy factors and have the ability to
adjust their impact on risk assessment. The greatest performance indicators for solving such problems are neuro-fuzzy models that
combine methods of fuzzy logic and artificial neural networks and systems, i.e. “human-like” style of considerations of fuzzy
systems with training and simulation of mental phenomena of neural networks. To build a model for calculating the risk assessment
of security, it is proposed to use a fuzzy product model. Fuzzy product models (Rule-Based Fuzzy Models/Systems) this is a common
type of fuzzy models used to describe, analyze and simulate complex systems and processes that are poorly formalized.

Objective. Development of a fuzzy model of quality of security risk assessment and protection of ERP systems through the use
of fuzzy neural models.

Method. To build a model for calculating the risk assessment of security, it is proposed to use a fuzzy product model. Fuzzy
product models are a common kind of fuzzy models used to describe, analyze and model complex systems and processes that are
poorly formalized.

Results. Identified factors influencing risk assessment suggest the use of linguistic variables to describe them and use fuzzy
variables to assess their qualities, as well as a system of qualitative assessments. The choice of parameters was substantiated and a
fuzzy product model of risk assessment and a database of rules of fuzzy logical conclusion using the MATLAB application package
and the Fuzzy Logic Toolbox extension package was implemented, as well as improved by introducing the adaptability of the model
to experimental data by introducing neuro-fuzzy components into the model. The use of fuzzy models to solve the problems of
security risk assessment, as well as the concept and construction of ERP systems and the analyzed problems of their security and
vulnerabilities are considered.

Conclusions. A fuzzy model has been developed risk assessment of the ERP system. Selected a list of factors affecting the risk
of security. Methods of risk assessment of information resources and ERP-systems in general, assessment of financial losses from the
implementation of threats, determination of the type of risk according to its assessment for the formation of recommendations on
their processing in order to maintain the level of protection of the ERP-system are proposed. The list of linguistic variables of the
model is defined. The structure of the database of fuzzy product rules — MISO-structure is chosen. The structure of the fuzzy model
was built. Fuzzy variable models have been identified.

KEYWORDS: Security, fuzzy logic, fuzzy product model, risk assessment, security, ERP-system.

ABBREVIATIONS MISO is a Structure (Multi Inputs — Single Output);
ANFIS is a Adaptive Network-based Fuzzy Inference FIS is a Fuzzy Inference System;
System; ARL is an acceptable risk level;
DB is a Database; MRL is a middle risk level;
DSTU is a State standard of Ukraine; HRL is a high-risk level;
ERP is an Enterprise Resources Planning; VLR is a very low risk;
ERP-System is an Enterprise Recourses Planning Sys- LR is a low risk;
tem; AR is an average risk;

©Kozhukhivskyi A. D., Kozhukhivska O. A., 2022
DOI 10.15588/1607-3274-2022-4-12

149



p-ISSN 1607-3274 PapnioenexTtpoHika, inpopmaTrka, ynpasminss. 2022.
e-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2022.

Ne
Ne

4
4

HR is a High risk;

VHR is a Very high risk;

CVSS is a Common Vulnerability Scoring System;
NVD is a National Vulnerability Database;

CVE is a Common Vulnerabilities and Exposures.

NOMENCLATURE

Rjj 1is arisk of the i-th resource in the implementa-

tion of the j-th threat;
Ajj 1s an expected loss from the one-time implemen-
tation of the j-th threat to for the i-th resource;

Pt

j s aprobability of occurrence of j-th threat;

P
threat;
IR
Th
A
F
of the j-th threat on the i-th resource, or the propensity of

the i-th resource to the j-th threat;

R; is a risk of the i-th resource in the implementa-
tion of threats;

Rik is a risk of the i-th resource in the implementa-

tion of the k-th threat;
Th; is a set of risks for the i-resource;

}ﬁ is a vulnerability of the i-resource to the j-th

is a resource set of system;

is a set of threats to the system.
is a value of the i-st resource;

f} is an impact consequences in the implementation

Ry is a general system risk;

R
risk;

FL; is a financial loss of the i-th resource;

ig 1s a risk of the i-th resource at general system

R;j is arisk of the i-st resource;
Co; is a cost of the i-th resource;
FL is a total financial loss;
RL is arisk level type;
ming 1S a minimum value of risk assessment;
maxpg is a maximum value of risk assessment;
Pr,
ssment of acceptable type;
Pr, is a parameter, the maximum value of the risk

assessment of the average type;
X| is an incoming Variables (can be either clear or

is a parameter, maximum value of risk asse-

fuzzy);
X is a definition area appropriate prerequisites;

y 1is a fuzzy output variable;

Y is a definition area the conclusion;
Ajj,Bj are fuzzy sets defined that are defined by
Xj and Y with affiliation functions p Aj (xj) €[0:1]
and g, (y) €[0;1] respectively;

Pi, 0.l are affiliation functions options;
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k is an example from many examples of training
sampling;
x,(TIf) are input variable values X, ;

y(k) is a reference value of the source variable y in

the k-th example;
K is a total number of examples, size of Training

sample;
E® s an error k-th example from many examples

of educational sample;
E is an error;

y 1K) is an installed the value of the source variable y

in the k-th example;
¢ is an installed threshold;

u(x,o,c) is a bell function — Gauss distribution func-
tion;

X is a degree of belonging to the term;

o is a standard deviation, function steepness;

c is a shift peak bell Curve from Zero;

I, are number of functions belonging to specify vari-

ables Xl’ X2 5 X3, X4 5
Iy is a number of affiliation functions for the source

variable Y.

INTRODUCTION

The basis of activity of any organization is business
processes, which are determined by the goals and objec-
tives of the entity. The business process broadly unders-
tands the structured sequence of actions to perform a ce-
rtain type of activity at all stages of the life cycle of the
subject of activity. Each business process has a start (lo-
gin), output, and sequence of procedures that ensure that
operations are grouped by the appropriate types. In gene-
ral, the calculation of the risks of security of ERP systems
should be carried out in relation to each critical business
process and only on those vulnerabilities that are relevant
to a particular business process, and it should be borne in
mind that a number of vulnerabilities may be the same for
all business processes.

Each vulnerability in the current list of vulnerabilities
is correlated with the threat that this vulnerability may be,
and for each pair, the probability of its occurrence is
assessed and the impact of the pair’s implementation on
integrity, confidentiality, accessibility, and observability
is assessed.

We will use the following definitions. Probability is a
conditional number that determines the frequency of such
a threat / vulnerability of a pair. Privacy is a property of
information that is that information cannot be obtained by
an unauthorized user and/or process. Integrity is a proper-
ty of information, which is that information cannot be
modified by an unauthorized user and/or process. System
integrity — system property, which is that none of its co-
mponents can be eliminated, modified or added in viola-
tion of security policy. Accessibility — the property of the
system resource, which is that the user and/or process,
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which has the appropriate powers, can use the resource in
accordance with the rules established by the security poli-
cy, without waiting longer for a specified (small) period
of time, that is, when it is in the form required by the user,
in the place required by the user, and at the time when it is
necessary. Observation — system property, which allows
to record the activities of users and processes, the use of
passive objects, as well as to unequivocally establish ide-
ntifiers of users involved in certain events and processes
in order to prevent violations of security policies and/or to
ensure liability actions.

The object of the study is the modeling of a fuzzy
model of the ERP system.

The subject of the study is neuro-fuzzy models that
combine methods of fuzzy logic and artificial neural net-
works and systems.

The purpose of the work is to improve the quality of
assessment of security risks and protection of ERP sys-
tems through the use of fuzzy neural models.

1 PROBLEM STATEMENT

Security risk modeling is an important element of the
overall security risk management process, which is the
process of ensuring that the organization’s position is wit-hin
acceptable limits defined by senior management and consists
of four main stages: security risk assessment, testing and
supervision, mitigation, and operational security [1].

Risk managers and organizers use risk assessment to
determine which risks to reduce through control and
which to accept or transfer. Modeling of information se-
curity risks is a process of identifying vulnerable situati-
ons, threats, the likelihood of their occurrence, the level of
risks and consequences associated with the assets of orga-
nization, as well as control, which can mitigate threats
and their consequences. Modeling includes: assessing the
likelihood of threats and vulnerabilities that are possible;
calculation of the impact that can be a threat to each asset;
determination of quantitative (measurable) or qualitative
(described) cost of risk.

The full process of risk assessment modeling should
also include recommendations for control and evaluation
of results.

Information risk assessment can be carried out by mo-
deling. The methodology for modeling information secu-
rity risk assessment understands the systematized sequen-
ce of actions (step-by-step instructions) that need to be
implemented and the tool (software product) for risk as-
sessment at the enterprise.

Also, to assess security risks, manager documents co-
ntaining theoretical descriptions can be used and provide
guidelines on the risk assessment process, but no specific
technologies for their implementation are provided. At
present, the following standards apply on the territory of
Ukraine: ISO 27001, ISO 27002, ISO 27003, ISO 27004
and ISO 27005 [2-6].

Recently, methods of analysis and risk assessment, ba-
sed on elements of fuzzy logic, have been intensively de-
veloped. Such methods allow you to change the test table
of methods of rough risk assessment to the mathematical
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method, as well as significantly expand the possibilities of
risk modeling [7-11].
To build a risk assessment model, we will use the ratio
of risk factors, according to the formulas [11]:
Ri=A; -F’jt -P',ielR, jeTh.

ij °

)
(@)

The general ratio of risks assessment factors (1) and
(2) is represented by the expression:

IR, jeTh.

A,=A'-FticIR, jeTh.

v o
I

\ t
R;=A/-F{-P}-P 3)
As for each information resource many risks (from
one to all) can be defined, the estimation of the general
risk on an information resource will be defined as the
maximum estimation among risks:

R,=max (R ),keTh,. 4)

In turn, the system-wide risk assessment will be
defined as the maximum assessment among resource risk
assessments:

R=max(R,),i€lR. %)

Total financial loss is defined as the sum of financial
losses on all resources:
FL=) FL,,icIR. (6)
Thus, the overall risk assessment of the ERP system
can be expressed as follows:

Y=fY(X1,X2,X3,X4). @)

Based on the analysis and the formed ratio of risk
factors (3), a fuzzy model with four input parameters (X1,
X2, X3, X4) and one output Y (MISO structure [11]) is
proposed to assess each of the risks. The number of input
parameters is selected according to the number of factors
influencing the degree of risk (3).

Important processes are the implementation of the mo-
del using the MATLAB application package and the Fuz-
zy Logic Toolbox extension package, as well as improve-
ments by introducing the adaptability of the model to ex-
perimental data by introducing neuro-fuzzy components
into the model.

As a result of modeling the process of obtaining risk
assessments of the ERP system and analyzing the results,
a fairly high accuracy and low error of the developed mo-
del were established.

The proposed model and approach to assessing the se-
curity risks of the ERP system may be further developed
and underlie the development of an information risk
management system.

2 REVIEW OF THE LITERATURE
The security risk analysis study begins in the mid-
1980s, and in the early 90s R. Baskerville identified risk
analysis checklists for tools used to design information
system security measures [12]. Over time, complex tools
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are developed to analyze risks, such as: Facilitated Risk
Assessment Process [13]; The Operationally Critical
Threat, Asset, and Vulnerability Evaluation [14]; CO-
RAS [15]; Method of Risk analysis of business model
[16]; Security Risk Analysis Method [17]; Risk Watch
method [18]; Consultative Objective and Bifunctional
Risk Analysis [19]; CRAMM [20].

In addition, since the early 2000s, some other security
risk modeling techniques have also been used in the risk
forecasting industry, which have provided good
performance and are commonly referred to as “soft
computing models”, including gray relational approach,
fuzzy number arithmetic, information entropy, fuzzy
weighted average approach, fuzzy measure and theory of
evidence, method of fuzzy analysis of the hierarchical
process.

The development and application of soft computing
and hybrid models are considered to be modern areas of
research to assess security risks.

Soft computing components include: Neural networks
— computational systems that assess the risks of security
through similar functioning of biological neural networks
and learning tasks (gradually improving performance of
these networks), considering examples, in general, wit-
hout special programming for the task; Rough setsan ef-
fective mathematical analysis tool to address uncertainty
in the field of solution analysis; Grey sets; Fuzzy systems
— based on the algorithm for obtaining fuzzy conclusions
based on fuzzy preconditions; Generic algorithms —
belong to the largest class Evolutionary algorithms and
generate solutions to optimization problems using
methods borrowed from the theory of evolution, such as
inheritance, mutation, selection and crossover; Method of
reference vectors — the data analysis method for
classification and regression analysis using managed
learning models is used when input is either not defined
or when only some data is determined by their
preprocessing; Bayesian network — used to identify cause-
and-effect relationships of risk factors and predict the
likelihood of security risk.

Hybrid models represent a combination of two or mo-
re technologies to develop robust risk assessment infor-
mation systems. The most common hybrid model is the
neuro-fuzzy network.

To determine the level of risk, it is advisable to use the
apparatus of the theory of fuzzy sets, which allows you to
describe vague concepts and knowledge, operate them
and draw vague conclusions. The theory of fuzzy sets is
used precisely to solve problems in which inputs are unre-
liable and poorly formalized, as in the case of the problem
solved in this work. To assess the risk, it is appropriate to
use the mechanism of a vague logical conclusion — obtai-
ning a conclusion in the form of a fuzzy set corresponding
to the current values of input variables, using a fuzzy kno-
wledge base and fuzzy operations.

Most often, Mamdani and Sugeno algorithms are used
in practice. The main difference between them is the met-
hod of create the value of the source variable in the rules
that make up the knowledge base. In systems like Mam-
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dani, the values of input variables are set by fuzzy terms,
in systems like Sugeno — as a linear combination of input
variables. For tasks in which identification is important,
models of fuzzy conclusion Mamdani, Sugeno, Larsen,
Tsukamoto [20] have been developed. Most often, Mam-
dani and Sugeno algorithms are used in practice. The ma-
in difference between them is the method of applying the
value of the source variable in the rules that make up the
knowledge base. In systems like Mamdani, the values of
input variables are set by fuzzy terms, in systems like Su-
geno — as a linear combination of input variables. For
tasks in which identification is more important, it is ad-
visable to use the Sugeno algorithm, and for tasks in
which the explanation and justification of the decision is
more important, Mamdani’s algorithm will have an
advan-tage.

3 MATERIALS AND METHODS

To build a structure a model for calculating security
risk assessment, it is proposed to use Rule-Based Fuzzy
Models / Systems.

Under the Rule-Based Fuzzy Models / Systems under-
stand the agreed a lot of individual fuzzy product rules of
the type “if A, then B” where A is the prerequisite (parcel,
antecendent) of a certain rule, and B — the conclusion (ac-
tion, consecvent) of the rule in the form of fuzzy stateme-
nts. The model is designed to determine the degree of tru-
thfulness of the conclusions of fuzzy product rules. The
degree of truth is determined on the basis of preconditions
with a certain degree of truthfulness of the relevant rules.

When building a fuzzy product model should take into
account: the method of fuzzy inference; fuzzy product ru-
les database; the order of introduction of fuzzy cations;
the procedure for aggregating the degree of truth of the
preconditions for each of the rules of fuzzy product;
activation procedure for each of the rules of the odd
product; the procedure for eliminating activated
inclusions of all fuzzy product rules for each source
variable; diffusion procedure for clarity of each aggregate
output variable; procedure for optimizing the parameters
of the final base of fuzzy rules.

At present, many different types of fuzzy product mo-
dels are offered on the basis of different combinations of
these components.

Rule-Based Fuzzy Models / Systems are used in sol-
ving a number of problems in which information about
the system, its parameters, as well as the inputs, outputs
and states of the system is unreliable and poorly formali-
zed. Together with the advantages of describing the mo-
del in a language close to natural, in the versatility and ef-
ficiency of the model, Rule-Based Fuzzy Models / Sys-
tems are characterized by certain disadvantages: the wor-
ding of the original set of fuzzy rules is carried out with
the help of an expert, so it may be incomplete or contra-
dictory; the choice of the type and parameters of the fun-
ctions of belonging in fuzzy statements of the rules is sub-
jective; automatic acquisition of knowledge cannot be pe-
rformed.
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To eliminate these shortcomings, it is proposed to use an
adaptive fuzzy production model, which in the process and
on the results of functioning corrects both the compo-sition
of the rules in the base and the parameters of the fu-nctions
of belonging, as well as to implement various co-mponents
of this model on the basis of neuronet techno-logy.

Determine the incoming and outgoing parameters of the
model.

To build a risk assessment calculation model, we will use
the risk factor ratio according to formula (1).

Under the expected damage from a one-time impleme-
ntation of the threat we understand the cost (or value) of the
asset, which is mathematically expressed as follows (see (2)).

Taking into account (1) and (2), we obtain the general
ratio of factors for risk assessment (see (3)).

Since many risks can be identified for each informati-on
resource (one to all), the assessment of the total risk by the
information resource will be defined as the maximum risk
assessment of the resource (see (4)).

In turn, the assessment of system risk will be defineed as
the maximum assessment among resource risk assess-ments
(see 5)).

In turn, the total financial loss will be determined as the
amount of financial losses on all resources (see 6)).

We will apply a linguistic approach to the description of
security risk factors. Suppose as the values of factors and
characteristics of relations between them not only qu-
antitative assessment, but also qualitative, sentences of
natural language. Then this approach will provide a quantita-
tive description of the elements of the model in the condi-
tions of vague information about the value of the risk level,
the cost of the resource, the impact of the co-nsequence of,
the likelihood of a threat, the vulnerabili ty, of resource pro-
tection and ways to avoid negative impact from the imple-
mentation of risk.

Each risk factor of security and the risk itselt be desc-

ribed by linguistic variables X € X . The valueet of de-

scribed by linguistic variables of the model X is: X =

{“Ressssssource Price”, “Impact of the consequence”,
“Probability the emergence of Threat”, “Resource Vulne-
rability”, “Risk”}.

Thus, information security risk assessment can be ex-
pressed as (see 7)).

Based on the analysis [21] and the formed ratio of risk
factors (3) for the assessment of each of the risks, a fuzzy
model with four input parameters ( X, X 5, X 3, Xy) and

one Y output (MISO structure [22]) is proposed. The
number of input parameters is selected according to the
number of factors influencing the degree of risk (3).

To maintain the level of security of the ERP system, it is
necessary to determine what risks, according to the le-vel of
their assessment — risk level (RL), require proces-sing ac-
cording to certain recommendations. To do this, we will in-
troduce 3 types of risk levels:

— acceptable risk — ARL - will be considered
insignificant, the processing of such a risk is not required,

— medium risk — MRL — recommended for processing in
order to minimize it;

— high risk-HRL— we will consider it essential and its
processing is mandatory.
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Determination of the type of risk will be carried out as
follows:

ARL Rjj €(ming ; Py );
RL={MRLRjge (P5;Pr,); i€lR, jeTh,
HRL Rjj € (Pry;maxg ).

®

Parameters — the maximum value of the assessment of
acceptable and medium risk —[Prj] and [Pr,]respecti-

vely — are set by experts.

We will create a structure and build bases of fuzzy
product rules.

The structure of the rules should correspond to the
structure of the model, namely the number of fuzzy state-
ments in the prerequisites and conclusions. The database
of rules that has the structure of MISO, in general, has the
following rule structure [22]:

Pi:Ifx, isAjjand ... and X ; is Aj and ... and 0
Xy is Ajy,thenyisBj;. ©)

When creating a fuzzy model, both apriori data coming
from experts and data obtained as result of measurements
can be used.

In the first case, if there is no need to agree on the opin-
ions of experts, it is assumed that the tasks of ensu-ring com-
pleteness and inconsistency of the database of fuzzy rules
are solved in advance. If only experimentals data are known,
these tasks can be attributed to the tasks of system identifi-
cation. In practice, there may also be a mixed case when the
initial database of fuzzy rules is built on the basis of heuristic
assumptions, and its clarification is carried out using
experimental data.

ANFIS, the adaptive network fuzzy output system pro-
posed by Chang in 1992, will be used to represent the fuzzy
production model and algorithm of fuzzy output in the form
of a fuzzy network [23].

Since the fuzzy ANFIS network is presented multilay-er
structure with a direct signal propagation, and the value of
the source variable can be changed by adjusting the pa-
rameters of layer elements, then to teach this network you
can use an algorithm for reverse spread ing the error, which
belongs to the class of classic gradient algorithms.

Consider the problem of fuzzy neural network of anfis
type, which implements the algorithm of fuzzy output of
Takagi-Sugeno [24].

Let the rules of this form be given:

Py:If X; is Ay and X, is A,, then
yi=ay X +0; Xz ;

P,:If X, isA, and X,is A,, then
y2=2ay X;+by X;.

(10)

Let’s define a linguistic variable Y “Risk”. To evaluate
the linguistic variable Y, we will use the term set T(Y) of
five quality therms: T(Y)={«Very low risk (VLR); «Low risk
(LR)»; «Medium risk (MR)»; «High risk (HR)»; «Very high
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risk (VHR)»}. Definition Areas of EY of the linguistic

variable Y will be set at the interval [0; 100] [25].

The value of information will be defined as the relatio-
nship between the type of confidentiality and criticality —
criticality (C) of the information. Value estimation is for-
med as the sum of points corresponding to each type and
level of criticality of information. Estimates of the value of
information are given in Table 1.

The criticality of the information will be determined,
taking into account the assessment of the consequences of
violation of the properties of information. To evaluate the
linguistic variable X; “Resource price”, we will use the

term set T(X;) of three high — quality therms: Basis of the

development of information risk management systems.
T(X{)= {Low Price (LP); Average Price (AP);

Table 1 — Definition of value assessment of information

Criticality of information (C) _
Type of information | Insignificant Significant 8%“(13%1
(1-3 points) (4-9 points) points)
Open (1 point) 24 5-10 11-16
For internal use 3-5 6-11 12-17
(2 points)
Confiden tial 4-6 7-12 13-18
(3 points)
Strictly Confidential 5-7 8-13 14-19
(4 points)

High Price (HP)}. The Definition Area of EX1 of the

linguistic variable X; be set at the interval [4;19] [26].

The value level assessment scale for each linguistic vari-
able is determined by values 4, 11 and 19, respectively.
To evaluate the linguistic variable X3 “Threat proba-

bility level”, we will use the set T(X3) of five quality
therms: T(X3)={Very low probability of threat (VLT);

Low probability of threat (LT); Average threat probability
(MT); High probability of threat (HT); Very high probability
(VHT). Definition Areas Ex3 of the linguistic variable

X3 beset at the interval [0, 05; 365].

The VLT term corresponds to a situation where the threat
is almost never realized or implemented no more than 2-3
times in five years (frequency in the range [0, 0,6]). The term
LT corresponds to the situation when the threat occus 1-2
times a year (frequency in the range [1, 2]). The term MT
corresponds to the situation when the threat occurs once
every 2-3 months (frequency in the range [4, 6]). The HT
term corresponds to the situation when the threat occurs 1-2
times a month (frequency in the range [12, 24]). The VHT
term corresponds to a situ-ation where a threat occurs from 1
time per week to 1 ti-me per day (frequency in the range [52,
365)).

When evaluating the linguistic variable X4 “Resour-ces

Vulnerability”, we will rely on the common vulnerability
assessment system (CVSS), which makes it possible to fix
the basic characteristics of the vulnerability and create a nu-
merical score that reflects its criticality [27]. CVSS is a free
and open industry standard for assessing the severity of a
computer system security vulnerability, allowing users to
prioritive resources according to threat. The CVSS assess-
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ment system consists of three indicators 26]: basic metric —
reflects the main qualities and characteristics of the vulner-
ability; time indicators — reflects the following characteristics
of the vulnerability, which change over time, develop over
the vulnerable period; context metrics — displays vulnerabil-
ity characteristics that are unique to the user environment.
Each group of indicators has a certain numerical score in the
range from 0 to 10 and a dot representing the value of all
indicators in the form of a block of text.

To obtain vulnerability indicators, we will use the Na-
tioal Vulnerability Assessment System (NVD) [28]. NVD is
an information database of the U.S. National Standardi-
zation Authority, the National Institute of Standards and
Technology, supported by the U.S. Government. In the NVD
database, the security level values of the vulnerabi-lity are
calculated by values from 0 to 10 (according to CVSS) and
are described linguistically by the term None, Low, Medium,
High, and Critical [28].

According to the linguistic therms of the NVD data-base,
we will use the T (Xy4) term set of four quality the-rms to

the linguistic Vul-
nerability”: T(X4)= {Low vulnerability (LV); Medium

vunerability (MV); High vulnerabilidad (HV); Critical vul-
nerability (CV). Definition Area EX4 of the linguistic vari-

evaluate variable X4 “Resource

ables Xy set at the interval [0, 10].

Table 2 describes NVD vulnerability scores by points
and linguistically [29], description of the impact of explo-
itation, and corresponding levels of resource vulnerability

according to the term sets T (X4) .
Table 2 — Resource Vulnerability Rating Scalt

Vul-
ner-
abil-
ity

level

ILevel by
NVD

Scor | Description of the vulnerability
e by level
NVD

None 0.0 Vulnerability has no effect on re-

source

Lov 0.1- | A vulnerability that has little impact
on the resource does not Affect the
availability, integrity and confidential-

ity of information

LV

A vulnerability that may have some
impact on the resource but has a com-
plexity of implementation or does not
cause serious consequences. It is
possible to access confidential infor-
mation, change some information, but
there is no control over the informa-
tion, or the scale of losses is small.
Resource availability failures occur

Medium 4.0—

6.9 MV

A vulnerability that has a significant
impact on the resource, possible ac-
cess to confidential information,
changes in

informations and control over infor-
mation. Significant resource availabil-
ity failures and performance reduc-
tions

7.0—
8.9

Higt
HV

Vulnerability, the consequence of the
exploitation of which has a serious
impact on the resource: complete loss
of

availability and integrity of informa-
tion, full disclosure of confidential
information

9.0—
10.0

Critical Ccv




p-ISSN 1607-3274 PanioenexTpoHika, indpopmaTrka, ynpasminss. 2022.
e-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2022.

Ne
No

4
4

4 EXPERIMENTS

To develop a fuzzy model, we will use the Fuzzy Lo-
gic Toolbox tool from the MATLAB package version
R2020a.

Fuzzy Logic Toolbox is a MATLAB extension packa-
ge that contains tools for designing fuzzy logic systems.
The package allows you to create expert systems based on
fuzzy logic, develop clustering with fuzzy algorithms, as
well design fuzzy neural networks. The package includes
a graphical interface for interactive step-by-step design of
fuzzy systems, command line functions for software deve-
lopment, as well as special blocks for building fuzzy logic
systems. All functions of the package are implemented in
the open language MATLAB, which allows you to cont-
rol ol the execution of algorithms, change the source co-
de, as well as create your own functions and procedure
[30].

In accordance with the developed structure of the fuz-
zy model (see (7)) using the Fuzzy Logic Designer GUI
of the Fuzzy Logic Toolbox package, a fuzzy product
model was developed, the structure of which is shown in
Fig. 1.

The developed fuzzy model has a MISO structure: fo-
ur inputs (risk assessment factors) and one output (risk as-
sessment).

Among the fuzzy Logic Toolbox models available, us-
ing Mamdani or Sugeno fuzzy conclusion algorithms, the
Sugeno model was chosen as the only one that has the
ability to use fuzzy natural production networks based on
it, namely the ANFIS network.

For each input of the model according to the develo-
ped structure (7), the ranges of the areas for determining
the numerical value of the parameter, quantity, type, name
and parameters of the membership functions were adjus-
ted:

— the range of the input parameter definition area cor-
responds to the ranges of estimates of the corresponding
risk factor;

— number of affiliation functions corresponds to the
number of therms of the linguistic variable of the parame-
ter;

— the names of the functions of the affiliation corres-
pond of the abbreviated names of the term;

— the type of the function of belonging is a kolokoloo-
brazna curve — the function of the Gauss distribution:

—(0)” "
u(x,c,c)=e 2a° (an
— parameters of affiliation functions were selected in
accordance with the center of values of parameter evalua-
tions by term, parameters o are selected so that func-
tions of the affiliation overlap at the level of 0.5.

The results of configuring the source and input data
using the Membership Function Editor are shown in Fi-
gures 2 and 3, respective.

The list of selected parameters for model data and af-
filiation functions is shown in Table 3.

4\ Fuzzy Logic Designer: ISREModel - O *
File Edit View
X1 S
X2 flu)
S e
X3
"
X4
FIS Name: ISREModel FIS Type: SUGEND
And method prod o Current Variable
Name
Or method probor - A
T tput
implication i ¥ee o
Range [0 100]
Aggregation —
Defuzzification wtaver ~ Help Close
Sawved FIS "ISREModel" to file

Figure 1 — Structure of fuzzy production model
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X1 Y

DO [l |

XX

4 Membership Function Editor: ISREModel - m} X 4. Membership Function Editor: ISREModel - O X
File Edit View File Edit View
FIS Variables Membership function plots ThE 181 FIS Variables Membership function plots TR 181
Lw MW HwW LC LC MC HC VHC

X3
" input variable *X1* " input variable *X2*
Current Variable Current Membership Function (click on MF to select) Current Variable Current Membership Function (click on MF to select)
Name X1 Name LW Name X2 Name LC
Type input Type gaussmf e Type input Type gaussmf e
Params 2 781 4 Params 0.4245 1
Range [419] I 1 Range sl [ 1
Display Range [4 18] Help Close | | Display Range Mg | Help Close ‘
Ready | Saved FIS "ISREModel to file ‘
a b
4 Membership Function Editor: ISREModel - m] X 4 Membership Function Editor: ISREModel - O X
File Edit View File Edit View
lot coi Iot pints:
FIS Variables Membership function plots clet paint=, 18 FIS Variables Membership function plots plat paints: 13
WHT VH v My Hy C
O] [ | XX
X1 Y X1 Y
X2
WV
O
0, 1 L
n input variable "X3" n input variable "X4"
Current Variable Current Membership Function (click on MF to select) Current Variable Current Membership Function (click on MF to select)
Name X3 e wLT Name X4 ST v
Type input 53 gaussmi > Type input = oaussmf v
Params £ 0 05 Params
Range 0.0 365) 0.5 0.05] T 010 13.426 0]
Display Range [0.05 385) Help Close | | Display Range [0 10) | Help Close ‘
Changing parameter for MF 1 to [0.5 0.05] | Selected variable "X4" ‘
c d

Figure 2 — Model input data configuration results:

a— Input parameter X; “Resource Value”, b — Input parameter X, “Impact the consequence”, ¢ — Input parameter

X3 “Probability the emergence of threat”, d — Input parameter X 4 “Resource Vulnerability”

Membarship function plots

Dlot ooants:

181

VLR LR

MR

HR WHR

Figure 3 — The results of configuring the original model parameter
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Table 3 — Model Data Options

Imput Parameter Definition Affiliation Center (peak) ()
IDriver Ratings) function Therm Deviation (G )
X1 €[4;19]
(X)) LW 2.781 4
1y (X)) MV 3.184 11
us (X)) HV 3.589 19
X5 €[L;5]
1 (X5) VLC 0.4246 1
1y (X5) LC 0.4246 2
us3(X5) MC 0.4246 3
g (X5) HC 0.4246 4
us(X5) VHC 0.4246 5
X3 €[0.05;365]
u(X3) VLT 0.5 0.05
1y (X3) LT 1 1.5
H3(X3) MT 18 >
1a (X3) HT 13.86 18
us(X3) VHT 280.8 365
X, €[0;10]
W (X4) LV 3.426 0
1y (Xyg) MV 1.29 5.579
3 (Xy) HV 0.78 8.037
ta(Xy) cv 0.8875 10
Y €[0;100]
HI(Y) VLR 10.62 0
wy(Y) LR 10.62 25
H3W) MR 10.62 50
g (Y) HR 10.62 75
s Y) VHR 10.62 100

To form the initial base of rules, we will use an app-
roach based on the generation of many rules, based on
possible combinations of vague statements in the prereq-
uisites and conclusions of the rules, according to which
the maximum number of rules in the database is determi-
ned [27]:

(12)

Thus, for the model being developed, the number of
rules in the initial base will be 3 -+ 5 - 5 - 4 =300 rules.

According to the structure of the rules (10), which for
the developed model have a general look of:

©Kozhukhivskyi A. D., Kozhukhivska O. A., 2022
DOI 10.15588/1607-3274-2022-4-12

B It Xy is Tj(X;) and X, is Tj (X,) and X3

14

is Tj (X3) and X, is T;(X4), then Y is T;(Y) , (14)
the initial database of rules was formed, consisting of 300
rules, fragment of which of the 10 rules is shown in Figu-
re 4.

Tools are allowed when creating a rule to indicate
weight, that is, the significance of the rule, which has a
definition area [0;1]. In the built database, all rules, by
default, have the same weight of 1.
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1. If (X1
2. IF (X1
3. IF (X1
4. IF (X1
5. If (X1
8. If (X1
7. IF (X1
2. If (X1
9. If (X1
1

is LWW) and (X2 is VLC) and (X3 is VLT) and (¥4 is L\ then (¥ is VLR) (1}
is LW) and (X2 is VLC) and (X3 is VLT) and (X4 is MV) then (¥ is VLR} (1)
iz LW) and (X2 is VLC) and (X3 iz VLT) and (X4 is HV) then (Y is LR) (1)
is LWW) and (X2 is VLC) and (X3 is VLT) and (X4 is CV) then (¥ is LR) (1}
is LW) and (X2 is VLC) and (X3 is LT) and (X4 is L) then (¥ is VLR} (1)
iz LW) and (X2 is VLC) and (X3 iz LT) and (X4 is MV} then (Y iz VLR) (1)
is LW) and (X2 is VLC) and (X3 is LT) and (X4 is HV) then (¥ is LR) (1}

is LW) and (X2 is VLC) and (X3 is LT) and (X4 is CV) then (¥ is LR) (1}

iz LW) and (X2 is VLC) and (X3 iz MT) and (X4 iz LV} then (Y iz VLR) (1)
0. If (X1 is LW) and (X2 is VLC) and (X3 is MT) and (X4 is M) then (¥ is VLR} (1)

Figure 4 — Fragment of model product rules base

5 RESULTS

The use of a fuzzy model provides a more flexible
processing of inaccurate /substandard factors of security
risk and allows you to proceed to the numerical represe-
ntation of any characteristcs. The proposed fuzzy model
and methods can be used both to assess specific types of
security risks of ERP system resources and to the overall
risk of security of the ERP system.

In a real enterprise, the use of a fuzzy model involves
the implementation of a certain block of preparatory work
such as: identify specific objects of protection of the,
ERP-system; make a list of threats and possible
vulnerabilities; to make a list of current
threat/vulnerability for ERP-systems (taking into account
the peculiarities of business processes); assess the prob-
abilities of implementing a threat using the specified vul-
nerability; to assess the consequences of the threat, the
impact of the threat on the integrity, confidentiality, avail-
ability and observation of in formation; perform a risk
assessement from the implementation of the threat; de-
termine the level of risk and
provide recommendations for the need to process it; as-
sess security risk by asset and business process.

The prospect of developing the proposed model is the
use of adaptive neuro-fuzzy product model, which will al-
low reassessing risk in case of changes in the values of fa-
ctors, changes in the product base of rules or in case of
new risk.

The use of a linguistic approach ensures the possibility
of using quantitative description of both all and individual
elements of the model, provided that there is only about
the value of fuzzy security risk factors, which provides
opportunities, if necessary, to separate and rank risk fac-
tors and their consequences. Such actions may be useful
in determining ways to avoid and / or reduce the negative
impact of risk.

The use of neuro-fuzzy system components gives the
model flexibility. Setting up the model by training in ac-
cordance with the obtained knowledge base allows you to
perform risk reassessment in case of changes in the values
of factors, changes in the product base of rules or the
emergence of new risks. This provides an opportunity to
shape and adapt the model to a specific ERP system.

©Kozhukhivskyi A. D., Kozhukhivska O. A., 2022
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6 DISCUSSIONS

Violation of security, including noncompliance with
regulatory standards, can lead tofinancial and reputational
consequences that are best avoided for any organization,
regardless of size, scope or form of ownership.

The operating procedures and business applications
that support them must be strategically managed and mo-
nitored to ensure the integrity, availability and confiden-
tiality of the data that the organization owns.

Currently, the vast majority of organizations rely on
ERP Systems to implement business processes and integ-
rate financial data. The ERP system is an application sys-
tem that implements a strategy of comprehensive resource
planning that integrates the company’s business processes
and financial data into one platform. Integration provides
better quality and availability of information, but it also
increases the risk of fraud from within the organization by
users and malicious attacks from outside. This depend-
ency increases the security value of the ERP-system to
protect your organiztion’s information assets.

A key aspect of any security strategy is the ability to
achieve a level of security that adequately demonstrates
the organization’s commitment to security and data secu-
rity regulations collected from its customers and partners.
Too little security increases the risk of violations, while
too much can lead to unnecessary costs for information
technology, software and hardware, deteriorating system
performance, and slowing down business processes. The-
re is no optimal security solution for any ERP-system.
Each organization needs to assess risks and set goals re-
lated to their environment and the type of information it
processes.

The peculiarity of risk assessment tasks is that most of
the data on risk factors has signs of imperfection and un-
certainty: contradiction, inaccuracy, unreliability or inco-
mpleteness, are nonlinear and dynamically variable. For
effective assessment in case of uncertainty of input data,
fuzzy logic methods and neuro-fuzzy networks are used to
use linguistic variables and statements to describe risk fa-
ctors and be adaptive at the expense of the neuro-network
component.

CONCLUSIONS
The developed fuzzy evaluation model of the ERP-
system was practically implemented using the Matlab en-
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MOJEJIIOBAHHS OINIHKA PU3UKIB ERP-CUCTEMUA

KoxyxiBesknii A. JI. — 1-p TexH. Hayk, npodecop, nmpodecop xadenpu indopmariiiinoi Ta kibepHeTHyHoi 6e3nexu JlepxkaBHOTO

yHIBepcHUTeTy TenekoMyHikauiit, Kuis, Ykpaina.
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KosxkyxiBeska O. A. — 1-p TexH. HayK, JOLEHT Kadenpu iHpopMmaniiiHoi Ta KibepHeTHUHOT Oe3nekn J{epKaBHOTO YHIBEPCUTETY
TenekomyHikauiid, Kuis, Ykpaina.

AHOTAIIA

AkTyaiabHicTb. OCKUTBKH OLIHKA PU3HKIB OE3MEKHU € CKIaTHIM i TOBHUM ITPOIIECOM HEBH3HAYECHOCTI, 2 HEBU3HAYEHICTh € OCHO-
BHHUM (haKTOpOM, IO BIUIMBA€E HA €PEKTHBHICTH OIIHKH, TOMITGHO BUKOPUCTOBYBATH HEUITKI METOAN Ta MOJENI, SIKi € aJJal THBHIMH
JI0 HeoOuncIroBaHNX AaHuX. POpMyBaHHS PO3IUIMBYACTUX OLIHOK (DAKTOPIB PU3MKY € Cy-0’€KTHBHMM, a OI[IHKA PU3HUKIB 3aJISKHUTh
BiJl IPAaKTUYHUX PE3yJIbTATIB, OTPUMAHMX y IpoLeci 00poOKH PU3HKIB 3arpo3, sIKi BKe BUHHUKIIM MiJ Yac QyHKI[IOHyBaHHS OpraHiza-
mii Ta gocBiny QaxiBiiB 3 6e3neku. ToMmy mouinbHUM OyJie BUKOPHCTAHHS MOJICIICH, 110 3/IaTHI aJeKBATHO OIIHIOBATH HEYIiTKi (ak-
TOPHU Ta MAOTh MOXKJIUBICTh KOPETYBaHH X BIUTUBY Ha OLIHKY pu3HuKy. Hail0ip1ri HOKa3HUKU e()eKTUBHOCTI JUIsl BUPIIICHHS TaKHX
3a7a4 MaroTh HEHPO-HEUiTKI MOJeNi, U0 KOMOIHYIOTh METOAM HEYIiTKOI JIOTIKM Ta LITyYHHX HEHPOHHHX MEpex i cucreMm, ToOTO
<UTIOIMHONOIOHOT0» CTHIII0 MIPKYBaHb HEYITKHX CHCTEM 3 HaBYaHHSIM Ta MOJICIIOBAHHSIM PO3YMOBHX SIBHII HEHPOHHHX MEPEXK.
s moOyRoBH MO-ZeTi po3paxyHKY OLIHKH PH3HKY O€3MeKH MPOIIOHY€ETHCS BHKOPUCTOBYBATH HEUITKY MPOAYKIiHHY Moens. Hewi-
TKI TIPOAYKIiitHI Mozei (HeUiTKi MOENI/CHCTEMH Ha OCHOBI IIPaBMII) I1€ TIOMIMPEHHI TUII HEUITKUX MOJEINEH, SIKi BAKOPHCTOBYIOTh-
sl IS OTIHCY, aHAJTI3y Ta MOJEIIIOBAHHS CKJIAJHUX CHCTEM 1 IIPOIECiB, 0 c1abo GopMatizyroThes.

Meta po6oTH — po3poOKa HEUYITKOT MOJIEIi OLIHKK PU3KKIB Oe3meKH Ta 3axucTy cucteM ERP HIISIXOM BUKOPUCTAHHS HEYITKUX
HeIpOHHUX Mozenel.

Metopn. {ns noOynoBu Moesi po3paxyHKy OLIHKH PH3UKY OE3MEKH MPOMOHYETHCS BUKOPHCTOBYBATH HEUITKY MPO-AYKLIHHY
mozenb. HewiTki npoaykuiiiHi Moaeni e 3arajabHUi BHJ HEYITKUX MOJEJeH, SKi BUKOPUCTOBYIOTBCS [UIsl ONUCY, aHAII3y Ta MOJe-
JIIOBAaHHA CKJIQIHUX CHCTEM 1 MPOLECIB, IO c1ado GpopMaltizyroThCs.

PesyabTaTn. BuzHaueHo ¢akTopw, 10 BIUIMBAIOTH HA OI[IHKY PU3HKIB, 3aIIPOIIOHOBAHO BUKOPHUCTAHHS JTIHIBICTHYHUX 3MiHHUX
IUTS iX OMUCY Ta BUKOPHUCTAHHS HEUITKHX 3MIHHHX JJISI OI[IHKH IX SKOCTEH, a TaKOK CHCTEMH SIKICHUX OIiHOK. OOIpyHTOBaHO BHOIp
IapaMeTpiB Ta peai3oBaHO HEUITKY NPOXYKIIHHY MOJEIb OLIHIOBAHHS PH3HKIB Ta 0a3W IPaBIII HEUITKOTO JIOTIYHOTO BHCHOBKY 3
BHUKOPHCTAHHAM TNakeTy npukiagaux nporpaM MATLAB Ta makery posmmpenus Fuzzy Logic Toolbox, a Takox mokpameHo 3a
pPaxyHOK BBEICHHS aJaliTHBHOCTI MOZEINI 10 €KCIEPUMEHTAIBHHUX JaHHUX IUITIXOM BIIPOBAPKEHHS B MOJENb HEHPO-HEUITKMX KOMIIO-
HEHTIB. PO3MIIHYTO BUKOPUCTaHHS HEWITKMX MOJENei s BUPILICHHS 3a]a4 OL[IHKM PH3UKIB OE3IeKH, a TaKoXX KOHLEMIIo0 Ta Io-
6ynoBy ERP-cucrem Ta mpoanaiizoBaHo mpo0iieMu ix 6e3neku Ta Bpa3irBOCTi.

BucHoBku. Po3po6ieno HeuiTky Mozens ominkd pusukiB ERP-cuctemu. O6pano mepernik ¢akTopis, 10 BIUIMBAIOTh HA PH3UK
Oe3meky. 3amporOHOBaHO METOAW OLIHKU PU3UKY iH(popMmauiitHux pecypciB Ta ERP-cuctem B3arami, omiHkd (iHaHCOBUX 30UTKIB
BiJ peaizamii 3arpo3, BU3HAUCHHS THITy PH3HKY 3a HOTO OWIHKOIO i (opMyBaHHS PEeKOMEHAALil BiTHOCHO iX 00pOOKH 3 METOIO
MmiATpUMKH piBHS 3axuiieHocti ERP-cucremu. Busnaueno nepernik JIiHrBiCTHYHAX 3MIHHUX Mozeini. OOpaHO CTpyKTypy 6a3u Hedit-
KHX npoxykniitanx npasui — MISO-ctpykrypy. [To6ynoBano cTpykTypy HediTkoi Mozerni. BusHaueHo HeuiTKi 3MiHHI MOJei.

KJIFOUYOBI CJIOBA: Ge3rieka, HeUiTKa JIOTiKa, HediTKa MPOAYKIIiiiHA MOJIe)Ib, OIIHKA PU3UKIB, 3aXHICHHICTh, ERP-cucTeMa.

YK 004.94
MOJEJMPOBAHUE OHEHKH PUCKOB ERP-CUCTEMBI
Ko:xyxoBckuii A. 1. — 1-p TexH. HayK, nmpogeccop, mpodeccop kadeapsl HHOOPMALNOHHOH Ta KHOSPHETHIECKOH O€30acHOCTH
T'ocynapcTBeHHOr0 yHUBEpCUTETA TENEKOMMYHUKaui, Kues, Ykpaunna.
Ko:xkyxoBckas O. A. — 1-p TeXH. HayK, JOLEHT Kadeapsl HHPOPMAIUOHHON Ta KHOepHETHIeCKoi Oe3omacHocTr ["ocy1apcTBeH-
HOTO YHHBEpCHTETa TeleKoMMyHHKanuii, Kues, Ykpanna.

AHHOTAIUA

AKTyanbHOCTB. [IocKONIBKY OIlEHKa PUCKOB 0€30MaCHOCTH SIBISIETCS CI0XKHBIM U MOJTHBIM IIPOLIECCOM HEOIPEIENICHHOCTH, a He-
OIIPEJIETICHHOCTD SBIISIETCS OJTHUM M3 OCHOBHBIX (DaKTOPOB, BIMAIOIMX Ha 3P ()EKTUBHOCTH OLEHKH, LIeIecO00pa3HO MCIOIb30BaTh
HEYETKHE METOJBI U MOJENH, KOTOpHIE SIBISIIOTCS aJaNTHBHBIMU K HEYYTCHHBIX AAaHHBIX. DOpMHpOBAaHHE PACIIBIBUATHIX OLEHOK
(haKTOpOB pHCKa CyOBEKTHUBHO, a OIIEHKA PHCKOB 3aBICUT OT MPAKTUYECKHUX PE3yNIbTAaTOB, MOITyYSHHBIX B IpoIecce 00pabOTKH pHC-
KOB YIpo3, KOTOPBIE YK€ BO3HHKIM B X0z€ (DyHKIIMOHMPOBAHUS OPTaHM3aLUH, U OIBITAa CHENUAIHNCTOB 110 Oe3omacHocTu. [TosTomy
1esecoo0pa3Ho MCIIOIB30BaTh MOJISIH, KOTOPEIE MOTYT aJeKBaTHO OLCHMBATH HEUCTKHE (PaKTOPBI M NMETh BO3MOXKHOCTh KOPPEKTH-
poBaTh MX BIMSHHE Ha OLEHKY pHcKoB. HamGosbmmMu nokasarensiMu 3¢p(EeKTHBHOCTH I PELICHUs TaKUX HpOOJeM SBISIOTCS
HEeWpo-HEeYeTKHE MOJICNH, COUETAIOIIUMHU METO/IbI HEYETKO JIOTUKY U UCKYCCTBEHHBIC HEHPOHHBIE CETH ¥ CUCTEMBI, T.€. «4EIOBEKO-
MOJOOHBII» CTHIIB COOOpPaKeHUH HEYETKUX CHCTEM C 00yUeHHEM U MOAEIMPOBAHUEM NICUXUYECKUX SBICHUN HEHPOHHBIX ceTeld. s
MOCTPOCHUSI MOJIETIM PacueTa OLIEHKH PUCKOB O€30MacCHOCTH MPEAIaraeTcsl UCIoIb30BaTh HEUETKYI0 MOJeNb MpoaykTa. Heuerkne
MOJIEJTH TIPOAYKTOB (HEUSTKHE MOJIEIIH/CUCTEMBI HA OCHOBE TIPABIII) SBIISIOTCS OOBIYHBIM THIIOM HEUYETKHX MOJENEH, HCIONB3yeMbIX
JUISL OTIMCAHMS, aHAIN3a U MOJIEIMPOBAHUS CIOXKHBIX CHCTEM U MIPOIECCOB, KOTOPHIE TII0XO0 (hOPMATTH30BaAHBI.

Ieab padoThl — pa3paboTKa HEUETKONH MOJEIH OIEHKH PUCKOB Oe3omacHOCTH U 3amuThl cucteM ERP ¢ ncmonbs3oBanueM He-
YETKUX HEHPOHHBIX MOJIEIICH.

Metona. /[yt OCTPOSHUSI MOENN pacueTa OIEHKH PHCKOB 0€30MacHOCTHU IIPe/UIaraeTcsi UCIoIb30BaTh HEYETKYIO0 MOIENb Ipo-
nykra. HedeTkre MoJeny MpOJIYKTOB SIBISIIOTCS OOBIYHBIM BHIOM HEYETKHX MOJEJeH, MCIOJIB3YeMbIX s OIMCAHHS, aHaInu3a U
MOJIEIMPOBAHHMS CJIOKHBIX CUCTEM M IPOIECCOB, KOTOPBIE IJI0X0 (hOpMaIn30BaHbI.

PesyabTarbl. BoiiBieHHble (GakTOphl, BIMAIONIME Ha OLIEHKY PHUCKA, CBUJETEIBCTBYIOT 00 MCIONB30BAHMU JINHIBHCTHYECKUX
MIEPEMEHHBIX ISl UX OMMCAHHS U MCIOJIB30BaHNS HEUETKHUX MEePEMEHHBIX JUIS OLEHKU MX KayeCTB, a TAK)KE CHCTEMBI KaueCTBEHHBIX
oneHok. OOOCHOBaH BBHIOOP MMapaMeTPOB M PEaTM30BAHBI HEUETKAsI MOJIENTb OIEHKH PUCKOB M OCHOBBI ITPABHII HEUETKOTO JIOTHIECKO-
T'0 3aKJTIOYCHHUS C HCIIOIb30BaHKEM TaKeTa MpukiagHex nporpaMmm MATLAB u nakera pacmmpenns Fuzzy Logic Toolbox, a Taxke
YIIYUIIEHO 3a CUET BBEACHHMS aTalTUBHOCTH MOJEIH K SKCIIEpUMe-HTaIbHBIM JaHBIM ITyTeM BHEIPEHUS B MOJENb HEHpO-HEeUeTKNX
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KOMIIOHEHTOB. PacCCMOTPEHO HCIOIb30BAaHHE HEUETKUX MOJEINICH s penieHus mpoOiieM OICHKH PHUCKOB 0OE30MaCHOCTH, a TaKXkKe
KOHIIENIMA U cTpouTenscTBo cucteM ERP u mpoananuzupoBansl mpo6ieMbl MX 0€30MaCHOCTH U YSI3BUMOCTH.

BriBoabl. Pa3paborana HeueTkas Mozenb OLEHKH pUCKOB cucteMbl ERP. BriOpan mepedeHs (pakropoB, BIMSIOLIMX HA PUCK
6e3onacHocTH. [IpemmararoTcs METOIBI OLIEHKH PUCKOB MH()OPMALMOHHBIX pecypcoB 1 ERP-cuctem B miesmoM, omeHka (PMHAHCOBBIX
MOTEPh OT pealn3alllii YIpo3, ONpeAeiIeHNe BUIA PICKAa B COOTBETCTBUH C €r0 OIECHKOW A (POPMHUPOBAHMS PEKOMEHIAINHN MO UX
00paboTKe B HENAX MOMACPKAHKS YPOBHs 3amuThl cucteMbl ERP. OmnpezienieH CucoK TMHIBICTHYCCKHIX TIEPEMEHHBIX MOJETH. Bbi-
Opana CTpyKTypa 0a3bl JaHHBIX HEUETKHX MpaBmi mpoaykra — MISO-ctpykTypa. [TocTpoeHa cTpykTypa HE4eTKON Mojenn. BrisBie-
HBI HEYETKHE TIEPEMEHHBIE MOICIIH.
KJIFOUYEBBIE CJIOBA: 6e30macHOCTb, HeUSTKAs JTOTUKa, HEUETKas MPOAYKIIHOHHAS MOJIENb, OLICHKA PUCKOB, 3alIMIICHHOCTD,
ERP-cucrema.
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