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ABSTRACT

Context. Currently, generalized methodical approaches to the development of scenarios of complex radio suppression and
electromagnetic influence of typical special telecommunication systems have been developed. However, during the development of
possible cases for the complex application of radio suppression and destructive software influence,the problem of optimizing the
resource of these means and its distribution according to the goals of radio suppression and objects of destructive computer influence
arose, which has not yet been fully resolved.Especially in the literature known to the authors, there is no method for optimizing the
resource distribution of radio and computer influence, used for the development and practical implementation of optimal scenarios of
destructive influence on computer networks of enemy military groups in military operations.

Therefore, it is necessary to formulate a problem and develop a method of optimizing the distribution of the resource of radio
suppression and destructive software influence for the development of possible scenarios of the enemy’s violation of information
exchange in a standart telecommunication network.

Objective. The purpose of the research is to develop a method for optimizing the distribution of the resource of radio suppression
and destructive software influence for the development of scenarios of information exchange violations by the enemy in the
telecommunications network.

Method.To achieve the purpose of the research, the methods of nonlinear optimization of heterogeneous resource distribution,
mass service theory, and expert evaluation were comprehensively applied and developed in the field of modeling of information
conflict.

To determine the coefficients of protection of objects from radio-electronic and destructive computer influence, expert evaluation
methods are used, in particular, the method of frequencies of preferences of the decision-maker using the Thurstone method. This
method requires only one expert (a decision-maker), minimal communication time with him, minimal expert information (full
ordering of weighting factors) and can be applied with a small number of evaluated weighting factors.

To solve the problem of optimal distribution of a heterogeneous resource of means of destructive influence, to ensure the value of
the multiplicative objective function of an arbitrary form is not less than the given one, the method of successive increments is
applied.

To determine the efficiency indicator of information exchange violation, the methods of mass service theory are applied, which
allows to formalize special telecommunication systems as a set of mass service systems — subsystems of digital communication and
computer networks.

Results. The formulated problem and the entered indicators made it possible to solve the problem of determining the minimum
resource of means of destructive influence and their optimal distribution according to the purposes of radio suppression on the
objects of destructive program influence in order to achieve the required level of disruption of the efficiency of information exchange
in special telecommunication systems.

Conclusions.According to the results of the article, a method for optimizing the distribution of the resource of radio suppression
and destructive software influence has been developed for the development of possible scenarios of information exchange violations
by the enemy in a typical telecommunications network.The verification of the proposed method was carried out by comparing the
theoretical results with the results of simulated modeling of scenarios of violation of the information exchange in the
telecommunications network by the enemy.

KEYWORDS: information exchange, computer radio network, computer attack, protection of information, radio suppression,
optimization of resource allocation, destructive influence.

ABBREVIATIONS TSM is a tactical section of management;
TN is a telecommunication network; LCRN is a local computer radio network;
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DPI is a destructive program influence;

LCN is a local computing network;

TPN is a tactical packet network;

CCCN is a combat control computer network;

RES is a radio-electronic struggle;

DST is a destructive software tool;

UAV is an unmanned aircraft vehicle;

WS is a workstation;

UAVTM is an unmanned aerial vehicle — trouble
maker;

MSSis a mass service system;

COCC is acombat operations control center;

COT is a compact obstacle transmitter;

DCI is a destructive computer influence;

GCN is a global computing network;

OTS is an operational tactical situation;

SRG is a subversive reconnaissance group;

CIT is a compact interference transmitter;

TS is a telecommunication system;

El is an electromagnetic influence.

NOMENCLATURE
B is a intensity of information aging;
H is a number of control units in which the enemy
solves the task of disorganization;
h is a control link number;

kP" is a security weight factor of workstations;

kPP is a security weight factor of DCI targets;

kP is a security weight factor of typical TPN nodal
centers;

k™ is a security weighting coefficient of the PC in
the A-th link of management when the DST is introduced;

kPP is a security weighting coefficient of the
DCltarget of the v-th type;

k" is a security weight factor nodal center TNin
the/-th management chain;

[ is a number of ratings on the x; and x; indicator

scales;
m is a number of compared pairs in the plane

Pk;OPk; ;
N} is a number of workstations in LCNTN;

Nj¢ is a number of nodal centerTNin the A-th chain

of management;
pjj 1s a percentage ratio of the number of pairs of

objects for which the arrow is “directed from criterion: to
criterion;”;

Phpui Ppui

,BE. 1is a probability of untimely receipt of
information about the crisis situation in the A-th link of
management and its necessary importance for the
disorganization of state administration, respectively;
Opy(7yy) 1s a hv-th component of the transformed

objective function;
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R(wm“d,wdis ) is a resource spent by the enemy on

the implementation of the PII scenario of the nodal
centers of TN and DCI on computer networks;

mesd | dis
Ry, (Whv W )

implement the method of radio suppression and

destructive software influence on computer networks in
the A-th link of control;

is a function of the resource used to

rhv(w;'l"v“d,w,‘f’is) is a hv-th resource function
component;

T™ is a time of receiving information about changes
in the situation in the event of a crisis situation;

T is a critical delay time for information about a
crisis situation;

Thri(w;’ﬁ,“d,w;‘f’is) is a time of receiving information
about the operational and tactical situation in the /-th

chain of command;

vy hril is a time of receiving information about the crisis
situation in the relevant management link, at which it
achieves the fulfillment of the suppression efficiency
criterion;

Thy (w,';’;‘“’ ,w;"‘“‘) is an average time of transaction data

processing in the target of the v-th type of DPI in the A-th
management link;

T; th is an aging time of information about the crisis
situation in the /-th management link;

V' is a number of types of DST targets in computer
networks of TN;

v is a number of the DST target type;

w4 is a number of DST used to suppress computer

networks;
w is a number of UAV-TM (TPN) used to suppress

TN nodal centers;

mesd
Why

PCs of local computing networks in each % control link to
suppress each v type of DCI targets;
w;‘f’is is a number of UAV-TM s used to suppress TPN

nodal centers in each % control link;
is an unknown normalized variable;

is a number of DST, which are implemented in

Zij
0y, (Ry,) is a transformed objective function.

INTRODUCTION

The development of organizational and technical
methods of protection of TN, containing radio networks,
mobile and computer means of TSM, which are
consolidated by means of protected radio lines in LCRN
and integrated into global (regional) LCRN (hereinafter,
typical TN) is extremely relevant in the conditions of
conducting hybrid military operations [1-9]. At the same
time, there is an urgent need to develop scenarios of
possible actions of the enemy during the conduct of radio
suppression and computer attacks on TN [3—11].
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The objectof study — is the processes of distribution
of a heterogeneous resource of means of destructive
influence on information exchange.

The subjectof study — is a method of optimizing the
distribution of a heterogeneous resource of means of
destructive influence on information exchange.

The purpose of the work is to develop a method for
optimizing the distribution of resources of radio
suppression and DPI for the development of scenarios of
violation of information exchange in TN by the enemy.

1 PROBLEM STATEMENT

A military operation is being considered, during which
the task of disorganization by the enemy of the command
of the opposing army corps by means of radio suppression
and destructive influence on the computer network is
solved [1-3, 4, 6, 9].

Analysis of military control systems shows that
computer networks of combat control, the structural
diagram of which is shown in Fig. 1, consist of LCN,
LCRN, TPN, which are hierarchically combined in the
CCCNI1,3,6,7,9-14]:

[ UAV-TM ]

[ ost ]

Figure 1 — Structural diagram of a model of the construction of
computer networks of a typical army corps of the armed forces,
as an object of RESand DCI in modern military operations

— workstations of platoon, company, and battalion
commanders united by the ADDSI protocol (analogous to
X.25) by means of the combat radio communication
system (EPLRS, NTDR, SINCGARS SIP);

— workstations and servers of automated information
systems of combat control centers of battalions, brigades,
divisions and army corps, connected by cable lines using
the Ethernet protocol.
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The GCN is formed by local computer networks of
various control units, united by means of a tactical packet
network according to the X.25 protocol. TPN consists of
routers, packet switches of node centers and separate
radio relay communication channels of the MSE type
system [1, 2]. The structural diagram of the mathematical
calculation model of radio and software-computer
suppression of army corps computer networks is shown in
Fig. 1. Accordingly, data is exchanged between all
vertical and horizontal links of the typical army corps of
the armed forces of the leading countries of the world.

The adversary, in the conditions of conducting hybrid
military operations, affects the CC CN in a complex way,
combining the radio-electronic influence of RES devices
on lines, node centers and communication lines of a
typical TN with means of radio suppression and DST on
elements of wireless computer networks [1, 2, 11-17].

The grouping of the enemys RES forces and means

includes software-computer and radio suppression
subsystems.
As part of the software-computer suppression

subsystem, there is a set of DST.The radio suppression
subsystem includes jamming transmitters on the UAV,
Fig. 1.

DST using special sabotage actions are introduced in
the LCN working stations of the army corps; UAV are
launched in the areas of the TPN nodal center and create
radio interference.

Introduced into the DST workstation, fig. 1, carries
out a “denial of service” attack, causing a decrease in the
speed of data processing by servers, overloading the LCN
bus and duplex TPN communication channels with data
packets; UAV-TM suppress the TPN nodal center,
causing redirection of data flows through unsuppressed
nodal centers and overloading of the corresponding TPN
duplex communication channels, fig. 1.This leads to an
increase in the time of transmission of information about
the operational and tactical situation and, ultimately, its
aging at the time of receipt by the concerned officials.

Computer networks of the army corps, fig. 1, are
presented as a set of hierarchically united MSS, and DCI,
UAV-TM affect their functioning by overloading
[12, 18]. Here, the MSS are marked with rectangles: C is
a two-node, two-phase MSS with an intermediate storage
device of finite capacity, which simulates a server;
WS — a two-node two-phase MSS with an intermediate
storage device of finite capacity, which simulates a
workstation; SNMI - single-node multi-input with
random selection of a service request, which simulates an
Ethernet bus; PM — single-node multi-input round-robin
polling in the case of time distribution, which simulates
the EPLRS radio network; TPN is a multi-node single-
phase with waiting, which simulates the TPN of the MSE
system. Circles indicate the process of transferring data
about OTS: 1 — from the WS of reconnaissance means,
platoon, company, battalion commanders to the
battalion’s COCC server; 2 — from the battalion’s COCC
server to the brigade’s COCC server and the battalion’s
WS; 3 — from the brigade’s COCC server to the division’s
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COCC server and brigade’s COCC server; 4 — from the
division’s COCC server to the army corps’COCCserver
and the division’s WSCOCC; 5 — from the army corps
COCC server to the division’s COCC server and the army
corps’WSCOCC; 6 — from the division’s COCC server to
the brigades COCC server and the divisions WS COCC;7
— from the brigade COCC server to the battalion COCC
server and the brigade WSCOCC; 8 — from the battalion’s
COCC server to the battalion’s WSCOCC and the WS of
platoon, company, and battalion commanders. Dashed
arrows indicate the impact on the elements of the MSS;9
— introduction of DCI into the computer network by the
software-computer suppression subsystem;
10 — radio suppression of the TPN nodal center.

It is necessary to optimize (solve the task of
minimizing the resource objective function under a set of
constraints) the resource of means of radio suppression
and destructive software influence of the enemy on a
typical computer network of the AK (according to Fig. 1
for use in a modern military operation.

With,as a resource target function for the
implementation of the appropriate scenario of radio
suppression and DCI on computer networks, it is
advisable to consider the weighted additive number of
DST intended for suppression of various targets of DCI
and jamming transmitters on UAV of CIT, entered by
SRG, intended for radio suppression of nodal centers
typical TN:

R(Wmcsd , Wdis ): JPWS PP Wmcsd T kpncwdis ] (1)

The task of optimal distribution of the resource used
to implement scenarios of radio suppression of the nodal
center, communication lines and DCI on computer
networks of a typical TN is specified as follows: form the

mcsdopt _
Wi, , h=1..H,

v=1..FV of minimum quantities of DPI means, which are
introduced in LCNworkstations in each /4 chain of
command to suppress each v type of DCltargets, and the

following matrix ~ W™es4oP! —

Z’wpt , h=1..H, minimum

following matrix w disopt — ‘ \%

quantitiesof minimum number of UAV-TM, COT, used to
suppress TNnodal centers in each /4 control chain, which
ensure the fulfillment of the criterion of effectiveness of

radio suppression and DSI Php”’ >P]f’e'i’ ,

of security of

taking into
account the weighting coefficients
WSk[™, DPI goals k¥ and nodal centers, TN

communicationlines k" :

S = arg min{Rh (wﬁ,“d ,wis )}, )

mesd dls mesd dts
Ry, (Whv ) Z Thy (Whv )
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_ Z kpkappwmcsd kpnc dls 3)

h=1.H,v=1.V,

subject to restrictions:

p}[,)m (W}rﬁ)csd a’zs) p}fgci’ (4)
winesd e {0,1,2,..., w,f”e{mz Y } (5)
h=1.H,v=1.V.

2 REVIEW OF THE LITERATURE

General issues of conducting radio suppression and
DCI on computer networks are considered in [1-10].

Approaches to computer networks modeling are also
described in [12-18], criteria for assessing their security
are presented in [15-18].

However, the known results are not specified for
solving the tasks of applying the scenario approach in the
development of methods of protecting TN from radio
suppression and DST of the enemy, taking into account
indicators of violation of the efficiency of information
exchange [4-18].The specifics of the targeted practical
use of the object of research considered in this article are
relatively little presented in the publications open to
print.According to the authors, a certain generalization
and the possibility of civilian use of the research results
allow the results to be put to the public’s discretion.

The simulation modeling carried out by the authors
showed that in practice, under the conditions of modern
measures for the radio-electronic protection of TN of the
army corps, the enemy needs to increase the number of
radio suppression means of UAV-TM, COT and DCI
(hereinafter — the resource) in order to achieve the
required level of disruption of the efficiency of
information exchange, but the procedure for optimizing
means has not been developed [4-9, 15-18].

Methodical approaches to the development of
complex radio suppression and EI scenarios of typical TN
are developed in [4-9, 12, 15-20]. It was concluded that
in the practice of conducting hybrid military operations,
the adversary for radio suppression of the hub center and
communication lines of typical TN can comprehensively
use radio suppression means on UAV-TM, COT, which
carry SRG, and for the impact on wireless computer
networks — DST [4-7].

At the same time, during the development of possible
scenarios for the complex use of radio-suppression means
and DST, the task of optimizing the resource of these
means and its distribution for the purposes of radio-
suppression and the DCI object arose.

The procedures for optimizing the resources of the
means of destructive influence on TN and optimal

OPEN a ACCESS




p-ISSN 1607-3274 Pagioenexrponika, inpopmaTuka, ynpasiainss. 2023. Ne 4
e-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2023. Ne 4

distribution for radio suppression targets and DST objects
in order to achieve the desired level of violation of the
efficiency of information exchange in TN by the enemy in
a special period have not been developed in the foreign
and domestic literature known to the authors.

Therefore, the task of developing a method of
optimizing the distribution of the resource of radio
suppression means and destructive software influence for
the development of scenarios of violation by the enemy of
information exchange in the telecommunications network
is relevant and is considered in this article.

3 MATERIALS AND METHODS

To solve the optimization problem in the statement
(1)—~(6) and achieve the goal of the article, it is necessary
to solve a number of partial scientific problems.

First of all, developing the procedure for determining
the weighting coefficients of the objective function (1)
requires a further scientific solution.

The issue of determining the weighting coefficients of
the objective function (1) requires further scientific
resolution.

The conducted analysis showed that in order to
determine the weighting coefficients when searching for
the extremum (1), it is potentially possible to consider
methods of approximation of the utility function in
generalized convolutions [4-6]. It was concluded that
known methods of pairwise comparisons, point estimates
on a frequency scale, and individual preferences
determine the weighting factors that are difficult to use in
generalized convolutions. At the same time, the methods
of approximation of the utility function are used only
when the utility function can be represented in an additive
form, while the weighting coefficients are determined
according to the contribution of the components to the
total utility [18-20].

However, the weighting coefficients calculated by
such methods differ in essence from the weighting

coefficients kP" kPP kP" of the security of radio

suppression targets, because the latter are not part of the
efficiency function and, on the contrary, express the
resistance of radio suppression targets to its increase.

Then, to estimate k" kPP the weighting coefficients

kP kPP kP of the security of radio suppression
targets, methods of pairwise comparisons, precise
evaluations on a scale, frequencies of person preferences
can be applied, but their application requires, as input
data, expert information. In such a situation, the solution
to the problem lies in the field of integration of methods
for determining weighting factors and expert evaluation.
The analysis of the methods showed that a
compromise option is the choice of the frequency method
of the decision-maker’s preferences [15-20] using the
Thurstone method [14-20]. This method requires only
one expert (a decision-maker), minimal communication
time with him, minimal expert information (full ordering
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of weighting factors) and can be applied with a small
number of evaluated weighting factors.

The essence of the frequency method of the decision-
maker’s preferences for solving problem (1) is as
follows.It is necessary to determine the weighting

coefficients kP"°, kPP kP" of the qualitative indicators
“security of the WS” x”"*, “security of the DPI target”
of the TN”

x P respectively. For each of the specified groups of
indicators, a procedure is carried out, which consists of
the following stages:

1) a single ordinal scale is developed for all
indicators so that the minimum quality for each indicator
corresponds to the origin of the coordinates of the space
of indicators X = x; xxp X...xX,,;

xPP “security of the nodal center

2) the person making the decision compares all the
objects  located in  each  coordinate  plane
x;0x g ,connecting them with arrows, and the arrows

areplaced from the best object to the worst;

3) the number of arrows directed from indicatorito
indicator j is counted, which characterizes the importance
of indicatoriin relation to indicatorj. The total number of

arrows - a; will be the number of cases in which

indicatoriis more important than indicatorj. According to
the results of the calculation, the matrix A4 :“aij“ of the
Thurstone method is formed,;

4) the P matrix is constructed. P— is the proportion
of cases when indicator i was more important than

indicator j: P = “ pij|-1<i,j <n, where p; — percentage

ratio of the number of pairs of objects for which the arrow
is “directed from criterion i to criterion ;”, moreover
ajj 12112—2l+1?

Py = 4 , where m = . The matrix element
7 oom
P satisfies the condition Pij + Pji =1;

expressed in standard deviations are

5)  py
determined by the iterative method:

N e
Py =12z e (6)
6) the “importance” of indicator i, expressed in

o« - . - Z; n
standard deviations, is calculated z; ==~ ne z; = X z; ;
P 4 Zi
Jj=1

7) formula (6) determines the probability p;,
corresponding to z; ;

8) normalization of p; is carried out, and the
weighting factor is found £; .

So, the proposed method of frequency preferences of
the decision-maker allows solving the problem of
determining the security coefficients of radio suppression
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and DCI targets, which can be used in optimizing the
allocation of the resource used for the implementation of
radio suppression and DPI scenarios on TN elements. The
method requires minimal communication time with only
one expert and minimal expert information.

Secondly, when solving problems (1)—(6) the next
important stage of optimization is the determination of
constraints on the parameter of the objective function (1).

Based on the results of the imitative simulation, it was
determined that in practice, radio suppression and DCI on
TS elements leads to an increase in the probability of
untimely “delivery” of information about the crisis
situation by officials (authorities) of various branches of
state administration. In Fig. 1 presents the graphs of the

dependence of the probability pi? (t) in different control

links on the intensity of interfering packets for different
values of the number of WS s in which DST are
introduced. An increase in the intensity of packets leads to
an increase in the probability of untimely receipt of
information about a crisis situation, while suppressing
server disruptions is more effective at lower levels of
management.

Graphs of the dependence of the probability of
untimely “delivery” of information about a crisis situation
on the number of WS s, in which DST are implemented to
suppress the server, Ethernet LCN buses, packet networks
have a non-linear nature, therefore, when solving the
problem of optimizing the resource allocation of radio
suppression means and DPI of TN, it is necessary to apply
non-linear methods.

Taking into account the limitations on the scope of the
publication, we specify the least covered in the literature

and researched in Ukraine issues of probability

determination [4].

. ri
M1 = P(T” <7¢ ): l—e P, where f=1—. (7)
b Tct

The methods of determining the indicator 7”" in each
specific case are determined by the features of the
TNconstruction. At the same time, the TScan be
formalized as a set of MSS's — subsystems of digital
communication and computer networks [4-9, 12, 18].

When determining the parameter 7""in the conditions
of the DPI for a typical TN, it is advisable to model
computer networks as a set of hierarchically combined
MSS's. To implement the proposed approach, in [4] a
methodological basis for mathematical modeling of DCI
on TN computer networks was developed, in which
computer networks are represented as a set of
hierarchically combined MSS's, and the introduced DST
and radio suppression means affect their functioning by
overloading.

Thirdly, it is necessary to choose a method of solving
problems (1)—(6). Problem (1)—(6) is the problem of
determining the minimum necessary resource to ensure
the value of the multiplicative objective function of an
arbitrary form is not less than the specified one.The
optimal distribution of the resource can be solved by the
method of successive increments [19-20].

Id
Dy (t) 1 /f/y/ -1
o
e 4
£
A
0.8 I
___________ /
£
£
0.6
)‘;jrf;x “Battalion”
0.4
7\ “mechanized brigad”
= “army corps”
0.2 »\
“‘operational command”
0 N I Ty N
10° 10° 10° 10° 10’ 10°
A9 1/ ¢

Figure 2 — Dependence of the probability of untimely “delivery” of information about a crisis situation in the control units “tactical

99 ¢

unit”,

9 ¢

connection”,

unification” on the intensity of interfering packets for different values of the number of WS s of the TN

computer network
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The method of successive increments allows you to
effectively solve problems such as: finding a series

n

X = {xlo }n =min{x;| =min) x;, which ensures the
Xi X =1

value of the additive function is not less than the

specified:

F(X)= iF,(x,-) > F87(X) (8)
i=1

with a linear restriction on the variables:

(X:f:xi]sb,wo, 9)

i=1
under the conditiontheir integers and non-negativity:

x; €{01,2,..,b5i=12,...,n. (10)

To reduce the problem (1)—(6) to the conditions (7)—
(9), it is necessary to ensure the additive nature of the
target function, the independence of its components, as

well as the transition from variables w/'? ws to the

function R, (w;'ﬁ,“d , wilis ) :

Fulfillment of the condition of additivity of the target
function will be ensured by the transition from the
function of the probability of untimely receipt of
information about the crisis situation to the function of the
time of receipt of information about the operational-
tactical situation, which is additive. Then, we get the
objective function:

dzv ) Trz L+ ZThV(W;ﬁ;CSd, Wz’is )Z

v—1

ri|, mesd
T (Whv

-1 1n(1—p"”?), h=1..H.

nec

(11)

In cases where some components 7 jy (WZ’VCS‘I, wi 9) of

the objective function turn out to be dependent, it is
advisable to switch to their combinations, which are
formed by sequentially sorting the values of one
parameter while the second parameter is fixed, while the
formed components will be independent.

mesd || dis
Whv Wi
T (w,ﬁ'ﬁ,“d,w,‘fis ) and Ry, (w,’;f,“d d”) then, putting the

value Ry as independent, it is possible to assume that the

Sinceforeachvalue thevaluesareknown

value of the function is also known (R, ), because it is

d”) So, the set of

equal to the value of 7, (WZ:,CSd

mcsd dis

function values T (Whv W) ) is uniquely mapped to
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the set of function values QO (Rh), which ensures the

mesd | dis

transition from variables wy,”",wj," to the function

mesd | dis
Rh (Whv s Wp ) :

j sd d
Th”(w},’zfY ,wp¢ ) 1+ZThv(WZ;l}m ):

oy
=Tyl + ZFhv(WZ"vCSd(Rh ) wie(Ry ))=

v=1

oy
=T+ Y. Ol )= O(Ry ).

v=l

(12)

Then, taking into account (8)—(12), problem (4)—(7)
will take the form:

S = arg min{Rh (wade,whdiS )}, (13)
Rh (sz}csd dzv) Zrhv (W%)cvd dzv)

PWS PP, mcsd pne., dls

= Zk ki +kf (14)
v=1
h=1...H, v=1.7V,
subject to restrictions:

0, (Rh (whed, w,',“)) > -7t m(1-p2e),  (15)

W 012Ny Wi {012, N, (16)

h=1.H,v=1.V.

For optimization, we will use the process of sequential

mesd | dis

distribution of the resource wy, " ,w;  in some portions

Aw}’l"VCSd(t),AwZ[S(t) respectively, at the #-th step of the

process. If, at the t-thstep of the process, the argument of
the Av-thcomponents of the resource function receives an

csd(t) AW dls(t)

increment AWZ’ , then will receive the in-

crement Ar}fé) of hv-thcomponent of the resource

functionand, accordingly, the transformed target function:
704" )= 20, )-

1 1
= A0 (7 + A7) )= O (1) = A
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The average efficiency of use of each of the Ary,,

resource units at the #-th step of the process is determined
by the ratio:

A )
egltv) :M’ h=1..H,v=1.V.

(18)

The optimization method will consist in the sequential

distribution of the resource in portions Ar}fc) , the value of
t

which and the index hv, are determined in accordance

with the maximum efficiency of the use of each unit of
the resource at each step of the process.

The optimal step value Ar}f:") is determined from the

condition:
AQ™ A
e = Qf’,Z) —max| ¢, =22 | (19)
Al’hv Arhv rhv,
h=1.H,v=1.V

The index hv, of the component of the resource

function, at which the largest value of the quantity e}(,’:') s

is reached at the #-th step of the process, is determined in
accordance with the condition:

e,(;jt) =maxe§l:1t), h=1.H,v=1.V. (20)

As a result, the matrices are obtained:

s E

Wmcsd opt _ |W

mesd opt dis opt _ ||, dis opt
A L

h=1.H,v=1.V,
which form the optimal distribution of the resource used
for the implementation of scenarios of radio suppression
and DPI of the enemy on the TS.

So, the method makes it possible to optimize the
allocation of the resource used to implement possible

scenarios of radio suppression and computer impact of
TS.

4 EXPERIMENTS

Based on the likely nature of the application, the
initial data regarding the composition of the connections,
parts and subdivisions of a typical army corps is shown in
Table 1.

Control of connections and parts of army corps is
carried out using an automated control system of the
ATCCS type, the technical basis of which is computer
networks.
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Table 1 — Initial data for the experimental application of the
resource optimization method

A typical stage of a
Output data for scenario optimization mlhte‘lry opergt}f)n
conducting hostilities to
maintain the defense line
. |the number of PC in the network of] 30
§ |commanders
'S |the number of LCNCOCCat the most 130
§ important radio-electronic objects
* [the number of battalions in the brigade 14
~ [number of PC in LCNCOCC 34
Sh|the number of LCNCOCCat the most 11
';5 important radio-electronic objects
" |the number of brigades in the division 3
number of PC in LCNCOCC 30
. |the number of LCNCOCCat the most 8
'g important radio-electronic objects
:g number of divisions in army corps 3
S |the number of nodal centerTPN 15
" |the deployment distance of the nodal 60
center TPN from the battle line
number of PC in LCNCOCC 30
5 [the number of LCNCOCCat the most 12
§~ important radio-electronic objects
; the number of PC 60
g the number of nodal center TPN 14
o the deployment distance of the nodal 60-80
center TPN from the battle line

The main components of computer networks are:

— computer tools:

— Appliqué-type workstations of company (battery)
and platoon commanders under the control of Microsoft
Windows operating systems;

— Appliqué-type workstations of officials of combat
control centers of battalions, brigades, divisions, army
corps under the control of Microsoft Windows operating
systems;

— servers of automated information systems of combat
control centers of battalions, brigades, divisions and army
corps under the control of Microsoft Windows operating
systems;

— routers of node centers of a tactical packet network
under the control of the Sun Solaris operating system,;

— means of communication:

— Means of the combat radio communication system
of the “brigade and below” control units such as EPLRS,
NTDR, SINCGARS SIP;

— radio relay means of the AN/TTC-46, AN/TTC-48,
AN/TRC-190 type of expansion nodes of the automated
communication system of the MSE type;

— radio relay means of the AN/TTC-47, AN/TRC-113,
AN/TRC-143, AN/TRC-190 type of nodal centers of the
automated communication system of the MSE type.

Officials’ workstations and COCC servers operate
under the control of Microsoft Windows and Sun Solaris
family operating systems[1].

In order to disorganize the management of
connections and parts of army corps, the enemy needs to
achieve the effectiveness of methods of radio and
software-computer suppression of computer networks not
lower than 0.8 in the control links: “battalion” — h=1;
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“brigade” — h=2; “division” — h=3; “army corps’—
h=4. For this purpose: 1) introduce software and
computer suppression tools of the TCP, UDP flood type
into the workstations of local computer networks — to
suppress servers (v =1), type ICMP flood — to suppress
the Ethernet bus (v=2), type ICMP flood — to suppress
TPN lines (v =3), which carry out a “distributed denial
of service” attack;2) suppress the TPN nodal centers in
the areas of responsibility of divisions (%#=3) and army
corps (& =4) with jamming transmitters on UAV.

Then the tasks (1)—(4) of the optimal distribution of
the means of radio and DST computer networks of the
army corps in operations are specified as follows: to form

mesdopt|| - _ 1,2..4,

the following matrix WPt = Wy

v=1,2,3 of the minimum quantities of DST, which are
implemented in WS s of local computer networks in each
h chain of command to suppress each v type of DCI
targets, and the following matrix

w disopt :szl‘l)‘”p ".h=3,4 of the minimum number of

UAV-TM s used to suppress TPNnodal centers in each /
chain of control, which ensure the fulfillment of the
intelligence electronic device efficiency criterion
pr “>pP 09 taking into account the weighting
coefficients of WS protection k,f " , the objectives of DCI

kvpp and TPN nodal centers k; i

S = argmin {R i (w;’,”v“d , wf,ﬁs )},

3

d _ di ws d ne _ di.

Ry oot gl )= S P gesd ey
v=I

h=1234;, v=12,3.

under constraints of type (6)—(7).

In order to solve the task of optimal distribution of
means of radio suppression of computer networks and
DST, it is necessary to determine the aging time of
information about the operational and tactical situation
and the weighting factors of the security of

LCNworkstations khp ", DCI targets kvpp , TPN nodal

centers k,f ", Table 2.

Table 2 — The results of determining the aging time of
information for various control units of a typical army corpsin a
military operation

Probability of Information aging time in management units
ﬁpdmg a typlgal T , hours.
object of shooting — — —— —
damage in the area battalion brigade battalion arm},/’
corps
Pid -09 0.3 1.4 1.6 4.2
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To determine the coefficients

KPS kPP P h=1,23.4;

weighting
v=123 of the quality

. . . pws .
indicators “security of the WS” x , “security of the

target of the DCI” X ,“security of the nodal centerTPN”

xP"¢ respectively, the following procedure was carried
out:

— A single ordinal scale was developed for all
indicators so that the minimum quality for each indicator
corresponds to the origin of the coordinates of the

pws
_ DWS _ _pWS

pws
XX 2

pws.
X X3

indicator space X XXy

P pne : . .
X =xPxxfP <P X =x"xx™; all objects

lying in each coordinate plane compared
xrox j’-’ D € Oxj-’p ,Xip"cOxf”c, connecting them

are

with arrows, and the arrows are placed from the best
object to the worst;

— The calculated number of arrows directed from
indicator i to indicator j, which characterizes the
importance of indicator i in relation to indicator j. The

total number of arrows aé’ W‘Y,alﬁ?p ,alf”c;

cases in which indicatoriis more important than indicator
J. According to the calculation results, the matrices of the
Thurstone method are composed:

is the number of

01 2 1 08 5
DT U B R PP AW‘HO 2”
78 0 2 ' 7 0f
4 7 0
8 9 7 0
— Constructed matrices PP"°,PPP PP" _ are the

fractions of cases when indicatoriwas more important
than indicator j:

0.00 0.11 0.22 0.11
s _|0:79 0.00 011 0.00
0.78 0.89 0.00 0.22|
0.89 1.50 0.82 0.00
0.00 093 0.59 0,00 0.6
PPP =]0.11 0.00 022, PP =|" .
0.88 0.00
042 0.78 0.00
— Defined matrix elements PP"S pPP pPIc

expressed in standard deviations:

0.00 —-1.22 -0.76 -1.22
s _ 123 0.00 -122 -2.00
077 123 0.00 -0.76|
123 635 0.77 0.00
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0.00 123 0.14
ZPP =|-1.22 0.00 -0.76|, ZP"¢ =
-0.13 0.77 0.00

0.00 —0.76
0.77 0.00 |

— Calculated “importance” of indicatori, expressed in
standard deviations:

_g'ig 0.46 0.38
2™ - _o 3| 7% =|-oes), 7™ =H 0.39 H
' 0.21 '
2.09
— Defined probabilities PP, PPP PP that
correspond to zM ,Epp,zpnc :

0.21 0.68
s _[|031 pp _ 05| prne :Hossu_
0.62|’ ’ 0.65|’
0.58
0.98

— normalization was carried out PP, PPP PP" and
the weighting coefficients of the security of workstations,
targets of software and computer suppression, nodal
centers of TPNarmy corps were found, which are
presented in Table 3.

The determined optimal composition of radio
suppression and DST means allow to disrupt army corps
management at the appropriate stage of the operation,
provided that the place and time of application are agreed
upon.

Table3 — Results of optimizing the distribution of means of radio and software-computer suppression of computer networks of a
typical army corps at the stage of maintaining the first line of defense

Control link of Number of DST introduced in PC The number of Time of receiving The limit time of receiving
atypicalarmy LCNCOCC of control units to suppress interference transmitters information information about OTS, at
corps targets on UAVs to suppress about OTS, which the required

Ethernet bust TPN TPN nodal centers which is achieved as a | suppression efficiency is
LCN result of suppression, h. achieved, h.
“battalion” 8 0 2 8 2.8 2.4
“brigade” 0 0 4 2 42 4.1
“division” 5 0 4 0 7.31 6.1
“army corps” 0 0 4 2 12.41 12.2

Based on the simulation results, the dependences of
the probability of untimely “delivery” of information
about the situation (see Fig. 2) on the intensity of
“interfering”’packets were obtained. At the same time, the
values of the number of PC s of the TN computer
network, in which the DST were introduced, were chosen
equal to 1 and 5, respectively. the intensity of interfering
packets varied between 10%and 10°.

It was concluded that an increase in intensity leads to
an increase in the probability of untimely receipt of
information about a crisis situation, while suppression of
server disruptions is more effective at lower levels of
management.

Based on the experimental application of the
developed method, it was concluded that, in practice, the
complex influence of radio suppression and DST on the
elements of the TS of military systems leads to an
increase in the probability of untimely “delivery” of
information about the situation on the battlefield, which
can lead to a breakdown in management in the relevant
sections.

5 RESULTS
The task was formulated and a method was elaborated
to optimize the resource of radio suppressors and DCI in
the development of scenarios of the enemy’s influence on
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the elements of a typical network of combat control of a
military unification of army in military operations.

To determine the coefficients of protection of objects
from radio-electronic influence and destructive computer
influence of the target additive function, the method of the
frequency of individual preferences is used, which finally
combined the solution with the Terstoune's method. The
research showed that in order to solve the problem of
optimal distribution of a heterogeneous resource of means
of destructive influence, provided that the value of the
multiplicative objective function of an arbitrary form is
not less than the given one, it is advisable to apply the
method of successive increments. At the same time, in
order to determine the indicator of the efficiency of the
contravention of information exchange, the methods of
the mass service theory are used, which allows to
formalize the combat control networks as a set of mass
service systems — subsystems of digital communication
and computer networks, and to propose a general method
of optimizing the distribution of the resource of radio
suppression and DPI, and development of scenarios of
interruption by the enemy of information exchange in
combat control networks in modern military operations.
The essence of the proposed method is the sequential dis-

tribution of the resource in portions Arlgi) , the value of
t

which and the index ,, are determined in accordance with
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the maximum efficiency of use of each resource unit at
each step of the process. At the same time, the weighting
coefficients of the security of radio targets and software-
computer suppression of the target function (1) are
determined based on the frequency method of the
decision-maker’s preferences.

Based on the results of the imitative simulation, it was
concluded that in practice, radio suppression and DCI on
TS elements leads to an increase in the probability of un-
timely “delivery” of information about the crisis situation
by officials (bodies) of various branches of state admini-
stration.

6 DISCUSSION

The results obtained in the article are the development
of a scenario approach for predicting possible actions of
the enemy to disrupt the efficiency of information ex-
change in the networks of combat control of units (com-
binations) of army in military operations.

The obtained results are different from the known re-
sults in the field of optimization of resource distribution
of computing networks. In the article, for the first time, it
became possible to comprehensively apply the mathe-
matical apparatus of the theory of optimizing the distribu-
tion of heterogeneous resources, mass service and expert
evaluation, based on the development in the field of sub-
stantiation of scenarios of disruption of information ex-
change in combat control networks within the framework
of information confrontation in modern military opera-
tions. This made it possible for the first time to carry out a
task statement and develop a method of optimizing the
resource of radio suppression and DCI in modern military
operations.

The method uses the well-known mathematical appa-
ratus of the theory of optimal resource distribution in
conditions of non-linearity of the additive resource func-
tion. However, for the first time, additional restrictions on
the resource target function specific to military opera-
tions, which are due to the achievement of the desired
infringement of the operational efficiency of information
exchange in combat control networks that are in the in-
formation conflict on the battlefield, were taken into ac-
count.

In contrast to the known results, which are close in
terms of the research direction, the peculiarities of the
additive nature of the target function are taken into ac-
count, when developing scenarios of radio suppression
and DPI of elements of combat control networks, an ap-
proach is developed to take into account the security coef-
ficients of the corresponding elements of combat control
networks, which are objects of radio suppression and DPI
in the information struggle. The solution to this problem
can be obtained by the frequency method of the decision-
maker’s preferences [14-20] using the Terstoune's
method [14-20]. It is substantiated that this method re-
quires only one expert (a decision-maker), minimal com-
munication time with him, minimal expert information
(full arrangement of weighting factors) and can be applied
with a small number of evaluated weighting factors.
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To fulfill the condition of additivity of the target func-
tion, a transition from the function of the probability of
untimely receipt of information about the situation on the
battlefield to the function of the time of receipt of infor-
mation about the operational-tactical situation, which is
additive, was ensured. At the same time, in order to
determine the minimum necessary resource to ensure the
value of the multiplicative target function of an arbitrary
form not less than the specified one, the possibility of
using the known method of successive increments is
substantiated.At the same time, in order to determine the
minimum necessary resource to ensure the value of the
multiplicative objective function of an arbitrary form not
less than the specified one, the possibility of using the
known method of successive increments is substantiated.

The application of a set of methods is specified to the
level of a generalized method that can be used in
calculations of the efficiency of information exchange in
TS.

The correctness of the application of the developed
mathematical apparatus is shown by its practical
application for a specific simplified operational-tactical
situation that may arise on the battlefield. The obtained
results do not contradict the known theoretical
propositions and logical understanding regarding the
organization of information confrontation in the defense
operation of a typical army corps.

CONCLUSIONS

The research proposes a method for optimizing the
resource allocation of radio suppression and DPI during
information exchange. The advantage of the method is
that it allows for the first time to formalize and solve the
problem of optimal resource allocation used to implement
methods of radio and software-computer suppression of
computer networks in an information conflict, as a
problem of determining the minimum necessary resource
to ensure the value of the multiplicative target functions
of an arbitrary form not less than a given one, using the
method of successive increments.

The method is quite simple from the point of view of
numerical implementation and is not critical to the choice
of the optimization procedure. The results of the
experiments confirm the effectiveness of the proposed
method in the tasks of protecting TN from radio
suppression and DPI of the enemy, taking into account
indicators of infringement of the efficiency of information
exchange.

The scientific novelty for the first time, the method of
optimizing the distribution of the radio suppression
resource and DPIwas proposed for the development of
possible scenarios of infringement of the information
exchange by the enemy in a typical TN when organizing
an information confrontation.

The developed method differs from the known ones in
that, for the first time, it takes into account when
developing scenarios of destructive impact on TS, the
enemy’s complex use of radio suppression and software

influence.
OPEN a ACCESS




p-ISSN 1607-3274 Pagioenexkrponika, inpopmaTuka, ynpasainsas. 2023. Ne 4
e-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2023. Ne 4

The practical significance of the research results is
the developed method that allows determining in practice
the minimum set of radio suppression and DCI means,
which ensures the required level of disruption of the
efficiency of information exchange in various branches of
state administration.

The generalized method is concretized to the level of
algorithms, which simplifies its further implementation in
the form of applied software products that can be used in
the development of scenarios of an attacker’s actions to
disorganize goverment administration.

The results obtained in the article are normalized and
can be used in engineering calculations of the efficiency
of information exchange in TS.

Prospects for further research in this direction
consist of the development of theoretical bases for
determining the scenarios of possible enemy actions in the
conditions of the enemy’s complex use of radio
suppression, electromagnetic and computer influence on
TN elements.
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YIK 621. 618:519

METO/ OONTHMI3AIIL PO3IOALTY 3ACOBIB PAJIOIOJABJIEHHS TA JECTPYKTUBHOT' O TIPOTPAMHOT'O
BIL/IMBY HA KOMITIIOTEPHI MEPEXKI

osoxoB C. M. — kaHJ. TeXH. HayK, OLEHT, TOLUEHT creniansHoi Kadenpu Ne 3 [HCTUTYTY CHeliaqbHOTO 3BS3KY Ta 3aXHCTY
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AHOTAULIA

AxTyanbHicTs. Ha nanuit yac ysarajapHeHi METOJMYHI ITiXOIU 0 PO3POOKH CLIEHAPIiB KOMIUICKCHOTO PaiONOaBICHHS Ta
€JIEKTPOMATrHITHOTO BIUIMBY THIIOBHX CIEIialbHUX TEICKOMYHIKAIIHHUX CUCTEM po3poliieHi. OmHaK, IpH po3poOLi MOKIIUBHUX CIIe-
HapiiB KOMIUIEKCHOTO 3aCTOCYBaHHs 3aCO0IB PaaioNoJaBICHHS Ta IECTPYKTUBHOTO MPOTrPaMHOro BIUIMBY BHHHKIIA 33[ada ONTHMi-
3alii pecypcy X 3ac00iB Ta HOTro po3MOALTY MO LIISX paioNnoAaBICHHS Ta 00EKTaX IECTPYKTHBHOIO KOMIIIOTEPHOrO BIUIUBY SIKa
JI0Ci He BHpillleHa y ITOBHOMY 00cs3i. 30kpeMa, y BiZloMilf aBTOpaM JIiTepaTypi He po3poOICHUH METO ONTUMI3allii po3Moiny pe-
cypcy 3aco0iB paziio Ta KOMIIOTEPHOTO BIUIMBY, BUKOPHCTOBYBAHOT'O JUISl PO3POOKH Ta MPAKTHYHOI peaizallii ONTHMaIbHUX CLIEHA-
PpiiB IECTPYKTHBHOTO BILIUBY Ha KOMITFOTEPHI MEpEeXki BiHCHKOBHX YIPyIOBaHb NPOTHBHHUKA Y BifICBKOBUX OIEpALIisIX.

Tomy, HE0OXiJHO MPOBECTH MOCTAHOBKY 3a/adi Ta pO3pOOUTH METO/] ONTUMI3ALlii PO3HOAiTy pecypcy 3aco0iB paaiononaBIcHHs
Ta JAECTPYKTUBHOTO NPOrPaMHOTO BIUIUBY IJI PO3POOKH MOXKIIMBHX CLICHAPIiB MOPYIICHHS IPOTUBHUKOM iH(popMaliiiHOro oOMiHy y
THUIIOBiH TeJIEKOMYHIKaLliHHIH Mepexi.

Meta. MeTo10 TOCITIIKEHHS € po3poOKka METo/Ia ONTHMI3allii PO3MOIITY pecypcy 3aco0iB pagionoAaBICHHS Ta JECTPYKTHBHOTO
MIPOrPaMHOTO BIUTHBY ISl PO3POOKH CLIEHAPiiB IMOPYIICHHS IPOTHBHUKOM iHQOPMAIIfHOTO 00MiHY Y TEIeKOMYHIKAIIHHIA Mepexi.

Meton./lJis TOCATHEHHS. METH JOCIIKCHHS. KOMIUIEKCHO 3aCTOCOBaHI Ta PO3BHMHEHI Y Tally3b MOJEINOBaHHs iH(opMaiiiHoro
poTHOOPCTBA METOAM HENHIHHOT ONTHUMI3aIii po3NoALTy pi3HOPIAHOTO pecypcy, Teopil MacoBOro 0OCIyroBYBaHHS Ta €KCIIEPTHO-
r0 OL[HIOBAHHS.

JInis BU3HAYCHHS KOS(IIi€HTIB 3aXUIICHOCTI 00EKTIB PaaiOeIeKTPOHHOTO Ta ACCTPYKTUBHOTO KOMITFOTEPHOTO BILUTUBY 3aCTOCO-
BaHi METOJM EKCIIEPTHOTO OLiHIOBaHHS, 30KpEMa, METOJ YacTOT IIepeBar 0coOH, II0 NMpHiiMae PillleHHS i3 3aCTOCYBaHHAM METOMY
Tepcroyna. Lleit MeToq BUMarae juie OIHOTo ekcriepra (0co0y, 110 MpUHMAaE PillIeHHs), MiHIMAJIbHOTO Yacy CIIUIKYBaHHS 3 HHUM,
MiHIMaJIbHOT eKCIIePTHOI iH(pOpMaIii (IOBHOTO YNOPSAAKYBAaHHS BaroBUX KOE(]IiLli€HTIB) Ta MOYKE 3aCTOCOBYBATHUCH NP HEBENUKIH
KIUTBKOCTI OIIHIOBaHUX BaroBUX Koe(illi€HTIB.

Jlnst BupimIeHHs 3a/1adi ONTUMAIBFHOTO PO3IOAUTYy PI3HOPIIHOTO pecypcy 3aco0iB IECTPYKTUBHOTO BIUIMBY, MM 3a0€3MEUCHHS
3HAYCHHS MYJIBTHILIIKATHBHOI Li1b0BOI (DYHKIIT TOBIUIBHOTO BUIIISLY HE MEHIE 33/IaHOT0, 3aCTOCOBAHMH METO/ MOCIiOBHHX MPH-
POILLCHb.

Jlnst BU3HAUCHHS IIOKa3HUKA ONEPAaTHBHOCTI MOPYIIeHHs iHdopManiiHoro oOMiHy 3acTOCOBaHI METOIM TeOpii MacoBOro oocCIy-
rOBYBaHHSI, 110 J03BOJsiE€ (hOpMaizyBaTH CHELianbHi TeIeKOMYHIKAIiiHI CUCTEMH, SIK CYKYIHICTh CHCTEMH MacOBOTO 00CIyroBy-
BaHHS — MiICKCTEM LU(POBOro 3BA3KY Ta KOMIIIOTEPHUX MEPEK.

PesysbTaTu. 31iiicHeHa MOCTAHOBKA 3a/1a4i Ta BBEJICHI MOKa3HUKH JJO3BOJIMIIM BUPIIIATH 3a/1a49y BH3HAYEHHS MiHIMAJIBHOTO pe-
cypcy 3aco0iB IECTPYKTHBHOTO BIUIMBY Ta ONTHMAJIFHOTO PO3MOAUTY X MO LINAX pajioNoNaBICHHS Ha OOEKTaX JCCTPYKTUBHOTO
IIPOrPaMHOTO BIUIUBY JJISL JOCATHEHHS ITOTPIOHOTO PiBHS MOPYIIEHHS ONEPaTUBHOCTI iH(pOpManiiiHOro 0OMiHy y ClielialIbHUX Tele-
KOMYHIKAI[IHHUX CHCTEMaX.

BucnoBKkn. 3a pe3ysbTaTaMH CTaTTIpO3pOOIEHO METOJ| ONTHMI3ALIl Po3Moaily pecypcy 3aco0iB pamionogaBiIeHHs Ta JeCTPYK-
THUBHOTO NPOTPAMHOI0 BIUIUBY JUIsl PO3POOKH MOJMIIMBHX CLEHApiiB MOPYLIEHHS NPOTHBHUKOM iH(pOpManifHOro oOMiHy y THIIOBil
TeneKoMyHiKaliiHii Mepexi. [lepeBipky 3amporoHOBaHOr0 METOAY 3MIHCHEHO HUIIXOM MOPIBHSHHS TEOPETHYHHX PE3yJIbTaTiB 3
pe3ysibTaTaMH IMITAL[ifHOrO MOJICNIOBaHHS CLEHAPiiB HOPYLICHHS MPOTHBHUKOM iH(OpMaliiHOro 0OMiHYy y TeleKOMYyHiKauiiHii
Mepexi.

KJIFOYOBI CJIOBA: inpopmariitauii 0OMiH, KOMIIFOTEpHA paxioMepeka, KOMIIOTEpPHA aTaka, 3aXHucT iHdopmauii, paaiorno-
JIABJICHHSI, ONITHUMI3allisi PO3MOJITY pecypcy, JeCTPyKTHBHHUII BILIHB.
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