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ABSTRACT

Context. An analysis of the service network shows that insufficient information security in service networks is the cause of huge
losses incurred by corporations. Despite the appearance of a number of works and materials on standardization, there is currently no
unified system for assessing information security in the field of information security. It should be noted that existing methods, as well
as accumulated experience in this area, do not completely overcome these difficulties. This circumstance confirms that this problem
has not yet been sufficiently studied and, therefore, remains relevant. The presented work is one of the steps towards creating a uni-
fied system for assessing information security in service networks.

Objective. Development of an algorithm and simulation model, analysis of simulation results to determine the key characteristics
of the Information Security System, providing the capability for complete closure, through the security system, of all potential threat
channels by ensuring control over the passage of all unauthorized access requests through defense mechanisms.

Method. To solve the problem, a simulation method was applied using the principles of queuing system modeling. This method
makes it possible to obtain the main characteristics of the Information Security System from the unauthorized access with a limited
amount of buffer memory.

Results. Algorithms, models, and methodology have been developed for the development of Information Security System from
unauthorized access, considered as a single-phase multi-channel queuing system with a limited volume of buffer memory. The proc-
ess of obtaining model results was implemented in the General Purpose Simulation System World modelling system, and compara-
tive assessments of the main characteristics of the Information Security System were carried out for various laws of distribution of
output parameters, i.e., in this case, unauthorized access requests are the simplest flows, and the service time obeys exponential, con-
stant, and Erlang distribution laws.

Conclusions. The conducted experiments based on the algorithm and model confirmed the expected results when analyzing the
characteristics of the Information Security System from the unauthorized access as a single-phase multi-channel queuing system with
a limited waiting time for requests in the queue. These results can be used for practical construction of new or modification of exist-
ing Information Security System s in service networks of objects of various purposes. This work is one of the approaches to general-
izing the problems under consideration for systems with a limited volume of buffer memory. Prospects for further research include
research and development of the principles of hardware and software implementation of Information Security System in service net-
works.

KEYWORDS: unauthorized access, information security systems, information security, queuing systems, defense mechanism,
simulation modeling.

ABBREVIATIONS
BM is a Buffer Memory;
DM is a Defense Mechanism;
GPSS World is a General Purpose Simulation System
(latest version of GPSS); L
ISS is an Information Security System;

ENTRIES is a number of requests in DM;
FREQUENCY is the number of random values falling
within the given interval;

¢ 1s an average queue length;

QS is a Queuing System;
UA is an Unauthorized Access.

NOMENCLATURE
AVE.C is an Average Queue Length;
CUM.% is a Cumulative Percentage, expressed as a

percentage of the total number of random values;
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10 is the permissible limit values L, ;

M is a mathematical expectation symbol;

MEAN is a mean value of the corresponding random
variable;

N is a number of DMs in ISS;

Ny is the permissible limit values NV ;
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p; 1s a probability of blocking UA requests;
po is a probability of UA requests bypassing pro-

tected resources;

RANGE is a lower and upper bound of the frequency
interval;

RETRY is a number of requests waiting for the ful-
fillment of a specific condition depending on the state of
this table;

STD.DEV is a Standard Deviation of the random vari-
able;

T U is atime of requests’ stay in the system;

T W is atime of requests’ waiting in the queue;

UTIL is a Utilization Coefficient of DM;

A is an intensity of various threats at the entrance of
ISS;

A is the permissible limit values A ;

[ is an intensity of servicing UA requests;

Lo is the permissible limit values p1;

Ty is a service delays;

p is a normalized intensity.

INTRODUCTION

This work is dedicated to approaches in researching
ISS in service networks, addressing security issues char-
acteristic of systems with limited BM capacities. When
addressing security issues in service networks, the pri-
mary determinant is the security class of the network,
defining a set of DMs that constitute the hardware or
software part implemented in the network. In service net-
works, intentional UA requests are often received along-
side regular requests, targeting confidential information
from illegal users, which can lead to network disruptions.
It should be noted that DMs, influencing the entire infor-
mation security process, may operate in constant informa-
tion interaction with other elements of the ISS. The opera-
tion of DMs is described by four possible states: opera-
tional, non-operational, diagnosed, and restored. In ISS,
the possibility of an undesirable event related to the reli-
ability characteristics of DMs, leading to various types of
losses, is considered a risk. However, approaches associ-
ated with the risk arising from the reliability characteris-
tics of DMs are not considered in this work, i.e., it is as-
sumed that all DMs are reliable.

The task related to the security problem in service
networks is addressed by examining the ISS, ensuring the
complete closure of all possible channels of threat mani-
festation through the security system. This is achieved by
controlling the passage of all UA requests through DM.

The object of the study is an ISS against UA with a
limited amount of BM in service networks.

The subject of the study is to determine the structure
of the object, i.e. determination of the main characteristics
of the system — security of information from UA with a
limited amount of BM in service networks.

The goal of the work is to develop an algorithm and
simulation model, analyze the results of the simulation
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model, allowing us to determine the main characteristics
of an ISS against UA with a limited amount of BM in
service networks.

1 PROBLEM STATEMENT

The structure of ISS with limited BM is considered
(Fig. 1), where all input streams are directed to DM for
servicing. As noted earlier, the security system allows for
the complete closure of all possible channels of threat
manifestation by controlling the passage of all UA re-
quests through DM. It is assumed that the examined ISS
structure ensures maximum information security for ser-
vice networks. This structure constitutes a hardware and
software complex interacting with random event streams,
which are conditioned by the actions of attackers, im-
proper access rights distribution, unauthorized software
usage, as well as errors in identification and authentica-
tion software and technical complexes.
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Figure 1 — General Structure of ISS with Limited BM
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The assumption is that the intruder (attacker, UA re-
quests) at the system’s entrance generates various threats
with intensityA. The ISS consists of N DMs that
introduce delays 15 =1/p in service. If we consider the

intruder block as an information source and DMs as
devices operating in parallel, the mathematical model of
the ISS can be regarded as a single-phase, multi-channel
QS with limited BM. Taking into account the complex
nature of UA request servicing (filtering UA requests,
detection and classification of UA attempts, blocking or
allowing UA requests to access protected resources, etc.),
Poisson formulas are suggested as the probability loss
function for UA requests due to system overload in [1]:

P(A,u,N) = i(pj/j!)efp.

J=N

Then, the problem of determining the optimal values
of ISS characteristics can be formulated as the minimiza-
tion of the mathematical expectation of the probability
loss function for UA requests due to system overload:
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(pj/j!)e_p — min
N

M

s

J

with A>Xg, u>pg, NN,y ,L, <L,

where p=2/p. Problems related to insufficient informa-

tion security in service networks, and the task of deter-
mining optimal ISS characteristics against UA for various
cases, have been considered and analytically solved in [1]
and optimal values for QS characteristics with and with-
out waiting requests in the queue have been obtained.

However, for a detailed analysis of ISS characteristics
against UA across a wide range of input and output pa-
rameters, it is preferable to utilize simulation modeling
methods, considering it as a single-phase, multi-channel
QS both with and without waiting. Given the volume of
obtained results from the simulation model, we will limit
the discussion here to the analysis of the simulation model
results for a QS with limited waiting requests, encompass-
ing a broad range of input and output parameters.

Thus, based on the presented structure of the ISS, the
task in this work is to analyze the results of simulation
modeling of a single-phase multi-channel QS with limited
BM. To achieve this, using simulation modeling, it is
necessary to determine the structural and temporal charac-
teristics of the ISS within the specified values of concur-
rently operating service devices (DMs).

2 LITERATURE REVIEW

Analysis and accumulated experience demonstrate that
insufficient information security in service networks leads
to significant losses for corporations. This underscores the
high importance of the information security problem. An
analysis of the current state of the issue in the field of
information security and the development of ISS reveals
serious challenges, largely stemming from the absence of
a unified system for assessing information security. Such
a system would enable a quantitative evaluation during
the design and operation of service networks [2-8]. It is
worth noting, that due to a lack of sufficient experience in
designing ISS, tasks related to its construction must be
addressed at the early stages of service network design.

Currently, given the increasing number of scientific
studies and companies specializing in information secu-
rity in service networks, this problem is insufficiently
explored [4-11, 13]. It should be noted that one of the
most obvious causes of ISS violation is intentional UA
requests for confidential information by illegal users, fol-
lowed by undesirable manipulations with this information
[1, 2,12]. The effectiveness of information security pro-
tection in service networks is primarily determined by the
service network’s security class [1, 2, 11, 14-16], which
defines the set of DMs implemented in the network.

In [1], due to the fact that the security system fails to
completely close all possible threat channels, a structure
for the ISS was proposed. Unlike existing structures, in
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this framework, each input stream is provided with a DM
for maintenance.

In the work [1], a structure for the ISS with losses is
proposed, featuring both limited and unlimited BM. This
structure ensures maximum information security in ser-
vice networks by controlling the passage of all UA re-
quests through DMs. In contrast to [1], an analysis of the
simulation model results for ISS with limited BM is con-
ducted here, encompassing a broad range of input and
output parameters.

3 MATERIALS AND METHODS

To determine the characteristics of the ISS that allow
it to operate within limited resources, it is assumed that
the input flow of information, i.e., UA requests, is Pois-
son distributed, and the service time follows exponential,
constant, and Erlang distribution laws. Algorithms for the
simulation model of the service process have been devel-
oped for three cases to adequately describe the operation
of the ISS against UA:

1. Incoming requests to the ISS and service time fol-
low an exponential distribution.

2. Incoming requests to the ISS follow an exponential
distribution, while the service time follows a uniform dis-
tribution.

3. Incoming requests to the ISS follow an exponential
distribution, while the service time follows an Erlang dis-
tribution.

The developed algorithm for the operation of the ISS
against UA includes the following steps:

— setting the minimum permissible limit values for the
number of concurrently operating service devices (DMs)
and the maximum permissible limit values for the queue
length, defining the BM volume;

— to conduct a detailed analysis of the properties of the
investigated system, a table structure is organized for
queue waiting time and request residence time. An upper
limit for the first frequency interval is specified, along
with the values for all other frequency intervals and the
quantity of frequency intervals. The goal here is to build
histograms of the probability density function for the
waiting time in the queue and the residence time of re-
quests in the system based on the accumulation of the
frequency of occurrence of random variables within the
specified frequency intervals;

— when a request is received, the system checks for
available places in the queue. If there is no available
space in the queue, the request is rejected and exits the
system;

— otherwise, if all DMs are occupied, the UA request
waits in the system’s BM queue until one of the DMs
becomes available provided there is free space in the BM.

— upon the release of one of the DMs, the UA request
enters this available DM, and the process of filtering UA
requests, detecting, and classifying UA attempts takes
place. As a result, the initial UA stream is thinned out
with certain probabilities p;, p, =1- p; forming an out-

put stream, in other words, with a probability of p; block-
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ing occurs, while with a probability of p, UA requests

are allowed to pass through to the protected resources.
Note 1. The values of probabilities p;, p, are deter-

mined based on statistical analysis.

Based on the proposed algorithm covering three cases
of ISS functioning against UA as single-phase, multi-
channel QS with a limited buffer size, simulation models
were developed using the GPSS World modeling lan-

guage. For N :E during the simulation the model al-

lows you to determine such characteristics as ENTRIES,
UTIL, AVE.C, MEAN, STD.DEV, RANGE, RETRY,
FREQUENCY, CUM.%.

4 EXPERIMENTS
Based on the execution of the simulation model for

the average values of real data, with N :E,

A =1/3500 ms and p=1/1700 ms results were obtained

for three cases:

1. Incoming requests to the ISS and service time fol-
low an exponential distribution.

In the first case, the results of a simulation model of
the functioning of the information system were obtained —
reports and histograms of the distribution densities of the
residence timer yand waiting time7 _w of requests, with

N =2,5 (see Appendix A, Fig. A.1-A.8).

Based on the obtained reports, Table 1 was created,
providing the dynamics of changes in the number of re-
quests in the DM, the average queue length, and the utili-
zation coefficient of the DM depending on the number of
DM (N ) during the modeling period for the first case.

Table 1 — Dynamics of changes in characteristics depending on
the number of DMs for the first case

The The number of | The aver- | The utilization
number of | requests in the | age queue | coefficient of
DM DM length the DM

2 90266 1.866 0.933

3 99605 2.047 0.682

4 99989 2.056 0.514

5 100002 2.070 0.414

The analysis of the dynamics of these parameters
shows that with an increase in the number of DM from 2
to 5:

— the number of requests in DM increases, with a dif-
ference of 9736 requests;

— the average queue length increases, with a difference
0f 0.204;

— the utilization coefficient of DM decreases, with a
difference of 0.519.

In the models, 10 frequency intervals were chosen for
building histograms, and the length of frequency intervals
was selected as 0.0004 time units for waiting time in the
queue and 0.0008 time units for the service time. The
analysis conducted shows that in the first case, with a
change in the number of DM from 3 to 5, the characteris-
tics of the density distribution of the residence time
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T U and waiting time 7 W of requests do not

change.

Note 2. For clarity of histograms, it is desirable to
have a large number of frequency intervals. To obtain an
objective picture, it is necessary to have a large sample of
random variables, which is not always possible and feasi-
ble.

Note 3. The values of interval lengths and the number
of frequency intervals are selected experimentally during
several runs of the simulation model or based on assumed
values of the mean and standard deviation of the corre-
sponding random variable.

2. The requests entering the ISS follow an exponential
distribution, while the service time adheres to a uniform
distribution.

In the second case, the results of a simulation model
of the functioning of the ISS were obtained — reports and
histograms of the distribution densities of the residence
time and waiting time of requests, with N =2,5 (see Ap-
pendix B, Fig. B.1-B.8).

Based on the obtained reports, Table 2 was created,
providing the dynamics of changes in the number of re-
quests in the DM, the average queue length, and the utili-
zation coefficient of the DM depending on the number of
DM (N ) during the modeling period for the second case.

Table 2 — Dynamics of changes in characteristics depending on
the number of DMs for the second case

The num- | The number of | The aver- | The utilization

ber of DM requests in the | age queue | coefficient of
DM length the DM

2 93922 1.932 0.966

3 99980 2.061 0.687

4 100002 2.056 0.514

5 100002 2.053 0.411

The analysis of the dynamics of these parameters
shows that with an increase in the number of DM from 2
to 5:

— the number of requests in DM increases, with a dif-
ference of 6080 requests;

— the average queue length increases, with a difference
of 0.121;

— the utilization coefficient of DM decreases, with a
difference of 0.555.

The analysis conducted shows that in the first case,
with a change in the number of DM from 3 to 5, the char-
acteristics of the density distribution of residence time
T U and waiting time 7 _W of requests do not change.

3. The incoming requests to the ISS follow an expo-
nential distribution, while the service time follows an Er-
lang distribution.

In the third case, the results of the ISS simulation
model were obtained — reports and histograms of the den-
sity distribution of the residence time 7 y and the waiting

time 77~ W of requests at N :E (see Appendix C,
Fig. C.1-C.8).
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Based on the obtained reports, Table 3 was created,
providing the dynamics of changes in the number of re-
quests in the DM, the average queue length, and the utili-
zation coefficient of the DM depending on the number of
DM (N )during the modeling period for the third case.

Table 3 — Dynamics of changes in characteristics depending on
the number of DMs for the third case

0,25

The analysis of the dynamics of these parameters
shows that with an increase in the number of DM from 2
to 5:

— the number of requests in DM increases, with a dif-
ference of 8095 requests;

— the average queue length increases, with a difference
of 0.159;

— the utilization coefficient of DM decreases, with a
difference of 0.537.

The analysis conducted shows that in the first case,
with a change in the number of DM from 3 to 5, the char-
acteristics of the density distribution of the residence time
r_u and waiting time 7w of requests do not change.

Based on Tables 1-3, the dynamics of changes in the
differences in the number of requests in the DM, average
queue length, and the utilization coefficient of the DM for

three cases with N = 2,_5 , and the nature of these differ-
ences are presented in Fig. 2—4.

ENTRIES
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Figure 2 — The nature of the change in the differences in the

number of requests in the DM for three cases with N =2,5
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The num- | The number | The aver- | The utilization 0,05
ber of DM of requests in | age queue | coefficient of the
the DM length DM
2 91907 1.898 0.949 0 ]
3 99633 2.053 0.684 ' ? 3
4 100003 2.061 0.515 Figure 3 — The nature of changes in the differences in the aver-
5 100002 2.058 0.412 -

age queue length for three cases with N =2,5
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Figure 4 — The nature of changes in the differences in the coeffi-

cients of use of DM for three cases with N = E

The results obtained from Table 1-3 and Fig. 24
show that with an increase in the number of DM from 2 to
5 in three cases:

— the nature of the change in the differences in the
number of requests in the DM is 9736, 6080 and 8095;

— the nature of the change in the differences in the av-
erage queue length is 0,204; 0,121 and 0.163;

— the nature of the change in the differences in the
utilization coefficient DM is 0.519; 0.555 and 0.537.

CONCLUSIONS

The current task of developing an algorithm and simu-
lation model, along with the analysis of simulation model
results to determine the key characteristics of the ISS, is
being addressed. This aims to provide the capability for
complete closure, through the security system, of all po-
tential threat channels by ensuring control over the transi-
tion of all UA through the DM.

The scientific novelty of the obtained results lies in
the fact that, for the first time, algorithms, and simulation
models, as well as a methodology for developing the ISS,
have been proposed and developed based on the analysis
of structural and temporal characteristics of ISS from UA.
This includes treating it as a single-phase multi-channel
queueing system with limited waiting time in the queue
across a wide range of input and output parameters. The
experiments conducted using the algorithm and model
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confirmed the expected results when analyzing the char-
acteristics of the ISS from UA.

The practical significance of the results lies in their
applicability for the practical construction of new or
modification of existing ISS in networks for various pur-
poses. This work represents one of the approaches to gen-
eralizing the considered problems for systems with a lim-
ited BM.

Prospects for further research include the explora-
tion and development of hardware and software imple-
mentation principles for ISS from UA with a limited BM
in service networks.
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Appendix A
The first case’s simulation model’s results of the ISS’s
operation.
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Figure A.1 — Fragment of the report for the model with N=2
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Figure A.2 — Histograms of the probability density functions of
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Appendix C
Results of the third case’s simulation model of the
ISS’s operation.
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Figure C.2 — Histograms of the probability density functions of
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the residence time 7 U and waiting time 7 W of requests
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AHAJII3 PE3YJIBTATIB IMITAIIMHOT O MOJIEJIIOBAHHS CUCTEMHM BE3ITEKA THOOPMAIIIT BIJT
HECAHKIIIOHOBAHOI'O JOCTYIIY Y MEPEXAX OBCJIYT'OBYBAHHS

IemaiiioB B. I'. — 1-p TexH. Hayk, mpodecop kadeapu KOMIT'IOTEpHI CHCTEMH Ta NporpaMmyBaHHs, HamioHanpHa Axanemis
Asiarii, baky, AzepOaiimxan.

AHOTAIIA

AKTyalnbHicTB. AHaJII3 Mepexi 00CIyroByBaHHs [TOKa3ye, 0 HEAOCTaTHS 3axXHIIeHICTh iHpopMalii B Mepexax o0CIyroByBaH-
Hsl € IPUYMHOIO BEIUKKX 30MTKIB, 3aBIaHUX Kopriopanismu. He3Baxkaioun Ha mosiBy HU3KH po0iT, Ta MaTepialliB 31 cranaapTH3aLii, B
JaHuil 9ac €JMHA CHCTEMa OLIHKM 3axuineHocti iHdopmauii B ramy3si iHdopmariiiHoi Oe3neku BiacytHs. Cinif 3a3HauuTH, LIO
iCHyIOYl MeTOAH, i HaBiTh HAKOMWYEHMI MOCBiL y Wil ramys3i HEMOXJIHMBO MOBHICTIO HomojaTH Ii TpyaHou. I{s oOcraBuHa
NiATBEPAKYE, 10 TaHa MpobJeMa e HeAOCTaTHBO BUBUCHA 1, OTKE, 30epirae cBoro akTyanbHICcTh. [IpeacraBnena podoTa € OTHUM
13 KPOKiB Ha IIJSIXY CTBOPEHHS €IMHOT CUCTEMH OIIIHKK Oe3MeKH iHpopMarii y Mepexkax 00CITyroByBaHHI.

Merta po6oTu. Po3pobOka axropurmy Ta MoIemi imiTallii, aHami3 pe3yabTaTiB MOJENI iMiTarii A7 BU3HAYCHHS OCHOBHUX Xapak-
TEPUCTHK CUCTEeMH Oe3neku iH(opMallii, o HaJaloTh MOKIIMBICTD IIOBHOTO 3aKPHUTTS, 33 JOTIOMOTOI0 CHCTEMH OE3IIeKH, BCIX MOX-
JUBUX KaHAIIB HPOSBY 3arpo3, OUIIXOM 3a0e3MeUeHHs] KOHTPOJIO IEePeXOojy BCIX 3alUTiB HECAHKIIOHOBAHOTO JOCTYIy depe3
MEXaHi3M 3aXHUCTY.

Metoa. [lns BHpINIEHHS IMOCTABJIEHOTO 3aBIAaHHS OYJIO 3aCTOCOBAHO METOJ| IMiTalifHOrO MOJENIOBaHHS 3 BHUKOPUCTaHHSIM
NPHHLMUIIB MOJENIOBAHHSA CUCTEMHM MacoBOro oOCIyroByBaHHs. JlaHMH METOJ| JO3BOJIIOTH OTPHMMATH OCHOBHI XapaKTEPHCTHUKU
cuctemu Oe3neku iHdopMallii Bii HECAHKIIIOHOBAHOTO AOCTYIY 3 0OMeKeHUM 00csiroM OydepHoT mam’sTi.

PesyabTatn. Po3poOieHO HOBHI anropuT™M, MOJENI Ta METONOJOTiI0 PO3pOOKH cucTeMu Oesmeku iH(opmamii  Bix
HECaHKILI0OHOBAHOTO JIOCTYITY, IO PO3TIISAAETHCS SIK ogHO(a3Ha OaraTokaHaJbHA CHCTEMU MacOBOTO OOCIyTOBYBaHHS 3 0OMEKECHUM
obcsrom OydepHoi nmam’ari. [Ipomec omepxaHHs pe3ynbTaTiB Mojeni Oyno peanizoBaHo cucteMi moxemoBanHs General Purpose
Simulation System World i mpoBeaeHO NOpIBHSIBHI OLIHKM OCHOBHHMX XapaKTEPHCTHK CHCTEMHM Oe3lekH iHpopManii Moxo pi3HHX
3aKOHIB PO3IOJiTYy BUXITHUX NapaMeTpiB, TOOTO. IIPH bOMY 3aIIMTH HECAHKIIOHOBAHOT'O JIOCTYITy € HAWIIPOCTIMIMMH ITIOTOKaMH, a
4ac 00CIIyroByBaHHSI HiIIOPSIKOBY€EThCSI €KCIIOHEHIIHHOMY, TTOCTiHHOMY Ta 3akoHaM EpnanroBoro posmnofiny.

BucHoBku. [IpoBe/ieHi eKCliepHMEHTH HAa OCHOBI aJropuTMy Ta MOJEII HiATBEPIMIN OUYiKyBaHi pe3yabTaTd HNPH aHaJi3l Xapak-
TEPUCTHK cucTeMu Oe3rneku iHpopMarii BiJi HECAHKI[IOHOBAHOT'O JOCTYIY SIK 0JHO(a3HOI 6araTokaHaIbHOT CHCTEMH MacoBOIO 00-
CIIyTOBYBaHHS 3 OOMEKEHAM YacOM OYiKyBaHHS 3amuTiB y uepsi. Lli pesynbratu MOKyTh OyTH BHKOPUCTAHI UL MIPAKTUYHOI MO0Y-
JIOBM HOBUX 200 Moaudikamii iCHyI0OUHX CHCTeMH Oe3NeKH iHpopMallii B Mepekax 00CIyroByBaHHS 00’ €KTIB Pi3HOTO MPH3HAYCHHS.
Jana po6oTa € OXHMM 3 IMIAXOXIB [0 y3araJbHEHHsS PO3IIITHYTHX IIPOOJIEM IS CHCTEM 3 0OMexxeHHM obcsarom OydepHoi mam’sTi.
[NepcrieKTHBY MONANBIINX JOCTIPKEHb BKIIOYAIOTh B ce0e JOCHIIKEHHS Ta pO3poOKy IMPHHIUIIIB allapaTHO-IPOrpaMHoi peasizamil
cucTeMu Oe3neky iHpopManii B Mepexax 00CIyroByBaHHSL.

KJIFOUYOBI CJIOBA: HecaHKuioHOBaHMI JOCTYII, CHCTeMH Gesneku iHdopMarii, indopMariiiaa Gesneka, CHCTEMH MacoBOTO
00CIyroByBaHHs, MEXaHi3M 3aXHCTY, iMiTalliiiHa MO/ICIIOBAHHSI.
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