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ABSTRACT

Context. The problem of human factor management in the process of making relevant decisions in the management of critical in-
frastructure facilities is currently very important and complex. This issue is becoming increasingly significant due to the dynamic and
unpredictable nature of the environment in which these facilities operate. Effective management of CIF requires the development of
new models and methods that are based on adaptive management principles. These models and methods must take into account the
personal emotional and cognitive capabilities of the decision maker, who is often operating under the influence of destabilizing un-
certain factors. The challenge is further compounded by the need to integrate these adaptive methods into existing human-machine
systems, ensuring that they can respond in real-time to the rapidly changing conditions that can affect the decision-making process.
The complexity and importance of this problem necessitate a multifaceted approach that combines probabilistic methods, intellectual
technologies, and information-cognitive technologies. These technologies must be capable of providing real-time adaptation and
assessment of the DM’s emotional and cognitive state, which is critical for making relevant and timely decisions. The current unre-
solved problems in the field of creating adaptive information technologies for decision support in the management of CIF highlight
the urgent need for a promising approach that can address these issues effectively and efficiently.

Objective. The objective is to propose a a comprehensive method for evaluating the process of relevant decision-making, which
depends on the functional stability of critical infrastructure facilities and the adaptation of factors related to the emotional-cognitive
state of the decision maker. This method aims to provide a systematic approach to understanding how various factors, including the
psycho-functional state of the DM, influence the decision-making process. Additionally, the objective includes the development of
adaptive information and intellectual technologies that can support real-time evaluation and adjustment of the DM’s emotional and
cognitive states. This approach seeks to ensure that decisions are made efficiently and effectively, even under the influence of desta-
bilizing uncertain factors. By addressing these aspects, the method aims to enhance the overall reliability and resilience of the CIF
management processes. Furthermore, the objective encompasses the integration of Bayesian networks and a comprehensive knowl-
edge base to facilitate the decision support system in providing timely and accurate information for decision-making.

Method. To implement this method, probabilistic methods, intellectual and information-cognitive technologies were used to pro-
vide acceptable adaptation and evaluation of the relevant decision-making process in real-time.

Results. The proposed method, based on intellectual and information-cognitive technology, allows for real-time assessment and
adaptation of the emotional and cognitive state of the decision maker during the process of making relevant decisions. The imple-
mentation of probabilistic methods and Bayesian networks has enabled the development of a robust decision support system that
effectively integrates adaptive management principles. This system ensures that the decision-making process remains stable and reli-
able, even in the presence of destabilizing uncertain factors. The real-time capabilities of the system allow for prompt adjustments to
the psycho-functional state of the DM, which is critical for maintaining the functional stability of critical infrastructure facilities. The
results demonstrate that the use of intellectual technologies and a comprehensive knowledge base significantly enhances the DM’s
ability to make informed decisions. Experiments have shown that this method improves the overall efficiency and effectiveness of
CIF management, providing a promising approach for future applications in adaptive decision support processes. The results obtained
from these experiments validate the potential of the proposed method to revolutionize the management of CIF by ensuring that deci-
sions are both timely and appropriate, thereby contributing to the resilience and reliability of these essential facilities..

Conclusions. The results of the experiments allow us to recommend the use of the proposed method of rapid assessment and ad-
aptation of the emotional and cognitive state of the decision maker for the process of making relevant decisions in real-time. The
integration of intellectual and information-cognitive technologies into the decision support system has proven to be effective in en-
hancing the stability and reliability of the decision-making process in the management of critical infrastructure facilities. The real-
time capabilities of the system facilitate prompt adjustments to the psycho-functional state of the DM, ensuring that decisions are
made efficiently and effectively, even under the influence of destabilizing uncertain factors. The experimental results demonstrate
that the proposed method significantly improves the overall efficiency of CIF management by providing a robust framework for
adaptive decision support. The results obtained can be used in the development of adaptive DSS in the management of CIF, offering
a promising approach for future applications. This method not only enhances the decision-making capabilities of DMs but also con-
tributes to the resilience and reliability of CIF, ensuring their functional stability in dynamic and uncertain environments.

KEYWORDS: human-machine systems, decision making, adaptation, decision maker, information-cognitive technologies, intel-
ligent technologies, Bayesian networks, information security, cybernetic security.
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ABBREVIATIONS
HMS is a human-machine systems;
DM is a decision maker;
DMP is a decision making process;
DSS is a decision support system;
BN is a Bayesian networks;
DS is a decision support;
CIF is a critical infrastructure facilities;
PFS ia a psycho functional state;
KB is a knowledge base.

NOMENCLATURE

Sw is a main factors associated with the current psy-
cho-emotional state of the DM;

F is a physical and emotional fatigue;

ET is an emotional tension;

PR is a productivity;

Sp is a main factors associated with the current cogni-
tive state of DM;

PI is a perception of information;

RT is a reaction time;

DT is a decision-making time;

C is a concentration;

1S is an information security;

CS is a cyber security;

Risk is a risk state of the production process of a criti-
cal facility;

Pi is a probability of the implementation of the i-th
threat to the production process of a critical facility;

Ci is an amount of damage from the implementation
of the i-th threat;

FS is a functional stability of a critical infrastructure
facility;

Ad EC is an adaptation of the emotional and cognitive
state of the DM

REL is a relevance of decision-making;

uy is a linguistic variable “decision-making time”;

u, is a linguistic variable “reaction time”;

u3 1s a linguistic variable “perception of information”;

u41s a linguistic variable “productivity”;

us is a linguistic variable “physical and emotional fa-
tigue”;

ug1s a linguistic variable “emotional tension”;

u;1s a linguistic variable “concentration”;

v is a linguistic variable;

{“standard”, “not standard”} is a term-set of variables
Ui,

{“low”, “
able v;

R* is a critical value of the measure of relevance of
the decision making;

10 1s a function for assessing the degree of adaptation
of DM’s emotional-cognitive state factors;

£2() 1s a function for assessing the degree of functional
stability of CIF;

f3() is a function for assessing the degree of relevance
of decisions made by DM.

average” , “high”} is a term-set of the vari-
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INTRODUCTION

The human factor in emergency situations, as one of
the most important in safety, has become a subject of fun-
damental and applied scientific research and development
in recent years. Recent events indicate the importance of
the influence of destabilising factors of the external and
industrial environment on the decision-making process of
the DM, which leads to an increase in the probability of
wrong decisions, especially in multi-level CIF with in-
creased risk in management.

The classical methodology of decision-making with a
given number of alternatives and complete information
about them is not suitable for these conditions, because
the information is limited and incomplete, while decisions
should be made promptly, relying on the psycho-
emotional and cognitive state of the DM.

In this regard, one of the most important problems is
mutual adaptation and optimal distribution of functions
between technical means and the operator, taking into
account his psychophysiological and cognitive capabili-
ties. However, the solution of this problem goes beyond
the possibilities of traditional methods and means of solv-
ing these issues. For this purpose, an essential role should
be given to the engineering-psychological aspect, which
should be based on modern tools of artificial intelligence
and information-cognitive technology.

Therefore, the technology of decision-making process
in the process of CIF management should be based on the
principle of hybrid intelligence — symbiotic integration of
the functionality of artificial (computer) and natural (op-
erator) intelligences.

The object of study are informational and mathe-
matical models of decision-making process evaluation
depending on the functional stability of CIF and the adap-
tation of factors of the DM’s emotional and cognitive
state of mind when managing the object.

The subject of study are models and methods of de-
cision-making in man-machine systems in the manage-
ment of CIF.

The purpose of the work is to propose a method for
evaluating the process of making relevant decisions de-
pending on the functional stability of the CIF and adapta-
tion of factors of the emotional-cognitive state of the DM.

1 PROBLEM STATEMENT

In the process of decision-making, the DM is influ-
enced by external factors of the production environment
and factors characterising his psycho-emotional Sw =
={ET, PR, F'} and cognitive Sp = {PI, RT, DT, C} state.

It is necessary, on the basis of expert evaluations and
information-cognitive technology to estimate the degree
of relevance of decisions made by DM REL = f5(Sp, Sw,
1S, CS, Risk) depending on the adaptation of factors of his
emotional-cognitive state 4d EC = fi(Sp, Sw) and the
functional stability of CIF FS = f,(S, CS, Risk) in condi-
tions of limited time in the management of the object.
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According to the results of evaluation to draw a con-
clusion about the degree of adaptation of the emotional-
cognitive state of the decision-maker for the relevance of
the decision-making process. If the value of REL> R*
then an adaptation of the emotional-cognitive state of the
DM is sufficient. In case of REL< R* it is no sufficient
and requires adjustment of factors Sw and Sp in accor-
dance with engineering-psychological standards.

2 REVIEW OF THE LITERATURE

The operation of critical infrastructure facilities is as-
sociated with both information and cyber vulnerabilities
and risky process conditions and requires the develop-
ment of new tools to ensure the sustainability of operation
based on knowledge of the state of the management ob-
jects, the state of the operating environment and the im-
pacts that occur. An integral element of such systems is a
number of decision support subsystems, the capabilities
of which directly depend on the ability to provide the DM
with qualitatively balanced information characterizing the
actual and forecasted states of the CIF.

In scientific works of a number of authors, it is noted
that the most important problem in the theory of decision-
making is to overcome the factor of subjectivity, which is
caused by the presence of psychological and cognitive
characteristics of the DM, in the decision-making process.

Research [1] shows the dependence of human operator
efficiency on the characteristics of the workplace envi-
ronment and proposes a comprehensive assessment of
their impact. However, cognitive models for identifying
and assessing uncertain situations of the impact of uncer-
tain environmental and production environment factors on
the DSS have not been studied.

Studies [2, 3] present human errors that depend on
time and other factors affecting work productivity. A
roadmap methodology for the selection and consistent
application of approaches to the human factor is pre-
sented. The ergonomic functional approach to modeling
control processes for the tasks of adapting the technical
component to the human operator is proposed, but the
models and methods of functional dependence of the effi-
ciency of complex systems on the influence of external
factors and the uncertain risk of making irrelevant deci-
sions are not investigated; Hierarchical cognitive models
for determining the optimal interaction of uncertain fac-
tors of the external and production environment on the
psychophysiological state of a person in decision-making.

Publications [4-6] describe the technology and cogni-
tive aspects of human factor engineering. The optimiza-
tion of human-machine interaction at the stage of design-
ing dynamic systems focused on the problems of physical,
functional and information security is indicated. A method
for analyzing the reliability of a human-machine system
based on the IDA model is proposed. Recommendations
for the use of various methods of formalized description
of operators’ activities in the process of engineering and
psychological support for the development of human-
machine systems have been determined. However, no
study has been made of fuzzy cognitive models for de-
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termining and evaluating the optimal interaction of envi-
ronmental factors on the decision-making process of DM
in the management of real-time CIF.

Studies [9-11] indicate the main sources of cyber and
information security factors, which differ significantly
from other categories of risks, such as human behavior.
The process of determining the risks from erroneous deci-
sion-making by DM under the influence of threats is pre-
sented. However, models and methods for assessing the
dependence of the functional stability of a critical infra-
structure facility on the impact of cyber and information
security factors have not been studied.

Publications [12—-14] propose methods that make it
possible to determine the total amount of damage caused
by threat factors for a certain period of time. It is also
noted that the process of determining and assessing the
risk of erroneous decision-making under the influence of
threat factors is the basis and basis for research in the
field of analysis and improvement of existing, as well as
the invention of new methods of risk assessment, improv-
ing the accuracy of its assessment. The author recom-
mends that in the course of functioning of the CIF, the
risks of irrelevant decision-making by DM arising in un-
predictable conditions, as well as special requirements to
the emotional and cognitive state of a person and their
admission to perform particularly responsible work
should be taken into account. It is also noted that the in-
formation and cognitive aspects of human factor engi-
neering play a key role in the safety, reliability and effi-
ciency of the management of critical control facilities.

3 MATERIALS AND METHODS
Based on the results of the literature analysis, it is not-
ed that the decision-making process is most significantly
influenced by the factors of the emotional and cognitive
state of DM shown in the information-logical model
(Fig. 1), [15-18].

Factors of the emotional and
cognitive state of DM
Sw = (ET,PR,F}
Sp = [PI,RT,DT,C}

Risk state of the
production procass
of a critieal facility

Risk =%Pi- Ci

I 0 1

Functional stability
of a critical infrastructure facility

FS = f>(IS,CS,Risk)

i 4

lntjn:‘l?nallu.ou Cybersecurity
securily s
15

Adaptation of the emotional -
cognitive state of the DM

Ad EC = fi(Sp.5w)

DM’'s PFS Assessment of decision-making relevance
correction REL = f5(Sp,Sw, 15,05, Risk)
REL < 0,95 REL =095

Figure 1 — Information-logical model of adaptation of the
emotional-cognitive state of the decision-maker for the
relevance of the decision-making process

For quantitative assessment of the degree of relevance
of the decision made by the DM, it is proposed to use the
BN, shown in Fig. 2. It should be noted that when build-
ing the structure of this BN and filling in the tables of
conditional probabilities for the variables of the network,
the requirements of engineering-psychological standards
of working conditions of human operators and knowledge

of experts were used.
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Risk status of
the critical

infrastructure
object

Adaptation of the
psycho-cognitive
state of the PMD

Functional stability
of the Critical Object

Assessment of the
relevance of DMP

Figure 2 — A Bayesian network for estimating the probability of
relevance of a decision made by a DM

All nodes of the network are binary, i.e. they have two
states and are of type “Chance — General”. Thus, the Risk
node characterises the Risk status of the critical infra-
structure object and can take only two values: “occurs” if
such a risk exists and “not occur” otherwise. The IS and
CS nodes characterise information and cyber security and
can also take two values. If the object is informational or
cybernetically fully protected, the corresponding vertices
take the value “protect”, otherwise they take the value “no
protect”. The probability that these nodes take the value
“no protect” is determined by the security control mod-
ules.

Since the nodes “Functional stability of the Critical
Object” and “Assessment of the relevance of DMP” each
have several parent nodes, the Noisy MAX type is as-
signed to these nodes to reduce the labour intensity of
filling in the conditional probability tables. In this case,
conditional probabilities are conditioned on the separate
influence of factors on the expected event rather than
jointly, which makes it easier for experts to estimate the
conditional probability [19]. The “Functional stability of
the Critical Object” node can take the values “sufficient”
and “not sufficient”, and the “Assessment of the relevance
of DMP” can take the values “relevant” and “irrelevant™.

To describe the nodes “Functional stability of the
Critical Object” and “Assessment of the relevance of
DMP”, the experts were asked to estimate the conditional
probabilities of the possible states of these nodes. The
results are presented in Tables 1-2.

Examine the node “Adaptation of the psycho-
cognitive state of the DM”. The random value of “Adap-
tation of the psycho-cognitive state of the DM” is influ-
enced by the following factors of the emotional-cognitive
state of the DM: “physical and emotional fatigue” F,
“emotional tension” ET, “productivity” PR, “perception
of information” PI, “reaction time” RT, “decision-making
time” DT, “concentration” C. Based on engineering and
psychological standards for the working conditions of a
human operator [20-22] and the results of expert assess-
ments, Table 3 shows the levels of values of these factors
in relative units.
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Depending on the values of emotional-cognitive fac-
tors, the degree of adaptation of the DM to the decision-
making process may be different. The question arises:
what is the probability that the random variable “Adapta-
tion of the psycho-cognitive state of the DM” takes the
value “negative”?

To answer this question, it is proposed to use a prob-
ability value prediction system based on fuzzy logical
inference using Mamdani’s algorithm on a fuzzy knowl-
edge base, in which the values of the input and output
variables are given by fuzzy sets. Taking into account that
according to [21, 22] the most noticeable influence on the
cognitive state of the LPR has the factors time to make
decisions DT, reaction time RT, and information percep-
tion PI, the experts propose the following uncertain
knowledge base:

RULE 1: IF u, is “not standard” AND u, is “not stan-
dard” THEN v is “high”.

RULE 2: IF u; is “not standard” AND u, is “not stan-
dard” AND us “standard” THEN v is “high”.

RULE 3: IF w3 is “not standard” AND usis “standard”
AND ug “standard” AND u; “not standard” THEN v is
“high”.

RULE 4: IF u, is “not standard” AND u; is “not stan-
dard” AND us “not standard” AND u; “standard” THEN
v is “average”.

RULE 5: IF u; is “standard” AND u; is “standard”
AND uy “not standard” AND us “not standard” AND
“not standard” THEN v is “average”.

RULE 6: IF u, is “standard” AND us is “standard”
AND u, “standard” AND wus “not standard” AND u
“standard” AND u; “not standard” THEN v is “average”.

RULE 7: IF ug is “not standard” AND u, is “standard”
AND u; “standard” AND u, “standard” AND u; “stan-
dard” AND u; “not standard” THEN v is “low”.

RULE 8: IF u, is “standard” AND u, is “standard”
AND u; “standard” AND uy “standard” AND wus “stan-
dard” AND ug “standard” AND u; “standard” THEN v is
“low”.

The membership function ;(x;) of the term “stan-

dard” of linguistic variables U; (i = 1,7) will be given in
the form of a two-sided Gaussian function:

by () = gauss2mf (v, ot oh.ch ] -

52/ P2 ,
e_(x,'_cl) 2(61) R ifOSxiScf,

=51, lfcf<xi<012:

_ i 2/ i2 .
(- [2(0) | ifeh<x

where parameters o, g} > 0; Cf,cé >0; cf < C;; x; are

an elements of the universal set X = [0; 1], on which the
terms “standard”, “not standard” are defined.
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Table 1 — Conditional probabilities of the “Functional stability of the Critical Object”

Parent Risk IS CS

State occurs not occurs | no protect | protect no protect protect
not sufficient | 0.2 0 0.25 0 0.35 0
sufficient 0.8 1 0.75 1 0.65 1

Table 2 — Conditional probabilities of the “Assessment of the relevance of DMP”

Adaptation of the psycho- Functional stability of the Criti-
Parent cognitive state of the DM cal Object
State no sufficient sufficient negative positive
irrel 0.3 0 0.2 0
rel 0.7 1 0.8 1

Table 3 — Levels of significance of factors of emotional and cognitive state of DM

State ET F PR PI RT DT C
high 0.85-1 0.8-1 0.75-1 0.8-1 0.85-1 0.86 -1 0.76 -1
average 0.4-0.84 0.36-0.79 0.46-0.74 0.46-0.79 0.55-0.84 0.55-0.85 0.41-0.75
low 0.15-0.39 0.2 -0.35 0.25-0.45 0.15-0.45 0.25-0.54 0.3-0.54 0.25-04

Considering the values of the factors of the emotional
and cognitive state of the DM (Table 3) allows us to de-
termine some of the values of the parameters

o, ch,cl, ch (i:l?), Then the membership functions

Hi( Xi) can be written in the form:

p(x) = gauss2mf(xl , [1,0,012 ,0.3])x1 €[0,1];

Wy (xy) = gauss2mf(x2, :1,0,05 ,0.25]))62 €[0,1];
ps(x3) = gauss2mf(x3, 013,0.8,1,le3 e[0,1];

Ly(xy4) = gauss2mf<x4, :Gf',O.75,1,1D, x4 €[0,1]; ()
Hs(xs) = gauss2mf<x5, 1,0, 63,0.2]))% €[0,1]

Le(xg) = gauss2mf<x6, 1,0, Gg,O.ISDxﬁ e[0,1];

1, (x;) = gaussme(x7, :017 ,0.76,1,1])x7 e[0.1].

For definition, the parameters Gi, Gé of the member-

ship functions, which can, as the analysis of the data in
Table 2 shows, take any values, are assigned the value 1
in the formula (2).

The statement “the i-th external factor takes the value
“not the norm” is opposite to the statement the i-th exter-
nal factor takes the value “standard”. Then the member-
ship functions ¢,(x;) of the term “not standard” of the lin-
guistic variables u; have the form:

0;(x) =1—p, (x;), (i=17).

For the membership functions of the terms ‘low’, ‘av-
erage’, ‘high’ of the linguistic variable v are introduced

the notations 0;(y) (i =1,_3) correspondingly, where y

are the elements of the universal set Y= {0; 1}, on which
these terms are defined.
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The function 0,(y) is defined as a symmetric Gaus-

sian function:

~(y—c)’/2c?

0,(y) = gaussfin(y[c,.c])=e .G

where parameters . >(; ¢. >0, (i =1,_3)
[ B

Below are characteristic graphs of membership func-
tions. The graphs of the functions p;(x;), @i(x1), Ha(x2),
02(x2), Ws(xs), Os(xs), e(Xe), Ps(xs) have the form of the
graphs in Fig. 3. The graphs of functions p;(x3), @3(x3),
Ha(x4), ©4(x4), W7(x7), @7(x7) have the same form as in
Fig. 4.
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Figure 3 — Membership functions p;(x;) and @;(x)
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Figure 4 — Membership functions p;3(x3) and @3(x3)
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Figure 5 — Membership functions 6,(y) (i= L_3)

To set up the fuzzy model F, i.e. to determine the co-
efficients of the model
1 525° 60636467 i—13), it is required that
(52,02,62,02,61,01,Gl,Gj,Cj,(j—l,3) q
the value of root mean square deviation should be mini-
mized:

R= %él( v, ~F(P,E,))? - min. @)

Here n is the volume of the sample of experimental
data connecting the inputs £ = (x;, x, X3, X4, X5, Xg, X7) tO
the output y of the investigated dependence:

(EkaJ’k)» kzl,_”a

where E;, = (X1, X12, Xi3> Xt4s Xi.5, X6, Xr7) 1S @ vector of
inputs and y; is an output in k-pair. In addition,
F(P, E) is the value of the output of the fuzzy model at

the value of the inputs specified by the vector Ej;
P= (G{,ciz,c]-,c]-) is a vector of coefficients of mem-
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bership functions of terms of input and output variables of
the fuzzy model.

Taking into account the knowledge of experts about
the influence of the factors of the emotional and cognitive
state of the DM on the degree of adaptation to the deci-
sion-making process, it is possible to find a solution to the
mathematical programming problem (4) with the help of
the Fuzzy Logic Toolbox and Optimization Toolbox
packages and thus set up a fuzzy model.

4 EXPERIMENTS

To verify the proposed method, numerical experi-
ments were carried out, the essence of which was the fol-
lowing.

Assume that at some point in time the corresponding
control modules fix certain values of the factors of the
emotional-cognitive state of the LPR. On the basis of the
above proposed fuzzy knowledge base using the Mam-
dani algorithm and the known values of the corresponding
factors, the probabilities of the states of the top of the BN
“Adaptation of the psycho-cognitive state of the DM” are
estimated.

According to the respective functional resilience con-
trol modules of the CIF, its information and cyber security
status probabilities and risk status probabilities are deter-
mined.

The found probabilities allow us to estimate the value
of the probability (relevance=rel) of relevance of the deci-
sion made by the DM according to the proposed BN
(Fig. 2). Comparing the value of P(relevance=rel) with
the critical value of Pcr. according to a given criterion
allows us to attribute the decision taken to either relevant
or irrelevant.

5 RESULTS

Numerical experiments were carried out for two cases.
Let at some moment of time modules, control of factors
of emotional and cognitive state of DM, fixes the follow-
ing their values (Table 4).

Using Mamdani’s algorithm, the probabilities of the
states of the BN node “Adaptation of the psycho-
cognitive state of the DM” are estimated from the data in
Table 4. The values of the probabilities of a given node
and the probabilities of the states of the nodes “Risk status
of the critical infrastructure object”, “IS”, “CS” are indi-
cated on the icons of the corresponding nodes (Fig. 6).
The calculation performed in the GeNle system shows
that the probability of making a relevant decision by the
DM turned out to be equal to P(relevance=rel) =0.93.

In the second case, the calculation was performed with
the same values of the probabilities of the nodes “Risk
status of the critical infrastructure object”, “IS”, “CS” and
values of the emotional and cognitive parameters as in the
first case, except for the RT factor, which now takes the
value 0.3. The BN calculation (Fig. 2) shows that in this
case the probability of making a relevant decision by the
DM turned out to be equal to P(relevance=rel) =0.96
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Table 4 — The values of factors of emotional and cognitive state of DM

ET F PR Pl RT DT C
high 0.9 0.95 0.85 0.9
average
low 0.15 0.2 0.5
Risk status of the = — IC
(O critical infrastructure :::;Tﬂ Tn{l z
object
S . o (H]
oceur S /ol hoproscizonl] |
nooceur 95% | v butcct  00% |
Adaptation ol the
© psycho-cognitive state ol
the DM
ncgative20% [l
Ipositive 80% [ @

Assessment of the
relevance of DMP
irel 7%l
el 93%|F

© Functional stability of
the Critical Object

nosufficient 10%[
sufficient  90%|| .

Figure 6 —Estimation of the probability of making a relevant decision by the DM at the value of the parameter RT = 0.85

Risk status of the
(O critical infrastructure
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occur 5% |

aEm|

nooccur 95%|[

Adaptation of the
© psycho-cognitive state of|
the DM
negative 5%l
positive 95% | o

Assessment of the
relevance of DMP

mosufficient 10%
/suiﬁcicnt 90%

irrel 4%
rel 96%]0

o s

noprotact 10% ]

protect  90% || =
S cs
nopratect 20% ([l
protect  80% [ 1

Functional stability of
the Critical Object

I
l S

Figure 7 — Estimation of the probability of making a relevant decision by the DM at the value of parameter RT = 0.3

6 DISCUSSION

In accordance with the results of studies of literature
and regulatory sources for many CIF, when the probabil-
ity value REL > 0.95, the decision made is considered
relevant. Since in the first case the calculated probability
is less than the permissible Pcr =0.93, the decision made
by the DM cannot be considered relevant. The results of
the BN calculation in this case are presented in Fig. 6.

It is assumed that the probabilities of the values of the
BN nodes "Risk status of the critical infrastructure object
“IS”, “CS” remain unchanged during the experiment.
Then, it is only possible to increase the degree of decision
relevance by increasing the degree of adaptation of the

© Perederyi V. 1., Borchik E. Y., Zosimov V. V., Bulgakova O. S., 2024
DOI 10.15588/1607-3274-2024-3-5

50

DM to the decision-making process. The analysis shows
that the only emotional-cognitive factor whose value is
out of the standard is the factor (RT = 0.85), the value of
which is too high for an adequate response to the situa-
tion. After the adjustment of this factor in accordance
with the recommendations of engineering-psychological
standards, its value can be reduced to the value of 0.3.
The results of the BN calculation in this case are pre-
sented in Fig. 7. After that the probability of making a
relevant decision by the DM turned out to be equal to
P(relevance=rel) = 0.96, which is greater than the critical
probability Pcr = 0.95. Therefore, the decision made by
the DM can be considered relevant.

OPEN 8 ACCESS




p-ISSN 1607-3274 PagioenextpoHika, iHpopmaTuka, ynpasiainss. 2024. Ne 3
e-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2024. Ne 3

The obtained results of numerical experiments are
quite consistent with practical situations of decision-
making in critical infrastructure systems. In the first case,
the overestimated value of one of the emotional and cog-
nitive factors (RT) — the reaction time of the DM to the
situation — negatively affected the process of relevant
decision-making. In this case it is necessary to correct this
factor according to engineering psychological recommen-
dations and requirements. In the second case after adjust-
ment of the factor (RT), at the same values of other fac-
tors, the probability of relevant decision-making of the
DM has significantly increased. In this case, adjustment
of the degree of negative impact of factors was not re-
quired.

Therefore, the results of the experiments allow us to
recommend the use of the proposed method of rapid as-
sessment and adaptation of the emotional and cognitive
state of DM to the process of making relevant decisions in
real time. The results can be used in the development of
adaptive DSS in the management of CIF.

CONCLUSIONS

The urgent scientific and applied problem of adapta-
tion of the decision-making process in the process of
management of the CIF, taking into account the personal
emotional and cognitive capabilities of the DM under the
influence of destabilising uncertain factors, has been
solved.

The scientific novelty of obtained results is consist:

— the method of operative estimation and adaptation of
emotional and cognitive state of DM to the process of
making relevant decisions, in real time and uncertainty,
when managing man-machine systems of critical infra-
structure is proposed;

— on the basis of research and assessments of experts,
a fuzzy knowledge base has been developed, which al-
lows to determine the degree of adaptation of the DM to
the decision-making process in real time.

The practical significance of obtained results is that
the proposed method can be used for rapid assessment
and adaptation of the emotional and cognitive state of the
DM to the process of making relevant decisions in real
time, when managing man-machine systems of critical
infrastructure.

Prospects for further research are are to develop
tools and methods for adapting decision making, in real
time and uncertainty, to improve the efficiency of man-
agement of critical infrastructure human-machine sys-
tems.
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AJANTANISA NPOLECY NPUMAHATTSA PILIEHD ITPHA YITPABJIHHI OB’€EKTOM KPUTUYHOI THOPACTPYKTYPH

Tlepenepiii B. 1. — 1-p TexH. Hayk, npodecop kKadeapu KOMIT FOTEPHUX TEXHOJOTIH 1 iHpopMmaliitHoi Oe3neku, HanionansHoro yHiep-
curery kopabiedyryBaHHs iMeHi anxmipana Makaposa, Mukonais, Ykpaina.

Bopuunk €. 0. — xanx. TexH. HayK, TOUEHT Kadenpu iHGOpMAIiHHIX TeXHONOriH MHKOIAIBCHKOr0 HAlliOHAIBHOTO arpapHOTo yHiBep-
cutety, Mukoinais, YkpaiHa.

3ocimoB B. B. — 1-p TexH. Hayk, npodecop kadenpu koM roTepHoi iHxkeHepii OechKoro HallioHATBHOTO TEXHOJIOTIYHOTO YHIBEpCH-
tety, Oneca, YkpaiHa.

Byaraxosa O. C. — kaHj. TeXH. HayK, JAOIEHT Kadeapu KoMIT IoTepHoi irmkeHepii OechKoro HaI[lOHaIBHOTO TEXHOJIOTIYHOTO YHIBEp-
curety, Ozeca, YkpaiHa.

AHOTANLIA

AxTyanbHicTs. [Ipobnema ynpasiiHHS JIIOACEKEM (HaKTOPOM Y IIPOIIECi IPUHHATTS PENICBaHTHUX PIillICHb B YIIPaBIiHHI 00’ €KTaMH KpH-
tnuHoi iHdpactpykTrypu (OKI) Ha chorofHi € Ayke BaXIJIMBOI 1 ckinagHow. L{e muTaHHs cTae Bce OLTBII 3HAYYLIMM uYepe3 ANHAMIYHUIA 1
HenependavyBaHUH XapakTep CepeaoBHIIa, B SKOMY MpamioioTh 11 00’ extH. EdextuBre ynpasninas OKI Bumarae po3poOku HOBUX Mojesnen
1 MeToAiB, MmO 0a3yIOThCS Ha MPHHIUIAX aJalTHBHOTO yrpaBiiHHA. Li Monemi Ta MEeTOAU MOBHHHI BPaXOBYBAaTH OCOOHCTI eMONLiifHI Ta KOT-
HITHBHI MOXIIMBOCTI 0c00H, sika npuitMae pimienust (OI1P), ska yacTo aie mif BIiiMBOM JecTabini3yrounx HeBu3HaueHuX (akrtopis. [Ipobie-
Ma YCKJIaIHFOEThCS HEOOX1THICTIO IHTerpallii UX aJanTHBHAX METO/IB Y ICHYIOY1 JIFOJMHO-MAILIHHI CUCTEMH, 1110 3a0€3MeUuTh iX 37aTHICTh
pearyBaTu B peaJbHOMY 4aci Ha IIBUAKO3MIHHI YMOBH, SIKI MOXYTb BIUIMBATH Ha MPOLEC NPUHHATTS pilieHb. CKIaAHICTh 1 BXKIUBICTD L€l
poOIeMH BHMAraioTb 06araTOrpaHHOTO IiAXOAY, INO INOEJHYE HMOBIpPHICHI METOAHM, iHTENEKTyalbHI TEXHONOTii Ta iH(opMamiiHO-
KorHiTuBHI TexHoorii. L{i TexHomnorii moBuHHI OyTH 31aTHI 3a0e3MeuyBaTH aanTailiio Ta OLiHKY eMOIiifHOro i KorHiTuBHOrO ctany OIIP B
peajbHOMY Yaci, [0 € KPUTHYHO BXKJIMBUM ISl IPUAHSTTS PEJICBAHTHUX 1 CBOEYACHUX pillieHb. HeBupileHi npobieMu B ranysi CTBOPEHHS
aJlaNTHBHUX 1HQOPMALIHHUX TEXHOJIOTIH 11 MATPUMKM NPUHHATTS piens B ynpasiinHi OKI migkpeciooTs NoTpedy y nepcreKTHBHOMY
HigXomi, KU MOe epeKTUBHO Ta pe3yIbTaTUBHO BUPINTyBaTH IIi TUTaHHS.

MeTa po6oTH — 3aNPONOHYBATH KOMIUICKCHUI METO/ OLIHKHU TPOILECy MPUIHSTTS PEIEBAHTHHUX PIllleHb, 10 3aJeKHUTh Bil (QyHKIIOHA-
JILHOT CTa0IIbHOCTI 00’ €KTIB KPUTUUHOT iH(PPACTPYKTYpH Ta ajxantauii GpakTopis, MOB’I3aHUX 3 EMOLIHHO-KOTHITUBHUM CTaHOM 0CO0OH, sKa
npuiiMae pimenHs. Ilei MeTox Mae Ha MeTi HaATH CUCTEMATHYHUI MiJXiJ IO PO3yMiHHS TOTO, K Pi3Hi (haKTOPH, BKIIOUAIOUHU CUXO(YHK-
uionaneHuid crad OIIP, BIuMBarOTh Ha mpoliec MPUAHATTS pimieHsb. JI0AaTKOBO, MeTa BKIIFOYAE PO3POOKY aJanTUBHUX IHPOpMAIIHHUX Ta
IHTEJIEKTyalbHUX TEXHOJIOTIH, sIKi MOXKYTb MiATPHUMYBATH OLIHKY Ta KOPUTYBaHHs eMOLIHHOTo Ta KorHiTHBHOTO craHiB OIIP B peansHOMY
yaci. Lleit ninxin cnpsiMoBaHuii Ha 3a0e3meueHHs! e()eKTUBHOTO Ta Pe3yJbTATUBHOIO NPUHHATTS pillleHb, HABITh il BINIMBOM JlecTadii3yto-
YHX HEBH3HAYCHHUX (hakTOpiB. BpaxoBylouu 1Ii acreKTH, METOJ CHPSIMOBAHHUI Ha MiJBHIICHHS 3arajbHOI HaJIHHOCTI Ta CTIMKOCTI mpoueciB
ynpasiniaas OKI. Kpim Toro, Meta oXoruitoe iHTerpaiito 0aileCiBCbKUX MEpexk Ta KOMIUIEKCHOT 0a3u 3HaHb /I 3a0€3MeUeHHs CUCTEMH M-
TPUMKH [IPUAHATTS PILLICHb CBOEYACHOIO Ta TOYHOIO iH(OPMAIIEIO TSl IPUHHATTS PillICHb.

Merton. [lnst peani3zalii 1aHOro METOLy BUKOPUCTOBYBAIIMCS IMOBIPHICHI METO/IU, IHTENEKTyalbHi Ta iHGOpMaLiiHO-KOTHITUBHI TEXHO-
Jorii, mo 3a0e3euyIoTh NPHUIHATHY aJalTalliio Ta OLiHKY [IPOLleCy IPUHHATTS PENCBaHTHUX DIillleHb Y PeaTbHOMY daci.

Pe3yabraTn. 3anpornoHoBaHuil METO, 3aCHOBAaHHMI Ha IHTEJIEKTYaJIbHUX Ta iH(OPMAILIHO-KOTHITUBHUX TEXHOJIOTISX, JJO3BOJISIE B pea-
JIbHOMY 4aci OL[IHIOBATH Ta a/IallTyBaTH eMOLINHHUI | KOTHITUBHUI CTaH 0co0H, fIKa IpuiiMae pillieHHs, i 4ac Mpouecy NpUHHATTS peneBa-
HTHHX pillleHb. BrpoBa/ukeHHS HIMOBIPHICHUX METOMIB Ta 0alieCiBCHKUX MEpEex J03BOJIIIO PO3POOUTH HAliliHy CUCTEMY IiITPUMKH IPHifH-
SITTSI pillicHb, siKa e()EKTUBHO IHTErPyE MPHUHIMITK aJanTHBHOTO yrpaBmiHHs. L[s cucrema 3abesnedye cTabiIbHICTD i HAAIHHICTD MPOLECY
MIPUAHATTS PIlICHb HaBITh 332 HASBHOCTI JECTa0UII3yI0YMX HeBH3HAUCHHUX (hakTOpiB. MOXKIMBOCTI CHCTEMH B PEAIbHOMY Haci J03BOJISIIOTh
OIEpPaTHBHO KOPUTYBaTH IcuxoyHKioHansHuH craH OIIP, mo € KpUTHYHO BAXXIMBUM JUIS MIATPUMKH (YHKIIOHAJIBHOI CTaOIIBHOCTI
00’eKTiB KpUTHYHOI iH(pacTpyKTypu. Pe3ynpraTi OKa3yIoTh, [0 BUKOPHCTAHHS IHTEJICKTYaIbHUX TEXHOJIOTIH Ta KOMIUIEKCHOI 6a3u 3HAaHb
3Ha4yHO mixBuiye 3aatHicte OIP mpuiimati 0O0TpyHTOBaHI pilieHHs. EXCIepUMEHTH MOKa3aliy, 110 1Iel METO/ MOKpaIlly€e 3arajibHy e(ek-
TUBHICTh Ta pe3ynbratuBHicTh yrpasiinHs OKI, npornoHyro4n nepceKTHBHUN MiAXiq A MalOyTHBOTO 3aCTOCYBaHHS B aalNTHBHUX MPO-
necax MiATPUMKHU NPUHHATTS pimeHb. OTpUMaHi pe3ysbTaTu €KCIePUMEHTIB MiATBEPKYIOTh IOTEHI[iaN 3allpOIIOHOBAHOIO METOY PEBO-
morionizyBatu ynpasiiaas OKI, 3abe3neuyroun cBoeyacHe 1 BIAMOBIAHE NPUITHATTS PILlICHb, 1[0 CIPHUSIE CTIHKOCTI Ta HAMIHHOCTI [IUX BaXK-
JIMBHX 00’ €KTIB.

BucHoBKH. Pe3ynbTaTH GKCIICPUMEHTIB JIO3BOJIIOTH PEKOMEHIYBATH BUKOPHCTaHHS 3aI[POINIOHOBAHOIO METONY IIBHAKOI OLIHKU Ta
aJanTanii eMONIffHOTO Ta KOTHITMBHOTO CTaHy OCOOH, sIKa IpHiiMae PillieHHs, UL IIPOLECY HPHIHATTS PEJICBaHTHUX PIlIeHb B PeaTbHOMY
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gaci. [HTerpanis iHTeNeKTyanbHuX Ta iHGOPMAIiHHO-KOTHITUBHUX TEXHOJIOTIH Y CHCTEeMY HMiNTPUMKH NPUHHATTS pillleHb BUSABHIIACA e(eK-
TUBHOIO JUTS MiIBUIIEHHS CTaOUIBHOCTI Ta HAAIMHOCTI MpoIecy MPUIHATTS PIllIeHb B YOpaBIiHHI 00’€KTaMU KPUTHYHOI iHYPACTPYKTYpH.
MOXJIMBOCTI CHCTEMH B peaibHOMY 4aci CHPHSIOTH ONEpaTHBHOMY KOPHTYBaHHIO HcuxodyHKiioHaneHoro crany OIIP, 3abe3neuyroun
e(exTHBHE Ta pe3yJIbTaTUBHE NPUIHATTS pillleHb HaBITh I1iJl BIUIMBOM JIeCTa0lIi3ylouux HeBU3HaueHUX (akrtopiB. ExcriepumeHTanbHi pe-
3yJbTaTH JEMOHCTPYIOTH, IO 3aIIPOIIOHOBAHHI METO/ 3HAUHO HOKpaIIye 3araibHy epekTuBHicTh ynpasninas OKI, 3abesnedyroun HaniiiHy
OCHOBY JUIS aJaNTHBHOI MIATPUMKH MPUAHATTS pimeHb. OTpuMaHi pe3ysibTaTd MOXYTh OyTH BHKOPHUCTaHI TPU PO3pOOLi aTanTHBHHX
CIIITP B ynpasninni OKI, npornoHyroo4r mepcrneKTHBHUI MiAXia Uit MaiOyTHIX 3acTocyBaHb. Lleif MeTox He TiJIbKH Mi/IBUILY€E 37aTHICTh
OIIP npuiimMaTu pimenHs, ane i cnpuse ctiiikocti Ta HagiltHocti OKI, 3a0e3neuytoun iX (yHKIIOHANbHY CTAOUIBHICTh B AMHAMIYHHUX Ta
HEBU3HAYCHHUX YMOBAX.
KJIFOYOBI CJIOBA: nrofnHO-MalIMHHI CUCTEMH, MPUNAHATTS PIlICHHS, afanTailis, ocoda, ska mpuiiMae pimeHHs, iHpopmaiiHo-
KOTHITHBHI TEXHOJIOTIi, IHTENIeKTyasIbHI TeXHOJOT1i, baliecoBchbki Mepexi 1oBipH, iHpopMalliiiHa Oe3neka, kKibepHeTHYHa Oe3IieKa.
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