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ABSTRACT

Context. The mass spread of Wi-Fi networks is facilitated by the simplicity of their deployment, high speed, universality, and
convenience of use. The development and dissemination of these networks continue despite a number of shortcomings. One of the
shortcomings is their vulnerability to various types of attacks, including those based on the forgery (imitation) of identification data.
At the same time, there are physical layer characteristics, knowledge of which expands the understanding of the network’s state, can
contribute to increasing the reliability of network subscriber identification, and thus prevent a number of attacks. This research is
aimed at the theoretical and practical substantiation of the possibility of their application.

Objective. The aim of the study is to assess the application of detailed analysis of signal spectra emitted by devices connected to
wireless Wi-Fi networks for their identification. To achieve this goal, it is necessary to analyze the experimentally measured spectra
of wireless devices connected to the Wi-Fi network and evaluate the possibility of using the spectrum for the identification of mobile

devices.

Method. This work proposes a method for processing the results of measuring the spectra of Wi-Fi device emissions by evaluat-
ing the asymmetry coefficient of the Wi-Fi device spectrum’s cross-correlation function. Mathematical modeling was used to assess

the effectiveness of the method.

Results. The research results show that the minimum value of the asymmetry coefficient when comparing the template with dif-
ferent positions of one’s own device, and large values of the asymmetry coefficient when comparing templates with foreign spectra.
Therefore, this characteristic can also be used for the identification of Wi-Fi devices.

Conclusions. The research results suggest the possibility of applying the proposed method for the identification of mobile de-
vices, which will qualitatively complement existing security models with another feature for detecting unauthorized access.

KEYWORDS: security, Wi-Fi, identification, spectrum, asymmetry coefficient, mobile device.

ABBREVIATIONS
A is a smartphone Redmi note 4X;
ACEF is an autocorrelation function;
B is a smartphone Redmi note 4X, similar to “A”, but

the second copy;

C is a smartphone MeizuM5 Note;
CCF is a cross-correlation function;
D is a smartphone Honor 09 Lite;
E is a smartphone MeizuM6 Note;
IDS is an intrusion Detection System;
0T is an Internet of Things;
MSD is a mean squared deviation;
OSI is a open system interconnection;
Wi-Fi is a wireless fidelity;
WPA is a Wi-Fi Protected Access.

NOMENCLATURE
A is a coefficient of asymmetry;
B(7) is a degree of signal difference;

B(j) is a correlation function;
B, is an average value of the correlation function;
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i is a spectral component number;

j is a difference in spectral components;

K is a number of mobile users;

mj is a central empirical moment of the third order;

N is a number of spectral components;

Pi(f) is a power of each spectral component;

P5(f;) is a power of each spectral component of the
connecting subscriber;

Ppy(fi+;) 1s a power of each spectral component dis-
placed spectral components;

S(¢) is a harmonic signal;

S(z—1) is a harmonic signal is shifted in time;

o is a mean squared deviation;

A is a spectrum width at the level of 0.5.

INTRODUCTION
The rapid development of Wi-Fi networks covers all
spheres of human activity. The principle of building wire-
less networks carries not only advantages in the form of
free movement in the coverage area, sufficient data
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transmission speed and low deployment cost, but also a
lot of vulnerabilities and threats.

The main advantage of a Wi-Fi network is the trans-
mission of information over radio waves without using
wires, but at the same time it is the greatest threat to
transmitted information, because controlling information
transmitted through the air is not an easy task. Analysis
of threats and attacks on wireless networks [1, 2] shows
that most often for the removal or modification of infor-
mation transmitted or stored in the network is the use of
foreign equipment, which is very often disguised as net-
work subscribers. In almost every type of attack there is
an element that is disguised as a network subscriber.

To protect wireless networks from attacks, IDS is
used. They are able to detect and prevent attacks by re-
stricting access to the network or changing the configura-
tion of communication equipment. Signs of attacks in
existing IDS are the parameters of network traffic (node
network activity, node network settings, data on files and
processes) that is, the signs of channel, network and
higher levels of the OSI model. This approach is fully
justified in leading or fiber-optic networks, where physi-
cal connection to the network for intruders is difficult, and
therefore the identification of equipment as such is absent
(only user authentication is carried out). However, con-
necting to a Wi-Fi network at the physical level is not a
problem for intruders through a torn radio interface.

Therefore, standard protection measures do not pro-
vide adequate security [3, 4]. According to Kaspersky Lab
[5], any WPA-WPA3 encrypted Wi-Fi network is unpro-
tected and can be attacked by reinstalling the key.

Since it is not possible to control the transmission space
of information of a wireless network, then you need to fo-
cus on the control (identification) of users of such net-
works. Each device has its own unique features as a person
fingerprints, retina, stroke or handwriting. The equipment
of the device included in the Wi-Fi (frequency generator,
modulator, radio transmitter, filter, antenna-feeder system)
can have their own characteristics [6, 7, 8, 9].

Given the many shortcomings and vulnerabilities that
allow malicious influences to successfully overcome the
system of information protection, it is important to con-
sider research aimed at comprehensive security, using
additional parameters to detect unauthorized access and
detection of intruders, namely the search for new methods
of comparing spectra, that will allow their use in real pro-
tection systems wireless Wi-Fi networks.

The object of study is the process of recognizing
similar spectra from different mobile devices from each
other. This process is influenced by many factors: techni-
cal features of devices, position, distance, signal level and
many others.

The subject of study is the evaluation of methods of
comparing similar spectra by correlation analysis of the
frequency dependence of the signal amplitude.

The purpose of the work is to recognize and identify
similar spectrums of mobile devices of wireless Wi-Fi
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networks to increase the security indicators of the net-
work.
1 PROBLEM STATEMENT

For the input parameters, which are: energy spectra
Pri(f) (i=0,1,..., N) (obtained experimentally [10], two
of them are presented in Figure 1) K legal network users,
together with their MAC-addresses stored in the database
in the form of a matrix with dimensions [N*K]; energy
spectrum of signals of subscribers connected P;,(f)) and
subject to the identification procedure; the correlation
function B(j), is calculated, which is a function of the dif-
ference in frequency readings j = —N+1... .N-1.
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Figure 1 — Spectra of devices

The initial data are parameters B(j) such as o, A, A.

The task of the work consists in choosing such a pa-
rameter B(j) (o, A, A) that would allow in the future to
quickly and with minimal error determine whether the
subscriber who joined the wireless network is the one he
claims to be (whose MAC address he uses). For the pos-
sibility of identification, the condition must be fulfilled:
ACF (o, A, A) — min, and for CCF (o, A, A) — max.

2 REVIEW OF THE LITERATURE

The literature review showed that a fairly developed
theory of calculating spectra by incomplete time series,
using various window functions, various methods of aver-
aging and smoothing them. In particular, the methods of
Bartlett, Welch, Blackman-Tewkey, modified periodo-
gramm and others. They can be used to detect weak fre-
quency components in the signal, or bands where its
maximum energy is concentrated, as well as for other
similar tasks.

Many studies are conducted to identify by spectra,
they use a variety of technologies and methods of com-
parison. From the calculation of the average amplitude
value to neural networks [11, 12]. But all of them are
aimed at distinguishing technologies according to fre-
quency and modulation. In our case, we need already
existing spectra, and almost identical ones that work at the
same frequency, use the same modulation, accurately dis-
tinguish as fingerprints in humans.

The biometric identity perspective can be found in
[13, 14].

In [15] the authors conduct research on the passive ra-
diometric identification system of the PARADIS devices.
This system is its own development of authors. The au-
thors claim that PARADIS identifies unauthorized de-
vices by comparing the radiometric signature of the de-
vice with known sanctioned signatures. PARADIS per-
forms identification using two classifiers. One uses the
support vector machine algorithm, while the other uses
the k-nearest neighbor algorithm. Before a new network
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card is allowed to access the network, the administrator
measures and records its radiometric signature. The calcu-
lated signature is sent to the PARADIS server for identifi-
cation. The system then compares the signature obtained
with the known radiometric signatures of authorized net-
work cards. If the radiometric signature does not match
the network card that is allowed to use the secret key,
PARADIS notifies the administrator of a possible security
breach.

The accuracy of the studied systems is simply impres-
sive — 99%. But the material in [15] does not provide de-
tailed technical information on how radiometric signa-
tures are calculated, it is not specified what exactly is un-
derstood by the concept of “radiometric signature” and on
what it is based. And the nodes of the network are identi-
fied by the last four digits of the MAC address, which is
the most vulnerable.

The non-standard identification approach for IoT is
presented in [16]. This method is based on the use of not
the entire spectrum, but the duration of the transition
process, which is achieved in the obtained smooth version
of the instantaneous amplitude characteristics of the sig-
nals of the transmitter using the method of averaging the
sliding window.

The classification characteristics of the spectral prints
proposed by the authors are evaluated using experimental
data and described by a matrix of confusion. The effi-
ciency of spectral prints is quantitatively determined by
the criterion of class resolution. The effectiveness of the
proposed method in the influence of noise through Monte
Carlo simulation is shown.

In the article of the authors of this work [10] experi-
mentally obtained spectra in visual analysis (with simple
consideration of drawings) have something in common,
and in some ways differ. The similarity of the spectra of
Wi-Fi signals of the same device in different positions
and differences in the spectra of radiation in different de-
vices are established, which can be used to identify them.
For comparison, the method of calculating the mean
square of the difference between the corresponding spec-
tral samples was used, taking into account the difference
in the average power of different signals, which allows
comparing the spectra obtained in different conditions
with the patterns. The study [10] shows that each device
has its own individual signal spectrum, which can be seen
even visually and the results of analysis of spectra based
on the calculation of the mean square of the difference
indicate their difference. But the method under considera-
tion gives in some cases similarity of results, so you need
to look for other methods that can reduce the probability
of a first kind error.

For signal analysis has a great practical application
correlation statistical analysis of experimental data. The
essence of correlation analysis is reduced to the estab-
lishment of the equation of regression (algebraic equa-
tion), that is, the type of rectilinear or curved relationship
between the values, the estimation of the tightness (force)
of the relations and the reliability of the measurement
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results [17]. Similar solutions have been found in the field
of voice identification [18].

Therefore, the actual task is to find new methods for
comparing the spectra of mobile devices, which will al-
low their use in real protection systems wireless Wi-Fi
networks.

3 MATERIALS AND METHODS
To quantify the degree of difference between the S(7)
signal and its offset copy S(¢—), the operation uses the S(¢)
signal’s ACF, which is equal to the dot product of the sig-
nal and its copy:

B(t) = TS(t)S(t—r)dt. (1)

—a0
We apply the expression (1) to compare the spectra:
] N
B(J')=W 2 PP (fis))- 2
i=0

The specified expression (2) is used to calculate the
correlation of the template (ACF) and the spectrum of the
template with the spectra of “alien” devices (CCF).

The calculation of the MSD for the functions obtained
is calculated by the formula:

_ 1 E .
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An important indicator of correlation processing is the
asymmetry coefficient. The calculation of the asymmetry
coefficient in the work is realized as the ratio of the cen-
tral empirical moment of the third order to the cube of the
mean squared deviation:

my
A==, ®)
(o)

where, the central empirical moment of the third order
was calculated by the formula:

1 o 2.,
N5, jz_ZNflf—Jcp) B(j). (©6)

my =

In relation to our case, asymmetry was calculated:
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4 EXPERIMENTS

In accordance with the task, the spectra of mobile de-
vices were calculated and modeled in the Mathcad envi-
ronment. The simulation was conducted sequentially in
accordance with (1)—(7).

The results of the simulation are displayed in the form
of tables, graphs of dependence on the drug of ACF and
CCF for the studied spectra and in the form of drawings.

5 RESULTS

Figure 2 shows that the peaks of correlation functions
are at different levels, which makes it impossible to com-
pare them. This is due to the fact that the signal level
when removing the patterns of spectra of different mobile
devices differ. In practice, the signal level from the de-
vices may be quite insignificant. Therefore, for the con-
venience of comparing the correlation functions, they
were normalized according to the maximum signal
strength level when the peaks of the correlation functions
are in 1, as shown in Figure 3.

There was no significant difference in the dependen-
cies shown in Figure 3. The results of the calculation o for
one of the templates (A) in relation to the different provi-
sions of the devices are shown in Table 1, showing simi-
lar results. Thus, this indicator can not be used to identify
mobile devices.

ceF

240

440 210 0 210 410 N
Figure 2 — ACF and CCF in a non-normalized form (ACF
smartphone D with a smartphone D template)
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Figure 3 — ACF and CCF in the normalized form
A — ACF smartphone A with a smartphone A template;
B — ACF smartphone D with a smartphone template C;
B — ACF smartphone C with A smartphone A template;
G — ACF smartphone with a smartphone pattern D
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Table 1 — ¢ calculations for pattern A

template | Al Al | A3 | A4 | Bl | B2 | B3 | B4
c 945 | 943 | 940 | 937 | 937 | 949 | 952 | 952
template | C1 | C2 | C3 | C4 | D1 | D2 | D3 | D4
c 955 | 953 | 942 | 943 ] 944 | 954 | 940 | 932

The study of the width (in the amount of reprint) of the
ACF for templates and CCF for all devices with respect to
the template at level 0.5 are shown in Table 2.

Table 2 — the results of measuring the width of the ACF and

CCF by level 0.5
Position The width of the ACF (CCF) on level 0.5
Pattern A A B C D E
1 2650 2655 | 2715 | 2864 | 2701 | 2929
2 2650 2688 | 2726 | 2879 | 2833 | 2937
3 2650 2675 | 2796 | 2817 | 2588 | 2844
4 2650 2635 | 2796 | 2785 | 2459 | 2807
Middle 2650 2663 | 2758 | 2836 | 2645 | 2879

From Table 2 it is clear that the width of the CCF of
other devices can be narrower than the ACF.

On the basis of the completed calculations, we can say
that:

— There is no significant difference in the mean
squared deviation of the CCF for the template with its
own device and other people’s ones;

— The difference in the width of CCF by level 0.5 is
also not detected. When normalizing, all functions are
almost identical;

— A significant shift in the central frequency in the
CCF is also not observed.

Thus, parameters up to the second order inclusive do
not allow to detect the difference between the two spectra.
But from Figure 3 it is clear that the CCF have a certain
“bias”, which can be characterized by an estimation of
asymmetry for the empirical distribution.

Table 3 shows the results obtained for (7) the
asymmetry coefficients. The average value of the
asymmetry coefficient was calculated by summing each
element by the value of the module. The number near the
letter means the number of position of the mobile device,
and the index "sr. average for four positions.

For greater observation, the results of this study are

presented in graphic form in Figure 4, which shows the
4
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Figure 4 — The results of the values of the asymmetry
coefficients in the graphic form
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Table 3 — results of the value of the assymmetry coefficients

Device patterns
A A B B, C Cep a Mep E Eep
Al 0.013 0.008 -0.07 0.075 0.038
A2 092 | o005 | | o007 |07 0.07 006 | g06 | 003 0.03
A3 0.004 -0.007 -0.07 0.06 0.029
Ad 0.004 -0.008 ~0.066 0.059 0.017
B1 0.005 -0.007 —0.066 0.049 0.026
B2 0003 0008 |29 | go0a8 | %070 | o074 | %97* | 007 298 | 004
. B3 0.016 0.011 —0.075 0.087 0.046
:é B4 0.006 0.0007 -0.079 0.077 0.036
? C1 0.077 0.079 —0.008 0.057 0.093
:_E ¢ 0077 0.07 0.08 0.07 00IL | 00055 |09 | g025 |29 | .09
b c3 0.063 0.067 -0.002 0.022 0.093
§ C4 0.064 0.069 0.001 0.017 0.094
§ D1 —0.077 —0.083 0.038 —0.023 —0.08
- b2 00 0.06 0075 007 |29 | o004 0016 | g1 |99 | 006
D3 —0.051 —0.057 —0.056 0.012 -0.049
D4 —0.048 -0.022 -0.022 0.002 -0.068
E1 —0.012 -0.022 -0,098 0.08 0.016
£2 002 T 0 —0.019 003 % 1 009 0.08 007 |_%922 | o016
E3 -0.038 —0.044 -0.078 0.052 -0.014
E4 -0.038 ~0.045 -0.078 0.051 -0.012

ranges of the obtained values of ACF and CCF. The
letters in the figure show the ranges of values for the
template and its device, and the letter with an asterisk
shows the ranges of values for the template with other
devices.

As can be seen from Figure 4, the values of the
asymmetry coefficients for a template with its own device
are in the range from 0 to 1.5. And the value for templates
with other devices can be from 0.7 to 8. In most cases, the
values of templates and other devices do not overlap. But
still for some mobile tristroi (A and B) we see that there is
a small range of values. In this range, additional research
of the spectrum should be carried out (visually they differ
significantly from each other) in order to prevent errors of
the first kind.

6 DISCUSSION

The considered method of identification of devices in
wireless networks Wi-Fi uses the sign of the state of the
network at the physical level, which allows to detect and
together with intrusion detection systems to prevent a
number of attacks and thereby increase the security of
Wi-Fi networks.

The obtained results showed the minimum value of
the asymmetry coefficient when comparing the template
with different positions of your own device.
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Therefore, this feature can also be used to identify Wi-
Fi devices in a model to detect abnormal network states
[19]. Previous studies [10] which were based on the cal-
culation of the mean square of the difference due to dif-
ferent signal levels can give a large error in the results, in
contrast to the proposed method where the obtained val-
ues of the correlation functions were normalized.

Further research is advisable to develop in the direc-
tion of finding additional methods of analysis in ranges
that do not give an unambiguous answer to the belonging
of the mobile spectrum to the template. It is also neces-
sary to confirm the effectiveness of this method in the
presence of noise and experimental studies of the deci-
sion-making model on the abnormal state of the network
[19] taking into account the parameter under considera-
tion.

CONCLUSIONS

1. The method of processing the results of measuring
the radiation spectra of Wi-Fi devices by assessing the
asymmetry coefficient of the intercorrelation function of
the spectrum of Wi-Fi devices is proposed.

2. It is shown that the asymmetry coefficient of the
CCF for the template and the corresponding device is
significantly less than for the template and other device,
which can serve as an identifying sign.

.'-- \
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3. Set the range of the asymmetry coefficients, which
can correspond to both the same device in different posi-
tions and different devices. To identify devices in this
range, it is necessary to carry out a more detailed analysis
of the spectrum.
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AwnTinos I. €. — 1-p TexH. Hayk, npodecop, 3aBigyBad Kadeapr KOMII' IOTEPHOI paioiHKeHepil Ta CHCTEM TEXHIYHOTO 3aXHUCTy
indopwmariii, XapkiBChbKHil HalliOHATBHUH YHIBEPCUTET paioeIeKTpOHIKH, M. XapKiB, YkpaiHa.

Bacuienko T. O. — kaHI. TeXH. HayK, CTapIInil BUKIaad Kageapyu KOMII I0TepHOI pafioiHkKeHepii Ta CHCTeM TeXHIYHOTO 3aXH-
cTy iHpopMmanii, XapKiBCbKHUH HalllOHAIBHUI YHIBEPCUTET paJioeeKTPOHIKY, M. XapKiB, YKpalHa.

AHOTAIIA

AxTyanbHicTs. MacoBomy nommpentao Wi-Fi Mepesk cripusie mpocToTa iX po3ropTaHHs, BUCOKA IIBHIKICTh, yHIBEPCAIBHICTb i
3pY4HICTh BUKOPHCTAaHHS. PO3BUTOK i NOIIMPEHHS LIMX MEPEX TPUBAE, HE3BAKAIOUH HA HASIBHICTB psAy HenoidikiB. OJHUM 3 HeoIi-
KiB € 1X Bpa3JIHBICTh J0 Pi3HUX BUJIB aTak, y TOMY YHCIIi, OCHOBaHHUX Ha mijgpo6ui (iMiTamii) inentudikaniinux nanux. Pazom 3 Tum
iCHYIOTh O3HAaK{ (Di3UYHOTO PiBHS, 3HAHHS SIKMX PO3IIMPIOE YSBICHHS MPO CTAH MEPEXi, MOXKE CIPUATH MiJBHUIICHHIO HaJiHHOCTI
izeHTHdikamii abOHEHTIB Mepexi i TAKUM YMHOM 3amobiraHHio psay atak. Lle mocmimkeHHs HampaBieHe Ha TEOPETUYHE OOIPYHTY-
BaHHs MOJKJIMBOCTI 1X 3aCTOCYBaHHS.

Meta. MeTOI0 IOCHIIKEHHS € OLIHKA 3aCTOCYBaHHS JIETAIBHOTO aHAJi3y CIEKTPIB CHUTHAJIB, BUIPOMIHIOBAHUX MPUCTPOSMH,
MIAKITIOYEHUMH 10 0e3mpoBigHux mepex Wi-Fi, ms ix imeHtudikarii. s JOCSITHEHHS MOCTaBICHOT METH HEOOXiTHO Ha OCHOBI
SKCTICpUMEHTAJILHO BUMIPSIHUX CIIEKTPIiB OE3NPOBIIHMUX MPUCTPOIB, MigKIoueHnX 10 Mepexi Wi-Fi, mpoBecTn anamiz oTpuMaHHX
pe3yJIbTATIB Ta OL[IHUTU MOXIIMBICTh BUKOPUCTAHHS CIIEKTpa sl iieHTUdIKalil MOOITEHUX NPUCTPOIB.

Metona. B nawniii po6oTi 3anponoHoBaHO MeTo 00pOOKH pe3yJIbTaTiB BUMIpIOBaHHS CHEKTpiB BunpoMiHoBaHHs Wi-Fi mpuctpo-
1B IIUIIXOM OLIHKH KoedilieHTa acuMeTpii B3aemokopessiiiiioi ¢pyHkuii cnekrpy Wi-Fi npuctpois. s ouinku eheKTUBHOCTI Me-
TOJly BUKOPUCTOBYBAJIOCS MaTeMaTHYHE MOJICITIOBAHH.

PesyabTaTn. PesynpraTti mociimkeHb MOKa3yoTh, IO MiHIMaJlbHE 3HaUCHHS Koe(illieHTa acCUMeTpii P MOpiBHAHHI IAOIOHY 3
PI3HUMH MOJI0KEHHSIMH BIaCHOTO IMPHUCTPOIO, 1 BETHKI 3HAYCHHS Koe(illieHTa acuMeTpii Mpy MOPiBHAHHI MAOIOHIB 3 TyKUMH CIICK-
tpamu. OTXKe, ISl 03HAKa TaKOX MOke OyTH BHKOpHCTaHa ;I ineHTudikarii Wi-Fi mpuctpois.

BucnoBkn. Pe3ynprati 10CiiKeHb TOBOPATH PO MOXKIINBICT 3aCTOCYBAaHHS 3aIIPOIIOHOBAHOTO METOY JUIS ieHTH]iKarii Mo-
OUTPHUX TPHUCTPOIB , IO JO3BOJHTH SKICHO JIOMOBHUTH iCHYHOUI MOJeNi 3a0e3meucHHs OC3MeKH e OTHIEI0 03HAKOK BHSBICHHS
HECaHKIIIOHOBAHOTO JIOCTYILY.

KJUIFOYOBI CJIOBA: 6e3neka, Wi-Fi, inentucdikauisi, criektp, koedilieHT acuMeTpii, MOOITbHIN MPUCTPii.

JITEPATYPA T. O. Bacunenko // PagiorexHika. Bceykp. MDKBiI. HayK.-TeXH. 30.
1. Sahabul A. Analysis of security theats in wireless sensor network / —2020. - Bun. 201. - C. 91-97.
A. Sahabul, D. Debashis // International Journal of Wireless &  11. Correlation Matching Approach for Spectrum Sensing in Open
Mobile Networks — 2014. — Vol. 6, Ne 2. — P.35-46. DOI: Spectrum Communications / [A. 1. Pérez-Neira, S. Member, M. A.
10.5121/ijwmn.2014.6204 Lagunas et al] [Electronic resource]. — Access mode:
2. Gupta A. Security threats of wireless networks: A survey / A. https://www.academia.edu/7471893/Correlation_matching_approach
Gupta, R. K. Jha // International Conference on Computing, for_spectrum_sensing_in_open_spectrum_communications
Communication & Automation, Greater Noida, 15-16 May 2015:  12. Correlation matching approach for spectrum sensing in open
proceedings. — Greater Noida: IEEE, 2015. — P. 389-395. DOI: spectrum communications [K. Tekbiyik, O. Akbunar, A. R. Ekti et
10.1109/CCAA.2015.7148407 al.] // IEEE Transactions on Signal Processing. — 2020. — Vol. 57,
3. Catania. C. A. Automatic network intrusion detection: Current Ne 12. — P. 18-28. DOI: 10.1109/TSP.2009.2027778
techniques and open issues / C.A. Catania, C.G. Garino // 13. Ross A. Information fusion in biometrics / A. Ross, A. Jain //
Computers and Electrical Engineering. — 2012. — Vol. 38. — Pattern Recognition Letters. — 2003. — Vol. 24. — P. 2115-2125.
P. 1062-1072. DOI: 10.1016/j.compeleceng.2012.05.013 DOI: DOI:10.1016/50167-8655(03)00079-5
4. Anomaly-based network intrusion detection: Techniques, systems  14. Tuyls P. Capacity and Examples of Template-Protecting Biometric
and challenges / [P. Garcia-Teodoroa, J. Diaz-Verdejoa, G. Macia’'- Authentication Systems / P. Tuyls, J. Goseling // Biometric
Fernandeza et al.] // Computers & Security. — 2009. — Vol. 28. — Authentication, ECCV International Workshop, Prague, 15 May,
P. 18-28. DOI: 10.1016/j.cose.2008.08.003 2004: proceedings. — Prague : BioAW, 2004. — P. 1-13.
5. “Your Wi-Fi connection is unsecured” warning [Electronic DOI:10.1007/978-3-540-25976-3_15
resource]. - Access mode: 15. Wireless device identification with radiometric signatures [V. Brik,
https://support.kaspersky.com/common/macos/14582 S. Banerjee, M. Gruteser et al.] MobiCom ‘08: Proceedings of the
6. Agilent 802.11a/g Manufacturing Test Application Note : A Guide 14th ACM international conference on Mobile computing and
toGetting Started. Application note 1308-3 [Electronic resource]. — networking, San Francisco 14-19 September 2008: proceedings. —
Access mode: https:/studylib.net/doc/18797817/agilent-802.11a-g- San Francisco, 2008. — P. 116-127. DOI:10.1145/1409944.1409959
manufacturing-test-application-note-—a... 16. Koése M. RF Fingerprinting of IoT Devices Based on Transient
7. Making 802.11g transmitter measurements. Application note 1380-4 Energy Spectrum / M. Kose, S. Tascioglu, Z. Telatar / IEEE
[Electronic resource]. - Access mode: Access. — 2019. - Vol. 7. — P. 18715-18726. DOI:
https://www.testunlimited.com/pdf/an/5988-78 13EN.pdf 10.1109/ACCESS.2019.2896696
8. RF Testing of WLAN products. Application note 1380-1 [Elec-  17. Cupenko B. M. OcHoBbl Hay4HbIx uceinesosannii / B. M. Cuaenko,
tronic resource]. - Access mode: U. M. I'pymiko. — XapbkoB : Beima mkona, 1978. — 200 c.
https://www.testunlimited.com/pdf/an/5988-3762EN.pdf 18. Craciun A. Correlation coefficient-based voice activity detector
9. Agilent Technologies. Testing and Troubleshooting Digital RF algorithm / A. Craciun, M. Gabrea // Canadian Conference on
Communications Transmitter Designs. Application note 1313 [Elec- Electrical and Computer Engineering, Canada, 2-5 May, 2004:
tronic resource]. - Access mode: proceedings. — Niagara Falls, ON, Canada, IEEE, 2004. — P. 1789—
https://archive.org/details/manualzilla-id- 1792. DOI: 10.1109/CCECE.2004.1349763
6880267/page/12/mode/2up 19. Antipov L. Improving the model of decision making about abnormal
10. Antinop 1. €. WpeHTH(uKamus MOOHIBHBIX YCTPOMCTB MO network state using a positioning system / I. Antipov, T. Vasilenko
0COBEHHOCTSAM  CHeKTpoB uX curHanoB / 1. €. Awutinos, // Eastern-European Journal of Enterprise Technologies. — 2019. —
Vol. 1, N 9 (97). - P. 6-11. DOL 10.15587/1729-

4061.2019.157001

© Antipov L., Vasylenko T., 2024
DOI 10.15588/1607-3274-2024-4-1 OPEN (¢ ) ACCESS

12





