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ABSTRACT

Context. Text-based web content classification plays a pivotal role in various natural language processing (NLP) tasks, including
fake news detection, spam filtering, content categorization, and automated moderation. As the scale and complexity of textual data on
the web continue to grow, traditional classification approaches — especially those relying on manual feature engineering or shallow
learning techniques — struggle to capture the nuanced semantic relationships and structural variability of modern web content. These
limitations result in reduced adaptability and poor generalization performance on real-world data. Therefore, there is a clear need for
advanced models that can simultaneously learn local linguistic patterns and understand the broader contextual meaning of web text.

Method. This study presents a hybrid deep learning architecture that integrates Long Short-Term Memory (LSTM) networks,
Convolutional Neural Networks (CNN), and an Attention mechanism to enhance the classification of web content based on text. Pre-
trained GloVe embeddings are used to represent words as dense vectors that preserve semantic similarity. The CNN layer extracts
local n-gram patterns and lexical features, while the LSTM layer models long-range dependencies and sequential structure. The inte-
grated Attention mechanism enables the model to focus selectively on the most informative parts of the input sequence. The model
was evaluated using the dataset, which consists of over 10,000 HTML-based web pages annotated as legitimate or fake. A 5-fold
cross-validation setup was used to assess the robustness and generalizability of the proposed solution.

Results. Experimental results show that the hybrid LSTM-CNN-Attention model achieved outstanding performance, with an ac-
curacy of 0.98, precision of 0.94, recall of 0.92, and F1-score of 0.93. These results surpass the performance of baseline models
based solely on CNNs, LSTMs, or transformer-based classifiers such as BERT. The combination of neural network components en-
abled the model to effectively capture both fine-grained text structures and broader semantic context. Furthermore, the use of GloVe
embeddings provided an efficient and effective representation of textual data, making the model suitable for integration into systems
with real-time or near-real-time requirements.

Conclusions. The proposed hybrid architecture demonstrates high effectiveness in text-based web content classification, particu-
larly in tasks requiring both syntactic feature extraction and semantic interpretation. By combining convolutional, recurrent, and at-
tention-based mechanisms, the model addresses the limitations of individual architectures and achieves improved generalization.
These findings support the broader use of hybrid deep learning approaches in NLP applications, especially where complex, unstruc-
tured textual data must be processed and classified with high reliability.

KEYWORDS: web content classification, LSTM-CNN-Attention, deep learning, natural language processing, GloVe embed-
dings, text classification, hybrid model, sequence modeling.

ABBREVIATIONS
CNN is a Convolutional Neural Network;
LSTM is a Long Short-Term Memory;
GloVe is a set of Global Vectors for Word Represen-
tation;
AUC is an Area Under the Curve.

NOMENCLATURE
D is a set of documents (e.g., HTML content of web
pages);
f is a classification function mapping documents or
features to predicted classes;

R™ is a feature space after text preprocessing;
0 is a set of trainable model parameters;
L(0) is a loss function measuring prediction error;

0" is an optimal parameter set minimizing the loss
function;
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True Positive (TP) is a number of web pages that the
model correctly classified as belonging to the target cate-
gory (e.g., fake news or spam);

False Positive (FP) is a number of web pages that the
model incorrectly classified as belonging to the target
category when they do not;

False Negative (FN) is a number of web pages that the
model incorrectly classified as not belonging to the target
category when they actually do;

True Negative (TN) is a number of web pages that the
model correctly classified as not belonging to the target
category;

TPR is a True Positive Rate;

FPR is a False Positive Rate, which are plotted on the
ROC curve;

x®) is a s-th input text sample;

w® is a t-th word in the sequence;
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E is a pre-trained embedding matrix;

V is a vocabulary size;

d is a dimensionality of the word embeddings;
g is an embedding vector of the word W ;

X is a matrix of embeddings for sample S;

f (in CNN layer) is a convolutional filter;

k is a kernel width of the filter;

Xij+k_1 1is a sliding window input over the embed-
dings;

b is a bias term in CNN;

(,+y 1s an element-wise product followed by summa-
tion;

Gj is a feature after convolution and activation;

C is a feature map;

¢ is a result of max-pooling;

X; is an input vector at time step t in the LSTM;

h is a cell state at time step t;

o(-) is a sigmoid activation function;

o is an element-wise (Hadamard) product;

i, f,o are input, forget, and output gates in the
LSTM;

C; is a candidate cell state;

Wi, We W, ,W, are weight matrices for the input;
Uj,U¢,U,, U, are recurrent weight matrices;
bj,bs,b,,b. are bias vectors for each gate;

H is a matrix of LSTM hidden states;
u is a context vector in the attention mechanism;

o4 is an attention weight for time step t;

¢ (in attention) is a context vector, a weighted sum of
hidden states;

§ is a predicted probability distribution over classes;

W, is a weight matrix in the classification layer;

b, is a bias term in the classification layer.

INTRODUCTION

The explosive growth of web-based textual data has
led to increasing demand for intelligent systems capable
of automatically classifying web content. Tasks such as
fake news detection, spam filtering, opinion mining, and
automated content moderation rely heavily on accurate
and scalable classification methods. A major challenge in
this domain is the diversity and complexity of natural
language used across different types of web content,
which often includes both structured and unstructured text
embedded in HTML pages.

Traditional classification systems used to detect such
deceptive content often rely on manually designed fea-
tures, blacklists, or rule-based heuristics [1]. While these
approaches can be effective in specific, known scenarios,
they typically struggle to generalize to new or sophisti-
cated cases, especially as the structure and language of
web content continue to evolve. Their limited adaptability
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and dependence on static features reduce their effective-
ness in large-scale or dynamic environments.

In contrast, modern deep learning approaches [2] —
particularly those incorporating Convolutional Neural
Networks (CNN), Long Short-Term Memory (LSTM)
networks, and Attention mechanisms-offer a powerful
alternative. These models can learn meaningful patterns
directly from raw textual input, capturing both local struc-
tures and long-range dependencies. They are well suited
for web content classification tasks that require the extrac-
tion of complex semantic and syntactic features from
natural language.

The object of study is the process of classifying text-
based web content using a hybrid deep learning model
that integrates CNN, LSTM, and Attention components.
The model is trained on labeled HTML-based web pages
that include both legitimate and deceptive content, with
the goal of automatically assigning them to the correct
class.

The subject of study is the development of a hybrid
neural architecture that combines the strengths of CNNss,
LSTMs, and Attention mechanisms for improved classifi-
cation of web-based textual data.

The purpose of the work is to enhance the effective-
ness and generalization capabilities of web content classi-
fication models by leveraging advanced deep learning
techniques. The aim is to improve both feature extraction
and sequence modeling, ultimately leading to a more ro-
bust and accurate system for identifying deceptive or mis-
leading textual web content.

1 PROBLEM STATEMENT

The classification of web content based on textual in-
formation is a fundamental task in natural language proc-
essing. It plays a critical role in applications such as topic
categorization [3], content moderation [4], spam detec-
tion, and personalized content delivery. Given the large
volume and unstructured nature of online data, there is a
growing need for intelligent models that can automati-
cally analyze and classify web content with high accu-
racy.

The web content classification task can be formulated
as a supervised multi-class or binary classification prob-
lem over a set of documents. Let:

- D={d, d;, ..., d,} as a set of documents (HTML

content of web pages);
— where each dj € D has an associated label

y; € {0,1},with O representing a standard (legitimate)

page and 1 representing a target class of interest.
The objective is to find a classification function (1):

f:D— {0,1}. (1)
Since HTML documents are textual in nature, they are

typically preprocessed and transformed into numerical
representations before being used in classification models.
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Therefore, the problem can be equivalently defined in the
feature space as (2):

f:R™ > {0,1}. )

The goal is to optimize the classification function’s
parameters 0 in such a way that a chosen loss function

L(0) is minimized (3):
0 = in L(6).
arg min C)] 3)

2 REVIEW OF THE LITERATURE

Initial methods for web content classification were
rule-based or relied on classic machine learning models,
such as Naive Bayes [5], Support Vector Machines
(SVM) [5], and Decision Trees [5]. These models worked
by extracting features from web pages, such as URL char-
acteristics and HTML content. Despite their utility, these
models had several limitations. They lacked contextual
awareness of the text, and their performance degraded
when handling large datasets or sophisticated content
structures.

For example, Naive Bayes and SVMs were con-
strained by the simplicity of the features they utilized,
often failing to capture the complex structure of web
pages. Moreover, these models required extensive manual
tuning and were prone to misclassifying web pages that
did not exhibit obvious, rule-based features.

With the advent of natural language processing (NLP)
techniques, newer methods based on word embeddings,
such as TF-IDF [6], Word2Vec [6], and GloVe, began to
emerge. These methods improved traditional feature ex-
traction by capturing the semantic meaning of words and
their contextual relationships [7]. However, while TF-IDF
represented a significant improvement, it lacked the abil-
ity to account for word order, which was crucial for un-
derstanding the structure of the content. Word2Vec en-
hanced this by embedding words in continuous vector
spaces that preserved their meanings in context. Despite
this, Word2Vec still struggled with understanding the
global context of the text, making it less effective for
long-form web pages or complex content.

GloVe addressed some of these challenges by factoriz-
ing the word co-occurrence matrix to capture global word
relationships. However, as noted in the study, GloVe’s
use of pre-trained word vectors allowed for faster training
and reduced computational complexity compared to mod-
els like BERT, which required significant resources for
fine-tuning [8].

Recent advances in deep learning have significantly
impacted web content classification. Convolutional Neu-
ral Networks (CNNs) [9, 10] and Long Short-Term Mem-
ory (LSTM) networks [11] have been successfully applied
to text classification tasks due to their ability to model
both local and sequential dependencies, respectively.
CNNs are particularly effective for detecting local pat-
terns, such as identifying suspicious phrases or structural
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features in web pages. However, CNNs struggle with cap-
turing long-term dependencies in textual data.

In contrast, LSTMs excel at modeling sequential data
and are better at preserving the long-term context in web
content. While LSTMs are more effective at handling
longer sequences, they can still encounter difficulties in
modeling very long-term dependencies and require sig-
nificant training time.

The introduction of transformer-based models, such as
BERT [12], marked a new era in text classification.
BERT, with its attention mechanism, is capable of under-
standing the context of words within a sentence by con-
sidering the relationships between all words in the text.
This makes it highly effective for understanding complex,
context-dependent content. However, transformer models
are computationally expensive and require fine-tuning on
domain-specific data to achieve optimal results.

Although BERT shows superior performance in tasks
like web content classification, its high computational
cost has prompted researchers to explore lighter alterna-
tives. For instance, the hybrid CNN-LSTM-Attention
model proposed in this study offers a good balance be-
tween performance and computational efficiency. This
model combines the strengths of CNNs and LSTMs, with
the addition of an Attention mechanism that highlights the
most critical parts of the text, improving both the inter-
pretability and accuracy of the model.

3 MATERIALS AND METHODS

For web content classification in this study, a dataset
containing web pages in HTML code format, labeled as
either “phishing” or “legitimate”, was used. This dataset
[13] is publicly available and was originally presented as
an SQL archive. To facilitate its usage, the data was ex-
tracted, opened in the HeidiSQL environment, and ex-
ported to the CSV format, which is more convenient for
processing in Python.

The dataset consists of three tables, but only the web-
sites table was used for this research. Two key columns
were selected from it:

— htmlContent, which contains the HTML code of the
web pages;

— isPhish, which indicates whether a page contains de-
ceptive web content or legitimate content.

After preprocessing, which includes text cleaning,
lemmatization, bigram generation, and tokenization, the
Phishload dataset contains 10.373 records, of which 9.198
are deceptive web pages and 1.176 are legitimate ones.
This distribution highlights a significant class imbalance,
which may affect model training, as the majority of sam-
ples belong to one class.

Fig. 1 illustrates the class distribution in this dataset,
showing the dominance of deceptive web pages over le-
gitimate ones, which necessitates the use of specialized
balancing techniques.

Fig. 2 illustrates the distribution of HTML code length
in the Phishload dataset, allowing for an assessment of the
differences between deceptive and legitimate web pages.
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Text preprocessing is a crucial step in machine learn-
ing and natural language processing tasks [14]. It enables
the transformation of textual data into a more structured
and analyzable format, significantly improving the effi-
ciency of classification algorithms. This is particularly
relevant for harmful content detection, as fraudulent mes-
sages often contain word variations, grammatical distor-
tions, and excessive information, complicating analysis.

Class Distribution in the Email Spam Dataset
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Figure 1 — The class distribution in the HTML dataset
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Figure 2 — The distribution of HTML code length in the dataset
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This study examines key text preprocessing methods
used for analyzing and classifying web content. The main
methods include lemmatization, tokenization, stop-word
removal, and bigram formation. These techniques en-
hance the quality of textual data, positively impacting the
accuracy of classification models.

Tokenization splits text into smaller units (tokens).
Deceptive web pages may use obfuscation (e.g.,
'p@sswO0rd') to evade detection. NLTK [15] ensures pre-
cise segmentation. Lemmatization reduces words to their
base form (e.g., 'running' — 'run') to minimize redun-
dancy. spaCy was used for effective context-aware proc-
essing.

Stop-word removal eliminates common words ('the’,
'is', etc.) to retain only relevant terms. Harmful web con-
tent often includes manipulative phrases (‘urgent', 'click
here'), which were filtered using NLTK.

Bigrams capture  meaningful = word  pairs
(“credit_card”) to enhance context understanding. The
generate_ngrams function created bigrams for improved
text analysis.
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Applying tokenization, lemmatization, stop-word re-
moval, and bigram formation significantly improves the
quality of textual data before passing it into a machine
learning model. This, in turn, enhances the efficiency of
classification algorithms, allowing for more accurate de-
tection of harmful content.

Text vectorization [16] is a crucial step in NLP tasks,
as textual data must be transformed into a format that
machine learning algorithms can process.

Fig. 3 illustrates the sequence of key text preprocess-
ing steps before feeding data into a machine learning
model.

Input text:
Phishing emails are

s | ‘

Tokenizataion Tokenization: Tokenization Tokenization Takenization

s 3 .

phishing ‘ emails |

Lemmalization Stop-word Removal Lemmatization

= | s | !

Lemmatization
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Bigram Formanon—‘
Bigram T

Bigram Formation——+ email_dangerous

dangerous |
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Figure 3 — General process of text preprocessing for web content
classification

In this study, a comparative analysis of key vectoriza-
tion approaches was conducted using several evaluation
metrics to assess their effectiveness in the context of web
content classification. Specifically, the models were com-
pared based on the following criteria:

Precision and recall. These metrics were used to evalu-
ate the effectiveness of each vectorization method in cor-
rectly identifying harmful content. Precision and recall are
defined as (4, 5):

. True Positives
Precision = — —. )
True Positives + False Positives

True Positives
Recall = — —. Q)
True Positives + False Negatives

F1 Score. The F1 score was calculated as (6):

Precisi Recall
Fl=2x rec.ls!onx eca . ©)
Precision+ Recall

Accuracy. The overall classification accuracy was
computed as (7):

True Positives +True Negatives
Total Samples )

Accuracy =

O]
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In addition to the above metrics, AUC was specifically
utilized to further evaluate and compare the overall classi-
fication performance of the models, providing insight into
their ability to distinguish between relevant and irrelevant
web content across different classification thresholds.

The AUC score reflects the model’s ability to separate
positive (target category) and negative (non-target cate-
gory) classes over all possible classification thresholds. It
is computed as the area under the ROC curve (Receiver
Operating Characteristic curve), which plots the true posi-
tive rate against the false positive rate, as (8):

AUC = j‘TRP(t)d (FPR(1)). ®)

The following methods were employed for text vectori-
zation:

— TF-IDF - a classical method that evaluates term im-
portance in a document.

— Word2Vec — a neural network-based method that
generates vector representations based on context.

— GloVe — a statistical method that captures word co-
occurrences within a corpus.

— BERT - a transformer-based approach for contex-
tual text understanding.

TF-IDF evaluates term frequency and is known for its
simplicity and interpretability; however, it does not con-
sider the context of words. Word2Vec trains a neural net-
work based on word context, allowing it to preserve se-
mantic relationships, but it requires a large corpus for
effective training. GloVe factorizes a word co-occurrence
matrix [17], making it well-suited for capturing word
analogies, yet it demands significant computational re-
sources. BERT, which utilizes transformers, achieves
high accuracy in complex tasks but comes with a high
computational cost.

A hybrid approach is proposed that combines CNN,
LSTM, and an Attention mechanism, leveraging the
strengths of each architecture. CNN effectively extracts
local patterns in the text, allowing it to identify potentially
suspicious phrases and structures. LSTM retains long-
term context, which is crucial for analyzing sequences
and understanding the overall meaning of a message. The
Attention mechanism [18—19] further enhances the model
by focusing on the most important words in the text,
strengthening relevant features for classification.

The architecture of the hybrid model consists of several
key stages. First, the input text is processed through a
vectorization layer using GloVe. Next, CNN detects local
patterns and key textual features, after which LSTM proc-
esses the obtained representations to preserve sequential
context. The Attention mechanism identifies the most
significant words that are critical for classification, and
the final output is passed to a fully connected layer for
decision-making.
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The combination of local and global text analysis re-
sults in a more accurate model for web content classifica-
tion. Integrating CNN and LSTM with the Attention
mechanism enhances performance compared to using
each method individually. This approach improves the
model’s ability to capture subtle linguistic patterns and
semantic context, making it more adaptable and effective
for handling diverse and complex textual data in real-
world applications.

To formalize the operation of the proposed CNN-
LSTM-Attention architecture, a mathematical description
of each component is presented below.

Let x® = [Wy, Wy, ..., W] denote the s-th text sample,

consisting of T words.
To convert words into dense numerical representations,

a pre-trained word embedding matrix E e RY* s used
[20]. The resulting embedding sequence is (9):

X(S) Z[elaEZ""’eT]e RT.d , & = E(Wt) )

The convolutional layer is used to capture local patterns
in the text [21]. Let f e RM" denote a convolutional fil-

ter of width k. The convolution operation over a window
Xiitk_1 is defined as (10):

¢ = ReLU ((f, Xjjsk—1 ) +b. (10
A feature map is formed as (11):
C=[c¢,Cp,uersCT k41 ]- (11)

To reduce dimensionality, a max-pooling operation is
applied (12):

¢ = max(C). (12)

The Long Short-Term Memory (LSTM) layer models
long-range dependencies in the sequence [22]. The input
is represented as (13):

X =X, X7 |- (13)
For each time step t, the LSTM computes (14):
Iy = o(Wix; +Uihy_; +1;),
fo =oW¢x +Uhy +by),
o =o(Wox +Uohy_y +1;), (14)

Ct = tanh(Wyx +U hy_; +b,),

o = frocy +ipoct,
h = o; o tanh(c;).
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To focus on the most informative parts of the sequence,
a soft attention mechanism is applied. Let
H =[h,h,, ..., hy] be the sequence of LSTM hidden
states [23]. The attention weight o; for each time step is
computed as (15):
T
exp(h; u)

o =——t 7
LY enty) ()

The context vector ¢, which summarizes the weighted
hidden states, is calculated as (16):

T
c=> ayxh. (16)
t=1

The resulting context vector C, is passed through a fully
connected layer with a softmax activation to obtain class
probabilities (17):

(17)

5= softmax(W_c +b,), se R,

The model is trained by minimizing the cross-entropy
loss function [24] (18):

SNC) 3®
L=-Yy® xlog(s ).

s=1

Fig. 4 illustrates the architecture of the CNN, LSTM,
and Attention mechanism.

(18)

[ HTM i
Cuntek( .
Tokemzation“ .
| ‘| :
Lemmatization
[Lommateaton| O
o o—
BigramsJ .
Data Input Layer Embedding
Preparation Layer
X L :
; [ ‘ i
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Figure 4 — Architecture of a Text-Based Web Content Classi-
fication Model Using CNN, LSTM, and Attention
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At the initial stage, the model receives input data in the
form of an HTML document, which has been preproc-
essed into a sequence of 200 tokens. This ensures a uni-
form input length, which is a prerequisite for further neu-
ral processing. Tokenization typically retains only the
most frequent elements (e.g., top-5000).

Each input token is mapped into a 100-dimensional
vector using pre-trained GloVe embeddings. This enables
the model to preserve semantic relationships between
words before training even begins. The parameter train-
able=False ensures that the embeddings remain un-
changed during training, promoting stability and generali-
zation.

Once the tokens are embedded, convolutional opera-
tions are applied to extract local patterns in the HTML
sequence. A 1D convolution with 128 filters of size 5
captures characteristic fragments of code (e.g., tag pat-
terns or suspicious sequences of attributes). MaxPooling
with a pool size of 5 reduces the dimensionality while
retaining the most salient features.

To model long-range dependencies in HTML docu-
ments, the architecture employs a multi-head self-
attention mechanism. This allows the model to attend to
key structural elements, regardless of their position in the
document. For example, a <form> tag at the beginning
may be closely related to a <submit> button at the end.
Functionally, this component is described as Multi-
HeadAttention(num_heads=4, key dim=64).

To retain sequential context, the model incorporates a
Long Short-Term Memory (LSTM) network. LSTM cap-
tures both positional and structural dependencies in
HTML, which is especially critical for processing nested
tags. The return_sequences=True setting ensures
that the entire sequence is preserved for the next attention
mechanism.

On top of the LSTM outputs, a trainable contextual at-
tention mechanism is applied. This layer computes the
context vector by focusing on the most relevant parts of
the sequence, effectively summarizing the input into a
weighted representation for final classification.

To mitigate overfitting, the model applies a Dropout
layer with a dropout rate of 30%, randomly deactivating
neurons during training. This improves the robustness and
generalization ability of the model.

The final layer is a dense [25] classifier with a softmax
activation function, which produces a probability distribu-
tion over the two output classes: relevant (1) or irrelevant
(0) web content.

4 EXPERIMENTS

For deceptive content classification, an experiment
was conducted to assess model performance. K-Fold
cross-validation [26] with K = 5 was applied, splitting the
dataset into 80% for training and 20% for testing. The
hyperparameters set are as follows: embedding dimension
is 100, LSTM units are 128, optimizer is adam, learning
rate is 0.001, batch size is 32, and the number of epochs is
20. This approach ensures a more objective evaluation,
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reduces dependency on specific dataset partitions, and
improves the reliability of the results.

Among the four text vectorization methods (BERT,
GloVe, Word2Vec, TF-IDF), the GloVe method was se-
lected for the following reasons:

Stable High Accuracy. The model with GloVe quickly
achieves consistently high accuracy on both training and
validation data (Fig. 5). This indicates that GloVe effec-
tively extracts key semantic features of the text.

Training Progress (Accuracy & Loss)

09
0.8

07
—— Train Accuracy
0.6 — validation Accuracy
= validation Loss

Metric Value

05
0.44

237 \/-J‘,-\_/‘

0.0 25 5.0 7.5 10.0 12.5 15.0 17.5
Epochs

Figure 5 — The training process: changes in accuracy and loss

02

Fig. 6-7 present the results after performing K-Fold
cross-validation for CNN, LSTM, and the Attention
mechanism.

Training Progress (Accuracy & Loss)
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Figure 6 — Training process after performing K-Fold cross-
validation for CNN, LSTM, and the Attention mechanism:
changes in accuracy and loss
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Figure 7 — Correlation analysis between Accuracy, Precision,
Recall, F1, and AUC after performing K-Fold cross-validation
for CNN, LSTM, and the Attention mechanism
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The presented results demonstrate that the model main-
tains consistently high accuracy on both training and vali-
dation data, effectively distinguishing between deceptive
and legitimate messages. This is also confirmed by the
balance of the Accuracy, Precision, Recall, F1-score, and
AUC metrics, indicating the model’s stability without
bias toward any particular class.

5 RESULTS

The performance metrics presented in tables were ob-
tained using the dataset [13], which contains web pages in
HTML code format labeled as either “phishing” or “le-
gitimate”.

From Table 1, we can observe the performance of dif-
ferent methods in harmful content classification based on
accuracy, precision, recall, and Fl-score.TF-IDF shows
the lowest performance across all metrics, with an accu-
racy of 0.88 and an F1-score of 0.61, indicating its limita-
tions in capturing contextual relationships.Word2Vec and
GloVe outperform TF-IDF, achieving 0.93 and 0.94 accu-
racy, respectively. Both methods maintain high precision
(0.87 and 0.88) and recall (0.87 and 0.86), resulting in an
Fl1-score of 0.87 for both. This suggests that these word
embedding techniques effectively capture semantic rela-
tionships. BERT achieves an accuracy of 0.92, compara-
ble to Word2Vec and GloVe. However, while its preci-
sion (0.88) is on par with GloVe, it has a lower recall
(0.79), leading to a slightly lower Fl-score (0.81). This
could indicate that BERT’s performance is affected by the
dataset size or training constraints. Overall, GloVe pro-
vides the highest accuracy (0.94) and maintains a strong
balance between precision and recall, making it the best-
performing method in this comparison.

From Table 2, the results indicate that the model
achieves high accuracy and strong generalization ability.
The addition of the attention mechanism improves the
extraction of key textual features, enhancing classification
quality. Fig. 7 illustrates the balance between accuracy,
precision, recall, Fl-score, and AUC, which is essential
for deceptive content detection. The combination of CNN
and LSTM effectively captures both local and global de-
pendencies in text, reducing the gap between training and
validation accuracy (Fig. 6). While the model requires
more resources than the baseline LSTM, it is significantly
faster than BERT, making it an optimal choice for harm-
ful content classification.
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Table 1 — Comparison of text preprocessing methods for risky content analysis

Method Accuracy Precision Recall Fl-score
TF-IDF 0.88 0.59 0.65 0.61
Word2Vec 0.93 0.87 0.87 0.87
GloVe 0.94 0.88 0.86 0.87
BERT 0.92 0.88 0.79 0.81
Table 2 — Metrics of the trained models
Method Accuracy Precision Recall Fl-score
CNN 0.95 0.91 0.89 0.90
LSTM 0.96 0.92 0.88 0.89
BERT 0.95 0.91 0.87 0.88
CNN + LSTM 0.97 0.93 0.90 0.91
CNN + LSTM + 0.98 0.94 0.92 0.93
ATTENTION
6 DISCUSSION ing model performance by refining the textual input and

The results of the experiments clearly show that the
proposed hybrid CNN-LSTM-Attention model is highly
effective for text-based web content classification. The
model demonstrates significant improvements in accuracy
and overall classification performance compared to tradi-
tional methods and other deep learning-based approaches.
The integration of convolutional layers for capturing local
text patterns, LSTM for modeling sequential dependen-
cies, and the attention mechanism for emphasizing impor-
tant features results in a robust and accurate model. Addi-
tionally, the model’s strong generalization across different
dataset partitions makes it well-suited for practical appli-
cations involving large-scale and diverse web content.

The results also indicate that the use of pre-trained
GloVe embeddings significantly improves the perform-
ance of the model by providing rich semantic representa-
tions of the text. The use of K-Fold cross-validation en-
sures that the evaluation is not biased towards specific
splits, and the consistent performance across folds high-
lights the model’s robustness.

Additionally, the comparative analysis of different
text vectorization techniques (TF-IDF, Word2Vec,
GloVe, BERT) provides insights into their strengths and
weaknesses. While TF-IDF offers interpretability, it fails
to capture contextual meanings, leading to lower perform-
ance. Word2Vec and GloVe achieve better results by cap-
turing semantic relationships, with GloVe outperforming
the others due to its ability to model word co-occurrences
effectively. BERT, although highly effective in under-
standing context, requires significant computational re-
sources and may not always generalize well with limited
training data.

The experimental results indicate that GloVe provides
the highest accuracy (0.94) and maintains a strong bal-
ance between precision and recall, making it the best-
performing vectorization method in this study. However,
despite its effectiveness, further research could explore
fine-tuned transformer-based models to enhance text-
based web content classification.

Furthermore, the importance of text preprocessing
techniques such as tokenization, lemmatization, stop-
word removal, and bigram formation has been demon-
strated. These methods significantly contribute to improv-
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enhancing its quality before vectorization.

The integration of the attention mechanism in the
CNN-LSTM model further improves classification per-
formance by identifying key words that contribute to the
semantic understanding of web content. The addition of
this mechanism allows the model to focus on the most
relevant parts of the input text, reducing noise and en-
hancing decision-making accuracy.

Finally, while the proposed model achieves high accu-
racy and robustness, it is important to consider computa-
tional efficiency. The hybrid approach offers a balanced
trade-off between accuracy and processing speed, making
it suitable for real-time or near-real-time content classifi-
cation systems. Future work may focus on optimizing the
model for lower computational costs while maintaining
high classification capabilities, as well as testing its effec-
tiveness on larger and more diverse datasets.

In conclusion, the hybrid CNN-LSTM-Attention
model presents a promising approach to tackling the chal-
lenges of text-based web content classification, achieving
high accuracy and robustness. Further advancements
could explore additional feature engineering techniques,
alternative embedding methods, or ensemble learning
strategies to enhance overall classification performance.

CONCLUSIONS

A hybrid approach combining CNN, LSTM, and At-
tention is proposed to improve the accuracy of text-based
web content classification. The optimized model demon-
strates consistently high performance, achieving strong
results on both training and validation datasets. The At-
tention mechanism plays a crucial role in enhancing fea-
ture identification, which refines the model’s classifica-
tion capabilities. The balanced correlation of key evalua-
tion metrics such as Accuracy, Precision, Recall, F1-
score, and AUC indicates the model’s stability and helps
minimize class bias. Additionally, the model excels at
generalization by effectively handling both local and
global text dependencies, which helps reduce the gap be-
tween training and validation accuracy. While the model
requires more computational resources than LSTM, it is
still significantly faster than BERT, maintaining high rec-
ognition quality. Overall, the proposed hybrid model im-
proves deceptive content detection accuracy by approxi-
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mately 0.19%-0.37% compared to other contemporary
approaches, such as those described in [5], [6], [9], [11],
and [12], further demonstrating its effectiveness in real-
world scenarios.

The scientific novelty of the proposed approach lies
in the integration of a hybrid CNN-LSTM-Attention ar-
chitecture for text-based web content classification. This
model combines the strengths of Convolutional Neural
Networks (CNN) for capturing local linguistic patterns,
Long Short-Term Memory (LSTM) for modeling long-
range sequential dependencies, and the Attention mecha-
nism for identifying and emphasizing the most informa-
tive features of the text. This combination enhances the
model’s ability to accurately classify diverse and complex
web-based textual content. The incorporation of pre-
trained GloVe word embeddings further improves seman-
tic understanding by providing dense vector representa-
tions that capture word meaning. Additionally, the use of
K-Fold cross-validation ensures robust evaluation, reduc-
ing the risk of overfitting and improving generalization.
This novel hybrid architecture represents a significant
advancement in the field of web content classification.

The practical significance of the proposed model is
evident in its ability to address a critical issue in web con-
tent classification-accurately identifying and categorizing
various types of web content. With its high accuracy and
efficiency, the hybrid CNN-LSTM-Attention model can
be directly applied to real-world text-based classification
tasks, including sorting relevant and irrelevant web pages,
classifying content into predefined categories, and im-
proving content moderation. The model’s robust generali-
zation ensures that it can effectively adapt to new content
types and domain-specific text without being overfitted to
specific data partitions. Additionally, the integration of
the Attention mechanism allows the model to focus on the
most critical parts of the text, improving interpretability
and making the classification process more transparent.
These features make the model suitable for use in real-
time content classification systems.

Prospects for further research are focused on opti-
mizing the model for better computational efficiency,
especially in resource-constrained environments, expand-
ing its capabilities to handle multimodal data inputs like
images and videos, adapting the model for cross-language
and cross-cultural content classification, and investigating
its resilience against adversarial attacks while integrating
it with other content-based systems to enhance its robust-
ness and effectiveness.
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AHOTALIA

AkTyaibHicTh. Kinacudikaiiis BeO-KOHTEHTY Ha OCHOBI TEKCTY BiIirpae KIIFOYOBY POJIb y PI3HUX 3aBAaHHIX 0OPOOKH MPUPOAHOI MOBU
(NLP), BkiIrouaroudt BUsIBJICHHS (eKOBHX HOBHH, (DUIBTpAILIiIO CllaMy, KATErOPH3allil0 KOHTEHTY Ta aBTOMAaTH30BaHy Mojepailito. OCKUIbKU
00cCsT 1 CKIIQJHICTh TEKCTOBHX JITaHUX B [HTEPHETI MPOJIOBXKYIOTH 3pOCTATH, TPAAULIHHI MiIX0IH 10 Kiacudikalii — 0co0aMBO Ti, IO cIMpa-
I0TBCS Ha py4YHE CTBOPCHHS O3HAK 200 MOBEPXHEBi METOM HABYAHHSA — MAIOTh TPYAHOIIl B YJIOBIIOBAaHHI TOHKHX CEMAHTHYHHX 3B’S3KiB i
CTPYKTYPHOI MiHJIMBOCTI Cy4acHOTO BeO-KOHTEHTY. L{i 0OMexeHHs MPU3BOAATH 10 3HIDKCHHS aJalTHBHOCTI Ta MOTaHOi 3[4aTHOCTI /10 y3a-
TalbHCHHS Ha pealbHUX JaHuX. ToMy ICHYe 4iTKa MoTpeda B YAOCKOHAJICHUX MOJACIIX, SIKi MOXKYTh OJJHOYACHO HABYATHCS JIOKAIBHIM MOB-
HHM [aTepHaM 1 pO3yMiTH IIUPIINI KOHTEKCTYyaIbHUM 3MiCT BEO-TEKCTY.

Meta poGOTH — MiABUIICHHS TOYHOCTI Ta y3arajbHIOBAIBHHX BIACTUBOCTEH Mopenei kiacudikarii BeO-KOHTEHTY Ha OCHOBI TEKCTY
LISIXOM BUKOPHUCTAHHS NEPEAOBUX TEXHIK TIMOMHHOTO HaBYaHHs. 3aBAAHHSAM € IOKPAIICHHS BUTATYBAHHS JIOKAIbHUX Ta IJI00AIBHUX 03-
HaK TEKCTY Ta HaBYaHHS ITOCIIJOBHOCTEH, 110 JO3BOJIHUTH CTBOPUTH OilbII €()eKTHBHY Ta TOYHY MOJEIb A Kiacudikauii BeO-CTOPIHOK 3
ypaxyBaHHSM IX 3MICTy Ta KOHTEKCTY.

Meron. Lle mocmimkeHHs npeacTaBisie TIOPUIHY apXiTEKTypy TIHOOKOro HaBuaHHs, sika iHTerpye mepexi Long Short-Term Memory
(LSTM), 3ropTkoBi HeiipoHHi Mepexi (CNN) Ta MexaHi3M yBaru Ajisl OKpalleHHs kiacu(ikallii BeO-KOHTEHTY Ha OCHOBI Tekcty. Jls mo-
JIaHHS CIiB BUKOPHCTOBYIOThCS IONEpeHbO HaBueHui Bekrop GloVe, sikuit 30epirae ceMaHTH4HY NOAiOHICTE. 3ropTkoBa Mepexa (CNN)
BUJI00YBa€ JOKaIbHI IaTEpHU N-TpaM i JICKCHYHi 03HAaKH, B Toi 9ac sk LSTM Mozeltoe JOBroTpuBaii 3alIeXHOCTI Ta HOCIIIOBHY CTPYKTY-
py. IHTerpoBanuii MexaHi3M yBaru J03BOJIsiE MOAENi BHOIPKOBO (pOKYCYBaTHCSl HA HAMBaXXIMBILIMX YaCTHHAX BXIJHOI MOCIiIOBHOCTI. Mo-
nens Oya OIiHEeHa 3a JIOMIOMOTOI0 JlaTaceTy, mo ckianaerses 3 moHan 10 000 Bed-cropinok Ha ocHoBi HTML, mo3HaueHHX sIK JICTITHMHI
abo ¢eiikoBi. [l OLIHKYU CTIHKOCTI Ta y3araJbHEHOCTI 3aI[POIIOHOBAHOTO PIillIeHHS BHKOPUCTOBYBAIACS 5-KpaTHA KPOC-BalilallisL.

Pe3yabraTu. EkcriepuMeHTasbHI pe3yIbTaTh OKa3yTh, 110 riopuana moaens LSTM-CNN-Attention gocsiriia BiIMiHHUX pe3yJIbTaTiB,
3 Tounictio 0,98, TounicTo (precision) 0,94, BinzuBoMm (recall) 0,92 i F1-miporo 0,93. Lli pe3ynpraTn nepeBepiyoTh eheKTHBHICTh 0a30BUX
mozeneii, mo crupatotbest auie Ha CNN, LSTM a6o tpanchopmepHi kiiacudikatop, Taki sk BERT. IToegnaHHs KOMIOHEHTIB HEHPOHHUX
MEepeK JIO3BOJIIIO MOl e(peKTUBHO 3aXOILIIOBATU SK JPiOHI TEKCTOBI CTPYKTYpH, Tak i MIMPIIMI CeMAHTHYHHN KOHTEKCT. Kpim Toro,
BHUKOpHCTaHHs BekTOpiB GloVe Hanano edexTrBHE Ta i€Be MOAAaHHS TEKCTOBHUX JaHUX, POOJISTYM MOJIEb MPUIATHOIO /ISl IHTEerpallii B CHC-
TEMH 3 BUMOT'aMH JI0 pealbHOro yacy abo Maiike peanbHOro yacy.

BucHoBKH. 3anpornoHoBaHa ribpuaHa apXiTeKTypa AeMOHCTPY€E BUCOKY e(DeKTUBHICTD y KiacHu(ikallil BeO-KOHTEHTY Ha OCHOBI TEKCTY,
0COOJIMBO B 3aBJaHHSAX, 1[0 BUMAraloTh OJHOYACHOIO BUAOOYTKY CHHTAKCHYHHX O3HAK Ta CEMAaHTHYHOI iHTepuperarii. [loenHytoun 3ropt-
KOBI, pEKYPEHTHI Ta 3aCHOBaHi Ha yBa3l MEXaHI3MH, MOJIENIb J0JIa€ OOMEKEHHS OKPEMHX apXiTEKTyp 1 IOCATaE MOKPAICHOTO y3arajJbHEHHS.
L1i BUCHOBKM MiATPUMYIOTH OUIBLI IIMPOKE BUKOPUCTAHHS TiOpUAHMX MiAXO0AiB rIMOOKOro HaBuaHHA B foxatkax NLP, ocobmuBo Tam, ne
MOTPiOHO 0OPOOILATH Ta KIacu(ikyBaTH CKIA(HI, HECTPYKTYpOBaHi TEKCTOBI JJaHi 3 BUCOKOIO HaMilfHICTIO.

KJIFOYOBI CJIOBA: xnacudikarist Beo-kontenty, LSTM-CNN-Attention, rinboke HaB4YaHHsS, 00poOKa MPUPOTHOT MOBH, BEKTOPH
GloVe, kiacudikaiisi TEKCTy, riOpuHa MOJEIb, MOJICITIOBAHHS HOCITIIOBHOCTEH.
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