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TWO-FACTOR AUTHENTICATION METHODS THREATS ANALYSIS

The article considers basic methods of two-factor authentication system constructing on the basis of the use of cryptographic mechanisms
to ensure the reliability, of formed authenticators, the risk of various methods of online attacks against a variety of two-factor authentication
systems is estimated, as well as a system PassWindow is considered, which provides two-factor authentication on the unique ability of the
matrix to transmit information in such a way that it is deciphered only to the imposition of the physical signs of the intended recipient pattern
and barcode pattern obtained by digital network devices, resistance to the analysis is provided by a unique barcode card pattern generation as
unique statistical images, a sequence of characters, or as more extended in an animated version.

The object of the research is the process of improving the integrity and authenticity of data packets in banking transactions security
protocols on the basis of two-factor authentication methods. The subject of the study is methods and algorithms of integrity control and
authenticity of data packets in banking transaction security protocols on the basis of two-factor authentication methods.

The aim of the paper is to increase the integrity and authenticity of data packets in banking transactions security protocols, a banking
transaction, threat assessment on two-factor authentication methods. A comparative analysis of various systems with two-factor authentication
PassWindow system in opposition to various Internet attack scenario is being carried out. An effective method for monitoring a practical two-

factor authentication PassWindow system in its application to the banking system.
Keywords: two-factor authentication, online attacks, social engineering.

NOMENCLATURE

ID is an unique digital number of a user;

OTP is a password that is valid for only one login session
or transaction, on a computer system or other digital device;

PIN is a numeric password shared between a user and a
system, that can be used to authenticate the user to the
system;

RSA is one of the first practicable public-key
cryptosystems widely used for secure data transmission;

SMS is a text messaging service component of mobile
communication systems.

INTRODUCTION

Existing authentication systems are based on a user
submitting a static pair ID / password to the computer.
However, in this case, the pair may have been compromised
due to the negligence of users or the possibility for a fraud
to guess passwords over [1-4]. Significant time intervals
during which the password and the identifier are unchanged,
allows applying various methods of interception and
selection. To improve the security of a computer system
administrators restrict the validity period of passwords, but
in a typical case, this time limit is weeks and months, which
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is quite enough for an malefactor. A radical considers
implementing two-factor authentication system, when the
system asks a user to provide her with «what you know»
(name and possibly a PIN-code), and «what you have» —
any hardware identifier associated with the user [1, 2].

The purpose of the article is the investigation of the
main methods for constructing two-factor authentication
systems, risk analysis of different methods of online attacks
against two-factor authentication systems based on the
PassWindow system. A comparative analysis of the various
two-factor authentication systems in opposition to various
Internet attack scenarios is conducted.

1 PROBLEM STATEMENT

Currently, the Internet has become a primary method of
communication of our modern life. It will undoubtedly be
the main tool for the implementation of shopping and other
financial operations. The appearance of these technologies
has created a concomitant demand for authentication
methods that are based not only on the traditional
cryptographic methods (encryption, hashing, digital
signature), but also on the methods based on usage of
several factors to ensure the authenticity of the person
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performing the financial transaction. Two-factor security
system is based on the fact that a user in addition that one
knows the password to access a specific user name («login»)
owns a tool for the corresponding access key. The latter
can be an electronic security certificate stored on a computer
or received on a personal phone SMS with a verification
code or a fingerprint reader scanned by an electronic card
reader device [1].

2 REVIEW OF THE LITERATURE

Strict (two-factor) authentication methods are most
commonly used in the financial sector however may be used
in almost any other field. The main methods of constructing
two-factor authentication systems are given in Fig. 1 and
can be classified as following [3].

1. Software to identify a specific PC. A special program is
installed in a computer, which sets in it a cryptographic
token. Then, the authentication process will involve two
factors: the password and token embedded in the PC. As
the marker is always stored on the computer, to logon the
user only needs to enter login and password.

2. Biometrics. The use of biometrics as a secondary factor
identification is carried out by identifying the physical
characteristics of the person (fingerprint, iris, etc.).

3. Disposable e-mail- or SMS-password. Use of this
password as a secondary identification factor is possible
by sending second disposable password to one’s registered
e-mail address or mobile phone.

4. One-time password token. User is presented with the
device that generates constantly changing passwords. It is
these passwords which are entered by the user in addition
to the usual passwords during the authentication process.

5. External control. This method assumes a call from the
bank on a pre-registered phone number. The user must enter
the password via the phone, and only after that he will get
access to the system.

6. Identification using gadgets. This kind of identification
is carried out by placing a cryptographic tag on any user’s
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Figure 1 — Basic two-factor authentication systems

device (e.g. USB-drive, iPad, memory card, etc.). During
registration, the user must connect the device to a PC.

7. Card with a scratch-off layer. The user is issued a card
with PIN-code, which can be used only once.

The analysis has shown that in the banking systems tend
to use two-factor authentication systems based on disposable
e-mail- or SMS-passwords, and various types of tokens.

3 MATERIALS AND METHODS

Today several companies offer two-factor authentication
systems based on the generation of OTP (One-Time
Password — OTP), including RSA Security, VASCO Data
Security and Activldentity.

To implement it the different types of OTP generators are
used. OTP Generator is a standalone portable electronic device
that can generate and display on a built-in LCD screen digital
codes. For a generation of VASCO’s Digipass devices one-
time password generation mechanism is based on the
cryptographic TripleDES conversion of data set consisting
of 40 bits of the current time and the 24-bit data vector which
are unique for every for each access identifier. The resulting
conversion is visible on the display in the form of six or eight
decimal digits is read visually and manually entered by the
user as a password in response to the authentication
application. Frequency of password change thus is 36 sec.,
so user receives truly a one-time password to login [4].

On the server part of computer system this password is
compared with the password generated by the server itself
by the same algorithm with the use of the current time on
server clock and unique device data that is stored in a special
database. In case of coincidence of passwords user is granted
with access to the system. Fig. 2 shows the operation of the
two-factor authentication systems of VASCO company.

Let concider the authentication based on PassWindow.
PassWindow is a way to provide two-factor authentication
in the online environment. It includes two matrix parts which
are a physical key with a printed pattern on a plastic plate
and a digital barcode template presented in the form of an
image on an ordinary electronic display, such as a laptop or
mobile device display. They generate a unique one-time
password and a set of numbers for a particular transaction for
a user, when they overlap each other. This password is then
used for online authentication and transaction authentication.
Information about a specific transaction is included in these
figures, such as an account number or amount of the intended

e @

NAS network
access server

VRM intercepts
requests to the
RADIUS,
generates a
password and
directs it to the
RADIUS-server

Digi_pass —~

GO-3

Vv

VACMAN RADIUS
Middleware

RADIUS-server
performs
authorization

Remote user

(Dial-up)

Internet
RADIUS-server

Figure 2 — The principle of operation of two-factor authentication
systems of VASCO company
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transaction that allows the user to visually confirm the
authenticity of the received authentication request. These
features make PassWindow one of the very few currently
available authentication mechanisms, which provides a robust
and accurate protection against the latest network security
threats MITM (Man-In-The-Middle) attacks [4].

PassWindow technology is based on the unique ability
of the matrix to transmit information so as that it stands only
to the imposition of the physical signs pattern of the intended
recipient (the user has this information already) after which
the barcode template is displayed (challenge pattern) on
the electronic network devices, such as computer,
smartphone, etc. The combination of the key and the
barcode template shows the encoded information only to a
single user, moreover a full template preview is only possible
from direct view. Any act of barcode interception via
electronic devices means that leaked information will not be
sufficient to let an attacker know the secret key of the user
template during the whole activity term of the card.

Barcode PassWindow templates can exist as unique static
images or a sequence of characters in the form of more
extended animated version, which is the main topic of this
paper. These animated barcodes consist of a sequence of
static patterns, each of them contains the encoded characters
or have no meaning and simply dynamically add an entropy
to the entire pattern. Barcode patterns sequences are
dynamically generated by the authentication server so that
each of them is unique (and hence it has a sense) only when
used together with the key to which it fits. Any interference
or counterfeiting of a barcode template will be passively
presented to the user in the form of appearance of
combinations in a pattern that does not meet the expectations,
for example, randomly placed segments that do not contain
any characters, random numbers, missing or excessive
numbers that appear within a template or performing the
verification of data that does not refer to the active transaction.

Any alphanumeric code can be reliably transmitted using
the PassWindow method, however the current
implementation of the method is aimed at the transfer of
short strings of random numbers for their use as a one-time
password in conjunction with the figures which identify
uniqueness of user authentication transaction. Once a user
confirms that the unique information within a transaction
encoded in the bar code corresponds to the desired, one
can complete the transaction by entering the appropriate
one-time password. The main stages of PassWindow are
presented in Fig. 3.

Construction and safety profile of transaction
authentication codes can be changed dynamically in order
to meet a wide range of online authentication specific tasks.

Let concider the safety assessment of two-factor
authentication systems.

Analysis of modern authentication systems showed that
their security is measured by dividing the difference between
the cost and benefits to the attacks on the value of the
attacker’s protection. So, expensive, though more secure
methods, such as cryptographic PKI-units with their own
secured communication channels of screens and keyboards
are evaluated so low on the scale of security, whereas the
banking system is still mainly based on the cheapest and
apparently the least secure way of using PIN-codes and
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Figure 3 — The main stages of PassWindow

passwords. Total cost and complexity of deploying such
devices often outweighs the benefit of their ultra-high security.

Network security threats can be classified into network
attacks (information from a remote agent) and local attacks
that originate from malicious software already installed on
the client system, such as Trojans, rootkits, and so on.
Frequently authentication safety assessments are primarily
focused on network attacks assuming that the user terminal
(i.e. tablet PC, laptop or mobile device) is a protected platform
[11-14]. Nevertheless the attacker commonly gains full
access to the victim’s PC through hidden communication
processes remaining from malware that use unpatched
security holes in the licensed software.

The common attack methods are:

— compromised online databases — collected information
stored in merchant databases is stolen;

— man in the middle / phishing — a third party intercepts
and impersonates the client and server to the respective
other to record and/or alter their communications;

— social engineering attacks — customers are deceived
into revealing their private details to a hacker;

—man in the browser —malware is installed on the victim’s
computer to report network activity, keystrokes, and screen
capture data to the attacker allowing interception during
fund transfers in which funds can be unwittingly diverted
by altering the information displayed in the user’s browser;

— brute-force cracking of user passwords — the server is
polled with every possible password combination;

— simple theft — authentication details written down or
on a card can be physically taken and copied;

— shoulder surfing — an attacker can surreptitiously watch
the user enter their transaction details.

4 EXPERIMENTS

The analysis of PassWindow security threats has shown
that the most effective threat is analytic attack on the secret
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key (card bar-code). To succeed the algorithm three to five
monitoring sessions (OTP Bank transfer by client) have to
be accomplished.

Plastic cards monitoring algorithm consists of the
following steps.

1. Monitoring of the channel and receiving data by
sessions.

2. Transfer data to the indicator class (as binary code),
which can be operated as an object (indicator class
represents the array of 7 ones / zeros).

3. Verification of the possibility to form «digits» in every
position of the card (cycle by all sessions). Inside the cycle
a new cycle for each sequence begins, in turn each indicator
appears as «true» (we believe that it has a figure in itself).

Inside the cycle the verification is being conducted and
if the current position is «true», then a version in which
inverted generator indicator is written is being created and
in case it is «wrongy, position of the indicator is recorded.
After each cycle within a single sequence the intersection
of the previous versions of the sequence is executed and if
all the sequences in the current session had been crossed
then we release them, i.e. the end leaves (options) are
reviewed and their copies are thrown out.

4. Review of all the sequences in all sessions. The
intersection of letters between sessions serially (the first
session from the second is a result from the intersection of
the third session, etc.). After each intersection adjacent
session leaves the leaves are «clean» from copies.

5. The intersection of all session letters among
themselves. Cycle through all the letters so each option
(leaf) is checked for input by generator data, ifit has a conflict
with some of the indicators then this letter (option) is
discarded. As a result, there will be only one option which
does not conflict with any of the sequences of all the
sessions.

6. Displaying the final version of output.txt in binary
formatted string.

Plastic PassWindow cards monitoring algorithm is shown
in Fig. 4.

5 RESULTS

Designation SMS-systems or two-factor authentication
based on mobile phones is a mistake, a more precise term is
«out-of-band» authentication. Nevertheless with the spread
of GSM, smartphones and tablets connected to the network,
even this safety advantage may be lost if a user transaction
authentication is performed on the mobile device itself. In
addition, the growth of unwanted software for mobile devices
now allows an attacker to gain access to the authentication
codes sent via SMS, not only with the traditional interception
by a malicious software [5], but also by intercepting and
decrypting data sent over the GSM-network
telecommunications [6]. Mobile devices authentication
attacks are performed successfully even without such
technologies. Instead, an attacker simply impersonating a
user of the device, and requests all SMS messages to be sent
to another phone number for the entire attack period [3].
Another authentication method uses the camera a mobile
device to read the barcode image on the user’s workstation,
which is coded with the OTP information about the
transaction. This method contains the mistake of assuming
that the operating system on the user’s mobile device is not

exposed to such a vulnerability to malicious software, like all
other forms of software working with the network [8].

In the case of biometric authentication user data are
available for online authentication.

However, biometric authentication devices can not
communicate from local devices or network without being
confronted by malicious programs and / or «Man in the
middle» attacks [9]. This method is also impossible to re-
edit after the attacker has posed oneself as a user by using
biometric authentication.

Biometric authentication provides a user-friendly way
of generating online user name, but listening to the network
and a compromised device, the overall safety performance
of such methods is not better than when using normal user
name and password.

Electronic hardware tokens come in several types and
include various security authentication functions.

The most commonly hardware tokens generate one-time
passwords (OTP) using cryptographic algorithms with an
internal secret key, or, more often, the secret key is generated
on the basis of common values of the synchronized system
time. User reads the displayed numbers on a device and
manually enters them into one’s terminals to cross-reference
with the authentication server.

This simple method of generating electronic OTP is
vulnerable to attacks by an «intermediary» because users
are obliged to disclose the OTP without the means of
checking the authentication context.

In response, many token manufacturers have added a
small digital keypad, significantly increased the token size,
but allowing the user to enter information about specific
transactions that have been encrypted with a secret key before
the user inputs the result to one’s terminal. This is a type of
verification or signature of a transactions and it does provide
some protection against «Man in the middle» attack.

Nevertheless, this method is still vulnerable to attacks
using laborious manual process of a transaction signing.
Time and attention necessary to perform a manual operation
are successfully used to distract the user from the context
of the transaction information that one accepts, and,
consequently, attacks can be successfully committed on a
massive scale [10—11].

Printed OTP lists / number grids. An older method of
providing one-time password is printed lists of randomly
generated passcodes or transaction authorization codes on a
sheet of paper or a sketch-card. Each access code is requested
in sequence and is used to authenticate a transaction.

Alternatively, printing the symbol table can be used,
and an authentication server will issue a bar code, prompting
the characters located in certain coordinates.

Both methods use the keys and the signals that may be
communicated verbally. This allows an attacker to ask the
user to the next valid code by malware using social
engineering and phishing attacks. Moreover, the relatively
low lists or grids entropy requires frequent keys change in
order to prevent repeated code request by an attacker.

These techniques are vulnerable to the full range of
«Man in the middle» attacks for the same reasons that all
the authentication methods with an unknown context.

For the sake of PassWindow vulnerability testing against
such an attack, was created an hacking algorithm, which
tries to use these principles to perform this analysis.
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Figure 4 — Plastic PassWindow cards monitoring algorithm

The algorithm itself uses the technique of brute force. It
begins by generating all combinations with the result that

the numbers are the result that can be placed in the template.
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For example, a six-figure result in
14-columns provides the following options

the pattern of
(among others):
2-5-7-2-4-3-——-
2-5-7-2-4--3-—-
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2-5-7-2-4-—--3-
2-—-5--7-2-4--3.

Each combination is estimated by well-known barcode to
calculate whether he could imagine the digit in the request or not.

Segments can either be present, if they are necessary to build
the solution or not, if they must be absent for it, or may be
unknown, if the segment is far from the digit, or imposed on the
barcode bit.

After a separate set of combinations for each interception, the
algorithm looks for the incompatibility between the combinations.
It takes the first combination of the first set, comparing it in turn
with each of the combinations of the second set. Ifit is incompatible
with each combination of the second group, the combination is
discarded.

Compatibility check continues so that each combination in
each set is compared with the combinations of each other set. If
the combination is discarded, then each subsequent set needs to be
revised. By sorting and analysing sufficient number of interceptions
algorithmis able to derive the key pattern with sufficient reliability.

However, this attack requires a significant amount of interceptions
by an attacker: 20-30 in case of small patterns, hundreds of templates
for large, several thousand in the case of using the method in the
animation mode ofincreased security.

Thus, the PassWindow safety is not so much the complexity
of the algorithm needed to solve it, as the systemic extracting
enough information from the target difficulties. If PassWindow
used correctly, there is a high probability that the necessary
information may not be available, even for the most experienced
hackers.

Let concider the Fake (weakened) PassWindow barcodes.

An attacker can try to weaken the protection, changing the
frame rate ofreal (intercepted) barcode before delivering weakened
(simplified) bar code to the user. This method reduces the entropy
ofthe bar code in order to change details that could facilitate the
analysis intercepting of requests / responses. However, clearly the
damaged barcode passively alerts the user to attempt an attack,
causing his suspicions about the use of computing and
communication channels.

However, this attack requires a considerable amount of
interceptions by an attacker: from 20 to 30 in case of small
templates and hundreds for large ones, several thousand in the
case of using the method in the animation mode with advanced
securitymode [1].

Thus PassWindow security is not so much the complexity of
the algorithm required to solve it, but the difficulties in the system
problems of sufficient information retrieval from the target. If
PassWindow is used correctly, there is a high probability that the
required information may not be available even for the most
experienced hackers.

The authors offer their algorithm of PassWindow system
monitoring, which allows in 3—5 sessions of transmission of OTP
passwords to get aunique card barcode of a user that almost leads to
destruction of the safety of the banking system.

6 DISCUSSION
Hypothetical attacks on authentication means
PassWindow.

Man in the middle and phishing attacks (MITM) involve
a third party intercepting communications between a client
and server, impersonating each to the respective other and
intercepting, recording, and/or altering communications
between them [12].

Phishing is a kind of MITM attack that usually involves
a fake login screen for well-known online services that
reports login details to the attacking third party before
seamlessly forwarding the user to their desired destination,
unaware that their authentication details have been
compromised to be used maliciously later [13].

This attack method is the most effective one. Standard
methods for one-time password (OTP) are unable to provide
protection because the OTP itself is simply passed to an
attacker, together with any other relevant information, such
as user name and password.

PassWindow solves this problem by providing a passive
check at the transaction level to ensure that the user knows
about the authenticity of the transaction, which one
performs to enter OTP at the completion of this transaction.
Thus, PassWindow protects transactions against fraudulent
MITM attacks and provides authentication both ways from
the user to the server and the server to the user.

Let concider the Social engineering attacks.

Social engineering involves the customer being
convinced to reveal their private details, and in the case of
hardware tokens, their OTPs.

A PassWindow key pattern is not easily communicated
verbally or by typing, thereby eliminating the most convenient
telephone social engineering attacks that are used against
electronic hardware tokens, a method that is called «vishing»
[14]. These attacks are based on the person who calls the
user and impersonating an authorized service representative.

An oral request is made to read a valid authorization
code from the authentication device of victim that
supposedly allow the caller to identify, for example, «an
important confidential information». It is unlikely that an
attacker will try to extract the PassWindow key combination
from the client this way, as it is difficult to explain in words
the visual characteristics of the PassWindow matrix segment.

Man in the browser or hacker infiltration. When an
attacker receives reports from the malware installed in the
victim’s computer and detects that the victim is accessing
their financial institution’s website, the software alters the
form data in the browser such that a different amount of
funds are transferred to a different account — usually a ‘mule’
account. The owner of the mule account then transfers this
money to the attacker.

Verification information about the transaction taking place
can be encoded into the PassWindow challenge pattern.
This can assure the user, for example, that the funds are
being transferred to the correct account.

Let concider the Simple theft.

The only way for a PassWindow key pattern to be
revealed and duplicated is by directly copying the card in
one’s immediate possession. This possibility is reduced by
the introduction of a tint that can be printed over the pattern,
hindering attempts at photography and photocopying.

However, because PassWindow should be used as the
second factor in the authentication strategy, mere knowledge
of the key pattern is insufficient for fraudulent authentication
without also knowing the victim’s username and password.

Shoulder surfing. While probably the most mundane of
the ‘hacking methods’, PassWindow is secure against
‘shoulder surfing’ — surreptitiously watching the user enter
their transaction details. Because the key/challenge solution
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is a one-time password, the shoulder surfer cannot benefit from
knowingit.

Again, a tint printed over the key pattern on the card renders
the pattern itself invisible to anyone but the user.

Direct attack on a PassWindows authentication server. An
attacker can try to directly attack a PassWindows authentication
server, to disrupt the integrity of the PassWindow authentication
procedure. The PassWindow authentication server uses very simple
and limited communication protocol, and the entire authentication
processing is performed on the server. Its functionality is limited
to the creation ofthe barcode image data and receiving short access
codes and user IDs, and eventually making a response (yes / no) to
the authentication request. In addition, different authentication
strategies run queries speed and response duration. This basic
digital communications with the authentication server give a small
opportunity for an attacker to directly occupy the server in any
effective manner, which may lead to a successful access.

Let concider the Analytic attack on the secret key.

An attacker can try to bring a printed the PassWindow key
combination of a user through the analytical (e.g. statistical or
algebraic) attack. This can be done using a complex program «attack
ofthe man in the middle» or malicious programs installed locally
on the basis of monitoring that will allow to intercept PassWindow
barcodes and appropriate user responses. With the time, as the
attacker accumulates these pairs of request / response, one can
potentially get some idea about the PassWindow key template
through the analysis of the captured data.

CONCLUSIONS

In this paper, the theoretical generalization of major the increase
principles of integrity and authenticity of data packets in security
banking transactions protocols based on authentication methods
of the two-factor authentication.

Scientific novelty lies in the fact that, for the first time proposed
mathematical tools and program implementation of the
PassWindow systemmonitoring allows to get a unique barcode of
the user’s card for 3—5 OTP passwords transmission sessions,
which almost leads to destruction of the banking system safety.
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lKaHH. TEXH. HAaYK, JOLUCHT Ka(beIIpI)I I/IH(I)OpMaIII/IOHHI)IX CUCTEM XapbKOBCKOI‘O HAalMOHAJBbHOTO SKOHOMHYECKOIO0 YHUBEPCUTETA

M. C. Ky3nena, XappkoB, YkpanHa

?KaHJ. TexH. HayK, BeAYyIIUH HAYYHbIH COTPYIHUK, CTAPLINII HAyYHBI COTPYIHUK HAyYHO-UCCIEI0BATEILCKOTO OT/IENA PAKETHBIX BOMCK U

apTUJUICPHH HAyYHOTO IIEHTPa CyXOIyTHBIX BOWCK, XapbKoB, YKpanHa

HCCJIEJOBAHHUE YI'PO3 METOJIOB JBYX®AKTOPHOI AY TEHTU®UKALIAA

B cratse paccMaTpuBaIOTCs OCHOBHBIE METOABI TOCTPOCHUS CHCTEMBI ABYX(aKTOPHOW ayTeHTH(UKAIME HA OCHOBE HCIONB30BAHHS KPHII-
TOorpapUIecKuX MEXaHU3MOB O0ECIEUEHMs] KPUNTOCTOMKOCTH, (OPMHUPYEMBIX ayTeHTH()HUKATOPOB, OLIEHUBACTCS PUCK PAa3IMYHBIX METO/OB
OHJIaKH-aTaK MPOTHB Pa3JIMYHBIX CHCTEM JBYX(DAaKTOpHON ayTeHTH(HKALMK, a TaKKe paccMaTpuBaercs cucreMa PassWindow, obecriednBaronas
nByX(haKTOpHYIO ayTeHTH(HKAIMIO Ha YHUKAJIBHOI CIOCOOHOCTH 9acTH MAaTpPHIl epeiaBaTh HH(OPMAIIUIO TAKUM 00pa3oM, 4TO OHA pacHmdpo-
BBIBAETCS TOJIBKO IPH HAJIOKEHUH (U3MYECKOTO MIa0IOHA 3HAKOB IIPEATIONAraeéMoro Moydarels U mabioHa MITPUX-KOZa, HOMyJaeMbIX depes
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3JIEKTPOHHO-CETEBbIE YCTPOKCTBA MOJIb30BATENEH, CTOMKOCTh K aHAIM3Y 00eCIeYHBaeTCs YHUKAIbHOCTBIO ()OPMHUPOBAHUS MIA0IOHA MITPUX-KONA
KapTO4YKU B BHJI€ YHUKAJIbHBIX CTATHCTHYECKHX M300paKEHMH, 110C/IeI0BATENbHOCTH CUMBOJIOB MJIM B BUje OOJiee pacIIMpeHO aHUMAaLMOHHON
BEPCHH.

OOBEKTOM HCCIIEN0BAHHUS SBIISIETCS MPOLIECC MOBBIEHHS LEIOCTHOCTU U ayTeHTMYHOCTH IAKETOB JAaHHBIX B IPOTOKONAX 0€30IacCHOCTU
0aHKOBCKMX TPaH3aKLMI Ha OCHOBE METONOB ABYX(aKTopHOH ayreHTH(uKanuu. [Ipenmerom uccnenoBaHus SBISIIOTCS METOIbI U aJlTOPHTMBI
KOHTPOJIS LIEJIOCTHOCTH U ayTEHTHYHOCTH IIAKETOB IJaHHBIX B IPOTOKOJIaX 0€30MacHOCTH GaHKOBCKHMX TPaH3aKIMil Ha OCHOBE METONOB JIBYX(aK-
TOpHOH ayTeHTH(UKAIMU.

Llenbto paOoTHI SABIAETCS MOBBIMIEHUE LETOCTHOCTH U ayTEHTUYHOCTH N1aKETOB IaHHBIX B IIPOTOKOJIaX 0€30MacHOCTH OAaHKOBCKHX TPAH3aK-
LU, OLIEHKa yrpo3 Ha MeToznbl AByX(akTopHO# ayreHTH(UKAUMK. [IpoBOIUTCS CpaBHUTENbHBI aHAIM3 PA3IMYHBIX CHCTEM ABYX(pAKTOPHON
ayreHTHU(uKauu ¢ cuctemoil PassWindow B cdepe mpoTHBOCTOSHMS pa3IMUYHBIM HHTEpHET-cLieHapusaM atak. [Ipemnaraercs 3¢ QexTuBHbIi
IIPaKTUYECKUH METOX MOHUTOPUHIA CUCTEMBI IBYX(aKkTopHOil ayreHTudukanuu PassWindow npu ee npuMeHeHUH B OAHKOBCKHX CHCTEMaX.

KuoueBble ciioBa: 1Byx(hakTopHas ayTeHTU(UKALHUs, OHIAHH-aTaKi, COLMAIbHAS MHKEHEPUs].

Escees C. I1.!, Tomamesckuii b. I1.2

'Kanz. TexH. HayK, IOLEHT Kadenpu iHpopmaniiHux cucreM XapKiBChKOTO HALIOHAJIBHOTO eKOHOMIUHOro yHiBepcurery iM. C. Kysuers,
XapkiB, Ykpaina

’KaH[. TexH. HayK, IPOBIJHUI HAYKOBUI CIIIBPOBITHHK, CTapLINii HAYKOBUH CHIBPOOITHHK HayKOBO-IOCIIIHOIO BiIily paKeTHUX BiliCbK Ta
apTuiIepii HayKOBOro LIEHTPY CyXOIYTHHX Bilcbk, XapkiB, YkpaiHa

JOCJIIKEHHS 3ATPO3 METO/IB IBO®AKTOPHOI AYTEHTU®DIKALI{

V crarTi po3nIAnaoThCs OCHOBHI METOAH 10OYNIOBH cUcTeMU JBO(aKTOpHOI ayTeHTH(IKALii HA OCHOBI BUKOPHCTaHHS KPUNITOrpadidHux
MeXaHi3MiB 3a0e3IeUeHHs] KPUITOCTIHKOCTI, ayTeHTU(IKATOPIB, sKi (OPMYIOTHCS, OLIHIOETHCS PU3HMK PI3HUX METOAIB OHJIAWH-aTaK IPOTU
pi3HUX cucreM ABo(haKTOpHOI ayreHTHdiKaLlil, a TakoK po3msinaeTbes cuctema PassWindow, 1o 3a6e3neuye 1Bo(pakTopHy ayTeHTH(IKaLlio Ha
YHIKaJIbHil 3aTHOCTI YaCTHHM MaTPULb epeiaBaTH iH(HOPMALLil0 TAKUM YHHOM, 10 BOHA PO3LIU(POBYETHCS TUIbKH PH HAKIIAAEHH] (Pi3HYHOrO
malIoHy 3HAKIB rependadyBaHOroO OfepxyBaua i abIoHy IITPUX-KOIY, ONEPKYBAHUX Yepe3 eNeKTPOHHO-MEPEKEBI IPHCTPOI KOPUCTYBauiB,
CTIMKICTb JIO aHaNi3y 3a0e3neuyeThesl yHIKAIBHICTIO (JOpMyBaHHS IAOIOHY ITPUX-KOMY KApTKU y BUIIS1 YHIKaJIbHUX CTaTHCTUYHMX 300pa-
*KE€Hb, MOCIIZOBHOCTI CUMBOJIIB 200 y BUIVIsAAI OLIbII PO3IIMPEHO aHIMALiHHOI Bepcii.

OO0’€KTOM JOCIIDKEHHS € IPOLEC MiIBUILEHHS LILTICHOCTI Ta aBTEHTUYHOCTI [TAKeTiB JaHUX Y IPOTOKOIAaX Oe3neky 0aHKIBCbKHX TPaH3aKIii
Ha OCHOBI MeTofiB JBoakTOpHOi ayreHTH(diKawii. [Ipeqmerom NOCHTiIKEHHs € METOAU Ta aIrOPUTMH KOHTPOJIIO LLTICHOCTI Ta aBTEHTHYHOCTI
[IAKeTiB JJAHUX y IPOTOKOJIaX Oe3reKky OaHKIBCbKUX TPaH3aKIiil Ha OCHOBI MeTOAIB 1BO(GAKTOPHOI ayTeHTHDiKaLllii.

Meroto poOOTH € MiABUILEHHS LUIICHOCTI Ta ABTEHTUYHOCTI [TAKETiB JAHUX Y IPOTOKOIAX Oe3reky OaHKIBCbKMX TPaH3aKIii, OliHKa 3arpo3
Ha Meroau JBo(aKkTopHOI ayreHTUudikauii. IIpoBoauThCS MOpPIBHANBHMI aHaN3 Pi3HUX cHCTeM ABOGAKTOPHOI ayTeHTH(IKALIl 3 CHCTEMOIO
PassWindow y cdepi IpoTUCTOSHHS pi3HUM iHTepHET-CLieHapisMu atak. IIpornoHyeTbes eeKTHBHUIA IPAKTUYHUIE METOJ MOHITOPUHTY CHCTe-
mu aBodakropHoi ayreHTudikawii PassWindow npu ii 3acrocyBanHi B GaHKIBCBKHX CUCTEMAX.

KuiouoBi cioBa: nBodakropHa ayTeHTU(IKaLlis, OHIARH-aTaKy, COLiabHA 1HXKEHEpis.
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