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ENHANCED MAC ALGORITHM BASED ON THE USE OF MODULAR
TRANSFORMATIONS

The article considers the choice of cycle functions in the provable persistent key universal hashing scheme, proposed model and method
of forming codes of integrity and authenticity of data on the basis of modular transformations, computational complexity reduce algorithm
of the hashing schemes implementation using cyclic functions. The object of the research is the process of improving the integrity and
authenticity of data packets in security protocols of telecommunication networks. The subject of the study are models, methods and
algorithms for monitoring the integrity and authenticity of data packets in security protocols of telecommunication networks. The purpose
of the study is to increase the integrity and authenticity of data packets in security protocols of telecommunication networks. The
developed enhanced method of forming a cascade MAC differs from the known (algorithm UMAC) using modular hashing on the last stage
of the MAC forming that provides high collision properties of strictly universal hashing and safety performance at the level of modern
means of demonstrable strength protection. Were obtained estimates of the computational complexity of the formation of the MAC using
modular hashing, found, that with comparable rates of resistance the complexity of modular hashing exceeds by 1-2 orders of known
schemes based on block symmetric ciphers. However, the use of modular transformations provides provable security and high collision

properties of strictly universal hashing.
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NOMENCLATURE

ged(x, ) is a greatest common divisor of x and y;

D is a dispersion;

f is a composition of f; and f5;

f11s a set of functions performing the mapping X — U;
/> is a set of functions performing the mapping U — Y;
m is a mathematical expectation;

H is a set of functions f;

H is an initialization vector;

H| is a set of functions f{;

H, is a set of functions f;

k is a number of elements in binary representation of n;
Key is a key rule;

L is a bit processor;

m.is a i-bit in binary representation of n;

n is an exponent ;

O(n) is a computational complexity;

P is a large prime integer;

q 1is a large prime integer;

U is a set of u numbers;

u is a count of numbers in set U,

X is a set of n numbers;

x is a number to be raised;

Y is a set of m numbers;

o is a generator of the ring of integers Z P

¢ is a fixed accuracy;
v 1is a bitwise logical OR operation;

1 n is a save lesser n-bits of m-bit result operation;
® is a modulo 2 (XOR).

INTRODUCTION

Studies have shown that the use of modular
transformations allows realizing of provably resistant
information hashing that satisfies the collisional properties
of universal hash functions. Demonstrably safe level of
strength is justified by reducing the problem of finding the
source and / or the problem of recovering the secret key
data to the solution of one of the well-known complexity-
theoretic problems [1-3, 6].
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At the same time, as shown by studies [1-3, 6], the
universal hashing using modular transformations has a
significant drawback — high computational complexity of
the formation of the hash codes. In fact, for each information
unit must perform a modular exponentiation that under
transformation module appropriate orders significantly
increases the time hashing information sequence. A
promising direction in this regard is the development of
multilayer universal hashing circuits using modular
transformations on the last, the final stage of the hash code
formation. This is as shown below, on the one hand provides
a high collision properties of the resulting codes of integrity
and authenticity of data generation circuit, on the other
hand — provides high performance and provable strength
level used transformations.

1 PROBLEM STATEMENT

The use of multilayer hash key circuits allows building
of effective mechanisms for monitoring the integrity and
authenticity of information in telecommunication systems
and networks. However, the known multilayer structure (for
example, the algorithm UMAC) together with the high speed
and the cryptographic strength when applying a
cryptographic transformation layer (using symmetric block
cipher) lose universal hash properties, which leads to
deterioration of the properties of the collision properties of
generated message authentication codes. The purpose of
the study is to develop a method of forming codes of
integrity and authenticity of data based on provably
resistant hash key that allows providing high levels of
security and with applying certain restrictions on the modular
transformations provide high collisional properties.

2 REVIEW OF THE LITERATURE

The analysis of [6-9] shows that the modular
transformations are used today in the construction of keyless
hash functions. Thus, in the fourth part of the international
standard ISO/IEC 10118-4 defined two keyless hash function
MASH-1 and MASH-2, which use modular arithmetic,
namely the modular exponentiation to construct hash [9].
The very name of functions MASH-1 and MASH-2 occurs
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from abbreviated Modular Arithmetic Secure Hash (secure
hashing based on modular arithmetic), emphasizing the use
of modular transformations in the formation of the hash
image.

Table 1 shows the results of a comparative analysis of
performance of some keyless hash functions, including the
hash function on the modular arithmetic MASH-1 and
MASH-2 [7].

The analysis showed that the major drawback of hash
functions MASH-1 and MASH-2 is the low hash code
formation rate. In fact, it is determined by the speed of RSA-
like encryption, which is 2—-3 orders of magnitude slower
than modern block symmetric ciphers. However, due to the
presence of the possibility of using the existing modular
arithmetic hardware and software used in asymmetrical RSA-
like cryptosystems, as well as because of the possibility of
providing a provable strength level (on the classification of
security models NESSIE) considered keyless hash MASH-
1 and MASH-2 were standardized [7, 9, 16].

3 MATERIALS AND METHODS

Development of a universal key hashing method with
demonstrable strength based on modular transformations.
In the basis of the proposed universal key hashing
method with provable strength is the use of modular

transformations, providing reduction of the problem of
finding the inverse image or a secret key in hashing scheme
to one of the well-known complexity-theoretic problems.
Such a justification of strength by security models
classification NESSIE is considered to be provable security,
thus emphasizing the reducibility cryptanalysis to one of
the well-known computationally intractable in a given time
complexity-theoretic problems [6]. Table 2 shows the results
of studies of cyclic functions: the first column contains the
complexity-theoretical problem of the function, the second
column shows the cyclic function analytical record, in the
third column — estimate of the calculating complexity of the
cyclic function values, the fourth — estimate of
computational complexity of the function inverting (strength
estimation).

Studies have shown that the most appropriate solution
should obviously consider the use of the cyclic function,
the problem of inverting which is associated with the solution
of the complexity-theoretic problem of the extraction of
square roots modulo 7.

Under certain restrictions on the values of the composite
module » this computational complexity inverting problem
comparable to the problems of factorization and discrete
logarithms. At the same time, the direct calculation of the

Table 1 — A comparative analysis of some keyless hash functions

. The length of . . . Security model
The hash function hash Applied conversion Processing speed (by NESSIE)
256,
SHA-2 384, logical and arithmetic 108..109 bit/sec Practical Security
512
Whirlpool 512 In finite Galois fields 107..108 bit/sec Practical Security
GOST 34311-95 256 Block symmetric encryption 107..108 bit/sec Practical Security
RIPEMD-160 160 logical and arithmetic 108..109 bit/sec Practical Security
ek
MASH-1 Modular squaring 105..106 bit/sec «Provable Security
kk
MASH-2 * Modular exponentiation 28+1 = 257 104..105 bit/sec .
«Provabley Security

* Determined by the dimension of the conversion module.

** If the parameters of the modular exponentiation comply with the limits for RSA-like systems.

Table 2 — Estimate of the complexity of some complexity-theoretic problems

Estimate of the

the?)(r)er:ilzle)r(:)tbyl-em Candidates Cfozltiléeﬁclgrcltsit(l;gcnon of the computing Estimate of the inverting complexity
P y complexity
Integer Fe His)=x:H_y s O(n?) , where Lyl ﬁ):ex;{(ﬁ+0(1))(10gN)“(10g10gN)1‘“) For the field
factorization Function is defined over large prime n= |—Iog2 p—|+ number of the general form of the inverting complexity
problem numbers X; = p and H; | =¢q +[log, ¢ 1o(13 (64
N 3 9 5
) O(log, €) . 5
RSA problem f(xl-,l-[l-,l):(x,- ®Hi—1) mod (N), multiplications, the For a field number of a special type N =a~ +c¢ the
ged(e, 0(p,g))=1, N=pq fast exponentiation . . onis Lo L 332
algorithm complexity of the inversion is L 340
O (log 5 n)

The discrete
logarithm problem

Fl 1) =l Imod (p),

o — generator Zp

multiplications, the
fast exponentiation
algorithm,

o(n®) for a=2,
where 5 = |'10g2 p—|

Diffie-Hellman
problem

#106,Hy) =l Jmod(p),

o — generator Zp

o) for w=2,
where 5 = |_10g2 p-|

min{\/;, Ly(a, ﬁ)}, where
yfo. )=exilB+clogFlogog) ) For a primitive
field GF(p) the complexity of the inversion is

il (55

For a primitive field GF(2™) the inversion complexity is

LN(%,IA)
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values of aE(xz)mod(n) requires significantly fewer

operations.

It should be noted, however, that the use of a quadratic
cycle function does not lead to construction of a universal
hashing. Next to the computational complexity is a cyclic
function

Sl Hiy)=(x; @ Hiy ) mod(N), M

inversion problem which is associated with the solution of
the complexity-theoretic problem in RSA, where

ged(e,9(p,q))=1,N = pq.

Thus, the use of cyclic function (1) based on modular
exponentiation allows to construct a provably resistant
universal hash function only under the constraints on the
value of the modular exponent and absolute value of the
change.

Another candidate for the cyclic function in the iterative
hashing scheme is a function of the form:

S (xi Hiy ) = (ax,- OHi )mOd(P) ’ &)

inversion problem which is associated with the solution of
the complexity-theoretic problem of the discrete logarithm.

Use of a cyclic function ensures the construction of
provably resistant hash, collision properties which satisfy
the conditions of universality.

Thus, studies have shown that for the construction of
universal hash information with provable security level
should be used the cyclic function of the form (1) or of the
form (2).

Development of algorithms for iterative key hashing with
demonstrable strength based on modular transformations.

Iterative key hash algorithms with demonstrable strength
based on the use of modular transformations is based
algorithm MASH-1, subject to change initialization vectors
and use of the above cyclic functions satisfying certain
restrictions on used modular transformations.

Iterative key hashing scheme using cyclic function (1)
developed by analogy with the scheme in Section
2 NHhashing is shown in Fig. 1. An algorithm for calculating
the hash value based on the cyclic function (1) differs from
the algorithm MASH-2, basically, by system settings and
the determination of constants.

Using the cyclic function (2), the inversion problem of
which is based on the solution of the complexity-theoretic

I Lo
C ° )| C °
i '
C(K@M,)"mod(N)) K GHI(-BMZ)“mod(N))
T

(H,./®M,)'mod(N)

b -

IRA

Hash

Figure 1 — Iterative key hashing scheme using the expression (1)

62

problem of the discrete logarithm, construct the following
hashing scheme (see Fig. 2).

Designed algorithms differ from the keyless hash
algorithms MASH-1 and MASH-2 basically, by system
settings and the determination of constants. In addition,
the proposed schemes are key hashing, as the secret key
data used interchangeable initialization vector H, = Key.
For applied modular transformations in key hashing cyclic
function imposed limitations discussed above.

Thus, the proposed universal hashing method using
modular transformations allows formation of authenticators
(hashes) to provide the required performance security.
Designed algorithms allow practically implement the
proposed hashing schemes in software and in hardware
form.

4 EXPERIMENTS

Development of proposals for the implementation of the
iterative hash key with demonstrable strength using modular
transformations.

The proposed universal hashing method is an iterative
scheme of formation of the hash code with the cyclic
function, built using modular transformations. To ensure
high collision properties of universal hashing proposed
cyclic function must be implemented with the use of the
expressions (1) or (2) with the corresponding constraints
on the modular transformations.

The analysis shows that the most expensive from a
computational point of view the operation in the
implementation of cycle functions (1) and (2) is the operation
of modular exponentiation. With the direct exponentiation
operations through the chain of multiplications,
computational complexity of the implementation of such
cyclic functions increases in proportion to the exponent,
i.e. for the construction of x the power n generally needs
n —1 multiplications:

N

X = X X-X'..0X
- /v

n—1 multyplications

An asymptotic estimate of the computational complexity
of this exponentiation operation implementation is O(n)
multiplications.

To reduce the computational complexity of the
implementation of the hashing scheme using cyclic
functions (1) and (2) algorithm applied for fast

n

(@***mod(p)

:
|

("1 ®¥)mod(p)

= B @ I

Hash

Figure 2 — Iterative key hashing scheme using the expression (2)
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exponentiation, which is based on the representation of x”
in the following form:

X" = x((..‘((mk~2+mk,1)-2+mk,2)~2+...)~2+m1)-2+m0 _

= (™) x ™1y )2 M2 M 3)

where (mk,mk_l,...,mo) — binary representation of 7,

i.e. m;e{0,1} and

nzmk'2k+mk_1-2k_1+...+m1-2+m0. @

Rearranging the factors in the representation of x” we
obtain the following expression:

2 3 k
x}’l :xmo _(x2)m1 (x2 )m2 (x2 )m3 (x2 )mk s

which implies that for the construction of a number x to the
power of n required to implement at most t operations of
squaring and at most % operations of multiplication, where
k+1 — number of elements in the binary number 7, i.e.
k =(log, n)—1. Thus, the computational complexity of

calculating the asymptotic x” can be estimated as O(log, n).

The above algorithm can significantly speed up the
computation of cyclic functions (1) and (2) underlying the
proposed method of universal hashing. Table 3 shows the
dependence of the implementation complexity of the
operation of exponentiation through a chain of
multiplications and through the representation (3), (4),
indicating the minimum necessary order of the conversion
module to achieve the required level of security.

The data in the second row of table 3 shown using the
equivalence conditions (on computational complexity) of
the squaring and multiplication operations.

Analysis of the data in table 4 shows that the
implementation of the proposed universal hashing method
through a traditional exponentiation algorithm
computationally unattainable. The number of multiplications
to be executed to compute a value of the cyclic function,
even at the lowest level of security (cardinality of the set of
key data block symmetric cipher is equal to 2%) exceeds the
capabilities of most modern computer systems.

The last row of table 3 is, in fact, is the computational
complexity estimate of the proposed hashing scheme. Thus,
at the lowest level of strength (cardinality of the set of key
data block symmetric cipher is equal to 2%) to calculate one
value of cyclic function takes no more than 2046 operations
multiplications. For a sufficient level of strength (cardinality
of the set of key data BSC equal to 2128) relevant to the
national standard encryption USA FIPS-197 (AES), to
calculate the cyclic function need to do no more than 6142
multiplications. For high-level strength (cardinality of the
set of key data BSC equal to 2256), corresponding to the
current domestic standard symmetric cryptoconversion

GOST 28147-89, to calculate the cyclic function does not
need to perform more than 30718 multiplications.

Developing a model of MAC cascade formation using
modular transformations and justification of practical
recommendations on its use.

The article proposes a cascade formation model of codes
of integrity and authenticity of data (MAC) using the
modular transformations. The proposed model is based on
a multi-layer universal hashing circuit using the last, the
final stage of modular transformations.

Properties of multilayer (composite) design is best
explained with the help of mappings language [4, 5]. Let
X,Y,U aresets of n,m,u elements, n <m <u. I, is a set of
functions f; performing the mapping X — U and H, is a set
of functions f, performing the mapping U — Y. Then
H = H, o Hy is aset of functions ', which is the composition

f=het

Characteristics of a multilayered structure presented by
the results of the following theorem [1-3].

Theorem 1. The composition of the universal hash functions
class &) —U(Ny,n,u) and strictly universal hash functions
class €y —SU(N,,u,m) is strictly a universal class with
parameters € — SU (N1 N,,n,m), where € =¢; +&, —g;¢,.

Thus, using the composition of authentication codes
algorithms that are equivalent to an algorithm for computing
the universal and strictly universal hash functions classes
we obtain a multi-layer scheme for generating MAC [11-
15]. Properties thus generated codes of integrity and
authenticity of data will satisfy the properties of strictly
universal class of hash functions.

In the method of forming codes of integrity and
authenticity of data, the first layers are proposed to be
realized with traditional UMAC high-speed but
cryptographically weak universal hashing schemes
algorithm, the last layer is proposed to implement using the
developed safe (cryptographically strong) strictly universal
hashing scheme based on the modular transformations.

Formally, the proposed cascade formation scheme of
codes of integrity and authenticity of data shown in Fig. 3.

The main part of the information data is processed first
layers of universal hashing. Formed as a result of such
conversion hash code on the last processed final stage
cryptographically strong universal hash function based on
the modular transformation.

Thus, based on the proposed scheme, MAC formation
using modular transformations is used:

— on the first layers high-speed universal hashing
methods (NH-hashing, polynomial hashing, Carter-Wegman
hashing) are used;

— on the last layer secure strictly universal hashing based
on modular transformations (using cyclic functions (1) and
/or (2)) is used.

Table 3 — Dependence of the implementation complexity regarding the exponentiation method

i Procedure for conversion module / equivalent length of symmetric cryptographic algorithm key
Exponentiation method 1024/ 80 3072/ 128 15360/ 256
Through a series of multiplications 10308 10924 104623
Fast exponentiation algorithm 2046 6142 30718
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CW-hash

Universal hashing using
modular transformations

MAC

AN

Mac formation multilayer scheme using universal hashing and provable security modular transformations

s

i

High collisional propertics, high performance,
cryptographically weak

High cryptographical propeties, high collisional
properties, low performance

AN

Universal hashing methods

Modular transformations

Universal hashing NH-scheme

Polynomial universal hashing scheme

Carter-Wegman universal hashing scheme

RSA problem

Discrete logarithm problem

Figure 3 — Proposed cascade formation scheme control codes of integrity and authenticity of data using the modular transformations

The work [3] proposes technique of statistical studies
of collisional properties of MAC, in particular, introduces
statistical indicators characterizing the collision properties
of forming circuit of control codes integrity and authenticity
of data, allowing using methods of probability theory and
mathematical statistics to obtain estimates with prescribed
confidence interval and the required accuracy.

Experimental studies of collisional properties of message
authentication codes UMAC for the relevant sections of
the conversion:

— in the first stage investigate collision properties of a
mini-version of the universal hashing. To do this, the
theoretical estimates of the number of generated hash codes
collisions occurring in the course of the experiment must be
confirmed;

— in the second stage conduct an experimental study of
the properties of pseudo-conflict substrates based on
analysis of the properties of the reduced Baby-Rijndael
cipher model. Similar studies in the available literature aren’t
described, appear to be carried out by us for the first time;

— in the third stage conduct an experimental study of the
properties of collision properties generated by using mini-
UMAC integrity and authenticity of data control. This is
the most important part of the research, as it would answer
the question of maintaining the properties of universal
hashing after application of the cryptographic
transformation of the information layer.

Estimates of the number of collisions generated elements
will be carried out focusing on the universal hashing collision
properties. In fact, we need to confirm or refute the
hypothesis of the saving of universal hashing collision
properties at all stages of generating of the mini-UMAC
control codes of integrity and authenticity of data.

64

S RESULTS

Consider a cyclic functions MASH-1 and MASH-2 for
the construction of the key universal hash functions and
hash option when the initial state (initialization vector) is
given by some key rule, i.e. choose H, = Key. In this case,
we have a certain class of hash functions, depending on the
parameter Key. For experimental studies selected the
following parameters: p =17, ¢ =19, N =323. Study were
to verify the conditions of universal hashing with exhaustive
search of all the values of initialization vectors
(Key=0,...,2" —1,m =8) for a sample of the population
values of information blocks. The results obtained are
summarized in table 3.

Thus, studies have shown that the application of
transformations using modular arithmetic allows to build
universal and strictly universal hash functions classes,

Table 3 — The results of studies of collisional properties of a key
hashing algorithms built on the basis of MASH-1 and MASH-2 by
changing the values of the initialization vector secret key

Based Based
algorithm algorithm
MASH-1 MASH-2
Ai(ny) 41.42 0
D(ny) 42.74 0
Py = P((ny) —m(n)| < 5) 0.98 ~1
7i(ny) 3.99 1
D(ny) 0.01 0
Py = P(ii(ny) — m(ny)| <0.025) 0.99 ~1
fi(n3) 0.26 0.31
D(ny) 0.21 0.22
Py = P(|fii(n3) — m(n3)| < 0.1) 0.97 0.97
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which on one hand allow high collision properties, on the
other hand, under certain restrictions on the value of the
modular exponential ensure high security and the
applicability of the model demonstrable strength.

For comparison with other key hashing schemes in terms
of the resistance and performance will take the following
assumptions. Let one multiplication operation on numbers

m

with the order of 2™ requires {f—‘ operations of bitwise

modulo two addition (XOR). This assumption is most often
used when evaluating the complexity of the cryptographic

m
algorithms implementation. In this case, the estimate of {f—‘

gives the approximate number of L-bit processor cycles
necessary for the implementation of the one multiplication
operation of numbers the bit length of which does not exceed
m. At the same time, hashing using modular transformations
process immediately /8 information data bytes.

Table 4 shows the results of comparative studies of the
performance of key hashing schemes for fixed security
performance. Speed is expressed in an S amount of the
32-bit processor cycles necessary for generating one byte of
the output data. Security indicator was fixed over the length
of the secret key the attacker needed to hack. For schemes on
modular arithmetic the equivalent length of the key block
symmetric cryptographic algorithm is shown (see. Table 2).

The data presented in Table 4 show that the use of
modular transformations for solving the key hashing
problems significantly increases the computational
complexity and reduces algorithms speed by 1-2 orders of
magnitude. At the same time, the proposed key hashing
schemes have provably resistant safety level (problem of
finding the hashing key or the inverse image is reduced to
solving a certain complexity-theoretic problem). In addition,
it was shown above that such authentication schemes
satisfy the properties of universal hashing to ensure the
high collision characteristics of the generated MAC.

Table 5 shows a comparison of the computational
complexity of some hash functions. Data on performance
for the proposed MAC scheme with modular
transformations are given for the minimum level of
persistence (cardinality of the set of key data block symmetric
cipher is equal to 2%) and a sufficient level of strength (for
modular transformations equivalent length block symmetric
cipher key is 128 bits). Length of the MAC generated is 80,
and 128 bits, respectively.

For all the functions listed in Table 5 (except the proposed
using modular transformations) specific complexity of the
codes of integrity and authenticity of data is not dependent
on the amount of data processed. For the proposed model
using a modular transformations specific complexity with
increase of length of data to be processed is reduced. So for
a high level of strength (equivalent length block symmetric
cipher key is 128 bits) already for data blocks of 32768 bytes
is comparable to well-known and used in network security
protocols, algorithms form the MAC. For the lowest level of
strength (cardinality of the set of key data block symmetric
cipher is equal to 2%) the proposed scheme of codes of
integrity and authenticity of data cascade formation using
modular transformations already for data packets of 2048
bytes is not inferior in performance used to date the
formation of the MAC algorithm in network security
protocols, including protocols IPsec.

6 DISCUSSION

Analysis of the data presented in Table 3 allows claiming
the adequacy of the experimental results. For fixed accuracy
¢ were obtained high values of confidence probability that
indicates the validity and reliability of the results according
to their statistical properties of the entire population of data.

Analyze the results of statistical studies and compare

them with the theoretical estimates: with P, |H| =1
(the first criterion), with |H |/|B| =1 (the second criterion)

and with P, -|H| =1 (the third criterion).

As seen from the data in Table 3 realization of a key
hashing scheme based on MASH-1 algorithm when
replacing the values of the initialization vector with the
secret key does not enable high collision properties. The
number of collisions occurring substantially above the upper
theoretical limit on both the first and the second criterion,
consequently, this structure is not a universal hashing

Table 4 — Estimation of the complexity of hashing algorithms in
the S number of the 32-bit processor cycles per byte of data

processed
. Resilience Number pf
Hash function (key length) | cycles s

SHA-2 (512) 512 80
SHA-2 (256) 256 64
SHA-1 160 30
RIPEMD-160 160 160
MD5 128 64

80 512

Modular arithmetic hashing 128 1536

256 7680

Table 5 — Estimate of the complexity of different MAC forming schemes

Algorithm The length of the input data, bytes|
2048 4096 8192 16384 32768 65536

HMAC-MD5 (128 bits) 9 9 9 9 9 9

HMAC-RIPE-MD (160 bits) 27 27 27 27 27 27

HMAC-SHA-1 (160 bits) 25 25 25 25 25 25

HMAC-SHA-2 (512 bits) 84 84 84 84 84 84

CBC MAC-Rijndael (128 bits) 26 26 26 26 26 26

CBC MAC-DES (64 bits) 62 62 62 62 62 62

Proposed MAC scheme using modular transformations 38 29 14 10 3 7
(80 bits)

Proposed MAC scheme using modular transformations 204 150 73 0 24 15
(128 bits)
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scheme and so, is not a strictly universal hashing scheme.
This result was obtained with a high confidence level
Py = P(W(nl-) —m(nl»)| <€)>0.9 for high precision. So for
the first criterion the confidence interval was 4142 +5
(confidence level 0.98), for the second criterion the

confidence interval was 3.99+0.025 (confidence level 0.99),
and for the third criterion the confidence interval was
0.26+0.1 (confidence level 0.97). The key hashing scheme
based on MASH-1 algorithm by changing the values of the
initialization vector with the secret key satisfies only the
third criterion (m(n3) = 0.26).

The use of key hashing based on MASH-2 algorithm when
replacing the values of the initialization vector with the secret
key by contrast provides high collision characteristics of
universal hashing. For all three criteria resulting estimates are
below the upper theoretical limit m(n;) <1, i=1,2,3. This
statement is confirmed with almost 100% probability. So for
the first and the second dispersion criterion value D(n;) and
D(n,) that characterize the dispersion of the hash rules values
(MAC formation rules), with the equalities (3.1) and (3.2) with
respect to their mathematical expectations m(n;) and m(n,)
respectively, equals to zero which means the identity of the
results obtained in all tests and practically certain that
m(n) =0, m(ny)=0. The resulting estimate for the third
criterion also lies below the upper theoretical estimation
(m(n3)=0.31) and this value is confirmed with high

confidence level of Py = P(|n~1(n3) —m(n3 )| <0.1)=0.97 for

fixed precision (confidence interval is (.3140.1).

The explanation for this behavior of the modular
transformations in the MASH-1 and MASH-2 schemes lies in
the chosen parameters of the modular exponent. Thus, for the
MASH-1 algorithm cyclic function (4.3) assumes the value of
the modular exponent e = 2 that always breaks the condition
(4.5). In the algorithm MASH-2 exponent is set e = 28+1 = 257
that for the chosen parameters p=17, ¢=19, N =323
satisfies the constraint (4.5): gcd(e, (N)) = ged(257,288) =1.
Therefore, the key hashing built on the basis of modular
transformations in some cases allows to provide for the
universal properties and strictly universal hashing. To perform
these properties condition (3.5) is necessary to be performed
which a scheme for the selected parameters on the basis of the
algorithm MASH-2 shows.

CONCLUSIONS

In this paper were obtained the theoretical generalization
and new solution of scientific-applied problem, which is to
develop and research of models and methods of effective
mechanisms for monitoring the integrity and authenticity of
data packets while minimizing the number of CPU cycles per
byte of information to process to provide the necessary
reliability and data security in telecommunications networks.

Scientific novelty of the work is following.

1. For the first time to analyze the collision properties of
the codes monitoring the integrity and authenticity an
approach is suggested based on the creation of scale models
(mini version) algorithms of UMAC, which allows them to
retain the algebraic structure.

2. For the first time mathematical apparatus and methods
for the analysis of statistical studies of collisional properties
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are suggested which allows to determine the distribution of
codes formed on the entire set of key data and obtain
estimates of collisional properties with the required accuracy.

3. For the first time model and method of forming codes
of integrity and authenticity of data using at the final stage
cryptographically strong strictly universal hash function
based on modular transformations. The proposed solution
provides high collision properties of strictly universal
hashing, low computational complexity and high security
performance at the level of modern means of cryptographic
protection with provable security.

Practical advice on building a cascade formation schemes of
MAC based on modular hashing was justified the
implementation of which will ensure the delivery time information
packet to 0.5 sec; safe time more than 200 years; the probability
of imposing a false message is not more than 10-%; the probability
of message modification message is not more than 10-*. The
usage of the developed models and methods of forming the
MAC to control the integrity and authenticity of data packets in
security protocols of telecommunication networks and internal
payment banking systems.
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[IpenoxaBarens kadenpsl MHGOPMAILMOHHBIX CHCTeM, XapbKOBCKUH HAI[MOHATIbHBIA dKOHOMHYeckuil yHuBepcureT um. C. KysHueua,
XappkoB, YkpanHa

YCOBEPIIEHCTBOBAHHEBIA AJITOPUTM MAC, OCHOBAHHBI HA MUCIIOJIb30BAHUA MOJYJISAPHBIX MPEOB-
PA3OBAHUI

OO0O0CHOBBIBAETCs BHIOOP LMKIOBBIX (yHKLHH B CXeME J0Ka3yeMO CTOWKOTO KJIFOYEBOTO YHHBEPCAJIbHOTO XCIHIMPOBAHWS, IpeJiaraercs
MOz B MeTo (JOPMUPOBAHMS KOIOB KOHTPOJIS LIEMIOCTHOCTH M ayTEHTHYHOCTH JaHHBIX HAa OCHOBE MOAYILIPHBIX IPeoOpa3oBaHMil, alroputM
CHM)KCHHSI BBIYMCIMTENIBHOM CIIOXKHOCTH pEai3alliil CXEM XCLIMPOBAaHHsS C HCIOJIb30BAHHEM LMKIOBHIX (QyHKIHI. OOBEKTOM HCCICIOBAHUSI
SIBISIETCS TIPOLIECC MOBBIIICHUS LEMOCTHOCTH M ayTeHTUYHOCTH ITIAKETOB JAHHBIX B IPOTOKONAX 0E30MaCHOCTH TEIEKOMMYHHKAIIMOHHBIX CeTe.
[IpeameroM HccIeIOBaHUS SBISIOTCS MOAENHU, METOABI U AITOPUTMbI KOHTPOIS IIETOCTHOCTU M ayTEHTUYHOCTH MAKETOB JAHHBIX B IIPOTOKOIAX
06e30IaCHOCTH TENEeKOMMYHUKAIIMOHHBIX ceTeil. 1leapio paboThl sBISETCS MOBBIIEHHE LETOCTHOCTH U ayTEHTHYHOCTH NMAKeTOB JaHHBIX B
IPOTOKOJIAX 0E30MacHOCTH TEICKOMMYHHUKALMOHHBIX ceTel. Pa3paboTaHHBIl yCOBEpIIEHCTBOBAHHEINH MeTOJ KackagHoro ¢opmuposanus MAC-
KOZ0B oTian4aercsi oT u3BectHoro (anroputm UMAC) npuMeHeHHeM MOIY/SIPHOTO XCLIMpOBaHMS Ha mocieaHeM srtane ¢opmupoBanus MAC,
YTO TO3BOJSIET 00ECIECUUTh BBICOKHE KOJUIM3HOHHBIE CBOMCTBAa CTPOTO YHHUBEPCAIHHOTO XCIIMPOBAHHS M IOKa3aTesld 0e30IacHOCTH Ha ypOBHE
COBPEMEHHBIX CPEICTB 3aIUTHI JOKa3yeMoil cToiKocTH. [1omydeHb! OLEHKH BBIYMCIMTENBHON cIoXHOCTH (opmupoBanus MAC ¢ HCIoiIb30Ba-
HHEM MOAYISIPHOTO XEIIUPOBAHMS, YCTAHOBJIEHO, YTO IPU CPAaBHUMBIX IIOKA3aTENSIX CTOMKOCTH CIOKHOCTh MOAYISIPHOTO XEIIMPOBAHUS Ipe-
BBIIIACT Ha |—2 MOpsiKa M3BECTHBIE CXEMbI Ha OCHOBE OJIOUHBIX CHMMETPHYHBIX Hin(poB. TeM He MeHee, IPUMEHEHHE MOIYJSIPHBIX Ipeodpa-
30BaHU 00ecleunBaeT JOKa3yeMbli ypOBEHb 0E30IIaCHOCTU U BBICOKUE KOJUIM3HOHHBIC CBOMCTBA CTPOTO YHUBEPCAIBHOTO XCHIMPOBAHHS.

KioueBble c10Ba: KOAbl KOHTPOIS LENOCTHOCTH U ayTeHTUYHOCTH JAHHBIX, MOIYJISpHBIC NPeoOpa3oBaHUs, YHUBEPCAIbHbIE KIAaCChI
XEIUPYIOWKX (QyHKIHUIL.

Kopons O. T.

Bukianad kadenpu iHopmariiinux cucteM, XapKiBCbKUH HaliOHaIbHUH exoHOMiuHumii yHiBepcuteT im. C. Kysuews, Xapkis, Ykpaina

BJIOCKOHAJIEHUI AJITOPUTM MAC, 3ACHOBAHUI HA BUKOPUCTAHHI MOAYJSAPHUX MEPETBOPEHD

OOrpyHTOBY€ETHCSI BHOIp IMKIOBUX (YHKII y CXeMi J0Ka30BO CTIKOTO KIIIOYOBOTO YHIBEPCAIBHOTO XCUIyBaHHs, MPOMNOHYETHCS MOJIEIb
i Meron opMyBaHHSI KOJIB KOHTPOJIIO LIUTICHOCTI Ta aBTEHTHYHOCTI JaHMX HAa OCHOBI MOAYJISIPHUX IIEPETBOPEHb, AITOPUTM 3HIKEHHs 004MC-
JIFOBAJIBHOI CKJIQAHOCTI peaiizalii cXeM XEIIyBaHHS 3 BUKOPHCTaHHSIM LUKIOBUX (yHKIiH. O6’€KTOM HOCHIIKEHHS € IPOLeC MiJABUIICHHS
[UTICHOCTI Ta aBTEHTHYHOCTI MAKETIB JJaHUX Yy MPOTOKOJIAX OE3MeKH TeIeKOMyHIKamiitHiux Mepex. [IpeaMeroM HOCTIKeHHS € MOJIENi, METOIH Ta
ITOPUTMH KOHTPOJIIO IUTICHOCTI Ta aBTEHTHYHOCTI MAKEeTiB JaHUX Yy MPOTOKOJaxX Oe3MeKH TelIeKOMyHiKauifiHux mepex. Merot poboTu €
IIBMIIECHHS IITICHOCTI Ta aBTGHTUYHOCTI MAKETiB JaHMX Yy MPOTOKOJNAX OE3IEKH TeNCKOMYyHIKalliiHUX Mepex. Po3pobnenuil ynockoHaneHu
MeToJ KackagHoro ¢opmyBaHHs MAC-koxiB Biapisuserscst Bix Bimomoro (amroputm UMAC) 3acTocyBaHHSIM MOAY/ISPHOTO XCUIYBaHHS Ha
ocTtanHbOMY eTari GpopmyBants MAC, 1o 103BOJIsIE 3a0€3MeYNTH BUCOKI KOMI3iifHI BIACTHBOCTI CYBOPO YHIBEPCAIBHOTO XEIIYBAHHSI i MOKA3HHU-
Ku Oe3reKkH Ha PiBHI CyYacHHX 3ac00iB 3aXHMCTy IOKa30BOi CTiiikocTi. OTpUMaHO OIIHKH OOYHCIIOBAJIbHOI cKiIamHOCTi GpopmyBanus MAC 3
BHKOPHCTAHHSM MOZYJISIPHOTO XEIIYBAaHHS, BCTAHOBJICHO, IO HPH MOPIBHSHHUX MOKA3HHKAX CTIMKOCTI CKIAIHICTh MOMYJSPHOTO XellyBaHHS
nepeBuilye Ha -2 MOPSAKH BiZOMi CXeMH Ha OCHOBI OJIOKOBUX cHMeTpHUHHX IMGpiB. [IpoTe, 3acTOCyBaHHSI MOIYJISIPHHX IEPETBOPEHb
3a0e3meuye JI0Ka30BUil piBeHb OE3MEKH i BUCOKI KONi3iiiHI BIACTHBOCTI CYBOPO YHIBEpPCATBHOTO XEIIYBaHHS.

Ka1040Bi cj10Ba: KoM KOHTPOJO LUTICHOCTI Ta aBTEHTHYHOCTI JAHUX, MOIYJSIPHI TIEPETBOPECHHS, YHIBEpCaIbHI KIACH XCIIYIOUHX (YHKII.
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