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DEVELOPMENT AND INVESTIGATION OF THE KEY STREAM
GENERATORS ON THE BASE OF CELLULAR AUTOMATA

This paper presents the development and investigations of the binary key stream generators statistical characteristics. Developed
generators based on the elementary rules of cells interaction: simple, modified and combined classical rules. We believe that elementary rules
B30», «86», «135», «149» are most promising from statistical point of view. Modifications were consist of combining of array bits before
outputting and combining various elementary rules of automaton cells interaction. It was developed a new simple interaction rule, based on the
logical operation XOR. The investigation of statistical properties was performed using NIST STS v1.8. All designed generators showed good
statistical characteristics, which indicates their satisfactory cryptoresistance. In addition we’ve investigated the developed generators linear
complexity using Berlekamp-Massey algorithm. Obtained results shows the high values of linear complexity (about half of the cellular
automaton length), which is typical for such structures type. On the base of the developed generator with own cells interaction rule has
developed a system for secure communication of audio, text and file information. The statistical investigations of encrypted file showed that
it satisfies all the NIST STS requirements.
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NOMENCLATURE

A[i] is a value of i-th address array elements;

a is a calculated cell address;

B[i] is a buffer array elements;

CT[i] is a value of i-th cellular automaton cell;

CA is a cellular automaton;

C'[7] is a value of i-th cellular automaton cell after the

interaction act;

C, 1s a value of CA cell with address A[a];
C', is a value of CA cell with address A[i] after the

Ali]

interaction act;

C,[w] is a value of w-th elementary cellular automaton

cell;

C [w] is a value of w-th resulting CA cell after rules

out

combination;

i,k is an array index;
n is a CA length;
NIST STS is a National Institute of Standards and

Technologies Statistical Suite;
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PIN is a Personal Identification Number;
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PLD is a Programmable Logical Devices;
R is an elementary interaction rules; R=30, 86, 135, 149;
w is a calculated cell address.

INTRODUCTION

Today most of us are living in the information society. The
result of this is a large amount of information, which is transmitted
by the telecommunication systems. With an open data also increase
amounts of confidential information, requirements for protection
of which considerably amplified. Such tendency is observed in
Ukraine, especially with the introduction of the personal data
protection law. If at the beginning of the computer systems
development means for protection of the files, which are
transmitted by the network, were used, then today on foreground
is protection of information in real time.

Atthe same time, in Ukraine smart cards are rapidly introduced
into the daily life. Now the introduction of electronic passports,
medical cards, student tickets and classification books is discussed.
The number of different mobile devices is rapidly increasing. Most
of these gadgets have limited computing resources, but they also
need to protect data transmitted open communication channels.
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In any protection system, such as authentication, PIN-
code verification and so on, generators of pseudorandom
sequences are used. Limitedness of computing resources
requires the development of simple generating systems,
which would easily compute in parallel. Speed parameters
of protection systems and their optimization for specialized
real time tasks become crucial. The best for these goals
cellular automaton fit.

The main purpose of this paper is the development of
the binary key stream generators based on cellular automata,
investigation its statistical characteristics and linear
complexity.

1 PROBLEM STATEMENT

Let us call the one-dimensional cellular automaton the
array C[i], where i=[0, n—1], each element of which are logical
zero or one. The automaton state at each time determined
by the all its elements states. Automaton transition in a next
state is determined by so-called transition rules, which are
determined by the elements (cells) interaction with other
cells that are at some distance from the selected cell.
Elementary interaction rules, defined in [1], set the cell
interaction with nearest neighbors.

For example, the famous rule «30» may be written as a
Boolean function:

Clil=Cli-1]® (C[i+1]v C[i];
or as an arithmetic function:
C'[i] = (C[i~1] + C[i] + C[i+1] + C[i~1]C[i+1]) mod 2.

To avoid the first and last cell’s problem automaton is
«rolled» in the torus.

Another transition rules are produced similarly. We’ve
used the «86y», «135», «149» rules (see Table 1). There are
256 elementary transition rules, as it shown in [1].

Researchers can also design your own transition rules
that take into account the interaction with randomly or

pseudo-selected cells, or with no-neighboring cells. This
makes the CA modifications and their use almost unlimited.

2 REVIEW OF THE LITERATURE

The first conclusions about the usage of CA for
pseudorandom binary sequences generation in
cryptographic purposes are found in the Stephen Wolfram
work [1]. Soon investigations aimed at proving of the
feasibility of specific applications realization appear [2—6].
In the past ten years there have been publications that
describe specific generation or encryption algorithms based
on the cellular automata. Among these works are articles of
S. K. Rososhek et al [7] and Jegadish Kumar K. J. [8] which
describes the symmetric encryption systems based on two-
dimensional CA. B. M. Suhinin article [9] is about developed
hardware implementation on PLD of a high-speed
pseudorandom binary sequences generator on the basis of

CA. Norziana Jamil article [10] is devoted to the development
and researching of hash function, which uses elementary
CA rules for mixing bits of a message.

However, despite of the use of the elementary rules of CA
cell interactions in the cryptographic purposes, their statistical
properties are insufficiently studied. For example, there is no
rigorous justification for the certain rules using, the possibility
of their combinations using, compatibility, linear complexity,
and other characteristics that may influence on the
effectiveness of one-dimensional CA application.

Elementary rules of CA interaction were identified and
classified by Stephen Wolfram in [11]. Totally 256 rules of
the cell interaction, divided into several classes are allocated.
Each class is formed of the, so-called, statistically equivalent
rules, i.e. those that can be derived from each other using
simple logical change — conjunctive, reflexive and
conjunctive-reflexive. Also in [1] mentions that the rule «30»
by its statistical characteristics can produce qualitative
generator of pseudorandom binary sequences. Therefore,
for research were selected all rules belonging to one class
with the rule «30» («86», «135», «149») and a few others for
comparison [12].

Conducted researches prove that all rules which are in a
same class with the rule «30» have such statistical properties
[8], which allow use them in different modifications for
developing of the cryptoresistant pseudorandom binary
sequences generator. As modifications, various options of
array outputting, the initial generator state effect and etc.
were investigated [13].

3 MATERIALS AND METHODS

The next question that should be explained — how these
characteristics can be improved by using combinations of
cell interaction rules. In [14—15] it is shown that the best
results show a combination of rules that belong to the same
class, and combined rules must also have good statistical
properties. So we have to use a combination of rules «30»,
«86%», «135%», «149%.

The sequences bits were combined in the following way.
We use four cellular automata that implement these intercellular
rules. Each CA output bits was selected by the formula:

(logy n)-1 i
W:(i+3+ ZCH_3+k2 )modn
k=0
The output bits was combined each other in various
ways, but the best statistical characteristics was

demonstrated by generator, which sequence was formed by
the rule:

Cout[W]=(C3p[w] ® Cgg[w] © 1) ® (C30[w] ©
D C35[w]D1) © (C30[w] D Cig9[w] @ 1). (1)

Table 1 — Elementary transition rules in the cellular automata

No Rules Boolean form Arithmetic form

1 «30» C'i]=C[i-1]® (C[i +1]v C[i] C'lil = (C[i~1] + C[i] + C[i+1] + C[i-1] C[i+1]) mod 2
2 «86» C'{]1=Cli-1]v (Cli +11® C[i]) C'li1=(Cli-11+C[i]+C[i~1]C[i]+C[i+1]) mod 2

3 «135» C'i]=1v C[i-1]® (C[i]v C[i +1] CTi)]=(1+C[i-1]+C[{]C[i+1]) mod 2

4 «149» C'li]=Cli-1]v (C[i1® Cl[i+1]v1 C'Ti1=(1+C[i-1]C[i]+C[i+1]) mod 2

59



[IPOTPECHBHI IHOOPMALIMHI TEXHOJIOI'TE

Another way to study the suitability of CA to generate

high-quality pseudorandom key sequences was designing
of intercellular interaction alternative rules.

We can propose the following rule. CA contains cells
with logical «1» and «0». We use the address array A[i] to
select the interacting cells. This array contains decimal
numbers (cell’s addresses) from 1 to n, pseudo-random filled
and duplicated in the buffer array B[i]. Cells interact by the
simple rule on the base of XOR. Interacted cells are selected
as follows:

C'u1i1= Caa) © C iy @ Cypiys )
(log, n)-1
a=(@+1+ 3 Cip2e" Fymodn. G
k=0

First of all, it’s necessary to select the target cell address.
This cell will contain the interaction result. Its address is
determined by the address array A[i]. Then we may determine
the address of first interaction cell A[i+1]. The address of a
second interacting cell A[a] is calculated by (3). Here we use
the CA cells. The interaction result is recorded to the CA cell
and outputted as a next key bit. After the interaction act the
i-th and a-th elements of the buffer array are swapped:

B[i ] < B [a] . If the array index i is reached its end, the address
array A[i] is swapped with the buffer array B[i]:

n n
> Alile 3 Bl
i=1 i=1

These steps continue as long as necessary for
encryption or investigation of the statistical and other
generator’s characteristics. We have investigated the
statistical characteristics and the linear complexity of the
obtained key sequences. In the last case we’ve used the
Berlekamp-Massey algorithm [16].

In all cases we have a binary stream, which have been
used as key stream in G. Vernam cipher (one-time pad).

4 EXPERIMENTS

Computer programs that implement the proposed
generators and encryption systems have been developed.
In all cases, we’ve used cellular automata length of 256 bits.

Statistical investigations of the obtained sequences were
performed by the NIST STS technique, which is usual for
pseudorandom generators testing [17].

According to this technique it was generated the binary
sequences with the length of 108 bits each. The sequences
were fed to the input of NIST STS v.1.8 as a text file. Statistical
suite divided these sequences at the 100 equal parts of 10°
bits each, making it possible to explore the 100 sequences.

These sequences have been tested by 16-th different
groups of tests: frequency and block-frequency tests;
cumulative-sums test; runs and longest-run tests; binary
matrix rank test; digital Fourier transform; nonperiodic- and
overlapping-templates tests; universal test; random-
excursions tests; serial test; Lempel-Ziv test; linear-
complexity test.

Because of these tests are running with different
parameters, we’ve obtained the vector with 189 values.
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Details of the method are described in [11], but we can
assume that the whole key sequence have passed the
statistical test only if at least 96 of the 100 investigated
parts have passed the test.

NIST STS returns the sequence statistical portrait in the
text file «FinalAnalysisReport», and than we have built the
resulting histograms are shown below.

Additionally we performed linear-complexity tests by the
Berlekamp-Massey algorithm for the 256-, 2560- and 25600-bits
key sequences. In all cases, we have generated
10 sequences and calculated linear complexity for each of them.

S RESULTS

Statistical testing results are shown in the fig. 1-2.

The results of linear-complexity investigations are shown
in fig. 3. We’ve studied the various elementary rules for
cellular automaton length of 256 bits.
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Figure 1 — Statistical portrait of the generator on the base of rule (1)
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Figure 2 — Statistical portrait of the generator on the base of rule (2)
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As a final result of our research, we have developed
software for secure data exchange. The software allows you
to share encrypted audio information in real time and
provides secure text messages (chat) and file exchange. We
have used the G. Vernam cipher on the base of developed
key sequence generators.

The results of the statistical tests of the input text and
encrypted file are shown in fig. 4-5.
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Figure 4 — Statistical portrait of the input text file
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Figure 5 — Statistical portrait of the text file encrypted by stream
cipher

6 DISCUSSION

One can see from fig. 1-2, the developed generators
have successfully passed all of the statistical NIST tests. In
the first case, almost all tests passed with the value >0.97
and only two of them are below this mark.

In the second case (see fig. 2) only five tests are passed
with the value 0.96 and rest of them — with the value 0.97 or
higher.

These results indicate the high statistical characteristics
of the developed generators.

The high statistical characteristics are confirmed by large
values of linear complexity. As one can see from fig. 3, the
linear complexity values are located near the half of CA
length: ~128 for 256-bit CA; ~ 1280 and 12800 — for 2560 —
and 25600-bit CA respectively. It is known (see [18]) that the
high linear complexity values are traditional for binary
pseudorandom generators, which was demonstrated in our
paper. Moreover, the NIST STS also has a linear-complexity
test, and all our generators have passed it with the value
not less than 0.98. High linear complexity values was shown
by those generators, which not demonstrated the
satisfactory statistical characteristics, such as rules «22»,
«54», «13», «150%», «158». Perhaps in the future one can use
these rules in the hash function or block ciphers
construction as an additional diffusion or confusion element.

The statistical portraits of the input text and encrypted
by stream cipher file are shown in fig. 4-5. It was necessary
to perform such investigations in order to assess the quality
of encryption subsystem in the actual operating conditions.
Fig. 4 shows that the input file (Microsoft Word document)
passed only three from 189 NIST STS tests. The encrypted
file passed all 189 tests (see fig. 5). This fact confirms the
results of statistical investigation of the generator on the
base of (2), which was used in this software.

The aim of this development was to show the potential
of the developed generator applying in the stream data
exchange systems. This software gives an opportunity of
the real time data exchanging for the network users. It can
provide secure voice communication or protected text
messages transmission (chat) or other files exchange. The
software architecture is client-server and can be used in
peer-to-peer networks [19].

When two subscribers open the connection generation
and synchronization of encryption key using Diffie-Hellman-
Merkle algorithm is implemented. The received general key
is used for stream encryption based on cellular automata
system initialization, or for symmetric cryptosystem based
on Blowfish encryption algorithm session key creation.

CONCLUSION

Summarizing the conducted researches, we can make
the following conclusions.

1. For the first time the systematic researches of the
statistical characteristics of the pseudorandom binary
sequences generators on the basis of elementary CA were
conducted. The possibility of modified cell interaction rules
application for pseudorandom sequences generating is
shown.

2. It was shown that one of the effective ways to increase
such generators cryptoresistance is a combination of
different cell interaction rules.

3. For the first time the simple interaction rule on the
base of XOR was proposed. This rule allows generating
binary sequences with good statistical characteristics.

4. Secure voice, text and file exchanging software based
on the developed generator was created. This software
allows perform protection of audio stream in real time, which
indicates on their high speed characteristics.
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PABPABOTKA U UCCJIEJOBAHUE 'EHEPATOPOB K/JIFOYEBOI'O ITIOTOKA HA OCHOBE KJIETOUHbIX ABTOMATOB

B paGote mpencTaBieHbl pe3yabTaThl pa3pabOTKU M MCCIEIOBAHHS CTATHCTHYECKUX XapaKTEPHCTHK TeHEPaTopoB OMHAPHOTO KIIIOYEBOTO
IIOTOKAa HAa OCHOBE KJIETOYHBIX aBTOMATOB. Pa3zpaboTaHHBIE TeHEpaTOPBI MCMOIB3YIOT JIEMEHTapHbIE MPaBUIa MEKKIETOYHOTO B3aUMOJIEH-
ctBusL, «30%», «86», «135» n «149», kak HanOoIee O0LMAIOIINE CO CTATUCTUIECKOI TOUKM 3peHus. MoauduKanuy mpaBuil 3aKIII0YAINCh KaK B
KOMOMHUPOBAaHUU CaAMHX MPABHJI B3aMMOJIEIHCTBUSA, TaK U OMTOB MacCHBOB Iepe]] BEIBOJOM ouepemaHoro 6ura. PazpaboraHo coOcTBeHHOE
TIPABUIIO MEKKIIETOYHOTO B3aUMOIECHCTBHS Ha OCHOBE CJIOXKEHUS IT0 MOIYJIIO 1Ba. MccneoBaHusI CTATUCTUIECKUX XapaKTEPUCTHK BHITTOIHSUTICH
¢ nomomeio nakera NIST STS v1.8. Bce pazpaboranHble TeHEpaTOPH MPOIEMOHCTPUPOBAIN XOPOIINE CTaTUCTUYECKHE CBOHCTBA, KOTOPHIE
MIOATBEPKAAIOT UX YIOBJIECTBOPHUTEIBHYIO KPHUIITOCTORKOCTD. VcenenoBana Takoke IMHEHHAs! CIIOKHOCTD pa3pab0TaHHBIX TEHEPATOPOB C UCTIONb-
3oBaHHeM anroputMa bepnekemma-Meccu. [lomydeHbl BRICOKHE 3HAYECHUS TMHEIHOM CIIOKHOCTH (OKOJIO MOJIOBUHBI [UTMHBI KIIETOYHOTO aBTOMA-
Ta), YTO CYUTAETCS TPAAULMOHHBIM JJIsI TAKOTO ponia cucteM. Ha OCHOBe HcClleIOBaHHBIX TEHEPAaTOPOB pa3paboTaHa CHCTEMa 3alIHIICHHOTO
oOMeHa ayauo-, TEKCTOBOW M (ailyioBoi WH(pOpPMaIUel B pealbHOM BPEMEHH, YTO CBUAETEIBCTBYET O BBICOKOM OBICTPOINEWCTBHH CHCTEMBI
3amuThl. CTaTHCTHYECKHE TECTHI IOKA3bIBAIOT, YTO CHCTEMa ynoBieTBopsieT BceM TpedoBanmsiMm NIST STS.

KiroueBble €10Ba: MOTOKOBBIN mH(p, TeHepaTop OWHAPHOTO KIIIOYEBOTO ITOTOKA, KIETOUYHBIH aBTOMAT, CTaTHCTHYECKHE XapaKTepPUCTH-
KM, CHCTEMa 3alUIIEHHOr0 OOMEHA JJaHHBIMH.
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'Kana. ¢i3.-MaT. HayK, DOLEHT, JOLEHT KadenapH MporpaMHOro 3abe3nedeHHst KoMIl IoTepHuX cucreM YepHiBenbkoro HanionambHoro
yHiBepcurery imMeHi IOpis @enpkoBuua, YepHisui, Ykpaina

’Kana. ¢i3.-MaT. HayK, IOLCHT, JOLEHT KadeApH IPOrpaMHOro 3a0e3Ie4eHHs KOMII I0TepHuX cucreM YepHiBenbkoro HarioHanbHOro
yHniBepcurery imMeHi IOpis @enpkoBuua, YepHisui, Ykpaina

3AcHCTeHT Kadenpy IporpaMHOro 3abe3IedeHHs KoMII IoTepHuxX cucrteM YepHiBenskoro HanionansHoro yHiBepcutery iMeHi I0pis denp-
koBM4a, YepHiBLi, YkpaiHa

‘II-p diz.-mar. Hayk, nmpodecop, 3aBinyBay Kadenpu nporpaMHoro 3abe3neueHHs KOMII'I0TepHuX cucreM UepHiBenbkoro HanionanbHoro
yHiBepcurery imMeHi FOpis @enpkoBuua, YepHisui, Ykpaina

PO3POBKA TA JOCIIAXKEHHS T'EHEPATOPIB BIHAPHOI'O K/JIIOYOBOI'O MOTOKY HA OCHOBI KJIITUHHHUX
ABTOMATIB

B po6ori nomano pe3ynpTaTé po3poOKU Ta JOCITIIKEHHs CTATUCTMYHUX XapaKTEPHUCTUK IeHepaTopiB OIHAPHOro KIIOUOBOrO IOTOKY Ha
OCHOBI KJIITUHHHUX aBTOMaTiB. Po3po0iieHi reHepaTopy BUKOPHCTOBYIOTh €1€MEHTapHI NpaBUiIa MDKKIITHHHOI B3aeMofii, «30», «86», «135» u
«149», six HalOLIbII NePCIIeKTUBHI 31 CTATUCTUYHOI TOUKH 30pYy. Monudikanii npaBui 3BOAMIHCS K 10 KOMOIHYBaHHs BJIACHE IIPAaBUII B3a€MOII,
Tax i OiTiB MacUBY Iepei BUBOJIOM 4eproBoro 0ita. Po3pobiieHo BiracHe MpaBMIIO MDKKJIITHHHOI B3a€EMOJIIi Ha OCHOBI T0JJaBaHHS 32 MOJIYJIEM JIBa.
JlocniKeHHST CTaTUCTHYHHUX XapaKTEPUCTUK BUKOHYBajocs 3a goromoroto nakera NIST STS v1.8. Yci po3pobieHi reHeparopu poieMOHCT-
pYBaJM XOPOLi CTATUCTUYHI BJACTHBOCTI, 110 MIATBEPIXKYE X 3aJ0BUIbHY KpUITOCTIHKICTb. JIOCHIIKEHO TaKOXK JiHIHY CKIaAHICTh 3 BUKOPHU-
craHHsAM anroputMy bepnekemna-Mecci Ta oTpUMaHO BHCOKI 1 3HaueHHs! (IIPUOIM3HO MOJOBHHY NOBXUHM KIITMHHOrO aBTOMATa), IO BBa-
HKAETHCS TPAAULIHHUM 171 Takoro pony cucteM. Ha 6a3i JociimkeHuXx reHepaTopiB po3poOlIeHO CHCTEMY 3aXHUILEHOro 0OMiHY aylio-, TEKCTO-
Bolo Ta (haiinoBoro iHpopMalli€l0 B peasbHOMY 4aci, 1110 CBIIUUTH IIPO BUCOKY IIBHKOLII0 CUCTEMH 3aXHUCTy. Pe3ynbraTn CTaTUCTHYHUX TECTIB
JIEMOHCTPYIOTb, IO cucTeMa 3a/10BoibHs€e yci Bumoru NIST STS.

KuouoBi ciioBa: noroxkoBuil mugp, reueparop 0iHaApHOTO KIIOUOBOTO MOTOKY, KIITMHHUM aBTOMAT, CTATUCTHYHI XapaKTEPUCTHKHU, CHC-

TeMa 3aXHIIEHOr0 OOMiHY JaHUMHU.
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