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AHOTANIA

AKTYyaJabHicTb. Po3risiHyTO 3ama4y ineHTH(IKAI] cTaHy KOMI ' I0TepHOI cucteMu. O0’€KTOM JOCIHTIIKEHHS € MPOoIeC iAeHTUdi-
KaIlii cTaHy KOMIT IoTepHOI cucTeMu. [IpeaMeToM TociimKeHHs € MeTOAHU Ta 3aco0u ineHTH(iKanii cTaHy KOMII I0TePHOI CHCTEMHU.

Meta. Metoro po6oTu € po3podka MeToy ineHTH(dikamii cTaHy KOMII IOTEPHOI CHCTEMH.

Meton. Po3pobneno merox inentudikalii craHy KOMIT IOTEpHOI CHCTEMH Ha OCHOBI KOMIUIEKCHOTO BUKOPUCTAHHS IPOLEIYPH
IpyIyBaHHS HEPO3MiUC€HHX BUXIJHHMX JAQHUX Ta TEXHOJIOTil MAalIMHHOTO HaBYaHHS Ha OCHOBI anroputMy «Isolation Forest», sxmit
HaJa€ MOXJIMBICTD ileHTH(]IKyBaTH CTaH KOMIT IOTEPHOI CUCTEMH 1 BHIUTUTH Ha3BY MpPOLECY, SIKMH CHPUYMHUB aHOMAaIbHHUN CTaH.
Jli1s 11bOTO 3aIPONIOHOBAHO MPOLEAYPY Ta PO3POOIICHO POrPaMHUI JOJATOK JUIs 300pY CTATUCTUYHUX JIAHUX y BUIVIAII oA (yH-
KIIOHYBaHHS ONEPaLiifHOT CUCTEMH Ta BUKOHAHO iX aHaii3. OTpUMaHO, II0 HAHOUIEII iHGOPMATUBHIMH € OTepalii YNTAHHS Ta 3a-
mucy. s hopMyBaHHS €IMHOTO JaTaceTy, Onepalii YUTaHHA Ta 3alUCy 31CTaBICHO 3 HA3BOIO MPOIIECY Ta 00’ €IHAHO B OAWH MacuB
IpyH HOAIH, IO HaJajl JO3BOJISIE BUIUIMTH IIPOIIEC, SIKUI CIPUYNHIE aHOMAJIBHHI CTaH KOMIT IOTEPHOI CHCTEMU. 3a pe3ysIbTaTaMi
JOCIIJDKEHHS, ¥ SIKOCTi CKJIQIOBOI METOXMy ifeHTH}iIKallil cTaHy KOMII'IOTEpPHOI CHCTEMH BHUKOPHUCTAHO aHCAMOJEBHH aJrOPHTM
«Isolation Foresty. [IpoBeieHO OIIHKY TOYHOCTI Ta OMEPATHBHOCTI PO3POOJICHOTO METOAY iMCHTH(]IKAIT CTaHy KOMIT FOTEPHOI CHC-
TEMH .

Pe3yabTaTn. Po3pobnenuii MeTon peaizoBaHuil IPOrpaMHo 1 ZOCIIKeHNUIT i 4ac po3B’si3aHHs 3a4a4i ineHTudikamii anoma-
7t pyHKUIOHYBaHHS KOMIT FOTEPHOI CHCTEMH.

BucHoBku. ITpoBe/ieHi eKCIIEpUMEHTH HiATBEPIAIN MIPALE3/IaTHICTh 3alIPONOHOBAHOIO METOAY, L0 HaJla€ MOXKIIUBICTD PEKOMe-
HIYBaTH HOTO JUIS MPAKTUYHOTO BUKOPUCTAHHS 3 METOIO IiBHUIICHHS OMEPAaTHBHOCTI iNeHTH]IKALIi cTaHy KOMIT IOTEPHOI CHCTEMHU
Ta BUKOPHUCTAHHS HOTO y SKOCTI eKkcipec-MeTony. [IepcrieKTHBY MofanbIINX JOCTIPKEHb MOXKYTh HOJSATaTH B PO3poOI aHCaMOITIo
HEUITKHX JIepeB pillleHb Ha OCHOBI 3aIIPOIIOHOBAHOTO METOy, ONITHMI3allil HOro MporpaMHHX peai3arii.

KJFOYOBI CJIOBA: komm’toTepHa cHCTeMa, MOi1 onepamniifHoi CHCTeMH, aHOMaJbHUN CTaH, iMeHTUdIKallis, MAllTHHHE Ha-
BYaHHS, aroput™ «Isolation Forest».

ABBPEBIATYPU
KC — xomrr’toTepHa cuctema;
OC — omepaniiiHa cuctema;
NB — meron Baiteca (Naive Bayes);
KNN — meron k maitobmmkunx cyciniB (k Nearest

K — cratuctmyHe sIpo, CHMETpUYHA, aje He
000B’SI3KOBO [OJaTHA (YHKIIS 3 IHTETpajoM pPiBHUM
OJIMHMII;

h — mapameTp 3riamKyBaHHs, i > 0;

X — BUXigHI JTaHI y BUIJILII HEPO3MIUEHOTO MAaCHBY

Neighbors);

DT — meron nepes pimens (Decision Trees);

SVM — meton onopaux BekTopiB (Support Vector
Machine);

RF — meron BumagkoBoro Jicy (Random Forest);

IF — meron i3omorouoro Jicy (Isolation Forest);

J48 — anropurm C4.5, peanizoBaHuil Ha MOBI Iporpa-
MYBaHHS Java;

iTree — i30JI0104E IEPEBO YXBAIECHHS PIllICHb.

HOMEHKJIATYPA

X — Buxigni nani (moxii OC);

Xjj — 06’ext moxmii OC i3 HaOOpy BUXIMHHUX TAHUX;

m— KUTBKiCTh TIOKAa3HUKIB 00’ €KTY;

k — KINBKICTD KJIaciB;

C — MHOXHHA KJIaCiB;

f— anroput™ kinacudikaiiii 3 00JacTiO BU3SHAYCHHS X
Ta obnacto 3HaYeHHs C;

AS — noka3Huk aHoManbHOCTI (Anomaly Score).
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rpyI MoJii;

AN

JSp(x)— dyHKIIA IMUIBHOCTI PO3MOJUTY IMOBIPHOCTI
BHIIAIKOBOT BEJTMUMHH;

H(i) — rapMOHIYHE YHUCIIO;

vy =0,5772156649 (xoncranra Eiinepa);

h(x) — TTOWHA KA, IO MICTUTH Ie CIIOCTEPEIKCHHS,
IO CKBIBAJCHTHO KUIBKOCTI PO3MICIUICHb, HEOOXITHUX
TS 130JIALIT Ii€1 TOUKH;

E(h(x)) — cepemne 3nadueHHs A(x) 3 HaObopy Isolation
Tree;

c(n) — cepemHe 3HaYCHHS /i(X) N-CIIOCTEPEIKEHB.

BCTVYII

[Ipu BupimeHH] 3aBIaHb, OB’ A3aHUX 3 T1aTHOCTHKOIO
Ta 3aXMCTOM KOMII'IOTEPHUX IH(QOpMaliHHUX pecypciB,
IEHTPAJILHOIO € 3a/1a4a OICPATHBHOTO BUSBJICHHS aHOMa-
JIbHOT MOBEIHKA KOMIT FOTEPHOI CHCTEMH B YMOBaX 30B-
HIIIHIX BILIUBIB.

[IpoBeneHi  MOCHIMKCHHS  ICHYFOUMX  KOMIT FOTE-
PU30BaHUX CHCTEM iICHTH(]IKAIi CTaHIB O3BOJIIN BHU-
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SIBUTH Psii OOMEXEeHb 1X BHUKOpUCTaHHS. Tak IpH IOsBi
aHOMaJIiii, TopokeHux BropraeHHsMU B KC 3 HeBcTaHO-
BICHMMH a00 HEYIiTKO BH3HAYCHUMH BIACTUBOCTSAMH,
Cy4acHI METOM He 3aBXK/H 3aIUIIAITHCS ePEKTHBHUMH 1
BHUMaraloTh TPUBAJIMX YaCOBHX Ta IIPOrpaMHO-alapaTHUX
pecypciB ais iX BIAMOBIAHOT afanTarllii, 0 MPU3BOJUTH
JI0 3HIKEHHSI TIOKa3HHUKIB ONEPAaTHBHOCTI ineHTU(iKamii
crany KC.

Ha crorozmHi KoMI’1oTepHa cucTeMa XapaKkTepU3yeTh-
Csl BEJIUKMM 00CSTOM INOKa3HUKIB 1i GpyHKuionyBanHs. Lle
MIPU3BOJUTH JI0 HAssBHOCTI TPYAHOIIIB 3 a/IeKBaTHOTO BiJl-
Oopy moka3HuKiB ans ineHtudikamii crany KC B ymoBax
30BHIMIHIX BIUTUBIB 1 PO3POOKH KPHUTEPi0 OIIHKH, IO
BiZIOBifTa€ 0OpaHNUM TTOKA3HUKAM.

O0’exTOoM JOCHiTKeHHS € Tporec ineHTUdiKaril
CTaHy KOMIT FOTEPHOI CHCTEMH.

IIpenMeToM A0CTiIzKEHHA € METOIM Ta 3acOo0M i1eH-
tudikauii crany KC.

Icuye 6e3niu MeroniB izeHTH(iKaLil, SKi BUKOPUCTO-
BYIOTb Pi3HUI MaTeMaTH4HUH anapar i pi3Hi MiaxXoau mpu
peanizanii [1-3]. OxHUM 13 HaHOLIBII TOIIMPEHUX METO-
JB aHaNI3y BEIMKUX oOcsriB maHux (data mining) € me-
TOIM MammHHOTO HapuaHHs (machine learning). OmgHaxk,
e(EeKTUBHICTh IIMX METOJIB 3aJCKHUTH BiJl KOHKPETHOL
PO3B’I3yBaHOI 3a/1a4i.

Merto10 podoTH po3poOka MeToay imeHTudiKkarii cra-
Hy KOMII ' FOTEPHOI CHCTEMH.

1 IOCTAHOBKA 3AJIAUI
Bynemo BBaXaTH, 10 (bYHKIIOHYBaHHS
KOMIT FOTEPHOI CHCTEMH € CYKYITHICTIO MOJiil omepariii-
HOI cucTeMu. BUKOHATH aHaIi3 MOii omepariiiHoi cuc-
TeMH Ta c(hOpMyBaTH BUXIJHI JaHi X y BUIIISAI HEPO3Mi-
YEHOT0 MacuBY TPYH IOJiH, 3iCTaBICHUX 3 HA3BOIO IPO-
1ecy, To0To KoXeH 00’€KT x; € X 3aJaTH y BUITIAAL Je-

axoro Bekropy C ={c;,¢;2,...,Cj;y . TOHl MOCTaHOBKA
3aBJaHHs iJeHTH(]IKALIl cTaHy KOMII IOTEPHOI CHUCTEMH
BU3HAYAETHCA HaCTYITHUM YHHOM. Hexaii
C={c,cy,...,C;} — KiHIIeBa MHOXXHMHA KiaciB. IcHye He-
Bizome BinoOpaxkeHHs fi X — C, mpu4oMy HOTO 3HauYeH-
HS BiJOMi TUTbKM Ha €JIEMEHTaX KiHIIEBOI CYKYITHOCTI
T ={(x1,¢1)se,(x,,,¢c ) c X xC . IloTpibHO mMOOYIyBaTH
anroput™ f: X — C, 3paTHUN KIacU(iKyBaTH IOBLIb-
nuii cran KC x, € X . [l uporo, 11 KOXKHOTO €leMeH-
Ty KiHIIEBOT CYKYITHOCTi (X, c,) BU3HAYHUTH KPUTEPIH Ki1a-
cudikamii y Burmsaai ¢ysakuii 4S. BusHauntn nopir OiHa-
puzarii. [lopir GiHapu3arii 3a1a€Tbes SKIIO BigoMa IMIpH-
Onmm3HA YacTKa aHOMAIii B MaHWUX (IUTA BOTO BUOHUPAETH-
Cs1 BIJTOBIAHUI KBaHTHIIb) 200 PO3PaXOBYETHCS 32 YMOBH
mo0 jaucrepcis MK KiacaMu Oyja MiHIMabHOLO,
D — min.

BukopucroByroun 3HaueHHsT QYHKIIT AS Ta 3HAYSHHS
MOpOTY, JAETEKTyBaTH HasBHICTh aHOMAIid: B 3aJaHid
MHOXWHI X IUId KOXXHOTO €JIEMEHTa X, € X BHUmatu 0,

SKIIO Ted 00’€KT BIAHOCHTHCSA IO KIAcy HOPMAaJbHIX
JaHuX, 1 1, AKIo 1ei 00’€KT € aHOMaJTbHUM. 3a HasiBHOC-
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Ti aHOMAJBHOTO CTaHy, BU3HAYWTH IIPOIEC, IO HOTO
CIPUYUHHB.

2 OrJiAd JITEPATYPU

@yuknionyBanHs KC xapakTepu3yeThesi BEUKOKO Ki-
JbKICTIO MporeciB. Jig aHanmizy 1MX AaHUX 11X Kiaacudi-
Kallil BUKOPHCTOBYIOTHCSI CKJIaJHI MaTeMaTH4HI alrOpH-
TMH, 10 0a3yloThCSd Ha MAaIIMHHUX METOJlaX HaBYaHHS.
Haii6inp1 nomysisipHi adropuTMH MAIIMHHOTO HaBYAHHS
HaBezeHO B [4,5]. Tak, npuKkiIaqoM iMOBIpHICHOTO METOLY
knacudikamii € meron Baiteca [6]. [lepeBaroto MeTomdy €:
BHCOKA MIBHIKICTH pOOOTH, JIETKA IHTEPIIPETaIlisl pe3yiib-
TaTiB pOOOTH ANTOPUTMY, IPOCTA Peai3alis alTOPUTMY Y
BUTIIAAI Tiporpamu. He3Bakaroun Ha HaBEICHI IEpeBart,
MeToz baiieca Mae He HOCTAaTHIO TOYHICTH Kiacubikari i
HE3JaTHUI BPaxOBYBAaTH 3aJIEKHICTh Pe3yJIbTaTy KIacH-
(ikarii Bij| o€ HAHHS O3HAK.

Meton k HaWOMMXKYMX CYCiTiB BiJTHOCHTBCS IO MET-
PUYHHX METOJIB 1 BBAKAETHCS HAMITPOCTIIMM Kiacui-
kaTopoM [4, 7]. IlepeBaroro maHOTO METOXy € MPOCTa pe-
aizamis, HasBHICTh TapHOI TEOPETHUYHOI 0a3W, aJamnTailis
i1 noTpiOHe 3aBIaHHs BUOOpPOM MeTpHKH abo supa. [lo
HEJIONIKIB BIJHOCSTHCSA: HEINOCTATHS MPOAYKTHUBHICTH B
peanpHIX 3aBJAHHAX, TaK K YUCIO CYCiliB, SIKi BHKOPHC-
TOBYIOTBCS IS Kiacudikarii, Oyae TOCHTh BEITUKUM;
TPYAHOIII B HAOOpI BIAMOBIAHUX Bar 1 BU3HAYCHHSM, SIKI
03HaKK HEeOoOXiIHi AJsl Kiacudikarii; 3aJIe)HICTh Bi 00-
paHoT METPHKH BiICTaHI MiX 00’ €KTaMu.

OmHUM 13 HaWKpaIuX METOIIB Kiach]ikallii € MeTo.
omnopHux BekTopiB [8]. Hemoniku mMeTomy OMOpHUX BEK-
TOPIB MOJISATAIOTh B HACTYITHOMY: HEMOXJIMBICTh KaJiOpy-
BaHHS KWMOBIPHOCTI IOMAJaHHS B IEBHUHA KJac, IiIXo-
JIITh TUTBKM JUIS BUPIMICHHS 3aBJaHb 3 2 Kiacamu, mapa-
METPH MOZENI CKIIJHO IHTEPIPETYBATH.

HeiiporHi Mepexi Tak0k aKTUBHO BUKOPHUCTOBYIOTHCS
y 3B’SI3Ky 3 IMOSIBOIO BEIIMKHUX OOCATIB JAaHWX 1 BENHKHUX
obuncmoBanbEUX MoxkmmBocteil [9]. Ix edextuBHicTh
JOCHTh BHCOKA, TOMY ILIO BOHH I'€HEPYIOTh (haKTH4HO
BEJIMKE YHCIIO PerpeciiHux Mopesel (sSKi BUKOPHCTOBY-
I0ThCS B pIllIeHHI 3aja4 Kiacudikaiii CTaTUCTUYHUMHU
Mmeronamu). OpHak, Oyab-sKMil METOJ, 3aCHOBaHUH Ha
HEWpPOHHMX MepeXkax, HIKOJIM He JacTh KiacugikaTop
MOTPiOHOT SAKOCTI, SIKIIO HaOip HaBYAIBHOI BHOIpKH HE
Oyze IOCTaTHHO MOBHUM JISL TOTO 3aBIAaHHS, 3 SIKOIO JI0-
BE/IEThCS IPALIOBATH B CUCTEMI.

MeTton nepeB pillleHb BiZHOCHTHCS O JIOTIYHUX Me-
toniB knacudikamii [10]. ['onoBHOIO IEpeBaror METOay €
BHCOKA TPOIYKTHBHICTh HABUAHHS 1 IPOTHO3YBaHHS, TakKi
JilepeBa pillleHb MOXHa JIETKO Bi3yani3yBaTH i iHTeprpe-
TyBaTH. HemoiikoM Merony € BiIHOCHO HEBHCOKA TOY-
HICTh MPOTHO3IB, TaK SK MOOymOBa Kiacu(}ikatopy iCTOT-
HO 3aJie)XaTh BiJ BXigHHMX mapamertpiB [11]; ctpykrypu
JIaHUX, TPUPOH iX BUHUKHEHHS [12]. 3a yMOBH BiICyT-
HOCTI PO3MITKHM JaHHX, Ma€ Micue npoOyiemMa MpoBeIeHHS
BiZI0OOpY MoJienel Ta mepeBipKH SIKOCTI iX poboTH (3a 10-
ITOMOTOI0 KpoccBaliiarii abo TecTyBaHHS Ha BiIKJIaICHIN
BuOipi [13]. st mojomaHHs BUIICHABEACHUX HEIOIIKIB
po3po0IeHO METOH, 3aCHOBaHI HA BUKOPHCTaHHI aHCAM-
OB 3 NEeKiTbKOX Kiach(ikaTopiB (COTEHb i HABITH TH-
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cst). AHCaMOITi TIOKPAITYIOTh SIKICTh, 3HIDKYIOTH 3aJIeK-
HICTh MOJEJIEN BIJ JOCIIHKEHUX MaHWX Ta BXIJTHUX I1a-
paMeTpiB, MHiABUILYIOYM CTaOLIBHICTh pe3yNbTariB. 3a
SIKICTIO OJICP)KYyBaHHX IMPOTHO3IB, aHCaMOJIi 3 JEKIIbKOX
MOJIeJIeii 4acTo MepeBepIyoTh iHIIi MeToau [14—19].

CkJ1aJoBUMH aHCaMOJIEBHX aJITOPUTMIB MOXKYTb OyTH
knacudikaropu 3 yuutenem ta 0e3 yumtens. Kimacudika-
TOpU 0€3 y4uTeNs € OUIbII ONEePATUBHUMH, OCKITBKH HE
NOTpeOyIOTh HaBYaHHS. Taki METOmM He MOTPeOYIOTh
PO3MIYCHUX NaHMX i HAMAararTbCs CAMOCTIHHO 3HAWTH
rabJIoHN 0E3MOCepPeHbO 3 BUXITHUX JaHuX. [Ipu upomy
B OULTBIIOCTI MPaKTHYHHX JONATKIB PO3MITKAa HOPMAaTbHHUX
Ta aHOMAJFHUX KJIACiB JaHWX BIJICYTHS, yV 3B’S3KYy 3 YUM
mpobiieMa BUSBJICHHS aHOMATIM PO3TISAAETHCS 5K 3a-
BIaHHs HaBuyaHHs Oe3 yuurens [15, 16]. Bukopucranus
JiepeB pillieHb Yy SKOCTI 0a30BUX KiacH]ikaTopiB aHCcaMO-
JIB pilllcHh TO3BOJISIE, ABTOMATHYHO BHKOHATH Big0ip
iHQOPMATUBHUX MPEAUKATIB 3 YpaxyBaHHIM MOXKIMBOCTI
B3a€MOZIT MK HUMH.

TakuM YMHOM, MPOBEACHI TOCHIIKESHHS HAJaIl MOX-
JIUBICTh BUSIBUTH DPsiA OOMEXKEHb BUKOPUCTaHHS iCHYFO-
YUX METOJIB, III0 y CYKYIHOCTI 3 HassBHICTIO Pi3HHX THIIIB
JAaHWX, [0 XapaKTepU3yIOTh CTaH (YHKIIOHYBaHHSI
KOMII'FOTePHOI CHCTEMH, MPHU3BOIUTH O CYTTEBOI PO30i-
JKHOCTI AKOCTI Ta cJa0Kol MPAaKTHYHOI TIPUAATHOCTI
okpemux kiaacugikaropis. KpiM Toro Bizomi MeTomu BH-
KOHYIOTh TUTbKH ineHTudikauito crany KC ta He BU3HA-
4aloTh MPOLEC, IKUI CIPUUYUHUB aHOMAJIBHUI CTaH.

VY 3B’513Ky 3 MM OCOOJIMBOT aKTyaJbHOCTI HaOyBalOTh
NUTaHHS YJIOCKOHAIEHHS Ta PO3POOKM HOBUX METOJIB
inenTudikamii crany KC.

3 MATEPIAJIM TA METO/U

BinmoBimHO O TOCTAaHOBKU 33adi, B paMKax JaHOTO
JIOCTIKEHHST PO3pO0JICHO MeToA ineHTH(IKarii cTaHy
KC, stxuit Binpi3HA€TBCS BiJ BIIOMIX METOIIB BUKOPHC-
TaHHSIM y SIKOCTi Kiacugikaropa ancam6mo iTree Ta Ha-
SIBHICTIO TIpollefypu igeHTu(ikalii mpouecy, Mo CHpH-
YUHUB L€ aHOMAJIbHUN CTaH.

Jnst hopMyBaHHSI BUXIJHHUX JaHUX BUKOHAHO aHaji3
nofiii omnepariiinoi cucremu Windows 10, a came: iM’s
npouecy, BHJI olepaumii, NUsX A0 ¢aiily BUKOHAHHS
(tabm. 1).

Amnai3z ogit OC mokaszas, 1o Bci nmporecu OC B3ae-
MOZIi 3 anapaTHOK MaM’STTI0, TAK UM IHAKIIE MOXKIHUBO
3BECTH O Omepariii gurtaHHsA Ta 3amucy. Jo omeparii
3aMUCy CIiJ TaKoXK BITHECTH OIEpAIlif0 BHIAICHHS YU
CTBOPEHHS, (paiiry abo KITt04a peecTpy.

HasBa mpoiiecy, onepailii 4uTaHHs Ta 3aMucCy 1 IUIIX
10 (¢aiiiy BUKOHAHHS € BOXJIMBUM IHAMKATOPOM POOOTH
OC Ta Hajlae MOXKJIMBICTh BU3HAYUTH, SIKUI MPOIIEC 1 CKi-

JTBKU pa3 iHIMIFOBaB OIepamii Ta Hax SKUMH KIFOYaM{ YU
(bafimaMu BiH BUKOHYBaB Iif0.

OTpHuMaHO, IO CTAaTUCTHKA ONEpallii YNTaHHA Ta 3a-
MUCY € 3aKOHOMIPHOIO JJIsi OKPEMHX IIPOIECIB Ta Xapak-
Tepu3ye CTaH KOMII IOTEPHOI CUCTeMH. SIK MpaBwiIo, CHC-
TEMHI MMOJIii MarOTh BIJHOCHO HEBEJIHMKY KUIBKICTH OIepa-
il 3amucy Ta BENUKY KUIbKICTh OMNepaiii YWTaHHS.
Oxpemi BipycHI MO XapaKTepU3yIOTHCS BEIUKOIO KiJlb-
KICTIO omepaliif 3amucy (B TOMY YHCIHi, 3allUCy CHCTEM-
HUX KoH(irypamii HanamtyBanas OC), sKi Ipu HOpMa-
JIpHOMY cTaHi QyHKIioHyBaHHS OC BUKOHYIOTBCS 3piJKa.

VY sKocTi BUXIOHUX MaHUX OyJI0 BUAUICHO HAWOUIBII
PO3TOBCIOKEHI onepartii YnTanHs QaiiliB Ta KIFOUiB
peectpy (RegOpenKey, RegQueryValue, RegQueryKey,
ReadFile, QueryDirectory, RegEnumKey,
QueryBasicInformationFile,
QueryStandardInformationFile, RegEnumValue,
QueryNamelnformationFile, QuerySecurityFile,
RegCreateKey, FileSystemControl,
QueryRemoteProtocollnformation,
QueryNetworkOpenInformationFile,
RegQueryKeySecurity, QueryAlllnformationFile,
QueryAttributeTagFile,
QueryNormalizedNamelInformationFile, QueryEAFile,
QueryldInformation, NotifyChangeDirectory,
QueryPositionInformationFile,
QueryStreamInformationFile,
RegQueryMultipleValueKey, QueryEalnformationFile,
QueryFilelnternalInformationFile, QueryLinks Ta onepa-
uii 3anucy (WriteFile, RegSetValue, CreateFile,
SetEndOfFileInformationFile, RegCreateKey,
FileSystemControl, RegDeleteValue,
SetDispositionInformationFile,
SetRenamelnformationFile,
SetAllocationInformationFile, RegDeleteKey,
SetBasicInformationFile, SetPositionInformationFile,
SetSecurityFile, SetValidDataLengthInformationFile,
SetLinkInformationFile, SetEAFile).

Tak sik IPUCYTHS CYKYIHICTh MapaMeTpiB, TO st $o-
PMyBaHHS BXIJHOTO JaTaceTy 3alpOIIOHOBAHO IPOLEIy-
py, sika Oa3yerbcsi Ha Oarato)akTOPHOMY TpYIyBaHHI
nmanux (puc. 1). s koMOiHaIl ABOX KaTeropii y onuH
Jaracer, 00’€IHAHO OMepalil YATaHHS Ta 3aIKiCy B OIUH
MacuB TPy MOAiH, Ta 3iCTaBICHO 3 HA3BOIO IPOLIECY.

Ha puc. 1 HaBemeHO TpHKIAn pe3ylbTaTy poOOTH
NPOrPaMHOro JONATKy TPYIyBaHHS BHXITHUX JAHUX 3a
HA3BOIO TIPOIIECy, 32 IIIAXOM X0 (aililiB omepamiiHol
CHCTEMH, OTEpallisIMHA 3alllCy Ta YWUTAHHA, KOTpi Oyim
onucaHi Buile. Y pe3yJbTaTi OTPUMAHO MACUB JAHUX,
AKUM MICTHTh Ha3By IpOIECY, NIIAX A0 (airy BUKOHAH-
Hsl YM KITFoYa peecTpy, Ha3By (yHKIIT Ta iH(opMaLio mpo
KIUJIBKICTB Onepaliil YnutanHs abo 3amucy ajs Hei.

Tabmumns 1 — [onii onepamniiiHoi cuctemu Windows 10

Ha3ssa aTpudyTty Tun gannx Onuc mogii Ipuxiag noaii
ProcessName CTpoKOBE 3HAYCHHS Hasga npouecy Explorer.exe ...
Operation CrtpokoBe 3HaueHHs | Bun oneparii RegCloseKey; ReadFile; RegOpenKey ...
(Kateropis)
Path CTpoKOBe 3HAUCHHS lInsax mo ¢aitity BUKOHAHHS 200 KIIIOY C:\Windows\System32\NgcCtnrSve.dll;
peecTpy HKCU\Software\Classes ...
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ProcessName ImagePath Operation_x ReadCount Operation_y WriteCount

e Explorer.EXE C:\Windows\Explorer.EXE RegOpenKey 438 RegCreatekey 4
1 Explorer.EXE C:\Windows\Explorer.EXE RegOpenKey 438 RegSetValue 4
2 Explorer.EXE C:\Windows\Explorer.EXE RegQueryKey 4 RegCreatekey 4
3 Explorer.EXE C:\Windows\Explorer.EXE RegQueryKey 4 RegSetValue 4
4 Explorer.EXE C:\Windows\Explorer.EXE RegQueryValue 37 RegCreatekey 4
5 Explorer.EXE C:\Windows\Explorer.EXE RegQueryValue 37 RegSetValue 4
6 MsMpEng.exe C:\ProgramData\Microsoft\Windows Defender\plat... FileSystemControl 2 WriteFile 15
7 MsMpEng.exe C:\ProgramData\Microsoft\Windows Defender\plat... QueryAllInformationFile 4 WriteFile 15
8 MsMpEng.exe C:\ProgramData\Microsoft\Windows Defender\plat... QuerylNameInformationFile 6 WriteFile 15
9 SearchFilterHost.exe C:\Windows\system32\SearchFilterHost.exe QuerylNameInformationFile 3 ] ]
1e SearchFilterHost.exe C:\Windows\system32\SearchFilterHost.exe RegOpenKey 3 a a

Pucynoxk 1 — [Ipukinan pe3synbraTy rpymyBaHHS

AHaiz pe3ylbTaTy TPYIlyBaHHS O3BOJHB OTPUMATH
CTaTHCTHKY MacuBy rpyn mofiil. CTaTHCTHKa pe3yJbTaTy
BKITIOYA€ KUTBKICTh OMepamniii YuTaHHs i 3amucy (count),
CepeiHE 3HAueHHs (mean), cepelHe KBaJpaTU4HE BiJIXH-
nenns (std), miHiMangpHe (mMin) Ta MakcuMmaiabHe (Mmax)
3HaUeHHA, a TaKoX 3HaueHHA i 25-ro (25%), 50-ro
(50%), 75-ro (75%) meprieHTHiiB (pUC. 2), SKi HaTaJI MO-
KyTh OyTH BHUKOPHCTaHi /I aHANI3y AaHMX, IO Haaxo-
JSITh 110 Kiacudikaropy Ta BUOOpY THITY Kiacu]ikaTopy.

Jns OLiHKM OTPMMAaHOTO MacwBYy Tpyn MOIH Ha
MpeaMeT HasBHOCTI aHOManiii OyJ0 BHKOPHCTAaHO Hema-
paMeTpUYHUIA METOX OIHKH (YHKIIi MIUTBHOCTI iMOBIp-
HOCTI BUIIAJIKOBOi BEIMYHHHU 32 BHOIPKOIO, a caMe METOJ
SIIPOBOI OIIHKH HIITEHOCTI PO3IIOALTY:

}h(x):%Z?ZIKh(x—xi).

PesynbraTy aHaiizy po3monily JaHUX Yy BHIVISAL Tpa-
¢iky posnoxixy HaBexeHo Ha (puc. 3). SIk BuaHO i3 Tpa-
(ikiB IS oTepamiii YUTaHHS 1 3amKCy, PO3MOIUTA JaHUX
B 000X BHIIAJKaxX AaJieKi BiJl HOPMAIBHOTO 3aKOHY PO3IO-
niry. Omeparlii YdTaHAA Ta 3alICy MAlOTh MO3UTHUBHUI
JOBTHI1 XBICT, OCHOBHA YaCTHHA PO3MOILTY 30CepemKeHa

Distribution of Readings
7.0012
0.0010 -
0.0008 4

0.0006 A

Dansity

0.0004

0.0002 A

A A
0 S000 10000 15000 20000 25000 30000 35000
Read Count Value

00000

37iBa. XBOCTOBHH PO3MOZN HA0AaraTo MEPEeBUINYy€ ITKH
CIpaBa, IO TOTEHIIHHO MOKE CHTHANI3yBaTH MPO HasB-
HICTh aHOMAaJbHHUX BHKHIIB. [IpHCYTHICTP HEBETHUKHX
XBOCTIB € IHAWKAaTOPOM aHOMaJbHOI 3MIHM CTaHy OKpe-
MUX IIPOIIECIB.

ReadCount WriteCount

count 273.000000 44.000000
mean 1530.347985 21.681818
std 6167.488208 20.658657
min 1.000000 3.000000
25% 9.000000 8.000000
5e% 55.000000 15.000000
75% 415.000000 17.000000
max 34847.000000 61.000000

Pucynok 2 — CraTucTrKa po3noainy ornepaniii Y4nTanHs
i 3amucy

Distribution of Writings

0.08
0.07
0.06 1

2 0.05

i

T

Z 0.04-
0.03 1
0.02 1

0.01 1

ﬂ-m T T T Li T T L T T
=10 a 10 20 30 an 50 60 0

Write Count Yalue

Pucynok 3 — I'padixu po3noziy onepaniii YuTaHHS Ta 3aIUCy
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OtpumaHi pe3ymbTaTH PO3MOAUTY BHXITHHUX NaHUX
TIOKA3aJIH, 1[0 BOHH MOXXYTbh OYTH BUKOPHCTAaHHMH Yy KO-
CTi BUXIIHMX JaHUX METOAY iJeHTH]IKalil aHOMaii
(GYHKI[IOHYBaHHSI KOMIT FOTEPHOT CUCTEMH.

VY skocTi ckinanoBoi Merody inentudikanii crany KC
BUKOPHCTaHO aITOPUTM HAa OCHOBI 130JIIOIOYOTO JIiCY.
IF — e ancam6neBuii anroput™ 0e3 y4uTess, sIKHi € Ba-
piartiero inei BunaakoBoro Jicy [17-19] ta 3amicTh cripo-
61 o0y IyBaTH MOAENb 3BUYAHUX €K3eMIUIIPIB, 130J110€
AHOMAJTEHI TOYKH B HAOOpi TaHUX.

IF e ancambnem iTree, e CeKIii JepeB CTBOPIOIOTHCS
[UITXOM TIEPIIOT0 BUTIAIKOBOTO BHOOPY 00’ €KTY, a TIOTIM
BHOOpPY BUIAIKOBOTO 3HAYECHHS MOAUTY MK MiHIMAITEHIM
1 MaKCHMaJIbHUM 3HAUYECHHSIMH 00paHOTO 00’ €KTA.

Mipoto HOPMaJIbHOCTI CIOCTEPEIKEHHS 3a JIAaHUM Jie-
peBOM € TiIMOMHA TUIKH /i(X), 110 MICTHTh 1€ CIIOCTepe-
JKCHHSI, 1110 EKBIBAJICHTHO KUIBKOCTI PO3IICIUIEHb, HE00-
XIMHUX IS 130Jsamii 1€l TOYKW. AHOMaJIbHI 3HAYEHHS
NOTPAIUISIOTh B JIMCTS Ha HEBENUKii rmmOuHI aepesa i
THM CAMHM JCTEKTYIOTCs. [I0OKa3HHMKOM aHOMAaJbHOCTI €
¢byskmis A4S, ska uis gaHoro 00’€KTy BHIAE ICSIKHA
«PEUTHHI» aHOMAITBHOCTI.

Ominka anoMaimii AS eKk3eMIuIsipa X BU3HAYAETHCS SIK
[19]:

_E(h(x)
AS(x,m)=2 <M

Ie c(n) BU3HAYAE€THCSA HACTYITHUM YHHOM [20]:
c(n)=2H(n-1)-Q2n-1)/n),
ne H(i) Bu3nagaetnes sk [20]:

H(@i)=In(i)+7.

YumMm Oinplile 3HaYCHHS aHoMaii A4S, TuM Oinblie Bi-
POTiHICTH TOTO, IO JOCITiIKYBaHUH 00’€KT € aHOMAallb-
HHM.

BignosinHo no anroputmy IF Oynyerbcsi HeoOXimHe
YHUCIIO JIepeB Ta IPOBOAMUTHhCA Kiacudikaiis 00’ €eKTy.
00’ext Kiacudikaiyii OyJae BiTHECEHO KOXXHUM JICPECBOM
JIO OJTHOTO 3 JIBOX KJIACiB: HOPMAJILHOTO YU aHOMAJILHOTO.
[MpuitHATTS pilIeHHS BiIHOCHO Kilacy OO’ €KTY BHKOHY-
€TBCSI METOIOM IPOCTOTO T'OJIOCYBaHHS, TOOTO Ha OCHOBI
MeTa-aJropuTMy OerriHry

[epeBaroro mpOro METOAY € MOXKJIIMBICTh SIKICHOT 00-
poOKH, sIK Oe3MepepBHUX, TaK i JUCKPETHUX JaHUX 3 Be-
JUKUAM YHCIIOM O3HAK i KJIaCiB, B TOMY YHCII 3 TPOIyIIIe-
HUMH 3HaUYeHHSIMH 03HaK. CKIIaJHICTH 130I0I0Y0TO Jepe-
Ba — O(n log n), mo edexTuBHIlIE OLIBIIOCTI THIMX aj-
ropuTMiB. MeTos He noTpedye iCTOTHHX 3aTpaT mam’siTi,
Ha BIJIMIHY BiJ|, HAIIPUKJIJl, METPUYHHX METOJIB, 5K Yac-
TO MOTPEOYIOTH MOOYIOBH MATpPHIIi TIONAPHUX BiJICTaHEH,
CTIMKHI IO IPOKJIATTS PO3MIPHOCTI.

JLyist TOpIBHSAHHS, Y SIKOCTI CKJIaJOBOI METO/Y 1I€HTH-
¢ikanii crany KC 3 mMeTol0 BUSIBIICHHS aHOMAJIH TaKkoX
oyno mocmimkeno amroputM KNN. KNN. — e mpoctuii
HETapaMeTPUYHUNA alTOPUTM, e [T KIacudikallii BUKO-
PHUCTOBYIOTECS BiJICTaHI (3a3BHYail €BKIIiIOBI), TOPaxoBa-
Hi 10 ycixX iHmmx 00’exTiB [4, 7].

4 EKCIIEPUMEHTHN

PesynbraT BuKopucranus airoputmy IF mis inenrtu-
¢ikauii crany KC naBeneno Ha puc. 4-7. Puc. 4-5 Bino-
OpaxxaroTh 3aJISKHICTh AS BiJ] 3HAUCHHS KiJIBKOCTI orepa-
1iit yutanHas abo 3amucy (Readings or Writings) st ctany
KC y pexumi npocroro 6e3 3arycky Oyapb SIKHX HPOILECIB,
SIKMI MOXJIUBO TPaKTyBaTH K HOpMaJIbHUU CTaH. Sk Bua-
HO i3 puc 4-5 3a pe3ynbratamu ieHTH}iKamii aHOMaJIBHO-
ro cra"y ¢pyakmionysanHs KC He BUSBIICHO.

0.70 1

Anomaly Score
e o e e
(9] w [=1] [=)]
o w o v

0.45 4
—— Anomaly Score
0.40 1 Qutlier Region
0 5000 10000 15000 20000 25000 30000 35000
Read Count

Pucynok 4 — PesynbTat inentudikariii HopmansHoro ctany KC anroputmom IF st onepartii unTanHs
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Ha puc. 6-7 HaBemeHO pe3ynbTaTH ineHTH(IKALii
crany ¢yukuionyBanas KC 3a yMOBH 3aIyCKy BEIHKOL
KIJIBKOCTI MPOIIECiB, B TOMY YHCII IIKIJAJIMBOTO MPOrpam-
HOTO 3a0e3NedyeHHs, 10 MPU3BOAUTH 10 aHOMAJbHOTO
crany ¢yukuionyBanus KC. ['padiku BinoOpaxkaroTh
3aJIeXKHICTh AS BiJl 3HaYE€HHS KUIBKOCTI oreparii yuTaH-
Hs, SIKI Hajgalli 3ICTaBIIAIOTHCS 3 HA3BOKO IPOIECY, IO
JI03BOJISIE BU3HAYNTH IHIIIIOIOYMH MOJIT MPOLEeC 3 MaCUBY

rpyn nofiii. Ha puc. 6 Bumineni aBi cBiTII obmacti ais
TPYIH TOMAIN 31 3HAYEHHSIM KITBKOCTI ONepamniii YuTaHHS
(Readings) 2700-3400, siki BiANOBiNalOTH MKy OILIHKU
AS.

Ha puc. 7 nikom ouiHku AS € KUIBKICTh omnepaii 3a-
nucy (Writings), sika npuiimae 3HadeHHs 50-60. 3a 3Bu-
Yaii, [le Tpyny TOAId OZHOTO aHOMAIBHOTO IHILIIOIYO-

0.60 4

0.38 A

0.56 1

0.54 4

Anomaly Score

0.52 4

0.50 1

0.48

O MpOIECy.

— Anumialy Score
Qutlier Region

10 20

S50

&l

30 a0

Write Jount Value

Pucynok 5 — Pesynbrat inentudikarii HopmansHoro crany KC anropurmom IF st onepanit 3amucy
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Pucynok 6 — Pesynbrat inentudikanii anomansHoro crany KC anroputmom IF uist onepanii untanus
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Pucynok 7 — Pesynbrar inenrudikanii anomansHoro crany KC anroputmom IF mis omeparii 3amucy
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[puxman pesynpraTty podoTH mpouenypu imeHTH]i-
Kamii mporecy, SIKHi € MPUIHHOI aHOMAIBHOTO CTaHy
HaBeJieHO Ha (puc. 8). Pe3ynbTaT MICTUTH Ha3By aHOMa-
npHOTO TIponecy (ProcessName), nnisx go ¢aitny BuKO-
HanHs (ImagePath), Tun onepauii untanus (Operation_Xx),
KinbKicTs omepauiii yuranns (ReadCount), Tun onepauii
3anucy (Operation y), KUTbKICTh omepaniii 3amucy (Wri-
teCount).

Processhame 72G.exe
ImagePath C:\Program Files\7-Zip\7zG.exe
Operation_x QueryBasicInformationFile
ReadCount 17
Operation_y WriteFile
WriteCount 66

Pucynok 8 — Ilpukian pesyibrary ineHTUdikamil

[Moganpii TOCTiPKEHHST TIOB’sI3aHi 3 BUKOPHUCTaHHSIM
0araToBUMIPHOTO aHaNi3y CHCTEMHHX MOJid, a came oji-
HOYAaCHMM BHKOPUCTaHHSM JBOX IapaMeTpiB: YATAHHS 1
3anucy (3minHI ReadCount i WriteCount), 1o mo3Bosse
30UIBIINTH TOYHICTH ineHTUdiKanii crany KC.

Jnst mopiBHSHHS, y SKOCTI METOHIB ineHTH]ikamii
crany KC 3 MeTo1o BUsBICHHS aHOMalliil Oyno BHKOpHC-
TaHo aBa anroputMu: IF Ta KNN.

Ha puc. 9-10 nHaBemeHO pe3ynbTaTH ineHTH]IKaLil
crany KC y pexxnmi ouikyBauHs. OynkmionyBanas KC y
TaKOMY PEKUMi MOXKIIMBO 3iCTaBUTH 3 HOPMAJIBHUM CTa-
HOM ¢yHKUioHyBaHHA. O6mmBa amroputmu [F ta KNN
3a(hikCyBaNu KiIbKICTh aHOMAJii Ha PiBHI CTATUCTUYHOI

K Nearest MNeighbors (KNN)
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Pucynok 9 — Pe3ynbpraTi 6araToBUMipHOTO ITOLTYKY aHOMAJIiH
JUIsL CUCTEeMHHUX 1ofiil Mmetogom KNN
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moxubku (5%). Lle o3Hauae, MmO CHUCTEMHI MOMIi CXOXi
MiX c000T0 3a MapaMeTpaMH 3aMucy Ta YATAHHS.

Jns monemoBanHs anoManbHOro crany KC BUKOHaHO
3aIlyCK BEJIMKOI KUIBKOCTI MPOIECiB, B TOMY YHCII apxi-
ByBaHHs (aitniB momarkom «7Zip» (mporuec «7zG.exe»)
Ta IIIKIIUBOTO MPOrpamMHOro 3abesneueHus (puc. 11, 12).

O6unsa ayroputrmu [F ta KNN Buminwim aHOMaJIbHI
nporecu. OnHak, Meton Ha ocHOBI ayroputMy KNN mo-
KazaB MEHIIy TOuYHIicTh Kinacuikarii. Sk BugHO 3 puc. 11
BEJIMKA KUTbKICTh aHOMABHUX TOMIN, SKi BUIUICHO Kpat-
KaMH{, HE HaJleKaTh BUIUICHIH aHOMalbHIM 001acTi
(outliers). Ha mpotuBary, TOYHICTP METOAY Ha OCHOBI
anroputMmy IF € nHabararo Oimpmioto (puc. 12). Merox
BHJIUTMB 00J1acTh HE aHOMAJLHUX MoAiH (inliers) Ta GinbIr
TOYHO 1leHTU(IKYBaB MAUISSHKA aHOMAJIBHUX HOMIN
(outliers). IlopiBHsuibHUMIT aHamiz ixeHTHdIKalii craHy
KC, 3a yMOBM 3amycKy pi3HHX CHUCTEMHHUX IPOILECIB, Y
BUTJISIJII MIPOLICHTY BUSIBICHUX aHOMAIBHHUX IOJIIH anro-
purmamu KNN Ta IF HaBeneno B (Tadm. 2). Sk BumHO i3
Tabnuui, anroput™m IF BUABKMB Oinbly KiTBKICTH aHOMa-
;i Ui ycix npoueciB. Taki pe3yibpTaTH CHIBIIaAaloTh 3
pesynbratamu inentudikanii crany KC meronom Ha oc-
HOBI aHCaMOJIO JepeB pimeHsb, moOyI0BaHNX 3a ajITrOpH-
T™O0M J48 [20]. TakuM YMHOM, MOKITUBO 3pOOUTH BHUCHO-
BOK, mo anroputM IF € Oimpmr sikicHUM Ta MoOxe OyTH
BUKOPHCTAHUM Y SKOCTI CKJIQIOBOT MeToAy ineHTHdikarii
CTaHy KOMIT IOTEPHOI CHCTEMH.

Isolation Forest
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Pucynok 10 — Pe3yspraTt 6araToBUMipHOTO TIOLIYKY
aHOMaJIil U1 CUCTEMHUX noaiit metonom IF

111



e-ISSN 1607-3274 Papioenexrponika, inpopmaruka, ynpasminss. 2021. Ne 1
p-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2021. Ne 1

K Nearest Meighbars (KNN)
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Pucynok 11 — Pe3ynbrati 6araToMipHOTro MOLIYKY aHOMaJil
JUTs oI apxiByBaHHs «7Zip» metogom KNN

Isolation Forest

1.0 4

0.8

o
™

Anomaly Score for Writing

0z learned decision function
inliers
outliers

0.0 3 = I
0.0 0.2 0.4 0.6 ns 1.0

Anomaly Score for Reading

Pucynok 12 — Pesynbratu 6araToMipHOTO MOIIYKY aHOMa-
miit s moii apxiByBaHHS «7Zipy» Metonom IF

Tabmus 2 — [opiBHsupHEI aHani3 ineHTUdikanii crany KC, 3a yMOBH 3aIycKy pi3HHX CHCTEMHHX IIPOIIECIB,
Y BUTJISIII IPOLCHTY BHSBICHHX aHOMaibHUX mofii anropurMamu KNN Ta IF

Ha3sBa nponecy TpowueHT BUSIBIICHUX aHOMAJIBHHX TTOii TIporeHT BUSIBICHHX aHOMAJIBHUX IIOJ(iH aIrOPHTMOM
anroputmom IF KNN
SystemProcesses 5,00 5,00
ZipFile7Zip 8,93 8,38
ZipFileSystemZipper 8,76 7,23
OpenFoldersAndFiles 8,80 8,51
ExtractFilesSystemZipper 8,91 5,43
ExtractFiles7Zip 8,79 2,77
EditingTxtFile 8,87 4,13
DeleteToRecycleBin 43,36 38,51
DeleteFilesPerm 54,08 43,81
CopyFiles71 8,68 8,18
CopyFiles 9,09 6,85
VirusPetya 24,94 21,27
5 PE3YJBTATHU 6 OBT’TOBOPEHHS

SkicTh knacudikanii MeTony Ha ocHOBI anroputmy IF
omineHo 3a jgomnomoror0 ROC-anamizy. Sk BuIHO i3
puc.13 moma nix ROC AUC nopisaroe 81.43%, To6TO
JMAHWWA aJITOPUTM € SKiCHUM. TOYHICTh Kitacudikarii
ckmanae 89.83%.

st ouinku omepatuBHOCTI ineHTHGiKamii crany KC
PO3pOOJICHUM METOJIOM BHKOHAHO MOPIBHAIBHHN aHaINi3
3 MeTosoM ifeHTH(IKalii Ha OCHOBI aHCaMOIIO JepeB
pimens, moOynoBaHuX 3a anroputmom J48 [20].
OTtpuMano, 110 MBHIKICTH ineHTH}ikamil ctany KC me-
TOJIOM Ha OCHOBI anroputmy J48 €, B cepesHbOMy, Maike
B 10 pa3 MEHIIOO BiIHOCHO IIBWIKOCTI METOJOM Ha OC-
HoBi anroputMy KNN ta B 21 pa3 MeHIIO BiIHOCHO
LIBUJKOCTI METOJIOM Ha OCHOBI airoputmy IF (puc. 14).
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[Ipu BUpilIeHH] 3aB/aHb, OB’ A3aHHUX 3 JA1arHOCTHKOIO
Ta 3aXMCTOM KOMIT' IOTEpHHUX IH(POpMaLiiHUX pecypciB
Oyno BHUSBJICHO psili OOMEKEHb BUKOPHUCTAHHS iCHYIOUHX
KOMIT'FOTEPU30BaHUX CHCTeM ineHTudikamii crany KC.
IlosiBa anomaniii, mopomkeHux BToprHeHHsMH B KC 3
HEBCTAHOBJICHHMH, abo HEUITKO BH3HAYCHUMU
BJIACTHBOCTSIM, HASBHICTH BEIIMKOTO OOCATY HapaMmeTpiB
¢dyukiionyBanas KC, BiICYTHICTh PpO3MIYEHHX HaHHX
NPU3BOJUTH JI0 TPYAHOILIIB 3 aJEKBAaTHOTO BiAOOpY
MOKA3HWKIB 11 aHOMaJbHOI TOBENIHKA B YMOBax
30BHIMIHIX BIUIMBIB 1 PO3pOOKH KPUTEPIIO OILIHKH, IO
BiJIMOBiIae 0OpaHuM ToKa3zHuKaMm. KpiM Toro, 3a yMOBH
BIZICYTHOCTI PO3MITKH JaHHX, Ma€ Micue IpobieMa
MPOBEACHHSAM BiIOOPY MOJENEH Ta MEPEBIPKH SKOCTI iX
pOOOTH, 10 Y CYKYITHOCTI 3 BUIICOMACAHUMHU IPUINHAMH
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ROC AUC: 81.43%
Accuracy: 89.83%
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Pucynok 13 — Ouinka sikocTi knacugikauii anropurmom [F

Yac inenTadirkanii crany KC, ¢
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Pucynok 14 — Yac inenrudikanii crany KC

MIPU3BOJUTE JIO CYTTEBOI PO30DKHOCTI SKOCTI Ta CIaOKOi
MPaKTUYHOI TIPUJATHOCTI OKPEMHX MeETOAIB. binblie
TOTO, ICHYIOYi METOAW, B OCHOBHOMY, TUIBKH
inenTHdikyroTs cran KC, ane He HamalTh MOXIIMBICTH
BUMIINTH Ha3By TIpolecy, SKHH CIPUIMHUB il
AHOMAJIbHUH CTaH.
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CaMe TOMy, TPOBEIEHI JOCHIPKCHHS JTO3BOJIIIH
3ampornionyBatd Meton igeHTu(dikanii crany KC Ha
OCHOBI TpOLEAYpH TpyNyBaHHS BHXIIHMX JaHUX Ta
BUKOPUCTaHHS TEXHOJOTII MAIIMHHOTO HABYaHHS Ha
ocHoBi anropurmy IF, siknit Hanae MOXIMBICTS HE TLNBKA
inentudikyBaru cran KC, ange 1 BUALIMTH aHOMAJbHI
nporuecH. [IpoBeneHi eKClepuMEHTH T03BOJIIIN OL[IHUTH
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TOYHICTh Ta oOIepaTuBHICTh imeHTH(ikamii crany KC,
NPAKTHYHY 3HAYMMICTh Ta MEPCIEKTUBH IMOIANBIINX
JOCITIIKEHb.

BUCHOBKH
Takum 49MHOM, Yy pOOOTI BHpILICHO 3aBIAHHS
MiBUIIICHHS ~ ONEPAaTHBHOCTI  imeHTH(ikamii  craHy

(bYHKI[IOHYBaHHSI KOMIT FOTEPHOT CUCTEMH.

HaykxoBa HOBH3HA OTpHMaHHX pe3yJIbTATIB IOJISTAE
B TOMY, [0 BIIEpIE 3aIIPOIIOHOBAHO METOI 1IeHTU]IKALIiT
crany KC, skuii  BiApi3HAETBCS  KOMIUIEKCHUM
BHUKOPHCTaHHSAM TPOLEAypH TPYIyBaHHS HEPO3MIYEHUX
BHXIJJHHUX JaHHX Ta TEXHOJIOTi] MallMHHOTO HABYAHHS Ha
ocHOBI anroputmy «Isolation Foresty», mo Hagae
MOXJIMBICTD  iICHTHU(IKYBaTH CTaH  KOMII IOTE€PHOI
CHCTEMHU 1 BUAIIMTH Ha3By IIpoleCy, SKUH CIPUYMHUB
AHOMAJIbHUH CTaH.

Jdns  ¢dopMyBaHHS BHXIIHMX JaHUX PO3pPOOJIEHO
nporenypy 30opy indopmarii y BHDISAII  TOMIN
¢yHKIIOHYBaHHs ~ omeparniiiHoi cucremu. BukonaHo

aHaii3 moka3HuKiB (yHKuionyBaHHa KC Ta ominky ix
iHpopmaruBHOCcTi. AmHamiz mnoxii OC mokasas, w0
HaHO1LIbII iHpOPMATHBHUMH MTOKa3HUKAMHA i
(yHKIIOHYBaHHS € olepallii 4uTaHHS Ta 3ammcy. s
(opMyBaHHS €IMHOTO JAaTaceTy, Oomepaimii YWTaHHSA Ta
3amucy O00’€AHaHO B OIWMH MAacWB Tpyn NOAi Ta
3iCTaBJICHO 3 HAa3BOIO IpoIeCy, IO Hajgali HaJae
MOXJIUBICTh BUAIUINTH Ha3By MNPOIECY, SKUH CHPUYUHSE
anomaneHui cran KC.

VY sxocTi ckaamoBux MeTody imeHtudikamii crany KC
nociimkeno anroputMu: IF Ta KNN.

Otpumano, mo anroput™m IF € Oimbin sikicHUM Ta
MOXe OYTH BHKOPHUCTAHHMM Y SIKOCTI CKJIQJIOBOI METOIY
inenTrdikanii crany KC.

[IpoBeneHo OIIHKY SKOCTI 3aIPOIIOHOBAHOTO METOIY
inerTudikarmii crany KC 3a momomororo ROC-anamizy ta
BUKOHAHO OIIHKY OmNepaTHBHOCTI. OTpuMaHo, IO
anroput™ € skicamMm: ROC AUC ckmamae 81,43%, a
TOYHICTh BHSBICHHS aHoMamii ckiamae 89,83%. Ilpum
bOMY, MIBHIKICTH ineHTHikamnii crany KC Ha ocHOBI
nNpoueaAypy  TPyNyBaHHS  BHXIIHMX  JaHUX 3
BUKOPHCTaHHSIM TEXHOJIOTii MAIIMHHOTO HaBYaHHS Ha
ocHoBi anroputmy IF €, B cepenapomy, B 21 pa3 Buioro,
HDK MIBHIKICTh IACHTU(}IKAII HA OCHOBI aHCaMOJIO
JiepeB pillieHb, MOOYA0BaHUX 3a alropuTMoM J48.

[IpakTHyHa 3HAYUMICTh TIOJSITa€ B TOMY, MIO
po3po0ieHHt  MeToN  peanizoBaHMKA — TPOTPaMHO i
JOCIIDKSHUH T Jac po3B’s3aHHS 3a4adi imeHTHdikamii
CTaHy KOMIT IOTEPHOI CHCTEMH.

[IpoBeneni eKCIIePUMEHTH MiATBEPINITH
MIpare3JaTHICTh 3alpONOHOBAHOTO METOAY, IO HaJae
MOXIIUBICTh PEKOMEHIyBaTh WOro JUis HPaKTHUYHOTO
BUKOPHUCTAaHHS Y SIKOCTI €KCIpPECc-METOJy aHali3y CTaHy
KC Ta He rtineku imeHtndikyBatn cran KC, ane i
BUIJIUTH Ha3BY aHOMAJIBHOTO IIPOLIECY.

IlepcnekTHBU TOJANBIIMX JIOCTIDKEHb MOXYTh
MoJIsiraTd B po3poO1ii aHCaMOJII0 HEUITKUX JIepeB pillleHb
Ha OCHOBI 3alpONOHOBAaHOTO METOXy, ONTHMIi3alii Horo
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PA3PABOTKA METOJIA UAEHTH®UKAIIUN COCTOSTHUSA KOMIBIOTEPHON CUCTEMBI HA OCHOBE
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I'aBpuienko C. FO. — n-p TexH. HayK, JOLEHT, npodeccop Kadenpsl «BrruucnutenabHas TEXHUKA U IporpaMMupoBaHue», Ha-
LIMOHAJIbHBIN TEXHUUECKUN YHUBEPCUTET «XapbKOBCKUN NOJUTEXHUUECKUI UHCTUTYT», XapbKOB, YKpauHa.

leBepaun U. B. — aciupanTt kadeaps! «BeraucnurenbHas TEXHIKA U TPOrpaMMUPOBaHUE», HallmoHaIbHBINA TEXHUYECKUH YHH-
BEpCUTET «XapbKOBCKUI IOJIMTEXHUYECKUI HHCTUTYT», XapbKOB, YKpauHa.

AHOTAIIS

AKTyanbHOCTh. PaccMoTpeHa 3a1aua MIeHTHOUKALMK COCTOSHUSL KOMITBIOTEPHOU crcTeMbl. OOBEKTOM HMCCIISOBAHUS SIBIISICT-
csl TIpolecce UACHTH(HUKALUKY COCTOSHUS KOMIBIOTEPHOH cHcTeMBbl. [IpeaMeToM ncciiejoBaHus SABISAIOTCS METObl U CPENCTBA HICH-
TH(HHUKALUY COCTOSHUS KOMIIBIOTEPHON CHCTEMBI.

Hesp. Llensio paboTH ABIAETCS pa3paboTKa METO[a ACHTH()UKAINHI COCTOSHHS KOMITBIOTEPHON CHCTEMBI.

Metoa. Pa3paboTan MeTonq MAEHTU(HKAINN COCTOSHUS KOMIBIOTEPHOH CHCTEMBI HA OCHOBE KOMIUICKCHOTO HCIIOIb30BAHHS
MIPOLEyPhl TPYIIINPOBKH HEPA3MCUCHHBIX MCXOIHBIX JAHHBIX M TEXHOJOTHMHM MAIIMHHOTO OOYydYCHHs Ha OCHOBE aJIropuTMa
«Isolation Forest», KOTOpBIil IpeNOCTaBISAET BO3MOXKHOCTh HACHTH(UIUPOBATE COCTOSHUE KOMITBIOTEPHOH CHCTEMBI U BBIIEIUTH
Ha3BaHUE IPOLIECcca, KOTOPBIH BbI3BAJ aHOMAJIbHBIH cocTostHHE. [ 3TOro mpeoxkeHa mnpoueaypa U pa3paboTaHo MPOrpaMMHOE
NPHIOKEHHe Ul cOopa CTaTUCTUYECKUX NAHHBIX B BUJE COOBITHI (pyHKIMOHMPOBAHMS OIEPALMOHHON CHUCTEMBI U BBIIOJIHEH HX
a”anus. [TomyueHo, 4To Hanbonee MHGOPMATUBHBIMU SABISIOTCS OIEPALUM YTeHHs U 3anucy. g GopMHUpOBaHHS €AMHOTO Jarace-
Ta, OTNEpaIMy YTEHUS U 3alllCH COMOCTABJICHBI C HA3BAHHEM Mpoliecca U 00BbEIUHEHBI B OJUH MAcCHB TPYMI COOBITHIH, YTO B JlaTb-
HEHIIEeM MO03BOJISIET BBIACIUTH MPOLECC, KOTOPHIN BHI3bIBAET aHOMAJIbHBIM COCTOSIHHE KOMIIBIOTEpPHOH cuctemsl. Ilo pesynbratam
HCCIIEA0BAHMSA, B KAU€CTBE COCTABISIONICH METOAA HACHTU(DHUKAIINY COCTOSHHS KOMITBIOTEPHOH CHCTEMBI HCIOJIB30BAaHO aHCaMOiIe-
BoIid anroput™m «Isolation Forest». [IpoBeneHa orieHKa TOYHOCTH M ONEPATUBHOCTH pa3pabOTaHHOTO METola MACHTU(HUKAIUU CO-
CTOSIHUSI KOMITBIOTEPHOH CHCTEMBI.

Pe3yabTartsl. PazpaboTaHHbI MeTO/] peann30BaH IPOrpaMMHO U HUCCIIE0BaH IIPU PEIICHUH 33/1a9d HIACHTU(DHUKAIIMN aHOMAHH
(YHKIIMOHHPOBAHUSI KOMIIBIOTEPHON CHCTEMBI.

BriBoasl. [IpoBeneHHBIE AKCIIEPUMEHTHI MOATBEPAMIN PabOTOCHOCOOHOCT MPEATIOKEHHOTO METO/a, MO3BOJISIET PEKOMEHI0-
BaTh €ro JUIs NPaKTHYECKOrO HMCIIOIb30BaHUS C LIEJbIO MOBBILICHUS ONEPATUBHOCTH HICHTU()UKAIMU COCTOSHUS KOMIIBIOTEPHON
CHCTEMBI 1 UCIIOIb30BAHHS €0 B KaUeCTBE IKCIpecc-MeToAa. IlepcrekTuBbI fambHEHIINX UCCIe0BaHUI MOTYT 3aKII0YaThCs B pas-
paboTKe aHCAMOIISI HEUETKHUX JEPEBBEB PEIICHNIT Ha OCHOBE IPEUI0KEHHOTO METO/1a, ONTHMH3AIMHI €r0 MPOrPAMMHBIX PEaTH3aIHH.

KJIFOYEBBIE CJIOBA: xOMITBIOTEpHAsI CHCTEMa, COOBITHS OTIEPAMOHHON CHCTEMBI, aHOMAIIBHBIN COCTOSIHUE, UACHTH(UKA-
YIS, MaIIuHHOE 00y4eHue, anroput™m «Isolation Forest».
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ABSTRACT

Context. The problem of identification a computer system state was investigated. The object of the research is the identification
process of the computer system state. The subject of the research is computer system state identifying means and methods.

Objective. The purpose of the work is to develop a method for identifying the computer system state.

Method. The method has been developed for identifying a computer system state based on integrated use the procedure for
grouping unlabeled initial data and using machine learning technology based on the «Isolation Forest» algorithm, which provides to
identify a computer system state and to distinguished the process name that initiated the abnormal state. Therefore, for collecting
statistical data in the form of operating system functioning events, data method has been proposed and developed along with soft-
ware. The analysis of functioning events has been performed. The result of analysis showed that the most informative are read and
write operations. To set up a single dataset, read and write operations compared with the process name and combined into one array
of event groups, so that it is possible to single out the process that causes the abnormal state of the computer system. As a result of
the research, the «Isolation Forest» algorithm has been selected as a component of the method for identifying the computer system
state. An accuracy and efficiency assessment of the developed method of identifying a computer system state has been carried out.

Results. The developed method is implemented and investigated when solving the problem of identifying anomalies in the func-
tioning of computer systems.

Conclusions. The experiments carried out confirmed the efficiency of the proposed method. It allows us recommended the
method for practical use in order to improve efficiency of identifying the computer system state and use it as an express method.
Areas for further research may lie in the creation of the ensemble of fuzzy trees based on the proposed method and optimization of
this software implementation.

KEYWORDS: computer system, operating system events, abnormal state, identification, machine learning, Isolation Forest
algorithm.
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ABSTRACT

Context. The problem of determining the optimal topology of a neuromodel, which is characterized by a high level of logical
transparency in modeling complex technical systems, is considered. The object of research is the process of applying an indicator
system to simplify and select the topology of neuromodels.

Obijective of the work is to develop and use a system of indicators to determine the level of complexity of the modeling problem
and gradually select the optimal logically transparent topology of the neuromodel.

Method. A method is proposed for selecting an optimal, logically transparent neural network topology for modeling complex
technical systems using a system of corresponding indicators. At the beginning, the method determines the overall level of complex-
ity of the modeling task and, using the obtained estimate, determines the method for further optimization of the neuromodel. Then,
using Task data and input data characteristics, the method allows to obtain the most optimal structure of the neural model for further
modeling of the system. The method reduces trainingvtime and increases the level of logical transparency of neuromodels, which
significantly expands the practical use of such models, without using neuroevolution methods, which may not be justified by re-
source-intensive tasks.

Results. The developed method is implemented and investigated in solving the problem of modeling the dynamics of pitting pro-
cesses of steel alloys. Using the developed method made it possible to reduce the training time of the model by 22%, depending on
the computing resources used. The method also increased the level of logical transparency of the model by reducing the number of
computing nodes by 50%, which also indicates faster and more efficient use of resources.

Conclusions. The conducted experiments confirmed the operability of the proposed mathematical support and allow us to rec-
ommend it for use in practice in the design of topologies of neuromodels for further solving modeling, diagnosis and evaluation prob-
lems. Prospects for further research may consist in the development of methods for structural optimization of previously synthesized
models and the development of new methods for feature selection.

KEYWORDS: complexity assessment, indicator system, modeling, neuromodel, sampling, training, error, gradient.

ABBREVIATIONS
A3C is asynchronous advantage actor-critic
ANN is an artificial neural net;
CAwP is complexity is associated with people; N 0p
OC is organized complexity;
OS is organized simplicity;
RC is random complexity;
RNN is recurrent neural network.

N;j, is a neuron at the network input;

N, is a multiple neurons at the network output;

is a neuron at the network output;

N}, is a multiple neurons of the hidden network layer;
Ny, is a hidden network layer neuron;

NUMgjemtype 1 @ number of element types in the neu-

ral network;
NN is a neural network;

NNgiryct is a structure of neural network;

NOMENCLATURE
Kinput is @ number of element types in the neural net-

work;

. . . | is a number of neurons at the network input;
Keorry 1s @ number of independent variables that pub

LeVaccmeas 1S @ measurement accuracy level;

strongly correlate with the original features; . . .
Kimp 1s a number of the most significant independent LeVieyr is a level of significant and less significant

variables among factors; and/or non-significant factors;

Kntcorrx 1S a number of independent variables that
are weakly dependent on others or do not correlate with
each other;

n is a number of input features that characterize sam-
ple instances;

N; is a multiple neurons at the network input;
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LeVmanag 1s a level of possible control and manage-

ment;
Levi,gi 1s a conditional difficulty level of the task;

LeVgmpifetn is @ level of possible simplification of the

structure;
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m 1is a number of dependent (categorical) features of
sample instances;
p is a number of neurons at the network output;

q is a number of connections between neurons in the

network;
r is number of neurons in the hidden network layer;

Sample is a data set;
w is a multiple of connections between neurons;

w, is a connection between neurons in the network;

q

x,, is a independent attribute of the sample instance;

n
X is a set of independent attribute (variables);
Y, 1s a value of the dependent variable (attribute) of

the sample instance;
Y is a set of values of dependent variables.

INTRODUCTION

Usually, it can be concluded that ANN can developed
hidden knowledge from data: forecasting, classification, pat-
tern recognition skills, etc. are formed, but its logical struc-
ture usually remains hidden from the user [1-3]. The prob-
lem of manifestation (contrast) of this hidden logical struc-
ture is solved by reducing neural networks to a special logi-
cally transparent sparse form.

When designing an ANN the main questions usually
arise [1]:

1) determine the set of neurons (Nz{Ni,NO,Nh},

where N; = {Nil,Ni25-~ N; },

- Vg,

NO: 015N02’”.’N0p; Nh:{Nhl,thﬂ'“’Nhr}’

1=12,[Ni|, p=12,..[No|, r=12,.[Ny|) required
to solve the problem;
2) determine the structure NN, (topology, number

of layers, etc.) of the ANN.

Usually, after this or even at the testing stage, a third
task/question arises: how to make the work of the ANN un-
derstandable to the user (logically transparent) and what ben-
efits such an understanding can bring [4].

When solving the first question, the researcher is faced
with two opposite points of view [5, 6]. One of them claims
that the more neurons you use, the more reliable the network
will be. Proponents of this position cite the example of the
human brain. Indeed, the more neurons there are, the greater
the number of connections between them, and the more
complex tasks a neural network can solve. In addition, if you
use a deliberately larger number of neurons than is necessary
to solve the problem, then the neural network will definitely
train. If you start with a small number of neurons, the net-
work may not be able to train how to solve the problem, and
the whole process will have to be repeated first with a large
number of neurons. This point of view is popular among
neural network software developers and is confirmed by a
number of criteria [4—6].

The second point of view is based on an empirical rule:
the more configurable parameters, the worse the approxima-
tion of the function in those areas where its values were pre-
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viously unknown [4—6]. From a mathematical point of view,
the tasks of training neural networks are reduced to continu-
ing the function of a given finite number of points for the
entire domain of definition. The second approach defines the
required number of neurons as the minimum required. The
main disadvantage is that this minimum required number is
unknown in advance, and the procedure for determining it by
gradually increasing the number of neurons is very time-
consuming [5]. Based on the experience of various groups in
the field of medical diagnostics, space navigation and psy-
chology, it can be noted that all these tasks never required
more than a few dozen neurons.

In the end, a network with a minimum number of neu-
rons should better approximate the function, but determining
this minimum number of neurons requires a lot of intellec-
tual costs and experiments on network training. If the num-
ber of neurons is excessive, then you can get the result on the
first attempt, but there is a risk of building a poor approxima-
tion. And as a specific methodology, you can use the ap-
proach: double the number of neurons in the network after
each failed learning attempt.

An alternative approach is the use of neuroevolution
methods [7-9]. When the ANN population is formed at the
beginning. And then, in the course of using evolutionary
operators (mutation, selection, crossover), the best solutions
are obtained. In the form of big data with a large number of
hidden relationships or incomplete data (or with the approach
of teaching without a teacher), such methods and approaches
show good results (high level of accuracy of work, choice of
the optimal structure of the ANN). However, for not very
complex tasks, such methods may not become justifiably
resource-intensive, because they will work with populations
of ANNSs and constantly evaluate them [8]. However, there is
a more reliable way to estimate the minimum number of
neurons: using the contrast procedure [10]. In addition, the
contrast procedure allow to answer the second question:
what should be the network structure.

Therefore, using this example, we can conclude that at
the beginning it is still necessary to more accurately assess
the complexity of the problem in order to determine the
strategy for finding the optimal structure of the neuromodel
in the next one.

In this case, the term optimal structure of the ANN will
be understood as the highest possible level of logical trans-
parency of the ANN [1]. So, one of the main disadvantages
of neural networks, from the point of view of many users, is
that the ANN solves the problem, but cannot provide an ex-
planation of exactly how the answer was received. In other
words, you can’t extract an algorithm for solving the prob-
lem from a trained network. In the case of using simple feed-
forward ANN with a fixed and small number of neurons in
the hidden layer, this can still be studied. However, for more
complex topologies, we recommend using special method-
ologies, such as the contrast procedure.

That is why the scientific and applied task of developing
new methods for assessing the complexity of the problem
and then selecting the optimal structure of the ANN as a
neuromodel in solving applied problems, such as modeling,
classification and evaluation, is relevant.
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The object of study is the process of using an indicator
system to select the topology of a neuromodel.

Existing methodologies are general recommendations
and do not have a solid mathematical basis for defining clear
rules.

The subject of study is a system of criteria for determin-
ing the optimal structure of a neuromodel.

To date there are methods of neuroevolutionary synthesis
of ANN, but they are quite resource-intensive, which may
not be justified for simpler practical tasks. Therefore, the
paper proposes a new approach based on presenting informa-
tion about the task and evaluating input data.

The purpose of the work is to develop and use a system
of indicators to determine the level of complexity of the
modeling problem and gradually select the optimal logically
transparent topology of the neuromodel.

1 PROBLEM STATEMENT
Let it be a problem which can be characterized by a
conditional level of complexity ( Lev,, ). The difficulty

level is a specific integral estimate consisting of several
characteristics:

—the sample Samplez(X Y > of input data, where
X ={x,x,,..x,} is the set of independent variables-

features, and Y = {yl,yz,...ym} is the set of values of de-

pendent variables, and-the number of input features that
characterize sample instances;

— Levg,em 18 the level of possible simplification of
the structure (for example, the amount of input data);
— Lev, s a total number of significant and less sig-

nificant and/or non-significant factors;

— Lev,..meas 15 @ level of measurement accuracy;
— Lev,4nqg 18 the level of possible control and man-
agement.

Based on this the problem can be present as follows:
for the synthesis of ANN ( NN ), it is necessary to define

a set of neurons N = {Nl., N,,N h} consisting of subsets of
N, =N, Ny N 1= 12,00 [N

ip 2o

N, = {NUI,N,,2 ,...,an ;p = 1,2,...,|N0|, hidden neurons

input output

Ny =AN), Np s Ny fr=12,0|N,| and a set of
weights of connections between neurons w = {wq}. Hav-

ing determined the values of the elements of sets, we can
consider the synthesis of ANN is complete.

To do this, it will be used an estimate of the complex-
ity of the problem, after receiving which we will solve
how we will design the ANN topology NN in the

struct
future. If the problem can be classified as OS by its level
of complexity, then using the feature selection, we will
get the most informative ones and using the study of input
data, it will be indicated the required number of neurons
in the hidden layer of  the network
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Ny = ANy, Njy oo Ny b= 12,00 [N After that, it will
be possible to perform neuromodel training.

2 REVIEW OF THE LITERATURE

Complexity is a characteristic that reflects the extent
to which the project or implementation of a system or
element is difficult to understand and verify
(ISO/IEC/IEEE 24765).

A complex system is a system consisting of many in-
teracting components (subsystems), as a result of which a
complex system acquires new properties that are absent at
the subsystem level and cannot be reduced to the proper-
ties of the subsystem level.

The complexity of a system is determined by the
number of its constituent elements and possible connec-
tions between them. The degree of complexity is meas-
ured by the variety of the system. Diversity characterizes
the number of possible states of the system.

According to the work of Peter M. Senge [11], system
complexity exists in two main forms.

Complexity of granularity (structural complexity) oc-
curs as a result of a large number of systems, system ele-
ments, and established relationships in any of the two
main topologies (hierarchy or network). This complexity
is related to the systems as they are; namely, their static
existence.

Dynamic complexity (behavioral complexity) is re-
lated to the relationships that arise between ready-made,
functioning systems in the course of their operation, that
is, between expected and even unexpected behavior that
actually occurs.

Weaver [12] formulated the initial point of view, iden-
tifying the following categories of complexity: organized
simplicity, organized complexity, random complexity.
These categories and later reflections, in particular Flood
and Carson [13] and the author of the book, give grounds
for using the following classification of complexity.

OS occurs when there are a small number of essential
factors and a large number of less significant and/or non-
essential factors. At first, the situation may seem compli-
cated, but after studying it, less significant and insignifi-
cant factors can be excluded from the picture and hidden
simplicity can be discovered [12, 13].

OC prevails in such physical and abstract systems, the
structure of which is organized in such a way as to be un-
derstandable, and therefore pliable to scientists in describ-
ing complex behavior and structuring the process of creat-
ing complex systems and managing their life cycles. This is
a wealth that should not be oversimplified [12, 13].

RC occurs when there are many variables that exhibit
random, random behavior to a high degree. It can also be
the result of a lack of necessary control over the structure
of complex heterogeneous systems due to inadequate ar-
chitecture management during the system lifecycle
(creeping complexity) [12, 13].

CAwP occurs where the perception of any system
causes a sense of complexity. In this context, people be-
come systems of observation. This category also can be
linked to systems in which people are elements and can
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contribute significantly to organized simplicity, organized
complexity, and disorderly complexity. Reasonable or un-
reasonable behavior of individuals in specific situations is
naturally a significant factor in relation to complexity [12,
13].

3 MATERIALS AND METHODS

As already reported, it will be used the difficulty as-
sessment of the task at the beginning for future work. So,
based on the estimate, it will be determined which of the 4
types of Weaver [12, 13] classification the task belongs
to. The main distribution is shown in Fig. 1. This is how
the input data of the problem is studied at the beginning:
the larger the sample size of the input data, the higher the
score will be, because such tasks require either more
complex operations for preprocessing input data (data
reduction, feature selection, etc.), or more complex to-
pologies of the ANN to encode all the features and track
their relationship.

Next, it will defined the level of possible simplifica-

tion of the structure (Levg,s.n, ). Usually it will be

talked about the general possibility of deleting small in-

formation input data. So, Levg,,,/.,, =—1 if the number

of input features is not large (by default, it is suggested up
to 200, but it is possible to increase/decrease due to the
technical resources used) and simplification is not possi-

ble, Levgpiprn =0 if the number is large (from 200 to

1000), but it is possible to reduce them, and
Levgupifern =1 if the number is large and the reduction is

not possible (when working online) or too resource-
intensive.

The study of the total number of significant and less
significant and/or non-significant factors requires pre-
liminary factor analysis [14—18]. In view of the simplifi-
cation of this stage, it is proposed to perform the usual
factor analysis using the principal component method. So,
Lev ;. = =1 if the factor analysis did not show a large

number of significant factors; Lev ., =0 if the number

of significant factors is not large, but there are a certain
number of less significant factors, or during the factor
analysis there were correlation matrices that were poorly
determined (their determinant was 0); and Levy, =1 if

the factor analysis showed a large number of significant
factors and/or a large number of less significant ones.

During determining the level of measurement accu-
racy it will be guided by two main cases:

— Lev,.cmeqs =1 if the measurements are related to

the human factor, then people (or human sensory systems)
become observation systems;

— Lev,cemeqs =0 if measurements are made using
special sensors (sensor systems).

The level of possible control and management can al-
so show only two states, so:
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— Levyneg =1 if the system exhibits highly random,

disorderly behavior, or this behavior is the result of a lack
of necessary control over the structure of complex hetero-
geneous systems;

— Ley =0 if the system was under control (hu-

man or automated) and even if certain signs (e.g. deformi-
ties) were under control.

It should be noted that this paper will provide mecha-
nisms exclusively for the first category: OS [12, 13]. After
all, it should be noted that if a system, for example, after
evaluating a problem, its complexity is determined as an
OC, then at the beginning it is recommended to synthesize
a neuromodel (for example, using neural network meth-
ods), and only then carry out structural optimization, if
necessary. This is explained by the fact that in this case it is
not possible to select information features according to the
problem conditions, but it is possible to simplify and ex-
clude links in the model. If the score is defined as CAwP,
then it is recommended to check the truth of the input data
before selecting information features. In the form of RC, it
is recommended to use a special class of neural network
methods for the synthesis of neuromodels, namely swarm
intelligence methods, or use the RNN topology with the
A3C method to train it [19, 20]. This approach will allow
for much better data processing, because swarm intelli-
gence methods do not have the disadvantages of most neu-
roevolutionary methods and emulate the behavior of inde-
pendent agents [7—9], and RNN allows you to encode most
hidden relationships in its structure.

Therefore, if the task was evaluated by the OS, we
will proceed to the second stage. First, you need to deter-
mine the number of element types in the neural network.
In our case Num =3, by default, because it is as-

manag

elemtype

sumed that only input, hidden and output neurons are
used. Next, you need to determine the number of inde-
pendent variables that strongly correlate with the original
features K,y . Additionally, the number of independent

variables that are weakly dependent on others or do not
correlate with each other is determined K ,;.,,.x . Addi-

tionally, information about the number of the most sig-
nificant independent variables among the factors is pulled
up from the previous stage K,,,. After that, the number

of neurons in the hidden layer can be determined by the
formula:

|Nh| = Kinput - KcorrY _Kimp — BntcorrX - (1)
4 EXPERIMENTS

To research the developed method, it will be used the
problem of modeling the dynamics of pitting processes of
steel alloys [16, 17]. Pitting (spot) corrosion is a type of
corrosion destruction to which only passive metals and
alloys are subjected. Pitting corrosion is observed in
nickel, zirconium, chromium — nickel, chromium, alumi-
num alloys, etc. during pitting corrosion, only certain ar-
eas of the surface are destroyed, on which deep lesions
are formed-pitting (point ulcers). AISI 304 steel is used in
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many areas, for example, in the manufacture of prefabri-
cated and welded metal structures, components of pipe
fittings, as well as household equipment: balcony and
staircase fences, kitchen equipment, automobile exhaust
systems [21, 22]. Such structural materials have high cor-
rosion resistance in many aggressive environments, but
can be subjected to pitting corrosion in solutions contain-
ing chloride (C;). That is why it is an urgent task to

build models of the dependence of pitting formation on
the characteristics of the steel used and reversible solu-
tions. A promising basis for such models is the ANN, due
to their ability to learn from experimental data, generalize
data, and extract knowledge from data [1-3]. ANNs can
be used to build models of dependencies based on obser-
vations in the absence of uncertainty of dependencies in
the data. Table 1 shows a fragment of the input data.

The data sample consisted of 50 point observations
characterized by the values of input features: x; is pH

(medium characteristic, dimensionless); x, is Cg;, mg/l
V.., Vol.

OK

(chloride concentration in the medium); x; is
% (volume of oxides in steel); x, is the amount of oxides

up to 1.98 microns in size per 100 visual obstacles of an
optical microscope (%320 ) in steel; x5 is the amount of

oxides ranging in size from 1.98 microns to 3.95 per 100
visual interference of an optical microscope (x320) in

steel; x¢ is L, , microns (average distance between ox-
ides in steel); x; is d;, microns (average diameter of
austenite grain in steel); xg is P, , Vol. % (volume-ferrite
in steel); x, is C the mass percentages (carbon content in
Steel); x;, is Mn, % (manganese content in steel); x;; is

Si, % (silicon content in Steel); x, is Cr, % (chromium

content in steel); x;;3 is Vi, % (nickel content in steel);
X14 1s N, % (nitrogen content in steel); x;5 — Ti, % (tita-
nium content in Steel); x4 is S, % (sulfur content in
steel); x;; is P, % (phosphorus content in steel); x;g is
X,, m’/kg (specific magnetic susceptibility of austenite).
Dependent variables: y, is ACr, mg (10°°) the chro-
mium losses from steel after its exposure in solution; y,
is AFe, mg (10°) the iron losses from steel after its ex-
posure in solution; y; is ANi, mg (10°°) the nickel losses
from steel after its exposure in solution; y, = ZCr ; ys if
ZCr <1, then steel in solution with such parameters
(signs x;, x,) is subjected to pitting corrosion with the

formation of stable pitting, otherwise, steel in solution
with such parameters (signs x;, x,) is subjected to pit-

ting corrosion with the formation of metastable pitting;
V¢ = ZNi ; y; if ZNi <1, then pittings grow intensively,
otherwise, pittings do not increase in size intensively.

5 RESULTS

The results of factor analysis are demonstrated at the
table 2. This results will be used for evaluate the level of
task and for calculations of number hidden neurons.

Pairwise correlation coefficients of input features are
demonstrated at table 3 and will be used in future calcula-
tions of number hidden neurons.

Pairwise correlation coefficients of input and output
features are demonstrated at table 4 and will be used in
future calculations of number hidden neurons.

Table 5 demonstrate the comparison of neuromodel
learning outcomes.
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Table 1 — General information about data set
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X1 X X3 X18 i 2 3 7
4 300 0,0199 2,27 0,01421 0,18776 0,01620 0
4 300 0,0216 2,27 0,01109 0,63335 0,01337 0
5 300 0,0199 2,27 0,00275 0,00296 0,01479 1
5 300 0,0216 2,27 0,00379 0,00275 0,01400 1
8 600 0,0216 2,27 0,00412 0,02114 0,03708 1
Table 2 — Results of factor analysis
X Factor 1 Factor Ne2 Factor Ne3
X —0.000000 —0.000000 —0.894181
X2 0.000000 0.000000 —0.447706
X3 —0.989883 0.031646 —0.000000
X4 0.677879 —0.644594 0.000000
Xs —0.980149 0.158833 0.000000
Xo 0.817799 0.493587 —0.000000
X7 0.837964 —0.210144 —0.000000
Xg 0.533363 0.743210 0.000000
Table 3 — Pairwise correlation coefficients of input features
r X1 X2 X3 X4 Xs X6 X7 Xg X9 X10 X11 X12 X13 X14 X16 X17 X18
X 1.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00
X2 0.00 | 1.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00
X3 0.00 | 0.00 | 1.00 | —0.68 | 0.99 | —-0.83 | —0.80 | 0.94 | -0.46 | 0.15 | -0.06 | 0.32 | -0.13 | -0.49 | -0.16 | 0.25 | 0.89
X4 0.00 | 0.00 [ -0.68 | 1.00 | -0.78 | 0.18 | 0.59 | -0.79 | 0.00 | —0.39 | —-0.49 | —0.86 | 0.58 | —0.09 | —0.40 | 0.31 | —0.62
Xs 0.00 | 0.00 | 099 [ -0.78 | 1.00 | —0.75 ] -0.80 | 0.96 | -0.39 | 0.20 | 0.04 | 0.44 | -0.23 | —0.40 | —0.05 | 0.15 | 0.89
X6 0.00 | 0.00 [ -0.83 | 0.18 | -0.75] 1.00 | 0.54 | -0.71 | 0.69 | —0.02 | 032 | 0.17 | -0.16 | 0.82 | 0.61 [ —0.65 | —0.73
X7 0.00 | 0.00 [ -0.80| 0.59 | -0.80 | 0.54 | 1.00 | —0.61 | 0.28 | —0.08 | 0.18 | —0.31] 0.13 | 0.13 | -0.34 | —0.03 | —0.60
Xg 0.00 | 0.00 | 094 | -0.79]| 096 | -0.71 | -0.61 | 1.00 | -0.30 | 0.16 | 0.11 | 0.44 | -0.20 | —=0.40 | —0.19 | 0.10 | 0.93
X9 0.00 | 0.00 [ -0.46 | 0.00 | -0.39 ] 0.69 | 0.28 | 030 | 1.00 | —0.61 | —0.18 | —-0.03 | 0.35 | 0.92 | 048 | —0.94 | 0.11
X10 0.00 | 0.00 | 0.15 | -0.39 | 0.20 | —0.02 | -0.08 | 0.16 | -0.61 | 1.00 | 0.87 | 0.70 | —-0.95 | -0.38 | 0.12 | 042 | —0.20
X1 0.00 | 0.00 [ 0.06 | 0.49| 0.04 | 032 | 0.18 | 0.11 [-0.18 | 0.87 | 1.00 | 0.83 | -0.93 | -0.01 | 0.26 | 0.01 | -0.23
X12 0.00 | 0.00 | 032 | 0.86| 0.44 | 0.17 | 031 | 044 | —0.03 | 0.70 | 0.83 | 1.00 | —0.88 | 0.17 | 0.54 | -0.26 | 0.17
X13 0.00 | 0.00 | -0.13 | 0.58 | -0.23 | -0.16 | 0.13 | -0.20 | 0.35 | -0.95|-0.93 | -0.88 | 1.00 | 0.09 | -0.38 | -0.11 | 0.16
X1a 0.00 | 0.00 [ -0.49 | —0.09 | -0.40 | 0.82 | 0.13 | 040 | 0.92 | —0.38 | —0.01 | 0.17 | 0.09 | 1.00 | 0.77 | -0.94 | —0.28
X16 0.00 | 0.00 | -0.16 | -0.40 | —0.05 ] 0.61 | -0.34 | —0.19 | 048 | 0.12 | 0.26 | 0.54 | -0.38 | 0.77 | 1.00 | —0.68 | -0.24
X17 0.00 | 0.00 | 0.25 | 0.31 0.15 | -0.65 | -0.03 | 0.10 [ -0.94 | 0.42 | 0.01 | -0.26 | -0.11 | —0.94 | —0.68 | 1.00 | —0.02
Xis 0.00 | 0.00 | 0.89 | -0.62 | 0.89 | -0.73 ] -0.60 | 0.93 | —0.11 | -0.20 | -0.23 | 0.17 | 0.16 | —0.28 | —0.24 | —0.02 | 1.00
Table 4 — Pairwise correlation coefficients of input and output features
r b4l V2 V3 V4 Vs Ve 7
X —0.0240 —0.3045 0.0292 0.1242 0.1260 0.1317 0.1132
X —0.3102 —0.2726 0.1651 —0.2519 —0.3563 —0.2464 —0.1601
X 0.1198 0.0172 0.2271 0.2153 0.0417 —0.0259 0.1020
Xa 0.0757 0.0193 —0.0486 —-0.1540 0.0086 0.1167 -0.0194
Xs 0.0862 0.0104 0.2032 0.2145 0.0337 —0.0461 0.0909
X6 -0.2262 —0.0467 -0.2617 -0.1657 -0.0708 —0.0532 -0.1225
X7 —0.1016 —0.0253 —0.1831 —0.2068 0.0060 —0.0075 —0.0460
Xs 0.0404 -0.0113 0.1788 0.1881 0.0445 —0.0828 0.1013
Xo -0.3200 —-0.1464 -0.1721 —0.0998 —0.0484 —0.1651 —-0.0282
Xio 0.1397 0.1280 -0.0134 0.0441 —-0.0052 0.0852 —-0.0676
Xi —0.0254 0.0618 -0.1145 -0.0126 -0.0192 -0.0108 —0.0820
Xi2 -0.0717 0.0230 —0.0507 0.0833 —0.0306 -0.0713 —0.0511
X13 —0.0442 —0.0918 0.0562 —0.0462 0.0249 —-0.0267 0.0806
Xia -0.2920 —-0.1089 -0.1929 —0.0861 -0.0731 -0.1287 -0.0718
Xi6 —-0.1545 -0.0229 -0.1222 0.0133 —-0.0840 —-0.0535 —0.0961
X17 0.3191 0.1352 0.1549 0.0456 0.0576 0.1793 0.0345
X1s 0.0025 —0.0547 0.1910 0.1750 0.0472 —0.1046 0.1274
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Table 5 — Comparison of neuromodel learning outcomes

Target ANumber of Training Average Independent ‘Number of Training Average
. hidden neurons . . hidden neurons .

variable Time, s error variables used Time, s error
Vi 8 4.2400 0.00336 X2. Xo 4 3.2190 0.00165
V2 8 5.6440 0.00686 X1. X2. Xo. X8 4 4.3480 0.00639
V3 8 4.3280 0.00641 X1. X. Xg. X9. X13 4 3.3090 0.00181
V4 8 5.5470 0.00344 X1. Xp. Xo. Xi8 4 4.9320 0.16357
Vs 8 4.4030 0.00316 X1. X. Xo. X13 4 3.3320 0.00191
Ve 8 7.8150 0.72003 X1. X2. Xo. X13 4 4.9700 0.84592
V7 8 4.4480 0.00501 X1. X. Xo. X13 4 4.3400 0.00357

6 DISCUSSION itis x; —x,; for Factor 2 it is x,,x, ; for Factor 3 it is x;,

Let’s analyze the input data and sample it. So,
Levgpifeim =0 because the number of input attributes is

not large and it is possible to reduce them.
In our case Levy, =0, due to the fact that during the

factor analysis there were correlation matrices that were
poorly determined (their determinant was 0). Factor loads
are shown in table 2.

Under the conditions of the problem, measurements
were made using special sensors, S0 LeV,..yeqs =0 . And

Lev =0 because the experimental system was al-

manag

ways under supervision and control.

In table 3 shows the coefficients of paired correlation
of input features with each other. It should be noted that
x5 does not correlate at all.

From the results of table 3, we can conclude that the
signs x;, x, and x5, ta do not depend on other signs,

and all other signs are strongly related.

Table 4 shows the pairwise correlation coefficients be-
tween input and output features. It should be noted that
X5 does not correlate at all.

From the results of table 4, it can be concluded that
the most individually significant for the initial features are
the following: x;, x, and xg.

So we get the coefficients K .,.,y=3, K icomy=3,

K;,,, =8 . The result is the most optimal number of hid-

imp
den neurons |N h| =4.

It will be tested and compared the average error values
for the complete data and for the data after feature selec-
tion and with the optimal number of hidden neurons in the
hidden layer defined by (1). The comparison results are
shown in Table 5. The Forward—Backward greedy algo-
rithm was used to select features [23].

Based on the results of the initial analysis, the task
was assigned to the OS group. After all, the input sample
was not excessive, and the risks of human influence were
excluded. The only significant complicating factor is the
poorly conditioned correlation matrices (their determinant
was 0), which was confirmed by factor analysis.

Therefore, at the beginning , neuromodel training was
tested using all input data, and since the results of factor
analysis revealed 8 most significant variables: for Factor 1

© Leoshchenko S., Subbotin S., Oliinyk A., Narivs’kiy O., 2021
DOI 10.15588/1607-3274-2021-1-12

then at the beginning |N h| =8.

Analyzing the initial results, it should be noted that
there is a fairly large difference between the training time
of the model: from 4.24 to 7.82. at the same time, the size
of the average error was quite acceptable and ranged from
0.00316 to 0.72003.

The results obtained on the data after reduction
showed that the accuracy in some cases (for y;, ¥,, »3,

ys and y,) improved, and the time was significantly

reduced, moreover, the time distribution between training
iterations was distributed more evenly. However, for a
number of cases ( V4, Vg ), the accuracy of the model has

decreased. This may be due to a slight influence of the
eliminated features, which may be of a group nature.
Therefore, we can conclude that to feature selection in
this case, we should use methods that can select not only
individual features, but also groups of features [24, 25].

CONCLUSIONS

The urgent scientific and applied problem of determin-
ing the optimal and logically transparent structure of a
neuromodel is solved.

The scientific novelty lies in the fact that a method
has been developed for selecting the optimal, logically
transparent topology of a neural network for modeling
complex technical systems using a system of correspond-
ing indicators. Using the problem complexity assessment
and a system of indicators, the method allows you to de-
termine the most optimal and logically transparent struc-
ture of the neural network.

The practical significance lies in the fact that the de-
veloped method allows you to use clear mechanisms to
increase the level of logical transparency of the model
based on a comprehensive assessment of the problem.
When testing the method, the learning time of neuromod-
els was accelerated by an average of 22%. Therefore, the
results of experiments indicate a real simplification of the
structure and more rational use of computing resources.

Prospects for further research are the development
of methods for structural optimization of pre-synthesized
neuromodels in the case of complexity of the OC type
problem and the use of feature selection methods that
would allow taking into account group information con-
tent.
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AHOTALIA

AKTyanbHicTh. Po3risiHyTO 32124y BU3HAYCHHS ONTHMAIBHOI TOIOJIOTIT HEHPOMO/IE, 10 BiAPI3HIETHCS BUCOKMM PiBHEM JIO-
TiYHOI MPO30POCTi MPHU MOJAENIOBaHHI CKIAIHUX TeXHIYHHUX chcTeM. O0’€KTOM IOCTIHKEHHS € MPOLEC 3aCTOCYBAHHS 1HIUKATOPHOI
CHCTEMH IS CIIPOILEHHS Ta BUOOPY TOMOJIOTIi HeHPOMOAEi.

Meta po6oTH nosrae y po3poOiii Ta BUKOPHCTAHHI CUCTEMH 1HIUKATOPIB Ul BU3HAYCHHS PIBHIO CKJIAIHOCTI 33249l MOJIEIIO-
BaHHS Ta IIOCTYIIOBOMY Mi0OPi ONTHMAIBHOI JIOTTYHO MPO30POI TOIMOIOTIT HeHPOMOIeIti.

MeTona. 3anpornoHoBaHO METOJ I MiA00PY ONTHMAJBHOI, JOTIYHO IIPO30POi TOMOJIOTIT HEHPOHHOT MEPEkKi ISl MOJCITIOBAHHS
CKJIQIHUX TEXHIYHUX CHCTEM 3 BUKOPHCTAHHSIM CHCTEMH BiIIOBIAHUX iHAuKaTOpiB. Ha mouaTky mMeTos BU3HAYae 3arajbHUN piBEHb
CKJIQJIHOCTI 3aa4i MOJCIOBAHHS Ta BUKOPHUCTOBYIOYM OTPUMaHy OL[HKY BH3HA4a€ CIoOCi0 mojanbInoi onTuMizauii HeHpoMozei.
IToTiM BHKOPHCTOBYIOYHM JlaHi IPO 3aJady Ta XapaKTEPUCTHUKM BXIJHUX JaHUX METOJ JO03BOJISE OTPHUMATH HAHOLIbLI ONTUMANIbHY
CTPYKTYpY HEHPOHHOI MOZEIi 11 MOAAIBIIOr0 MOJICIIOBAHHS CUCTEMH. METOoI 103BOJISIE CKOPOTHTH Yac HABYAHHS Ta MiJBUIIUTH
PiBEHB JIOTIYHOI MPO30POCTi HEHMPOMOZET, 10 3HAYHO PO3MIMPIOE MPAKTUYHE BUKOPHCTAHHS TaKUX MoJeleil, 63 BUKOPUCTAaHHA
HEHPOEBOMIOMIMHIX METOIB, II0 MOKYTh OyTH HE BHIIPABJAHO PECYPCOEMHUMH IPH PSIi 3a/1a4.

PesyabTaTu. Po3pobienuii MeTol peanizoBaHO Ta JOCTIHKEHO IPH BUPINICHHI 33aJadi MOJCIIOBAHHS JWHAMIKA IITTIHTOBUX
IIPOLECiB CTAJBHUX CIDIABIB. BHKOpHCTaHHS pO3p0o0IEHOr0 METOLY JTO3BOJIHMIO CKOPOTHTH Yac HaBYAaHHS Mozeni Ha 22%, B 3aex-
HOCTI BiJl BUKOPHUCTOBYBAaHHX OOUMCIIOBAIBEHHUX pecypciB. Takox METOA J03BOJIMIIO MiIBHIIMTH PiBEHb JOTIYHOI IIPO30POCTI MOJENi
CKOPOTHUBIIU KUTBKICTh O0YHCITIOBATLHUX BY3JiB Ha 50%, 1110 TaK0X CBIAYHTH PO MPUCKOPEHHS Ta OLIBII palliOHATLHE BUKOPHUC-
TaHHSI PEeCypCiB.

BucnoBku. IIpoBeneHi eKClIepUMEHTH MiATBEPIMIN NPALE3JaTHICTh 3alIPOIOHOBAHOTO MAaTEMAaTUYHOTO 3a0e3MedeHHs 1 103B0-
JISIIOTh PEKOMEH/IyBaTH HOTro Ul BUKOPHCTAHHS Ha MPAKTHILI HPH MPOEKTYBaHHI TOIOJOTIH HefipomMoene Ui MoJajbIIoro BUpi-
LICHHS 33124 MOJICIIOBAHHS, JIarHOCTYBaHHS Ta OLiHIOBaHHA. [lepCieKTHBY MOAANBIINX TOCTIHKEHb MOXKYTh MOJISATAaTH B PO3pOOIIi
METOJIiB CTPYKTYpPHOI ONTHMIi3amii IIomepeHb0 CHHTE30BaHUX MOJIeNeil Ta po3po0Li HOBUX METOAIB BiOOpy iH(pOpMaLiiiHUX 03HAK.

KJIFOYOBI CJIOBA: omiHKa CKJIQJHOCTI, CHCTEMa 1HJMKATOPiB, MOJCIIOBAHHS, HEHPOMOJIETb, BUOIpKa, HABYAHHS, TIOMHJIKA,
Ipai€HT.
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AHHOTALUA

AKTyaJbHOCTBb. PaccMOTpeHa 3afaya onpezesieHusl ONTHUMalIbHONW TONOJOIMK HeHpoMojeliell, KOTopas OTJIMYAeTCsl BBICOKUM
YPOBHEM JIOTHYECKO¥ MPO3PavyHOCTH MPU MOJICTUPOBAHUH CJIOKHBIX TEXHHYECKHX cucTeM. OOBEKTOM HCCIIeIOBAHNUS SIBISIETCS MPO-
LecC MPUMEHEHUs HHMKATOPHOM CHCTEMBI [UIS YIIPOLIEHHs U BEIOOpA TOMONIOTHU HEHPOMOJIEIH.

Henr padoThl 3aKm0vacTcst B pa3paboTKe M HCHONB30BAaHUH CHCTEMBI MHIUKATOPOB AT ONPEIEICHHUs YPOBHS CIOXKHOCTH 3a-
JIa49d MOJEIMPOBAHUS W IOCTEIICHHOM NMOAOOPE ONTUMAaIBHON JIOTHYECKH MTPO3PAYHON TONOIOTHH HEHPOMOETIEH.

Meton. [Ipeanoxen Meton st mogd0pa ONTUMAIBEHOH, IOTHYHO MPO3PAYHOI TOMOIOTHH HEHPOHHOM CEeTH [T MOJCTHPOBAHUS
CIIOKHBIX TEXHHYIECKHUX CHCTEM C MCHOJIB30BaHUEM CHCTEMBI COOTBETCTBYIOIINX MHIWKATOPOB. B Hauane MeTox onpenenser oommit
YPOBEHB CIIOKHOCTH 3aJaddl MOJCIMPOBAHMS WM HCIIOJIB3YS IOJYYEHHYIO OLEHKY ONpEeAeNsieT CHOCO0 NalubHEHIIeH ONTHMM3AINu
HelipoMojienield. 3aTeM HCHONB3ysl JaHHBIE O 3a/ade M XapaKTEePHCTHKH BXOMHBIX JAHHBIX METOJ IO3BOJIIET MOJNYYHTh Hauboiee
ONTUMAJIHYIO CTPYKTYpY HEHpOHHON MoJeNu Ul JalbHEHIIero MOJEIMPOBaHHUsS CUCTEMbl. METOA MO3BOJSET COKPAaTUTh BpeMs
00y4eHHS U MOBBICUTH YPOBEHb JIOTHYECKOHN MPO3PaYHOCTH HEHPOMOMENH, YTO 3HAYUTEIBHO PACIIUPSET MPAKTHYECKOE HCIIOIIBb30-
BaHUE TAKUX MoJieJiel, 0e3 NCTOIb30BaHMs HEHPO3BOIIOLUOHHBIX METOAOB, KOTOPBIE MOTYT OBITh HE OMPAaBJAHHO PECYPCOEMKHMHU
TIpH pAze 3a1ad.

Pe3yabTaThl. PazpaboTaHHBI METOJ peann3oBaH U HCCIEIOBAH HPH PEHICHUH 3aJadd MOASIUPOBAHUS ITMHAMUKH MUTTHHIO-
BBIX IIPOIIECCOB CTANBHBIX CIUIaBOB. Mcnonp3oBaHne pa3pabOTaHHOTO METOJA MO3BOIMIO COKPATUTH BpeMs OOY4eHHS MOJCIH Ha
22%, B 3aBUCUMOCTHU OT MCIOJIb3YyEMbIX BBIUUCIMTENBHBIX pecypcoB. Takxke METOZ IIO3BOIMI IOBBICUTh YPOBEHb JIOTHUECKOU IIpo-
3pavHOCTH MOJIEH COKPAaTHB KOJHMYECTBO BBIYMCIHMTEIBHBIX y3JI0B Ha 50%, 9TO Takke CBHIETENLCTBYET 00 YCKOpEeHHH U Ooiee
palMOHAIBHOM HCIIOIb30BaHUU PECYPCOB.

BriBoasl. [IpoBesieHHBIE SKCIEPUMEHTHI HOATBEPIMIN pabOTOCIIOCOOHOCTh IPEUIOKEHHOTO0 MaTEMaTHYECKOro obecieYeH s 1
MO3BOJIAIOT PEKOMEH/I0BATh €TI0 JUIsl HCHOJIb30BAaHUS Ha NMPAKTHKE MPH MPOSKTHPOBAHUN TOTIOJIOTUH HeHpoMoienelt 1uisl JanbHeHe-
TO pelIeHus 3a7a4 MOAENUPOBAHUS, JUATHOCTUPOBAHUS M OLeHuBaHUs. IlepcreKTHBBI JadbHEHIINX MCCIIEI0BAaHUI MOTYT 3aKiIO-
4aThCA B Pa3pabOTKe METOJOB CTPYKTYPHOH ONTHMH3ALMK NPEABAPUTENHFHO CHHTE3MPOBAHHBIX MOAENEH U pa3paboTKe HOBBIX Me-
TOZI0B 0TOOpa MH()OPMATUBHBIX IPHU3HAKOB.

KJIIOYEBBIE CJIOBA: omeHKa CIOXHOCTH, CHCTEMa HHIUKATOPOB, MOJICIHPOBAHHE, HEHPOMOJENb, BBIOOPKA, 00y4YeHUE,
ommOKa, rpaJiieHT.
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ABSTRACT

Context. The analytical procedures used in the audit are currently based on data mining techniques. The work solves the problem
of increasing the efficiency and effectiveness of analytical audit procedures by clustering based on spectral decomposition. The ob-
ject of the research is the process of auditing the compliance of payment and supply sequences for raw materials.

Objective. The aim of the work is to increase the effectiveness and efficiency of the audit due to the method of spectral cluster-
ing of sequences of payment and supply of raw materials while automating procedures for checking their compliance.

Method. The vectors of features are generated for the objects of the sequences of payment and supply of raw materials, which
are then used in the proposed method. The created method improves the traditional spectral clustering method by automatically de-
termining the number of clusters based on the explained and sample variance rule; automatic determination of the scale parameter
based on local scaling (the rule of K-nearest neighbors is used); resistance to noise and random outliers by replacing the k-means
method with a modified PAM method, i.e. replacing centroid clustering with medoid clustering. As in the traditional approach, the
data can be sparse, and the clusters can have different shapes and sizes. The characteristics of evaluating the quality of spectral clus-

tering are selected.

Results. The proposed spectral clustering method was implemented in the MATLAB package. The results obtained made it pos-
sible to study the dependence of the parameter values on the quality of clustering.

Conclusions. The experiments carried out have confirmed the efficiency of the proposed method and allow us to recommend it
for practical use in solving audit problems. Prospects for further research may lie in the creation of intelligent parallel and distributed
computer systems for general and special purposes, which use the proposed method for segmentation, machine learning and pattern

recognition tasks.

KEYWORDS: audit planning, clustering, spectral decomposition, medoids, sequence of payment and supply of raw materials.

ABBREVIATIONS

NJW is a Ng, Jordan, Weiss method;

PAM is the partitioning around medoids;

EM is an expectation-maximization;

DBSCAN is a density-based spatial clustering of ap-
plications with noise;

OPTICS is an ordering points to identify the clustering
structure;

DIANA is a divisive analysis;

SOM is a self-organizing map;

ART is a adaptive resonance theory;

TP is a true positive;

TN is a true negative;

FP is a false positive;

FN is a false negative.

NOMENCLATURE
A is a set of clustering objects;
a, is an 7 -th object of clustering;

n is a number of objects of clustering;
X is an set of feature vectors from the space R?;
X, is a feature vector of i -th object of clustering from

the space RY;
g 1s a number of features in feature vector X,

X isaset of K -nearest feature vectors;
il. is a feature vector of K -nearest to feature vector
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O is a threshold for determining the number of clus-
ters;

K is a number of nearest neighbors;

o, is a scale parameter for the 7 -th feature vector;

S is a symmetric similarity matrix;

D is a diagonal degree matrix;

L is a normalized symmetric Laplace matrix;
I is a unit matrix;

kl. is an i -th eigenvalue;

W, is an i -th eigenvector;
¢ is a number of clusters;

R? is a coefficient of determination;
V is a principal component matrix;

X is a set of feature vectors from the space R®;

)El. is an i -th feature vector from the space R¢;

X is a set of feature vectors from the space R°,
which not corresponding to medoids;

A ‘ is a k -th cluster;

A 1is a set of indicator functions;
X4 (-)is an indicator function A4 i (returns 1 or 0 de-
k

pending on the belonging of the object to the k -th clus-
ter);

D, is a square of distance between i -th object and
medoid of k -th cluster;

F(-) is a target function;
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LN .
v is a best target function value;
y is a target function value;
M 1is a set of cluster centroids;

m, is a centroid of k -th cluster for the space RY;

M is a set of medoids of cluster;

ﬁll, is a medoid of k -th cluster for the space R®;

m is a preserved medoid for space R®;
N(0,1) is a function, that returns standard normal dis-

tributed random number;

v? is a variance of Gaussian additive noise;

Accuracy 1is an accuracy;
Precision is a precision;
Recall is a recall;

F is a balanced F-measure;

0 ; is a types set of paid raw materials;

ek is a types set of raw materials obtained;

s, is a type of paid raw materials;

d

S) is a type of raw material received;

5q is a cost of paid raw material of type s r
a

V. isanumber of received raw material of type s i
k

INTRODUCTION

The analytical procedures used in the audit are currently
based on data mining techniques [1, 2]. In an automated audit
system, the task of auditing expenses at the top level is
decomposed into tasks of checking the sequence of dis-
playing data of the middle level. First of which — display
is paid-received. This is a mapping of the multidimen-
sional data of payment for raw materials to suppliers to/in
the set of multidimensional data for the delivery of raw
materials. At the lower level, if there are no violations in
accounting, this mapping should be one-to-one. In order
to reduce the volume of checks at the lower level, the
audit system analyzes the aggregated indicators of pay-
ment and delivery at the middle level or formed sets (clus-
ters) of multidimensional data of the lower level. Also,
when designing an IT audit, the goal is to automate the
analysis to form recommended solutions. According to
the method of generalized set mapping, at the middle
level, generalized properties of data sets (condensation
points, isolated points) are analyzed, that is, the density
structure of each of the sets is determined, and then they
are compared.

For analysis, pay and delivery sequence data can be
aggregated over quantization periods:

1) for all suppliers;

2) by the nomenclature of raw materials.

Analysis of data on payment and supply of raw mate-
rials is carried out to form recommended solutions for the
following audit tasks.
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1. The task of the external audit is to check the com-
pleteness of accounting for settlements with suppliers.

2. Tasks of internal audit to verify compliance with
contractual policies. The contractual policy of the enter-
prise is a set of rules characterizing the delivery time after
payment, the nomenclature of raw materials, technical or
physical characteristics, prices (discounts).

3. The task of the internal audit of pricing policy
when concluding contracts (identifying a significant share
of unfavorable contracts, which are features of ‘kick-
backs” when concluding them).

4. The task of internal audit of receivables from sup-
pliers of raw materials in terms of timing and amounts.

Clustering methods are used to audit the compliance
of the sequence of payments for raw materials and the
sequence of deliveries of raw materials at the stage of
identifying characteristic properties.

Traditional clustering methods are:

1. Partition-based (partitioning-based) or center-based
methods (e.g., methods k-means [3], PAM (k-medoids)
[4], FCM [5)).

2. Mixture model or distribution-based or model-
based methods (e.g., EM [5]).

3. Density-based methods (e.g., methods DBSCAN
[6], OPTICS [7]).

4. Hierarchical methods:

— agglomerative or ascending (bottom up) (e.g. cen-
troid communication methods, Vard, unit connection, full
connection, group secondary) [8];

— divisive or descending (top down) (e.g., methods
DIANA) [9].

Clustering methods can also be based on metaheuris-
tics [10, 11] and artificial neural networks (e.g., SOM,
ART) [12].

Object of study. Audit process for compliance with
payment sequences and raw materials supply.

Subject of study. Spectral clustering method for au-
diting sequences of payment and supply of raw materials.

The aim of the work is to increase the effectiveness
and efficiency of the audit by automating the analysis of
data from sets of parallel-sequential operations of pay-
ment and supply of raw materials based on the spectral
clustering method.

To achieve this goal, it is necessary to solve the fol-
lowing tasks:

1. Generate feature vectors for objects of sequences of
payment and supply of raw materials.

2. Create a method for spectral clustering of sequences
of payment and supply of raw materials.

3. Select characteristics for assessing the quality of
spectral clustering.

4. Conduct a numerical study of the proposed spectral
clustering method.

1 PROBLEM STATEMENT
The problem of increasing the efficiency of audit
based on the method of spectral clustering of sequences of
payment and supply of raw materials is presented as the
problem of finding such a partition of the set of clustering
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objectsA:{al,...,an}, represented by a set of feature
vectors X = {xl,...,xn}, per cluster 4,54, through a
variety of indicator functions A = {y 4 ()seemnX y ()}, and

with a set of cluster centroids M = {ml,...,mc} , at which

n C 2
F = X (a.)”x.—m H — min .
[Z::lkz=:l Ak i i k AM

2 REVIEW OF THE LITERATURE

Existing clustering methods have one or more of the
following disadvantages [6, 7]:

— have high computational complexity;

— do not allow the emission of noise and random emis-
sions;

— clusters cannot have different shapes and sizes;

— require specifying the number of clusters;

— require the definition of parameter values.

In this regard, it is relevant to create a clustering
method that will eliminate the indicated disadvantages.

One of these methods is spectral clustering [13, 14],
which has already found application in the segmentation
of signals of different physical nature [15]. Since initially
the spectral clustering methods did not provide for the
procedure for automating the determination of the pa-
rameters and the number of clusters, an attempt is being
made to eliminate this drawback. [16], which will allow
them to be used in IT audit of enterprises with different
characteristics.

3 MATERIALS AND METHODS

Let’s start by solving the first task formation of fea-
ture vectors for objects of sequences of payment and sup-
ply of raw materials.

The attributes for the objects of the sequence of pay-
ment and supply of raw materials are formed on the basis
of the accounting variables of the lower level (Table 1),
taking into account the possible options for generalizing
their values at the average level for the periods of quanti-
zation. Clustering objects of payment (supply) for each
supplier with which a long-term supply agreement is in
force during the year for which the audit is carried out.
Feature vector X, = (xl.l,...,xl.q) objects of payment form

indicators of the cost of paid raw materials SSd by types

5,€0 . Features vector X, = (xl.l,...,xl.q) delivery ob-

jects form indicators of the amount of paid raw materials

Vsk by types Sy e®k'

To assess the dimension of the vector of attributes and
the number of objects of analysis, an analysis of the no-
menclature of purchases of raw materials (components) of
large engineering enterprises. So, based on this analysis,
we can conclude that the sections of the nomenclature are
on average from 8 to 12, the number of groups in each
section is from 2-10. Analyzing the homogeneity of the
procurement nomenclature, we can conclude that for con-
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tinuous operation the plant can have long-term contracts
with suppliers in the amount of 50 zo 100.

Clustering will make it possible to form subsets of
payment and supply operations that are similar in terms of
the features highlighted above, which will allow analyz-
ing the set of operations when comparing and reducing
the computational complexity of solving the matching
problem.

To form the rules for matching the sequences of pay-
ments and deliveries after clustering, it is necessary to
select the rules of relationships. Based on the analysis of
the terms of payment agreements and the supply of raw
materials, the rules for recording these transactions in the
system, the following rules were identified:

1) Delivery operations are carried out after payment,
in accordance with the contractual policy of the enterprise
in accordance with payment orders.

2) Delivery under a new payment order is not carried
out until the previous one is closed.

3) Low-level delivery data that corresponds to one
payment order is aggregated before clustering.

Let’s move on to solving the second problem — a
method creating for spectral clustering of sequences of
payment and supply of raw materials (Fig. 1).

1. Specifying multiple clustering objects A={a},

of feature
X= {xl,...,xn}, and each object a, corresponds to the

iel,_n. Specifying a set vectors

feature vector X, = (xil"”’xiq)’ Setting the threshold for

determining the number of clusters &, 0<d<1. Setting
the number of nearest neighbors K .
2. Creation of a set of-nearest feature vectors

X = X}, such that for each feature vector X, K -nearest
to it is the feature vector X, .

3. Calculating scale options based on local scaling:

c. z“x. —i,“, iel,_n.
1 1 1
4. Calculation of the symmetric similarity matrix
S:[sl.j], i,jeln,
2

X. —X.
J
eXp| ————m |,

i#j

0, i=j
5. Calculating the diagonal degree matrix:
D =diag(d ,...,dn) s

d =)=+
1

M=

j=1
6. Calculation of the normalized symmetric Laplace
matrix:

L=D"2-sp"2.
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1. Specifying a set of objects A4, set of
feature vectors X, threshold 9, the
number of nearest neighbors K

|

!

13. Setting a variety of indicator

functions A, set of medioids M .
Number of medioid £ =1.

2. Creating set K-nearest feature vectors

!

X
|

14. Calculating the initial best value of
the goal function y*

3. Calculation of parameters scale ;

N|
v

'

15. Generating multiple feature vectors
X. k=k+1

4. Calculation of the symmetric
similarity matrix S

N
v

.

16. Replacing the medoid m,

5. Calculating the diagonal degree

!

matrix D
v

17. Calculating the squared distance
between objects and medoids Dj;

6. Calculation of the normalized
symmetric Laplace matrix L

'

.

18. Modification of a set of indicator

7. Calculating your own

functions A
v

values A;
!

19. Calculating the value of the goal

8. Calculating your own

function y
'

vectors w;

20. Canceling medoid replacement m,,
when the value of the goal function

9. Sorting eigenvalues A; and
eigenvectors w;

v

|

21. Store the value of the target function
as y* in case of its decrease

10. Determining the number of clusters

!

11. Creating a Principal Component

yes

no

Matrix V
'

12. Generating multiple feature vectors

yes

no

X
|

!

24. Create set centroids M

Figure 1 — The structure of spectral clustering of sequences of payment and supply of raw materials
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7. Calculation of eigenvalues ki,i € I,_n, matrix L as
roots of the characteristic equation det(L—-AI)=0.

8. Computing eigenvectors Wi el,_n, dimensions 7
from the equation (L —Xl.l)wl. =0, which is obtained
from the relation Lw, = Xiwi .

9. Sorting eigenvalues ki and eigenvectors W, in de-
scending eigenvalues A

10. Determining the number of clusters ¢ as the num-
ber of selected eigenvalues and eigenvectors by means of
a rule based on the coefficient of determination

A,

1

0<R*><§, RP=1=L
A

1
1

M

—_

i=

C
at that in interpreted as a fraction of the variance ex-
i=1

n
plained, and Zki interpreted as a fraction of the total
i=1
variance.
11. Creating a Principal Component Matrix V = [vl.j]

dimensions nxc, whose columns are selected eigenvec-
tors w,, which have eigenvalues 7»1. that are the greatest.

12. Generating multiple feature vectors

X = {il,...,in}, and each object a, corresponds to the

feature vector il, = (fcl.1 , ...,)El.c)

13. Setting randomly the initial partition of a set of
clustering objects 4 = {al,...,an}, represented by a set of

feature vectors X :{il,...,in}, per clusters A],...,AC

through a  variety of  indicator  functions

A={XA (~),...,XA ()} (return 1 or 0 depending on
1 c

whether the object belongs to the k-th cluster). From

set X a set of medoids are randomly
M= {rﬁl,...,ﬁlc} . Medoid number is £ =0.

selected
14. Calculating the initial best value of the goal func-

tion

© Neskorodieva T. V., Fedorov E. E., 2021
DOI 10.15588/1607-3274-2021-1-13

15. Creation of a set of vectors of features that do not
correspond to medoids X = X\ M . Incrementing the
medoid number, i.e. k=k+1

16. Replacing the medoid m .

0 ie. ﬁlzﬁlk.

16.2. Extract from the set X next feature vector and
assigning it the vector m

16.1. Saving the replaceable medoid m

b
17. Calculating the squared distance between objects
and medoids

- |2 — —
D. z“ii—mk“ ,ieln, kelc.

18. Modification of a set of indicator functions

1, k=argminD.
jele H
0, k#argmin D,

Jjel,c

Xy (@)= cieln, kelec.

The following conditions must be met for indicator
functions

C JR—
a)=1,ieln,
kZ:‘,lek(l)

n R
ZXA (ai)>0, kelc,
=1k

X4 (a.)e{0,1}, kel,_c, iel,_n.
A 1

19. Calculating the value of the goal function

y= i iXAk (ai)”ii _ﬁ‘k“z :

i=lk=1

20. Cancellation of medoid replacement in case of in-
creasing the value of the goal function

=m.

if y>y*,then ﬁlk

21. Keeping the value of the target function as best as
it increases.

if y<y ,then y =y.

22. If set X not empty then go to step 16.

23. If not all medoids are viewed, i.e. k <c, then go
to step 15.

24. Creating multiple centroids
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M :{ml,...,mc},
n
ZxAk(al.)xl.j
_i=l ’ PR
mk/.— . ,kele, jelg.
X, (a)
igl Ak i

The result of the method is a set of indicator functions
A={x, ()x, ()} and set of cluster centroids
1 c

M={m1,...,mc}.

Fig. 1 shows the structure of spectral clustering of se-
quences of payment and supply of raw materials.

Let’s move on to solving the third task — characteris-
tics selecting for assessing the quality of spectral cluster-
ing. In the work, the following characteristics were cho-
sen for assessing the quality of spectral clustering:

In the work, the following characteristics were chosen
for assessing the quality of spectral clustering:

TP+TN
1. Accuracy = >
TP+TN+ FP+ FN
2. Precision :L,
TP+ FP
3. Recall:L,
TP+ FN

4. Balanced F-measure
Precision - Recall

F=2. .
Precision+ Recall

4 EXPERIMENTS

A numerical study of the proposed spectral clustering
method was carried out in the package MATLAB.

The work used a standard database of handwritten
numbers  digitl1000  (http://www.stat.washington.edu/
spectral/datasets.html). There were 100 objects for each
of the 10 digits, i.e. number of clustering objects
n=1000. For each object, the length of the feature vector
was ¢ =64. Objects were noisy with additive Gaussian

noise, i.e. added noise component V2N 0,1), v2 =0.05.

Threshold for determining the number of -clusters
8 = 0.05 , number of nearest neighbors K =7.

5 RESULTS
The function reflecting the dependence of the deter-
mination coefficient on the number of clusters is pre-
sented in the form

M-

7\'i
RZ(C) — i=1

A,
1 1

i=
Function part satisfying inequality 0< R? (c)<d,
shown in Fig. 2.
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Figure 2 — Function reflecting the dependence of the coefficient
of determination on the number of clusters

The dependence (Fig. 2) of the determination coeffi-
cient on the number of clusters shows that the determina-
tion coefficient increases with an increase in the number
of clusters.

The results of comparison of the qualitative character-
istics of the proposed method with the NJW method de-
scribed in [13] are presented in Table 1.

Table 1 — Comparison of the qualitative characteristics of the
proposed spectral clustering method with the existing NJW

method
Ne Spectral clustering meth-
Method characteristics - ods
This NIW
method

automatic determination

1 of the number of clus- + -
ters
automatic determination

2 + _
of the scale parameter
resistance to noise and

3 . . + —
accidental emissions

4 data can be sparse + +

5 clusters can havc:: differ- 4 .
ent shapes and sizes

The results of comparison of the quantitative charac-
teristics of the proposed method with the NJW method
described in [13] are presented in table 2.

Table 2 — Comparison of the quantitative characteristics of the
proposed spectral clustering method with the existing NJW

method
Ne Spectral clustering
p/p Method characteristics methods
This method NJW
1 Accuracy 0.97 0.82
2 Precision 0.97 0.73
3 Completeness 0.97 0.82
4 Balanced F-measure 0.96 0.76
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6 DISCUSSION

The selected values of the parameters of the proposed
spectral clustering method provide high accuracy of clus-
tering.

Traditional NJW Spectral Clustering Method [13]:

— requires specifying the number of clusters;

— scale parameter required,

— is not robust to noise and random outbursts (instead
of the k-means method, a modified PAM method is used,
i.e. centroid clustering is replaced by medoid clustering).

The proposed method eliminates the indicated disad-
vantages (table 2).

In terms of accuracy, precision, completeness, bal-
anced F-measure, the proposed method is more effective
than the NJW method (table 2).

CONCLUSIONS

The urgent task of increasing the effectiveness and ef-
ficiency of the audit was solved by creating a method of
spectral clustering of sequences of payment and supply of
raw materials.

The scientific novelty of obtained results is that the
method of spectral clustering. It improves the quality of
clustering due to:

— automatic determination of the number of clusters
based on the explained and sample variance rule;

— automatic scaling parameter based on local scaling;

— resistance to noise and random outliers by replacing
the k-means method with a modified PAM method, i.e.
replacing centroid clustering with medoid clustering.

The practical significance of obtained results is that
the proposed method makes possible to expand the scope
of clustering methods based on spectral decomposition,
which is confirmed by its adaptation for the audit task,
and contributes to increasing the efficiency of intelligent
computer systems for general and special purposes.

Prospects for further research are the study of the
proposed method for a wide class of artificial intelligence
tasks, as well as the creation of a method for matching
payment and delivery sequences after clustering to solve
audit problems.
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METO/I CHEKTPAJIBHOI KJIACTEPU3AIII IIJIATEXIB I HIOCTABKHA CUPOBUHU J1JI51 IJIAHY BAHHSA
AYJUTY BIATOBIJHOCTI
HeckopoaeBa T. B. — kaHja. TexH. HayK, AOIEHT, JOHEIbKUII HalliOHATBHUH yHiBepcuTeT iMeHi Bacuna Cryca, Binaums, 3aB.
kageapu KOMIT' IOTEPHUX HAyK Ta iHpOpManiifHuX TexHoorii, Binauist, Ykpaina.
®enopos €. €. — 1-p TexH. HayK, JOLEHT, mpodecop kadenpn poOOTOTEXHIKH Ta CIIeIiani30BaHUX KOMIT IOTepHUX cHCTeM, Uep-
KachKHI iepKaBHUM TEXHOJIOTIUHMH yHiBepcuTeT, Uepkacu, YkpaiHa.

AHOTAIIA

AKTyanbHicTh. B nanHuii yac ananmiTuyuHi npoueaypH, siki BHKOPHCTOBYIOTHCS B XOJI ayIUTOPCHKOI IepeBipKH, 0a3yroThCsS Ha
METO/aX IHTEIECKTYAIbHOTO aHai3y AaHuX. B poOOTi BUpIlIy€eThCs 3aBIaHHS IMiABHUIICHHS PE3yJbTATUBHOCTI Ta e()eKTHBHOCTI aHa-
JITHYHUX TPOLEYp ayJUTy LULIXOM KJIacTepH3alil Ha OCHOBI CHEKTPaNbHOro po3kiafaHHs. O0’€KTOM JOCHIIKEHHS € MpoLec ay-
JUTY BiIIOBIIHOCTI MOCTIZOBHOCTE! OIJIATH i TOCTABOK CHPOBHHH.

Meta. MeTor0 poOOTH € MiIBUILEHHS Pe3yJIbTaTHBHOCTI Ta €(EKTUBHOCTI ayJUTy 32 PaXyHOK METOJY CHEKTPaIbHOI KJacTepH-
3alii MOCIiTOBHOCTEH OIIATH 1 MOCTaBOK CHPOBUHH MPU aBTOMATH3aLlii POLEAYp MEPEBIPKH iX BiAMOBIIHOCTI.

Metoan. ChopMOBaHO BEKTOpU O3HAK JUIsi 00 €KTIB IOCIIJOBHOCTEH OIUIATH i IOCTAaBOK CHPOBHHH, SIKi ITOTIM BHKOPHCTOBY-
IOTBCS B 3aIIPOIIOHOBAaHOMY MeToi. CTBOpEHUI METOl BIOCKOHAIIOE TPAAUIIIMHUN METO]] CIIEKTPAIBbHOI KIacTepu3anii 3a paxyHOK
aBTOMAaTHYHOTO BH3HAUCHHS KUIBKOCTI KJIaCTEpiB Ha OCHOBI MpaBMIIa MOSICHEHOI i BUOIPKOBOI AUCIIepCii; aBTOMAaTHYHOTO BU3HAYCH-
Hs mapaMerpa Macmraly Ha OCHOBI JIOKQJIBHOTO Macmrtaly (BUKOPUCTOBYETHCS HpaBmwio K-HaWOMMKYMX CyCifiB); CTIMKOCTI 10
[IyMy i BHIJKOBUM BHKHIIB 32 PaXyHOK 3aMiHu Metoay K-cepernnix momaubikoBanum metonom PAM, To6TO 3aMiHH LEHTPOIIHOI
KJIacTepu3anii MeJoiHOI0 KiacTepizauicro. Sk i B TpaauuiiiHOMy MiXoi AaHi MOXYTb OyTH pO3pikeHi, a Kilactepa MOXKYTb MaTi
pi3ty dopmy i po3mip. OOpaHi XapaKTepUCTHKH OLIIHIOBAHHS SKOCTI CHEKTPaJIbHOT KilacTepu3artii.

Pe3yabTaTh. 3anponoHOBaHUN METO/ CIIEKTPaIbHOI KinacTepu3arii OyB nporpamuo peanizoBanuii B maketi MATLAB. Otpuma-
Hi pe3yJIbTaTH JI03BOJIHIIM JOCTIIKYBATH 3aJI€XKHICTh 3HAUCHD TapaMEeTPiB Ha SKICTh KIIaCTepH3allii.

BucnoBkn. IIpoBeieHi eKCIEPUMEHTH MIATBEPAWIH NPAIe3AaTHICTh 3aIIPOIIOHOBAHOTO METOAY 1 JIO3BOJISIIOTh PEKOMEHIYBaTH
HOro JUIsi BUKOPUCTAaHHS Ha MPAKTHULI NP BUPILICHHI 3aB/aHb ayuTy. IIepceKTHBY MOJANBIINX JJOCIIPKEHb MOXKYTh IOJIATaTH B
CTBOPEHHI 1HTEIEKTyalbHUX TMapalelbHUX 1 PO3NOIIICHUX KOMIT FOTEPHHUX CHCTEM 3arajbHOTO 1 CHemialbHOTO NMPH3HAYEHHS, SKi
BHUKOPHCTOBYIOTH 3aIIPOIIOHOBAHUM METO AJISI 33/1a4 CErMEHTAIlil, MAIIMHHOT0 HaBUaHHS Ta PO3IIi3HaBaHHS 00pa3iB.

KJIIOYOBI CJIOBA: mnanyBaHHS ayIuTy, KIaCTepH3allisl, CIEKTpalbHe PO3KIaJaHHs, MeIOiA1, OCIIIOBHOCTI OIUIATH 1 HO-
CTaBOK CHPOBHHH.

VK 519.876.2:336

METO/I CHEKTPAJIbHOM KJIACTEPU3AIIAN IJTATEXXER Y TIOCTABKH CBIPhSI JJISI INIAHUPOBAHUS
AYJIUTA COOTBETCTBUA

Heckopoaesa T. B. — kanj. TexH. HayK, 1oueHT, JlOHEIIKUIT HAITMOHATBHBIA YHUBepcHTET nMeHH Bacwurs Ctyca, Bunanna, 3aB.
Kadeapsl KOMIBIOTEPHBIX HAYK U HH(POPMAIIMOHHBIX TEXHOJIOTHI, BuHHNIa, YKpanHa.

®enopos E. E. — 1-p TexH. Hayk, I0ueHT, npodeccop Kadheapbl pOOOTOTEXHUKU U CHEIAAIN3UPOBAHHBIX KOMITBIOTEPHBIX CHC-
TeM, YepkaccKkuii rocy1apCTBEHHBIN TEXHOJIOTMYECKUI YHUBEpCUTET, YepKkacchl, YKpauHa.

AHHOTANUA

AKTyaqbHOCTBb. B HacTosIee BpeMsi aHAINTHYECKHE MPOLETYPhI, UCIIONB3yeMble B XOJIe ay JUTOPCKON NPOBEPKH, Oa3HpyrOTCs
Ha MeTOJlaX MHTEIEKTYaJIbHOTO aHAJIN3a JaHHbIX. B pabore pemraercst 3amada MOBBIICHUS Pe3YJIbTATHBHOCTU U (P QeKTHBHOCTH
AQHAIUTUYECKUX MPOLELYp ayuTa IyTeM KJIAaCTEPH3al[M1 Ha OCHOBE CHEKTPAILHOTO pa3noxkeHus. OObeKTOM HCCIIeI0BaHUs SBIISET-
sl TIPOLIeCC ayIUTa COOTBETCTBUS MOCIIEI0BATENLHOCTEH OTUIAThI M IOCTABOK CBHIPBSI.

Iesnb. LHeabio padoTsl ABIACTCS NOBBILICHHE PE3YJIBTATUBHOCTH U 3(Q(GEKTUBHOCTU ayJUTa 3a CYET METO/a CIIEKTPAIBHON Kila-
CTepU3aNH MOCIEJ0BATEILHOCTEN OIIIATHl M IIOCTABOK CBHIPBS IIPU aBTOMATH3AIMH MIPOLEAYP MPOBEPKH UX COOTBETCTBH.

MeTtoanl. ChopMUpOBaHEI BEKTOpa MPU3HAKOB IJIs1 00BEKTOB MOCIEAOBATEIBPHOCTEH OIIIATHI M TOCTABOK CHIPBSI, KOTOPHIE 3aTEM
HCTIONB3YIOTCS B TIPEATIokeHHOM MeToje. Co3MaHHBII METO/ yCOBEPIICHCTBYET TPAAUIMOHHBINA METOJ CHEKTPAIILHON KIIacTepH3a-
IIUX 33 CYET aBTOMATHUYECKOTO ONPEAENICHNs KOJIMUECTBA KJIAaCTEpOB Ha OCHOBE IpaBmiIa 0OBSICHEHHOW M BHIOOPOYHOM AUCIICPCHH;
aBTOMATHIECKOTO OIPEAENICHHs IapameTpa Macmraba Ha OCHOBE JIOKAIBHOTO MAacIITaOMpOBaHMS (MCIIONB3yeTcsl mpaBmio K-
OMIKaHIINX coceieil); yCTOMYMBOCTH K IIyMy M CIIy4allHBIM BBIOpOcaM 3a cyeT 3aMeHbl MeToaa K-cpefHux Moau(pHIUPOBAHHBIM
MeTtonoM PAM, T.e. 3aMeHBI LEHTPOUIHON KJlacTepU3allMu MEAOMIHOHN KiacTtepusanueil. Kak U B TpaIUIIMOHHOM IOIXO/E JaHHBIC
MOTYT OBITh pa3pexeHsl, a KilacTepa MOTyT HMETh pa3Hble GopMy 1 pa3mep. BriOpaHbl XapaKTepUCTUKH OLIEHUBAHMS KauecTBa CIEK-
TpaJIbHOM KJIaCTepU3aLUU.
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PesyabTatsl. [IpeanoxeHHbII METO CIEKTPATIBHON KJIaCTepHU3aliu ObLT MporpaMMHO peanu3oBaH B nakete MATLAB. Ilony-
YEeHHBIE PE3yIIbTATHI MO3BOJIMIIN UCCIIEIOBATh 3aBUCUMOCTD 3HAUCHUH MapaMeTpOB Ha KaUeCTBO KIACTEPH3ALIUH.

BuiBoabl. [IpoBecHHBIC SKCIIEPHMEHTHI TIOATBEPIMIN Pa0OTOCIIOCOOHOCTh MPENIOKEHHOTO METOA M TIO3BOJISIOT PEKOMEH/I0-
BaTh €ro JJIs MCIIOJIb30BaHMs Ha MPAKTHUKE MPH pPelleHUH 3a/1au ayauTa. [lepcrekTuBbl fanbHEHIINX HCCIeI0BaHUNA MOTYT 3aKIIO-
YaThCsl B CO3J[AHUH MHTEIUICKTYaIBHBIX MapajIeIbHBIX U PACTIPEICIICHHBIX KOMITBIOTEPHBIX CHCTEM OOIIEro U CICI[HaIbHOTO Ha3Ha-
YEHUS, KOTOPBIC UCIIONB3YIOT MPEIUIOKEHHBI METOT JUTS 3a71a4 CCTMEHTAIIMH, MAIIIMHHOTO 00YUYCeHHUS 1 PacliO3HABAHUSA 00Pa30B.

KJ/IFOUEBBIE CJIOBA: muianupoBaHue aynuTa, KjlacTepu3alys, CIeKTPAIbHOE Pa3JIoKEeHUE, MEJIOU/IbI, TTOCIEI0BATEILHOCTH
OIJIATHI U TIOCTABOK CBHIPHS.
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ABSTRACT

Context. Machine learning is one of the actively developing areas of data processing. Reinforcement learning is a class of ma-
chine learning methods where the problem involves mapping the sequence of environmental states to agent’s actions. Significant
progress in this area has been achieved using DQN-algorithms, which became one of the first classes of stable algorithms for learning
using deep neural networks. The main disadvantage of this approach is the rapid growth of RAM in real-world tasks. The approach
proposed in this paper can partially solve this problem.

Objective. The aim is to develop a method of forming the structure and nature of access to the sparse distributed memory with
increased information content to improve reinforcement learning without additional memory.

Method. A method of forming the structure and modification of sparse distributed memory for storing previous transitions of the
actor in the form of prototypes is proposed. The method allows increasing the informativeness of the stored data and, as a result, to
improve the process of creating a model of the studied process by intensifying the learning of the deep neural network. Increasing the
informativeness of the stored data is the result of this sequence of actions. First, we compare the new transition and the last saved
transition. To perform this comparison, this method introduces a rate estimate for the distance between transitions. If the distance
between the new transition and the last saved transition is smaller than the specified threshold, the new transition is written in place
of the previous one without increasing the amount of memory. Otherwise, we create a new prototype in memory while deleting the
prototype that has been stored in memory the longest.

Results. The work of the proposed method was studied during the solution of the popular “Water World” test problem. The re-
sults showed a 1.5-times increase in the actor’s survival time in a hostile environment. This result was achieved by increasing the
informativeness of the stored data without increasing the amount of RAM.

Conclusions. The proposed method of forming and modifying the structure of sparse distributed memory allowed to increase the
informativeness of the stored data. As a result of this approach, improved reinforcement learning parameters on the example of the
“Water World” problem by increasing the accuracy of the model of the physical process represented by a deep neural network.

KEYWORDS: Deep Reinforcement Learning, DQN-algorithm, Sparse Distributed Memory, “Water World” problem.

ABBREVIATIONS f, is a logical variable that determines whether the t

DQN i.s a Deep Q Network; iteration is the final iteration in the current episode;
RAM Isa random access memory, 7 is a policy of the deep reinforcement learning;
SDM is a Sparse Distributed Memory. K is a maximum number of transitions in the SDM;

k is an index of the transition in the SDM;

NOMENCLATURE i . X ’
@ is a reinforcement learning method; d, is a transition tuple that is a prototype in the SDM;
S is a state space; M is a set of minibach indices;

A is a set of permissible actions; m is an index of the minibach element;

R is a reward function; norm is a parameter that determines the norm of simi-
Q is a state-action function; larity of the previous and next states of the environment;

b is a threshold of similarity of the previous and next
states of the environment;

N is a coefficient of similarity of prototypes;

n is a dimension of the state vector;

d is a threshold of the vector element similarities for
the previous and next of the environment states;

y is a discount rate;

B is a logical similarity threshold of prototypes;
D is a minibach for deep neural network training;
t is a step of the algorithm;

S, is a state of the environment at the arbitrary t ;

a, is an action that the agent implements at t ; i is an index of the vector elements of the environ-

I, is a reward that the agent receives at t ; ment state;

S,., 1S a next state of the environment in accordance M, is a similarity of the i-th elements of the current
with t; and previous vectors of the environment states;
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P is a SDM queue;
1 is a training step size;

J is number of training sessions;

J is a current training session index;

E is a maximum number of episodes;
e is a current episode index.

INTRODUCTION

Reinforcement learning today is a broad class of
methods that includes learning how to map the sequence
of environmental states to agent’s actions. The purpose of
the actions of an agent operating in this environment is to
maximize the reward it can receive. In turn, the actions of
the agent can affect the environment. Therefore, the rein-
forcement learning methods implement a closed cycle,
which significantly distinguishes them from supervised
methods of machine learning. Other important features of
reinforcement learning are the inability to predict the con-
sequences of the agent’s actions accurately and the need
to take into account previous actions to increase future
rewards. Based on these approaches, a large set of meth-
ods has been formed that use linear functions to map the
space of the states of the environment to the space of ac-
tions of the agent. Linear methods have certain shortcom-
ings, which reduce their efficiency in real-world tasks.
One of the most prominent shortcomings is a significant
increase in the number of elements of the state space in
such tasks. As aresult, in most cases, the agent is in a
situation for which it has no experience of correct behav-
ior. The only way to solve this problem is to generalize
the prior experience gained by the agent and extrapolate it
to future states. Algorithms based on deep learning are
one of the modern approaches to generalization and have
opened a new stage in development of reinforcement
learning algorithms. For along time, these algorithms
were considered unstable. The DQN-algorithm has be-
come an important step forward. It was created and tested
on the “Arcade” game platform, where DQN showed high
training stability. The basic idea behind modern DQN-
algorithms is that the global reinforcement learning task is
divided into a sequence of local supervised learning tasks.
It is implemented by combining the concept of the target
network with the experience replay. The data is stored in
memory, which is represented by a FIFO-structure of
fixed length. The deep learning network uses a training
set randomly selected from memory. Ways to improve
these methods are mainly based on modifications of data
structures that provide the experience replay.

This paper also focuses on improving the data struc-
tures of the DQN-algorithm by applying to it the data
storage principles used by SDM. This approach aims to
reduce the amount of memory used and increase the sta-
bility training.

The object of study is the reinforcement learning
process of a deep neural network with sparse distributed
memory in solving the problem of “Water World”.

The subject of the study is a method of improving
the deep reinforcement learning without significantly in-
creasing the size of RAM.

The purpose of the work is to develop a method of
forming the structure and nature of access to the sparse
distributed memory with increased information content to
improve reinforcement learning without additional mem-

ory.

1 PROBLEM STATEMENT
Reinforcement learning method in general can be rep-
resented by a tuple,

CI):(SaA:QaRaY)a
where Q:SxA— A, R:SxAxS >R, ye(0,1).

Fig. 1 shows a generalized diagram with the main connec-
tions for interaction between the elements of the @ tuple.

AGENT

Reward Action
St i &

ENVIRONMENT

Figure 1 — The generalized scheme of interaction in reinforce-
ment learning

The agent obtains s, € S from the environment at an
arbitrary t. As a result, the agent implements the a, € A
and receives a I, € R after performing the &, . The agent
also perceives S, €S . In this state the environment will

be at a t+1 time. The purpose of the training system for
strengthening is to maximize the total reward, which can
be represented as a mathematical expectation of the sum
of all rewards with the appropriate discount rates:

.
R:E[Zy‘q]
t=1

To do this, in the case of using a DQN-agent, it is nec-
essary to minimize the loss function, the expression of
which depends on the chosen method of training.

2 REVIEW OF THE LITERATURE

Unlike other areas of machine learning, in the field of
reinforcement learning there is a textbook [1], which most
experts consider a basic textbook. This is very important
for the unification of terminology and systematization of
approaches to the development of new methods. The au-
thors regularly update the content of this textbook. Be-
cause of this, it remains relevant for many years. Well-
known machine learning algorithms use such mathemati-
cal approaches as Finite Markov Decision processes [2],
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Multi-arm bandits [3], gradient descent methods [4],
Monte Carlo methods [5], Temporal-Difference Learning
[6, 7] and others. When implementing these methods, the
exploration-exploitation dilemma always remains relevant
[8, 9]. The most commonly used research strategies are:
greedy approach, ¢-greedy approach, softmax approach
and Bayesian Approach [10]. All of these methods have
one thing in common, as they require a large amount of
memory to store a tabular representation of a value func-
tion. Approximate value functions were originally used
[11] to overcome this deficiency. Modern approaches to
memory reduction involve using SDM [12, 13].

One of the first stable algorithms that uses deep learn-
ing for nonlinear approximation of a value function is
presented in [14]. This approach is designed to further
enhance the capabilities of reinforcement learning [15].
The main advantage of this approach is that it avoided the
explicit mapping of the state space to the action space.
Combining the benefits of deep learning with the already
known machine learning methods, DeepMind has made
significant progress in training agent for the game Al-
phaGo [16]. The created technologies are widely used
now for reinforcement learning. This paper uses a modern
approach called DQN [17]. Experience replay and target
network were used to increase the stability and productiv-
ity of learning on small data sets [18]. Features of the
application of these technologies for the “Water World”
task will be discussed below.

3 MATERIALS AND METHODS
Fig. 2 shows a framework of the deep reinforcement
learning system that uses SDM.

B store
batch AGENT
* f Action
Ch
2t |Reward
SDM S r;
1 o
] ENVIRONMENT

Figure 2 — Deep reinforcement learning system with SDM

As can be seen from Fig. 2, the agent affects the envi-
ronment by performing the next action. The environment
returns a reward for the action performed and notifies its
next state, which helps the agent select the next action.
This classic scheme of agent-environment interaction is
complemented by the fact that each transition is stored by
the agent in external memory to implement Experience
Replay technology. Information about the transition is
represented as the d, =(s,,s,,.a.r, f,) tuple, where
0<k<K-I.

A feature of the new approach we are proposing is the
method of storing and reading transitions from SDM. The

learning parameters are improved due to the selective
storage of only “important” transitions.

Experience Replay technology often uses queued
memory. This means that each new transition is always
saved at the end of the queue. As soon as the specified
amount of memory is full, each addition of a new transi-
tion displaces the oldest transition from SDM.

We offer a modified algorithm for storing transitions
in SDM. The first step of the algorithm is to compare the
new transition with the last transition in the queue. This
comparison is as follows:

B=norm & [a, =2, ] & [r=r ] &[f =, ]. (1)

It should be noted that in formula (1) the expression [.]
always returns a certain logical value. The norm parame-
ter in expression (1) is determined from formula (2)

norm = min s, —s.

s —sil) = b] )

The b value is determined from the expression

- N3,
N -1

b= 3)

0.5, N <3.

The smaller the value of N is, the more states are
skipped from storing to SDM due to their similarity to the
previously stored states. The use of expression (3) aims to
simplify the tuning process.

In the next step of the algorithm, we use the value of

B variable to select the method of data storage in the
SDM. If the B variable is true, then new transition is
written to the place of the last transition in the queue,

which corresponds to the time reference (t—1). How-
ever, if the B variable is false, then a new transition is
added to the end of the queue, and all other transitions are
moved in the queue to one position.

Below we define the rule for determining the differ-
ence norm for the vectors of states s —s_[ and

s =S| - Let the state vector at time t be represented by

elements S =<St° ,S:,...,S:,...,St”). To calculate the differ-

ence norm, first determine the element-by-element simi-
larity of states using the expression:

|sti —sf_]| o
I 1
—_, |st —sH| <39,

W= 5 @

i i
0, |st - 5H| >0,

where & is in the [0,1] range.
Then the difference norm of states s, and S, is

||st -S., || = min(p?,ul,...,ui,...,u?) . Similarly, using ex-
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pression (4), define the difference norm of s, and s,

St _st” = min(“?ﬂsHLH--':“LH"-’HPH)~
Therefore, a new transition is saved as a new SDM
prototype only if the distance between the respective
states exceeds the b value or there is a difference be-
tween rewards or actions at times t and (t—1). The new

states as |

prototype is also saved if the new state is the last state in
the episode, which is determined by the f, parameter.

Note, that the optimal definition of difference norm of
states is, generally, problem-specific. We show in Section
4 that the proposed difference norm works well for the
“Water World” problem.

The memory structure formed by the described algo-
rithm evolves from episode to episode and is used by the
learning agent. The agent is an off-policy agent and uses
SDM to create a D training set. In the t training step the

agentusesa D, ={d | _ setof transitions. It is obvious

that all indices of the selected elements in the M set are
in the range [0,K —1].

Algorithm 1 DQN with SDM
1 Initialization:
P.nKJ,v.B.ET M
2 fore=1to E do
environment.reset()

3 S < observe(environment)

4 while t <T do

5 a< m(s)

6 t=t+1

7 (S, r, f ) «— environment(a)

8 S, < Observe(environment)

9 update_prototypes( S, Sye,l>a, T )
10 end while
11 for j=1to J do
12 minibatch=random.sample(prototypes,M)
13 for m in M do
14 5™ append (s")
15 s append (siy, )
16 a”™™ append (a")
17 r*™ append (r")
18 e”™ append (")
19 6j:rj+yQ(sj,argmaxQ(sj,a))—Q(Sj,,,aj,,)
20 0« 0-+w;3,V,Q(s;.a,,) weight change
21 end for
22 0 <~ 0+MA update weights
23  end for

Algorithm 2 for writing to SDM and creating new pro-
totypes.

Algorithm 2 | update_prototypes(prototype)
1 (555.1,8.5, f,) = prototype
2 (Spstqaa‘p]art,p f1,1) :queue[last]

3 if N>3 then b:l—ﬁ else b=0.5

4 fori=0 to n do

el . ‘sf—st‘_]‘
5 1f‘s[—sH <38 then p{:l—T
6 else w =0

DU _ S, — S
7 if |si,, - s <5 then pj, =1-2"——=

4
8 else ul,, =0

9 HSt —SHH = min(p?,u{,...,ui,...,u:)
10 HSHI _stH :mjn(”?ﬂ5“tl+l"“’ui+l""5“;]+l)

, sm—stH)zbJ
12 if normé&([a =a_ |&[r=r_]&[e =¢_,] then

11 norm= [min(Hst -5,

13 queue[last]=prototype
14 else
15 queue.append(prototype)

The allowable number of episodes, E, limits the opera-
tion of algorithm 1. In each episode, the algorithm can
perform a maximum of T iterations if there is no terminal
state, which leads to premature termination of the episode.
Iteration involves the actor’s interaction with the envi-
ronment. The choice of the next a, action is based on the

current S, state of the environment in accordance with the

n policy. The environment returns a tuple, which con-
tains its new s, state, the r, reward for the action and the

e, sign of the terminal state. This tuple, together with the
previous s, state and a_, action forms the next proto-

type for storage in SDM. The method of updating SDM
prototypes is implemented in the update_prototypes()
function, the pseudocode of which is shown in algorithm
2. The essence of this algorithm corresponds to the previ-
ous theoretical description. The new prototype is passed
to the function as a parameter. The first stage begins with
reading the last saved prototype. When fine-tuning the
mode of operation of this algorithm, we provide the
choice of the constant N, which indirectly determines the
distance between two successive changes in the vectors of
the states of the environment. These norms are calculated
in algorithm 2 in accordance with (3) and (4). The result-
ing step in the analysis of the similarity of the prototypes
is the calculation of the logical expression (1). If this ex-
pression returns True, then we assume that the new proto-
type is close to the previous saved prototype. In this case,
we replace the previous prototype with a new prototype
without increasing the size of the SDM. If expression (1)
returns False, it indicates that the actor’s action caused
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significant changes in the environment. Therefore, such a
prototype is additionally added to the SDM. If the mem-
ory is full, we delete the prototype that has been in the
SDM for the longest time, as the one that has the least
relevance among all saved prototypes. In each episode,
we perform J sessions of deep neural network training by
sequential modification of its 8 weights. For each train-
ing session, we form a minibatch by randomly selecting
prototypes from SDM with a linear probability distribu-
tion. Modification of our model allows to define TD-error
and to form the graph of the loss function.

This approach has improved reinforcement learning
efficiency by making the prototypes stored in SDM more
informative without increasing the size of memory to
store new information. The results of the study on the
example of the “Water World” problem, which confirm
the conclusions, are given below.

4 EXPERIMENTS

Consider the work of the described approach on the
example of the problem “Water World”, which was first
proposed in [20, 21] and is considered a popular problem
that allows you to explore the reinforcement learning al-
gorithms. The essence of this problem is that round ob-
jects float in a square two-dimensional space. The actor is
also among those objects that are hostile to him. The pur-
pose of training an actor is to ensure the maximum possi-
ble time of the actor’s existence, which can be done by
avoiding collisions with enemy objects. In order to avoid
such collisions, the actor has sensors that are evenly
spaced in a circle. The data set created by the set of sen-
sors forms a vector of states of the environment. The ac-
tions of the agent in this environment are reduced to the
choice of direction and speed modulus in order to avoid
collisions. It is important that the actor not only react to
the current situation, but also gain experience that would
allow him to accept a short-term deterioration of the cur-
rent situation in order to avoid a catastrophe in the future.
An example is a situation where an actor is surrounded by
enemy objects and there is a narrow way out of that envi-
ronment. In this case, the actor must temporarily move
closer to enemy objects in order to escape from the envi-
ronment. The actions of the actor in a similar situation are
shown in Fig. 3.

The study was carried out with variation of the pa-
rameters of this task to identify their impact on the learn-
ing speed of the actor in the proposed method of increas-

ing the informativeness of SDM. Table 1 summarizes the
values or ranges of changes in the parameters of the prob-
lem.

=3 T T T T T

Figure 3 — The actor in a situation of leaving the environment
with hostile objects

These studies have confirmed in practice the effec-
tiveness of the proposed approach to increase the informa-
tiveness of SDM, as it allowed obtaining improved rein-
forcement learning when using the same amount of mem-
ory. At the same time, when it is necessary to increase the
accuracy of learning, the corresponding increase in addi-
tional memory is much less than when using the FIFO-
structure for memory. The specific values of this reduc-
tion require further research.

Fig. 4 shows the number of successful iterations that
determine the growth of the “life expectancy” of the actor
with the increase in the number of episodes.

On average, with the use of informative SDM, life ex-
pectancy increased 1.5 times compared to “Water World”,
which used a simple queue to store transitions.

Good results can be observed with improved learning
parameters due to reduced reinforcement learning error
from episode to episode. This fact confirms the graphs of
the loss function value decrease (Fig. 5) in comparison
with the basic solution of the problem.

Table 1 — Parameters of experiments

Ne Parameter name Range Unit of measurement
1 Number of sensors 4-64 pes.

2 Number of enemy objects 20-200 pcs.

3 Number of episodes 200-1000 qty.

4 Number of iterations 2000—4000 qty.

5 SDM size 10 000-100 000 number of prototypes
6 Coefficient of similarity of prototypes, N 1-10 qty.

7 Minibatch size 200-400 number of prototypes
8 Survival reward +1 scores

9 Penalty for collision -10 scores

10 Discount parameter, Y 0.99 qty.
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Figure 4 — Dependence of the number of iterations on the num-
ber of episodes

22.51

20.01

17.5 4

15.0 A simple queue

loss

12.5

1907 SDM with increased

informativeness

7.5

5.0 4

T T T T T T T T T
200 300 400 500 600 700 800 900 1000
episode

Figure 5 — Comparison of loss functions for the basic approach
and method using SDM

In Fig. 6 we see the growth rate of the number of the
most successful iterations, that is such iterations in which
the actor received a reward of more than 3000 points,
provided that the maximum reward for the iteration
reaches 4000 points.

60

SDM with increased

50 informativeness

40

301

nrewmax
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201

10 4

200 300 400 500 600 700 800 900 1000
episode
Figure 6 — Comparison of the number of successful iterations for
the basic approach and method using SDM

6 DISCUSSION

The paper is devoted to one of the current approaches
to reinforcement learning, which uses the deep neural
network learning to build a model of the studied process.
We used a DQN-algorithm based on two technologies,
namely Experience replay and Target network, which
allow us to create a sustainable learning process. The pe-
culiarity of this approach is to use a certain buffer with
data that reflects the previous experience of the actor, and
the use of random samples from this buffer for the deep
neural network. The disadvantage of this approach is the
need to use large amounts of memory to ensure a success-
ful reinforcement learning process. The main idea of this
work is to use SDM to increase the informativeness of the
data stored in the buffer. A method of modification and
formation of SDM prototypes has also been developed,
which provides increased informativeness without in-
creasing its size. Further research, in our opinion, should
be aimed at studying the hierarchical structure of SDM,
provided that such a hierarchy should be formed on the
basis of the hierarchy of features that are elements of the
prototypes.

CONCLUSIONS

The article considers a new approach to the creation of
DOQN - reinforcement learning algorithms. The relevance
of these studies is due to the fact that in recent years, al-
gorithms of this type have provided tectonic shifts in the
field of learning with reinforcement by allowing the use
of neural network neural learning to significantly reduce
the amount of RAM used to store previous experience
compared to tabular methods reinforced training. Never-
theless, the need for RAM is still significant for real-
world problems.

The article proposes an approach that improves the
deep reinforcement of learning without a significant in-
crease in memory, which is an urgent problem.

The scientific novelty of the obtained results is that
anew method of forming the structure of memory for
deep learning is proposed. This method uses a sparse dis-
tributed memory structure to store prototypes, each of
which is one of the past states of the environment. The
main difference of this method from existing analogues is
the original principle of adding new prototypes, which
allows to increase the informativeness of the stored data.
Using this principle, we were able to increase the speed of
deep learning by 1.5 times without increasing the size of
memory.

The practical significance of the obtained results is
that on the basis of this method the software system of
training of deep reinforcement is developed. This soft-
ware system is used to solve an important navigation
problem, which is presented in the form of a well-known
test task “Water World”. The task is to teach the actor to
survive in a dynamically changing environment among
hostile objects.

Prospects for further research are to study the hier-
archical structure of sparse distributed memory, provided
that such a hierarchy should be formed on the basis of
a hierarchy of features as elements of prototypes.
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JIOCST TOCSITTH 3aBIsIKM BUKOpHCTaHHIO DQN-airopuT™iB, sIKi CTaad OJHUMH 3 MEPIINX CTIHKMUX aJTOPHUTMIB HABYAHHS MPU BHUKOPHUCTAHHI
TIMOOKMX HEWPOHHUX Mepek. OCHOBHMM HETOJIKOM TaKOTo MiJXOJy € CTPIMKE 3pOCTaHHs ONEPaTHBHOI maM’sTi IpH peaizauii 3a71a4 pea-
JILHOTO CBITY. 3alpONOHOBAHUI B pOOOTI MiAXi[] JO3BOJISIE YACTKOBO BUPILIUTHU L0 IIPOOIIEMY.

Merta. MeToto po60TH € po3pobka MeToxy (hopMyBaHHS CTPYKTYPH Ta XapaKTepy JOCTYILy 0 PO3DiLKEHOI PO3MOALICHOT maM ’ATi 3 mif-
BHUIIEHOIO 1H()OPMATHBHICTIO AJIsl MOKPAIICHHS HABYaHHS 3 MiAKPIIUICHHAM 0e3 3aTy4eHHs J0JaTKOBOI TaM’sTi.

MeTton. 3anponoHOBaHO MeTo]| (OpMYBaHHS CTPYKTYPH Ta MOIU(IKALil HaM’sTi 3 MPOPIIKEHUMHU JaHUMU st 30epiraHHs MmornepeiHix
Nepexo/liB aKTopa Y BUIJIAAI NPOTOTHINIB. MeTo/| 103BOJISE MiABUIIMTH iHYOPMATHBHICTh 30€PEKEHUX NAHMX 1, SIK PE3yJIbTaT, IOKPALIUTH
MPOIIeC CTBOPEHHS MOJIEI TOCHIKYBaHOTO TPOILeCy NUIIXOM iHTeHCU]iKaIlil HaByaHHs TIO0KOT HeiipornHoi Mepexi. [lixpuiuenns inpop-
MaTHUBHOCTI 30€pe)KeHNX JaHUX € PE3YJIbTATOM TaKOI MOCiJOBHOCTI Jiif. CroYaTKy BUKOHYEMO MOPIBHSIHHS HOBOTO MEPEXOY Ta OCTAaHHBO-
ro 30epeKeHoro nepexoxny. Jjisi BAKOHaHHS TaKoro MOPIBHAHHSA, B paMKax JaHOTO METOAY, BBEICHO HOPMY OLHKY BiICTaHI Mixk mepexona-
MH. SIKIIO BifICTaHb MiDK HOBHM IIEPEXOJOM Ta OCTaHHIM 30epeKeHHM MEPEXOIOM € MEHIIO0 3a 3a/laHui IIOpir, TO HOBHIT IlepexiJ 3ammcy-
€TBCS HA MICIIE MONEePEeTHHOT0 Oe3 301IbIICHHS 00CATy mam’sTi. Y TIPOTHICKHOMY BHUIMAAKY CTBOPIOEMO HOBHM MPOTOTHIT B MaM’SITi 3 O/IHO-
YaCHUM BHJIQJICHHSM MIPOTOTHILY, SIKUil 30epiraBcs y mam’siTi HagoBIIe.

Pe3yabTaTn. Po6OTY 3anponoHOBaHOro MeToy OYII0 JTOCHIKEHO I1iJ] 9ac BUPILICHHS MOIYJISIPHOI TecTOBOI 3anavi “BonxHuii cBit”. Pe-
3yIbTaTH MOKa3aax 30UIBIICHHS Yacy BIDKHBAHHS aKTOpa y BOPOXKOMY cepeoBHIli B 1,5 pasu. Taxuif pe3ynbrar OyB HOCATHYTHH 3a paxy-
HOK MiIBUIICHHS iH)OPMATHBHOCTI 30€pekeHNX JaHuX 0e3 301IbIIeHHS 00CATY ONepaTUBHOI ITaM’sITi.

BucHoBkH. 3anpornoHoBanuii Meto GopMyBaHHS Ta MoAUdIKalii CTPYKTypH maM’sTi 3 NPOPIKEHHUMH JaHUMHU JIO3BOJIUB MiIBUILUTH
iH(opMaTUBHICTH 30epexeHNX JaHUX. B pe3ymbrari Takoro mixxomy Oyio ofep:kaHO IOKpaIIeHi TapaMeTpH HABYAHHS 3 MiTKPIIUICHHAM Ha
npuKiIazi 3aaadi «BoaHuid CBIT» 3a paXyHOK MiIBUINEHHS TOYHOCTI MOAEN (hi3UYHOTO MPOIECy, MPEACTAaBICHOT0 ITHOOKOK HEHPOHHOIO
Mepexero.

KJIFOYOBI CJIOBA: rnu6oke HaB4aHHS 3 migkpimieHHsM, DQN-anroput, pospijkeHa po3NofiieHa mam’sThk, 3anada «BoxHuit
CBITY.
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I'’TYBOKOE OBYYEHHME C IIOAKPEIVIEHUEM C HAMSATBIO
C IPOPEXXEHHBIMM JAHHBIMH JIJIS1 PELIEHUS 3AJAYU «BOJIHBII MUAP»

HosoTapcknii M. A. — 1-p TexH. Hayk, npodeccop kadenps! BHUUCIUTENPHON TeXHUKY, HalMOHANbHBIH TeXHUYECKHIl YHUBEPCHTET
Vkpannsl «KueBckuil monutexHuIeckuit HHCTUTYT uMeHu Uropst Cukopckoroy, Kues, Ykpanna.

Crupenko C. I'. — 1-p TexH. Hayk, npodeccop, 3aBeAyronui kKadeapoil BEIMUCINTEIbHON TEXHUKU, HallMOHANbHBIH TEXHUUECKUH YHU-
BepcuteT YKpauHbl «KueBckuii moaurexHuueckuii MHCTUTYT uMeHu Mropst Cukopckoroy», Kues, Ykpauna.

T'opaunenko 1O. I'. — n-p TexH. HayK, npodeccop kadeaphl BHIYUCIUTEIHON TeXHUKY, HallnoHaIbHBIM TeXHUYECKHI YHUBEPCUTET YK-
pansbl «KueBckuii monutexaudeckuii tHCTUTYT nMeHH Uropst Cuxkopckoro», Kues, Ykpanna.

Kysbmuu B. A. — acniupanT kadenpsl BBIYUCIUTENbHOH TexHUKH, HalonanbHblil TeXHUYeCkui yHuBepcuTeT YKpauHbl «KueBckuit
MONIUTEXHUYECKH HHCTUTYT UMeHu Mrops Cukopckoro», Kues, YkpauHa.

AHHOTALUA

AKTyaJpbHOCTb. MammHHOE 00y4eHHEe 3TO O[HA U3 aKTHBHO Pa3BHUBAIOIIUXCS OTpaciell 00pabOoTKN JaHHBIX. 3HAYMTEIBHBIX yCIIEXOB B
9TOM cepe yaanoch T0CTUYb Onaroaaps UCHoNb30BaHui0 DQN-anroputMoB, KOTOPbIE CTald OJHAMH U3 MEPBBIX YCTOWYMBBIX aJTOPUTMOB
00y4eHHsI C MCTIOIb30BaHUEM IITyOOKHX HEHpOHHBIX ceTeld. OCHOBHBIM HEIOCTATKOM TAKOT'O MOJXO0/A SBISIETCS CTPEMHUTEBHBIN POCT Orle-
paTUBHOM MaMATH NPU peaNIM3alUu 3a1a4 peasbHoro Mupa. IlpeaioxxeHHbli B paboTe MOAXO0. MO3BOJISET YACTHYHO PEIIUTh 3Ty NPoOiIeMy.

Ieas. Llenbro paboThl sBIIsieTCS pa3paboTKa MeToia GOPMUPOBAHHS CTPYKTYPHI M XapakTepa JIOCTyIa K Pa3pe:KeHHON pacIipeelIeHHON
MaMsTH C TIOBBILICHHONH HH()OPMATHBHOCTBIO JUIS YIIy4IICHUS 00Y4SHHUSI C MOAKPEIUICHHEM Oe3 IPHUBIICUCHUSI JOTOTHUTEILHON MaMsITH.

Merton. [Ipennoxen Metoq GOpMHUPOBAHUS CTPYKTYPhI M MOAM(DUKALNY TTAMATH C IPOPEKESHHBIMU JAHHBIMH JUISl XpaHEHHs IPEIbITY-
[IUX MEPEeX0JI0B aKTepa B BUJE MPOTOTUIOB. MeTO] MO3BOJISIET MOBBICUTH HMH(POPMATUBHOCTD XPAHUMBIX JaHHBIX M, KaK Pe3yJbTarT, yiIyd-
LIATH TPOILIECC CO3MAHUS MOJEIH MU3y4aeMoro mpolecca myTeM MHTeHCH(UKAuKU o0ydeHus riry0okoil HelpoHHOU ceTu. [loBblnieHne HH-
(OpPMaTHBHOCTH XPaHUMBIX JaHHBIX SIBJSIETCS PE3YJIbTATOM TaKOM MOCIIEIOBATEIbHOCTH iecTBUi. CHauaa BBIIOIHAEM CPAaBHEHHE HOBOTO
nepexo/ia 1 MocyeHero COXpaHeHHOro nepexoa. Jist BHIMOJIHEHUs TAKOTO CPaBHEHHs, B paMKax JJAHHOTO METO/1a, BBEICHA HOPMa OLIEHKH
paccrosiHUS MeXIy nepexogaMu. Ecim paccTossHue MeXy HOBBIM IIEPEX0JJ0M U IOCIEIHUM COXPaHEHHBIM IIEPEX0/I0M MEHBIIE 33aHHOTO
1opora, TO HOBBIH IEPeX0/] 3aIICHIBACTCS Ha MECTO MPEABIAYyLIero Oe3 yBeandeHus: o0beMa maMsaTu. B mpoTHBHOM cilyuyae co3iaeM HOBBIH
HPOTOTHII B IAMSATH C OHOBPEMEHHBIM YIaJIEeHHEM TOT'0 MPOTOTHIIA, KOTOPBIH XPAHWIICS B TAMSITH JOJIbILE.

Pe3yabraTsl. PaboTa mpeanokeHHOro MeToa Obula MCCIIE0BaHa B X0/I€ PELICHHs MOMYJISIPHON TecTOBOM 3aaaun «Boausiit Mup». Pe-
3yJIbTaThl TI0Ka3al YBEJINYECHHE BPEMEHH BBDKHUBAHUS aKTepa BO BpakaeOHOM cpene B 1,5 pasa. Takoii pe3ynbTaT ObUT JOCTUTHYT 3a CYET
MOBBIICHUS] KHYOPMATHBHOCTH XPAHMMBIX JIAHHBIX 0€3 YBEJIMYCHHs 00beMa ONepaTHBHOM aMsITH.

BoiBoabl. [IpeanoxenHbii Metos GOpMUPOBaHHS 1 MOAU(UKALUH TAMSTH € IIPOPEKEHHBIMH JaHHBIMH TTO3BOJIMII TOBBICUTH HH(OpMa-
TUBHOCTH XPaHUMBIX JaHHBIX. B pesynbrare Takoro mojaxoja ObUIM IOJIy4YEHBI YIyYIICHHBIC ITapaMeTpbl OOyUCHHUS C MOJKPEIUICHHEM Ha
npuMepe 3a1au «BomHBIil MEP» 3a CUET MOBBIICHUS] TOYHOCTH MOJEIH (PU3HMUYECKOro Ipolecca, MPeaCTaBIeHHOTO ITy00KOH HEeWpOHHOM
CEThIO.

KJIIOYEBBIE CJIOBA: riybokoe oOydeHue ¢ noakpersieHueM, DQN-aiaroputM, pa3pexeHHas paclpeleiieHHas NamsTh, 3a/ada
«Boauslit Mup».
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