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TWO-FACTOR AUTHENTICATION METHODS THREATS ANALYSIS

The article considers basic methods of two-factor authentication system constructing on the basis of the use of cryptographic mechanisms
to ensure the reliability, of formed authenticators, the risk of various methods of online attacks against a variety of two-factor authentication
systems is estimated, as well as a system PassWindow is considered, which provides two-factor authentication on the unique ability of the
matrix to transmit information in such a way that it is deciphered only to the imposition of the physical signs of the intended recipient pattern
and barcode pattern obtained by digital network devices, resistance to the analysis is provided by a unique barcode card pattern generation as
unique statistical images, a sequence of characters, or as more extended in an animated version.

The object of the research is the process of improving the integrity and authenticity of data packets in banking transactions security
protocols on the basis of two-factor authentication methods. The subject of the study is methods and algorithms of integrity control and
authenticity of data packets in banking transaction security protocols on the basis of two-factor authentication methods.

The aim of the paper is to increase the integrity and authenticity of data packets in banking transactions security protocols, a banking
transaction, threat assessment on two-factor authentication methods. A comparative analysis of various systems with two-factor authentication
PassWindow system in opposition to various Internet attack scenario is being carried out. An effective method for monitoring a practical two-

factor authentication PassWindow system in its application to the banking system.
Keywords: two-factor authentication, online attacks, social engineering.

NOMENCLATURE

ID is an unique digital number of a user;

OTP is a password that is valid for only one login session
or transaction, on a computer system or other digital device;

PIN is a numeric password shared between a user and a
system, that can be used to authenticate the user to the
system;

RSA is one of the first practicable public-key
cryptosystems widely used for secure data transmission;

SMS is a text messaging service component of mobile
communication systems.

INTRODUCTION

Existing authentication systems are based on a user
submitting a static pair ID / password to the computer.
However, in this case, the pair may have been compromised
due to the negligence of users or the possibility for a fraud
to guess passwords over [1-4]. Significant time intervals
during which the password and the identifier are unchanged,
allows applying various methods of interception and
selection. To improve the security of a computer system
administrators restrict the validity period of passwords, but
in a typical case, this time limit is weeks and months, which
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is quite enough for an malefactor. A radical considers
implementing two-factor authentication system, when the
system asks a user to provide her with «what you know»
(name and possibly a PIN-code), and «what you have» —
any hardware identifier associated with the user [1, 2].

The purpose of the article is the investigation of the
main methods for constructing two-factor authentication
systems, risk analysis of different methods of online attacks
against two-factor authentication systems based on the
PassWindow system. A comparative analysis of the various
two-factor authentication systems in opposition to various
Internet attack scenarios is conducted.

1 PROBLEM STATEMENT

Currently, the Internet has become a primary method of
communication of our modern life. It will undoubtedly be
the main tool for the implementation of shopping and other
financial operations. The appearance of these technologies
has created a concomitant demand for authentication
methods that are based not only on the traditional
cryptographic methods (encryption, hashing, digital
signature), but also on the methods based on usage of
several factors to ensure the authenticity of the person
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performing the financial transaction. Two-factor security
system is based on the fact that a user in addition that one
knows the password to access a specific user name («login»)
owns a tool for the corresponding access key. The latter
can be an electronic security certificate stored on a computer
or received on a personal phone SMS with a verification
code or a fingerprint reader scanned by an electronic card
reader device [1].

2 REVIEW OF THE LITERATURE

Strict (two-factor) authentication methods are most
commonly used in the financial sector however may be used
in almost any other field. The main methods of constructing
two-factor authentication systems are given in Fig. 1 and
can be classified as following [3].

1. Software to identify a specific PC. A special program is
installed in a computer, which sets in it a cryptographic
token. Then, the authentication process will involve two
factors: the password and token embedded in the PC. As
the marker is always stored on the computer, to logon the
user only needs to enter login and password.

2. Biometrics. The use of biometrics as a secondary factor
identification is carried out by identifying the physical
characteristics of the person (fingerprint, iris, etc.).

3. Disposable e-mail- or SMS-password. Use of this
password as a secondary identification factor is possible
by sending second disposable password to one’s registered
e-mail address or mobile phone.

4. One-time password token. User is presented with the
device that generates constantly changing passwords. It is
these passwords which are entered by the user in addition
to the usual passwords during the authentication process.

5. External control. This method assumes a call from the
bank on a pre-registered phone number. The user must enter
the password via the phone, and only after that he will get
access to the system.

6. Identification using gadgets. This kind of identification
is carried out by placing a cryptographic tag on any user’s
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Figure 1 — Basic two-factor authentication systems

device (e.g. USB-drive, iPad, memory card, etc.). During
registration, the user must connect the device to a PC.

7. Card with a scratch-off layer. The user is issued a card
with PIN-code, which can be used only once.

The analysis has shown that in the banking systems tend
to use two-factor authentication systems based on disposable
e-mail- or SMS-passwords, and various types of tokens.

3 MATERIALS AND METHODS

Today several companies offer two-factor authentication
systems based on the generation of OTP (One-Time
Password — OTP), including RSA Security, VASCO Data
Security and Activldentity.

To implement it the different types of OTP generators are
used. OTP Generator is a standalone portable electronic device
that can generate and display on a built-in LCD screen digital
codes. For a generation of VASCO’s Digipass devices one-
time password generation mechanism is based on the
cryptographic TripleDES conversion of data set consisting
of 40 bits of the current time and the 24-bit data vector which
are unique for every for each access identifier. The resulting
conversion is visible on the display in the form of six or eight
decimal digits is read visually and manually entered by the
user as a password in response to the authentication
application. Frequency of password change thus is 36 sec.,
so user receives truly a one-time password to login [4].

On the server part of computer system this password is
compared with the password generated by the server itself
by the same algorithm with the use of the current time on
server clock and unique device data that is stored in a special
database. In case of coincidence of passwords user is granted
with access to the system. Fig. 2 shows the operation of the
two-factor authentication systems of VASCO company.

Let concider the authentication based on PassWindow.
PassWindow is a way to provide two-factor authentication
in the online environment. It includes two matrix parts which
are a physical key with a printed pattern on a plastic plate
and a digital barcode template presented in the form of an
image on an ordinary electronic display, such as a laptop or
mobile device display. They generate a unique one-time
password and a set of numbers for a particular transaction for
a user, when they overlap each other. This password is then
used for online authentication and transaction authentication.
Information about a specific transaction is included in these
figures, such as an account number or amount of the intended
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Figure 2 — The principle of operation of two-factor authentication
systems of VASCO company
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transaction that allows the user to visually confirm the
authenticity of the received authentication request. These
features make PassWindow one of the very few currently
available authentication mechanisms, which provides a robust
and accurate protection against the latest network security
threats MITM (Man-In-The-Middle) attacks [4].

PassWindow technology is based on the unique ability
of the matrix to transmit information so as that it stands only
to the imposition of the physical signs pattern of the intended
recipient (the user has this information already) after which
the barcode template is displayed (challenge pattern) on
the electronic network devices, such as computer,
smartphone, etc. The combination of the key and the
barcode template shows the encoded information only to a
single user, moreover a full template preview is only possible
from direct view. Any act of barcode interception via
electronic devices means that leaked information will not be
sufficient to let an attacker know the secret key of the user
template during the whole activity term of the card.

Barcode PassWindow templates can exist as unique static
images or a sequence of characters in the form of more
extended animated version, which is the main topic of this
paper. These animated barcodes consist of a sequence of
static patterns, each of them contains the encoded characters
or have no meaning and simply dynamically add an entropy
to the entire pattern. Barcode patterns sequences are
dynamically generated by the authentication server so that
each of them is unique (and hence it has a sense) only when
used together with the key to which it fits. Any interference
or counterfeiting of a barcode template will be passively
presented to the user in the form of appearance of
combinations in a pattern that does not meet the expectations,
for example, randomly placed segments that do not contain
any characters, random numbers, missing or excessive
numbers that appear within a template or performing the
verification of data that does not refer to the active transaction.

Any alphanumeric code can be reliably transmitted using
the PassWindow method, however the current
implementation of the method is aimed at the transfer of
short strings of random numbers for their use as a one-time
password in conjunction with the figures which identify
uniqueness of user authentication transaction. Once a user
confirms that the unique information within a transaction
encoded in the bar code corresponds to the desired, one
can complete the transaction by entering the appropriate
one-time password. The main stages of PassWindow are
presented in Fig. 3.

Construction and safety profile of transaction
authentication codes can be changed dynamically in order
to meet a wide range of online authentication specific tasks.

Let concider the safety assessment of two-factor
authentication systems.

Analysis of modern authentication systems showed that
their security is measured by dividing the difference between
the cost and benefits to the attacks on the value of the
attacker’s protection. So, expensive, though more secure
methods, such as cryptographic PKI-units with their own
secured communication channels of screens and keyboards
are evaluated so low on the scale of security, whereas the
banking system is still mainly based on the cheapest and
apparently the least secure way of using PIN-codes and
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Figure 3 — The main stages of PassWindow

passwords. Total cost and complexity of deploying such
devices often outweighs the benefit of their ultra-high security.

Network security threats can be classified into network
attacks (information from a remote agent) and local attacks
that originate from malicious software already installed on
the client system, such as Trojans, rootkits, and so on.
Frequently authentication safety assessments are primarily
focused on network attacks assuming that the user terminal
(i.e. tablet PC, laptop or mobile device) is a protected platform
[11-14]. Nevertheless the attacker commonly gains full
access to the victim’s PC through hidden communication
processes remaining from malware that use unpatched
security holes in the licensed software.

The common attack methods are:

— compromised online databases — collected information
stored in merchant databases is stolen;

— man in the middle / phishing — a third party intercepts
and impersonates the client and server to the respective
other to record and/or alter their communications;

— social engineering attacks — customers are deceived
into revealing their private details to a hacker;

—man in the browser —malware is installed on the victim’s
computer to report network activity, keystrokes, and screen
capture data to the attacker allowing interception during
fund transfers in which funds can be unwittingly diverted
by altering the information displayed in the user’s browser;

— brute-force cracking of user passwords — the server is
polled with every possible password combination;

— simple theft — authentication details written down or
on a card can be physically taken and copied;

— shoulder surfing — an attacker can surreptitiously watch
the user enter their transaction details.

4 EXPERIMENTS

The analysis of PassWindow security threats has shown
that the most effective threat is analytic attack on the secret
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key (card bar-code). To succeed the algorithm three to five
monitoring sessions (OTP Bank transfer by client) have to
be accomplished.

Plastic cards monitoring algorithm consists of the
following steps.

1. Monitoring of the channel and receiving data by
sessions.

2. Transfer data to the indicator class (as binary code),
which can be operated as an object (indicator class
represents the array of 7 ones / zeros).

3. Verification of the possibility to form «digits» in every
position of the card (cycle by all sessions). Inside the cycle
a new cycle for each sequence begins, in turn each indicator
appears as «true» (we believe that it has a figure in itself).

Inside the cycle the verification is being conducted and
if the current position is «true», then a version in which
inverted generator indicator is written is being created and
in case it is «wrongy, position of the indicator is recorded.
After each cycle within a single sequence the intersection
of the previous versions of the sequence is executed and if
all the sequences in the current session had been crossed
then we release them, i.e. the end leaves (options) are
reviewed and their copies are thrown out.

4. Review of all the sequences in all sessions. The
intersection of letters between sessions serially (the first
session from the second is a result from the intersection of
the third session, etc.). After each intersection adjacent
session leaves the leaves are «clean» from copies.

5. The intersection of all session letters among
themselves. Cycle through all the letters so each option
(leaf) is checked for input by generator data, ifit has a conflict
with some of the indicators then this letter (option) is
discarded. As a result, there will be only one option which
does not conflict with any of the sequences of all the
sessions.

6. Displaying the final version of output.txt in binary
formatted string.

Plastic PassWindow cards monitoring algorithm is shown
in Fig. 4.

5 RESULTS

Designation SMS-systems or two-factor authentication
based on mobile phones is a mistake, a more precise term is
«out-of-band» authentication. Nevertheless with the spread
of GSM, smartphones and tablets connected to the network,
even this safety advantage may be lost if a user transaction
authentication is performed on the mobile device itself. In
addition, the growth of unwanted software for mobile devices
now allows an attacker to gain access to the authentication
codes sent via SMS, not only with the traditional interception
by a malicious software [5], but also by intercepting and
decrypting data sent over the GSM-network
telecommunications [6]. Mobile devices authentication
attacks are performed successfully even without such
technologies. Instead, an attacker simply impersonating a
user of the device, and requests all SMS messages to be sent
to another phone number for the entire attack period [3].
Another authentication method uses the camera a mobile
device to read the barcode image on the user’s workstation,
which is coded with the OTP information about the
transaction. This method contains the mistake of assuming
that the operating system on the user’s mobile device is not

exposed to such a vulnerability to malicious software, like all
other forms of software working with the network [8].

In the case of biometric authentication user data are
available for online authentication.

However, biometric authentication devices can not
communicate from local devices or network without being
confronted by malicious programs and / or «Man in the
middle» attacks [9]. This method is also impossible to re-
edit after the attacker has posed oneself as a user by using
biometric authentication.

Biometric authentication provides a user-friendly way
of generating online user name, but listening to the network
and a compromised device, the overall safety performance
of such methods is not better than when using normal user
name and password.

Electronic hardware tokens come in several types and
include various security authentication functions.

The most commonly hardware tokens generate one-time
passwords (OTP) using cryptographic algorithms with an
internal secret key, or, more often, the secret key is generated
on the basis of common values of the synchronized system
time. User reads the displayed numbers on a device and
manually enters them into one’s terminals to cross-reference
with the authentication server.

This simple method of generating electronic OTP is
vulnerable to attacks by an «intermediary» because users
are obliged to disclose the OTP without the means of
checking the authentication context.

In response, many token manufacturers have added a
small digital keypad, significantly increased the token size,
but allowing the user to enter information about specific
transactions that have been encrypted with a secret key before
the user inputs the result to one’s terminal. This is a type of
verification or signature of a transactions and it does provide
some protection against «Man in the middle» attack.

Nevertheless, this method is still vulnerable to attacks
using laborious manual process of a transaction signing.
Time and attention necessary to perform a manual operation
are successfully used to distract the user from the context
of the transaction information that one accepts, and,
consequently, attacks can be successfully committed on a
massive scale [10—11].

Printed OTP lists / number grids. An older method of
providing one-time password is printed lists of randomly
generated passcodes or transaction authorization codes on a
sheet of paper or a sketch-card. Each access code is requested
in sequence and is used to authenticate a transaction.

Alternatively, printing the symbol table can be used,
and an authentication server will issue a bar code, prompting
the characters located in certain coordinates.

Both methods use the keys and the signals that may be
communicated verbally. This allows an attacker to ask the
user to the next valid code by malware using social
engineering and phishing attacks. Moreover, the relatively
low lists or grids entropy requires frequent keys change in
order to prevent repeated code request by an attacker.

These techniques are vulnerable to the full range of
«Man in the middle» attacks for the same reasons that all
the authentication methods with an unknown context.

For the sake of PassWindow vulnerability testing against
such an attack, was created an hacking algorithm, which
tries to use these principles to perform this analysis.
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Figure 4 — Plastic PassWindow cards monitoring algorithm

The algorithm itself uses the technique of brute force. It
begins by generating all combinations with the result that

the numbers are the result that can be placed in the template.
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For example, a six-figure result in
14-columns provides the following options

the pattern of
(among others):
2-5-7-2-4-3-——-
2-5-7-2-4--3-—-
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2-5-7-2-4-—--3-
2-—-5--7-2-4--3.

Each combination is estimated by well-known barcode to
calculate whether he could imagine the digit in the request or not.

Segments can either be present, if they are necessary to build
the solution or not, if they must be absent for it, or may be
unknown, if the segment is far from the digit, or imposed on the
barcode bit.

After a separate set of combinations for each interception, the
algorithm looks for the incompatibility between the combinations.
It takes the first combination of the first set, comparing it in turn
with each of the combinations of the second set. Ifit is incompatible
with each combination of the second group, the combination is
discarded.

Compatibility check continues so that each combination in
each set is compared with the combinations of each other set. If
the combination is discarded, then each subsequent set needs to be
revised. By sorting and analysing sufficient number of interceptions
algorithmis able to derive the key pattern with sufficient reliability.

However, this attack requires a significant amount of interceptions
by an attacker: 20-30 in case of small patterns, hundreds of templates
for large, several thousand in the case of using the method in the
animation mode ofincreased security.

Thus, the PassWindow safety is not so much the complexity
of the algorithm needed to solve it, as the systemic extracting
enough information from the target difficulties. If PassWindow
used correctly, there is a high probability that the necessary
information may not be available, even for the most experienced
hackers.

Let concider the Fake (weakened) PassWindow barcodes.

An attacker can try to weaken the protection, changing the
frame rate ofreal (intercepted) barcode before delivering weakened
(simplified) bar code to the user. This method reduces the entropy
ofthe bar code in order to change details that could facilitate the
analysis intercepting of requests / responses. However, clearly the
damaged barcode passively alerts the user to attempt an attack,
causing his suspicions about the use of computing and
communication channels.

However, this attack requires a considerable amount of
interceptions by an attacker: from 20 to 30 in case of small
templates and hundreds for large ones, several thousand in the
case of using the method in the animation mode with advanced
securitymode [1].

Thus PassWindow security is not so much the complexity of
the algorithm required to solve it, but the difficulties in the system
problems of sufficient information retrieval from the target. If
PassWindow is used correctly, there is a high probability that the
required information may not be available even for the most
experienced hackers.

The authors offer their algorithm of PassWindow system
monitoring, which allows in 3—5 sessions of transmission of OTP
passwords to get aunique card barcode of a user that almost leads to
destruction of the safety of the banking system.

6 DISCUSSION
Hypothetical attacks on authentication means
PassWindow.

Man in the middle and phishing attacks (MITM) involve
a third party intercepting communications between a client
and server, impersonating each to the respective other and
intercepting, recording, and/or altering communications
between them [12].

Phishing is a kind of MITM attack that usually involves
a fake login screen for well-known online services that
reports login details to the attacking third party before
seamlessly forwarding the user to their desired destination,
unaware that their authentication details have been
compromised to be used maliciously later [13].

This attack method is the most effective one. Standard
methods for one-time password (OTP) are unable to provide
protection because the OTP itself is simply passed to an
attacker, together with any other relevant information, such
as user name and password.

PassWindow solves this problem by providing a passive
check at the transaction level to ensure that the user knows
about the authenticity of the transaction, which one
performs to enter OTP at the completion of this transaction.
Thus, PassWindow protects transactions against fraudulent
MITM attacks and provides authentication both ways from
the user to the server and the server to the user.

Let concider the Social engineering attacks.

Social engineering involves the customer being
convinced to reveal their private details, and in the case of
hardware tokens, their OTPs.

A PassWindow key pattern is not easily communicated
verbally or by typing, thereby eliminating the most convenient
telephone social engineering attacks that are used against
electronic hardware tokens, a method that is called «vishing»
[14]. These attacks are based on the person who calls the
user and impersonating an authorized service representative.

An oral request is made to read a valid authorization
code from the authentication device of victim that
supposedly allow the caller to identify, for example, «an
important confidential information». It is unlikely that an
attacker will try to extract the PassWindow key combination
from the client this way, as it is difficult to explain in words
the visual characteristics of the PassWindow matrix segment.

Man in the browser or hacker infiltration. When an
attacker receives reports from the malware installed in the
victim’s computer and detects that the victim is accessing
their financial institution’s website, the software alters the
form data in the browser such that a different amount of
funds are transferred to a different account — usually a ‘mule’
account. The owner of the mule account then transfers this
money to the attacker.

Verification information about the transaction taking place
can be encoded into the PassWindow challenge pattern.
This can assure the user, for example, that the funds are
being transferred to the correct account.

Let concider the Simple theft.

The only way for a PassWindow key pattern to be
revealed and duplicated is by directly copying the card in
one’s immediate possession. This possibility is reduced by
the introduction of a tint that can be printed over the pattern,
hindering attempts at photography and photocopying.

However, because PassWindow should be used as the
second factor in the authentication strategy, mere knowledge
of the key pattern is insufficient for fraudulent authentication
without also knowing the victim’s username and password.

Shoulder surfing. While probably the most mundane of
the ‘hacking methods’, PassWindow is secure against
‘shoulder surfing’ — surreptitiously watching the user enter
their transaction details. Because the key/challenge solution
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is a one-time password, the shoulder surfer cannot benefit from
knowingit.

Again, a tint printed over the key pattern on the card renders
the pattern itself invisible to anyone but the user.

Direct attack on a PassWindows authentication server. An
attacker can try to directly attack a PassWindows authentication
server, to disrupt the integrity of the PassWindow authentication
procedure. The PassWindow authentication server uses very simple
and limited communication protocol, and the entire authentication
processing is performed on the server. Its functionality is limited
to the creation ofthe barcode image data and receiving short access
codes and user IDs, and eventually making a response (yes / no) to
the authentication request. In addition, different authentication
strategies run queries speed and response duration. This basic
digital communications with the authentication server give a small
opportunity for an attacker to directly occupy the server in any
effective manner, which may lead to a successful access.

Let concider the Analytic attack on the secret key.

An attacker can try to bring a printed the PassWindow key
combination of a user through the analytical (e.g. statistical or
algebraic) attack. This can be done using a complex program «attack
ofthe man in the middle» or malicious programs installed locally
on the basis of monitoring that will allow to intercept PassWindow
barcodes and appropriate user responses. With the time, as the
attacker accumulates these pairs of request / response, one can
potentially get some idea about the PassWindow key template
through the analysis of the captured data.

CONCLUSIONS

In this paper, the theoretical generalization of major the increase
principles of integrity and authenticity of data packets in security
banking transactions protocols based on authentication methods
of the two-factor authentication.

Scientific novelty lies in the fact that, for the first time proposed
mathematical tools and program implementation of the
PassWindow systemmonitoring allows to get a unique barcode of
the user’s card for 3—5 OTP passwords transmission sessions,
which almost leads to destruction of the banking system safety.
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lKaHH. TEXH. HAaYK, JOLUCHT Ka(beIIpI)I I/IH(I)OpMaIII/IOHHI)IX CUCTEM XapbKOBCKOI‘O HAalMOHAJBbHOTO SKOHOMHYECKOIO0 YHUBEPCUTETA

M. C. Ky3nena, XappkoB, YkpanHa

?KaHJ. TexH. HayK, BeAYyIIUH HAYYHbIH COTPYIHUK, CTAPLINII HAyYHBI COTPYIHUK HAyYHO-UCCIEI0BATEILCKOTO OT/IENA PAKETHBIX BOMCK U

apTUJUICPHH HAyYHOTO IIEHTPa CyXOIyTHBIX BOWCK, XapbKoB, YKpanHa

HCCJIEJOBAHHUE YI'PO3 METOJIOB JBYX®AKTOPHOI AY TEHTU®UKALIAA

B cratse paccMaTpuBaIOTCs OCHOBHBIE METOABI TOCTPOCHUS CHCTEMBI ABYX(aKTOPHOW ayTeHTH(UKAIME HA OCHOBE HCIONB30BAHHS KPHII-
TOorpapUIecKuX MEXaHU3MOB O0ECIEUEHMs] KPUNTOCTOMKOCTH, (OPMHUPYEMBIX ayTeHTH()HUKATOPOB, OLIEHUBACTCS PUCK PAa3IMYHBIX METO/OB
OHJIaKH-aTaK MPOTHB Pa3JIMYHBIX CHCTEM JBYX(DAaKTOpHON ayTeHTH(HKALMK, a TaKKe paccMaTpuBaercs cucreMa PassWindow, obecriednBaronas
nByX(haKTOpHYIO ayTeHTH(HKAIMIO Ha YHUKAJIBHOI CIOCOOHOCTH 9acTH MAaTpPHIl epeiaBaTh HH(OPMAIIUIO TAKUM 00pa3oM, 4TO OHA pacHmdpo-
BBIBAETCS TOJIBKO IPH HAJIOKEHUH (U3MYECKOTO MIa0IOHA 3HAKOB IIPEATIONAraeéMoro Moydarels U mabioHa MITPUX-KOZa, HOMyJaeMbIX depes
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3JIEKTPOHHO-CETEBbIE YCTPOKCTBA MOJIb30BATENEH, CTOMKOCTh K aHAIM3Y 00eCIeYHBaeTCs YHUKAIbHOCTBIO ()OPMHUPOBAHUS MIA0IOHA MITPUX-KONA
KapTO4YKU B BHJI€ YHUKAJIbHBIX CTATHCTHYECKHX M300paKEHMH, 110C/IeI0BATENbHOCTH CUMBOJIOB MJIM B BUje OOJiee pacIIMpeHO aHUMAaLMOHHON
BEPCHH.

OOBEKTOM HCCIIEN0BAHHUS SBIISIETCS MPOLIECC MOBBIEHHS LEIOCTHOCTU U ayTeHTMYHOCTH IAKETOB JAaHHBIX B IPOTOKONAX 0€30IacCHOCTU
0aHKOBCKMX TPaH3aKLMI Ha OCHOBE METONOB ABYX(aKTopHOH ayreHTH(uKanuu. [Ipenmerom uccnenoBaHus SBISIIOTCS METOIbI U aJlTOPHTMBI
KOHTPOJIS LIEJIOCTHOCTH U ayTEHTHYHOCTH IIAKETOB IJaHHBIX B IPOTOKOJIaX 0€30MacHOCTH GaHKOBCKHMX TPaH3aKIMil Ha OCHOBE METONOB JIBYX(aK-
TOpHOH ayTeHTH(UKAIMU.

Llenbto paOoTHI SABIAETCS MOBBIMIEHUE LETOCTHOCTH U ayTEHTUYHOCTH N1aKETOB IaHHBIX B IIPOTOKOJIaX 0€30MacHOCTH OAaHKOBCKHX TPAH3aK-
LU, OLIEHKa yrpo3 Ha MeToznbl AByX(akTopHO# ayreHTH(UKAUMK. [IpoBOIUTCS CpaBHUTENbHBI aHAIM3 PA3IMYHBIX CHCTEM ABYX(pAKTOPHON
ayreHTHU(uKauu ¢ cuctemoil PassWindow B cdepe mpoTHBOCTOSHMS pa3IMUYHBIM HHTEpHET-cLieHapusaM atak. [Ipemnaraercs 3¢ QexTuBHbIi
IIPaKTUYECKUH METOX MOHUTOPUHIA CUCTEMBI IBYX(aKkTopHOil ayreHTudukanuu PassWindow npu ee npuMeHeHUH B OAHKOBCKHX CHCTEMaX.

KuoueBble ciioBa: 1Byx(hakTopHas ayTeHTU(UKALHUs, OHIAHH-aTaKi, COLMAIbHAS MHKEHEPUs].

Escees C. I1.!, Tomamesckuii b. I1.2

'Kanz. TexH. HayK, IOLEHT Kadenpu iHpopmaniiHux cucreM XapKiBChKOTO HALIOHAJIBHOTO eKOHOMIUHOro yHiBepcurery iM. C. Kysuers,
XapkiB, Ykpaina

’KaH[. TexH. HayK, IPOBIJHUI HAYKOBUI CIIIBPOBITHHK, CTapLINii HAYKOBUH CHIBPOOITHHK HayKOBO-IOCIIIHOIO BiIily paKeTHUX BiliCbK Ta
apTuiIepii HayKOBOro LIEHTPY CyXOIYTHHX Bilcbk, XapkiB, YkpaiHa

JOCJIIKEHHS 3ATPO3 METO/IB IBO®AKTOPHOI AYTEHTU®DIKALI{

V crarTi po3nIAnaoThCs OCHOBHI METOAH 10OYNIOBH cUcTeMU JBO(aKTOpHOI ayTeHTH(IKALii HA OCHOBI BUKOPHCTaHHS KPUNITOrpadidHux
MeXaHi3MiB 3a0e3IeUeHHs] KPUITOCTIHKOCTI, ayTeHTU(IKATOPIB, sKi (OPMYIOTHCS, OLIHIOETHCS PU3HMK PI3HUX METOAIB OHJIAWH-aTaK IPOTU
pi3HUX cucreM ABo(haKTOpHOI ayreHTHdiKaLlil, a TakoK po3msinaeTbes cuctema PassWindow, 1o 3a6e3neuye 1Bo(pakTopHy ayTeHTH(IKaLlio Ha
YHIKaJIbHil 3aTHOCTI YaCTHHM MaTPULb epeiaBaTH iH(HOPMALLil0 TAKUM YHHOM, 10 BOHA PO3LIU(POBYETHCS TUIbKH PH HAKIIAAEHH] (Pi3HYHOrO
malIoHy 3HAKIB rependadyBaHOroO OfepxyBaua i abIoHy IITPUX-KOIY, ONEPKYBAHUX Yepe3 eNeKTPOHHO-MEPEKEBI IPHCTPOI KOPUCTYBauiB,
CTIMKICTb JIO aHaNi3y 3a0e3neuyeThesl yHIKAIBHICTIO (JOpMyBaHHS IAOIOHY ITPUX-KOMY KApTKU y BUIIS1 YHIKaJIbHUX CTaTHCTUYHMX 300pa-
*KE€Hb, MOCIIZOBHOCTI CUMBOJIIB 200 y BUIVIsAAI OLIbII PO3IIMPEHO aHIMALiHHOI Bepcii.

OO0’€KTOM JOCIIDKEHHS € IPOLEC MiIBUILEHHS LILTICHOCTI Ta aBTEHTUYHOCTI [TAKeTiB JaHUX Y IPOTOKOIAaX Oe3neky 0aHKIBCbKHX TPaH3aKIii
Ha OCHOBI MeTofiB JBoakTOpHOi ayreHTH(diKawii. [Ipeqmerom NOCHTiIKEHHs € METOAU Ta aIrOPUTMH KOHTPOJIIO LLTICHOCTI Ta aBTEHTHYHOCTI
[IAKeTiB JJAHUX y IPOTOKOJIaX Oe3reKky OaHKIBCbKUX TPaH3aKIiil Ha OCHOBI MeTOAIB 1BO(GAKTOPHOI ayTeHTHDiKaLllii.

Meroto poOOTH € MiABUILEHHS LUIICHOCTI Ta ABTEHTUYHOCTI [TAKETiB JAHUX Y IPOTOKOIAX Oe3reky OaHKIBCbKMX TPaH3aKIii, OliHKa 3arpo3
Ha Meroau JBo(aKkTopHOI ayreHTUudikauii. IIpoBoauThCS MOpPIBHANBHMI aHaN3 Pi3HUX cHCTeM ABOGAKTOPHOI ayTeHTH(IKALIl 3 CHCTEMOIO
PassWindow y cdepi IpoTUCTOSHHS pi3HUM iHTepHET-CLieHapisMu atak. IIpornoHyeTbes eeKTHBHUIA IPAKTUYHUIE METOJ MOHITOPUHTY CHCTe-
mu aBodakropHoi ayreHTudikawii PassWindow npu ii 3acrocyBanHi B GaHKIBCBKHX CUCTEMAX.

KuiouoBi cioBa: nBodakropHa ayTeHTU(IKaLlis, OHIARH-aTaKy, COLiabHA 1HXKEHEpis.

REFERENCES http://www.informationweek.com/mobile/zeus-banking-trojan-
hits-android-phones/d/d-id/1098909.
Christian Zeitz; Tobias Scheidat; Jana Dittmann; Claus Vielhauer;
Elisardo Gonzdlez Agulla; Enrique Otero Muras; Carmen Garc a
Mateo; José L. Alba Castro Security issues of Internet-basqd
biometric authentication systems: risks of Man-in-the-Middle
and BioPhishing on the example of BioWebAuth [Electronic
oA resource], Proceedings of SPIE, 2008, Access mode: http://
authentication. _ - ) spie.org/Publications/Proceedings/Paper/10.1117/12.767632.
3. Nastrojka dvuxfaktornoj autentifikacii [Electronic resource] // 10.TechWorld Trojan Writers Target UK Banks With Botnets
Citrix — 2012. — Access mode: http://support.citrix.com/proddocs/ [Electronic  resource], 2010, Access mode: http:/

topic/web-interface-impington/nl/ru/wi-configure-two-factor- news.techworld.com/security/322894 1/trojan-writers-target-uk-

1. Sean O’Neil Evaluation of hypothetical attacks against PassWindow 9
[Electronic resource], PassWindow, 2009, Access mode: http:// ’
W W W . passwindow.com/
evaluation_of hypothetical attacks against passwindow.

2. Dvuxfaktornaya Autentifikaciya [Electronic resource] // Aladdin —
2014. — Access mode: http://www.aladdin-rd.ru/solutions/

authentication-gransden.html?locale=ru. banks-with-botnets.

4. Sem’ metodov dvuxfaktornoj autentifikacii [Electronic resource] 11. Het Belang Van Limburg Belgian court found fraud in Internet
// TTC.ua — 2007. — Access mode: http://www.infosecurityrussia.ru/ banking [Electronic resource], PassWindow, 2010, Access mode,
news/29947. http://www.passwindow.com/

5. Chickowski, Ericka Man In The Mobile Attacks Highlight evaluation_of_hypothetical_attacks_against_passwindow.
Weaknesses In Out-Of-Band Authentication [Electronic resource], 12. Network Forensic Analysis of SSL MITM Attacks [Electronic
Information  week, 2010,  Access mode:  http:/ resource], NETRESEC Network Security Police Service, 2011,
www.darkreading.com/risk/man-in-the-mobile-attacks-highlight- Access mode: http://www.netresec.com/
weaknesses-in-out-of-band-authentication/d/d-id/1134495. ?7page=Blog&month=2011-03 &post=Network-Forensic-

6. Elad Barkan, Eli Biham, Nathan Keller Instant Ciphertext-Only Analysis-of-SSL-MITM-Attacks.

Cryptanalysis of GSM Encrypted Communication [Electronic 13. Internet Banking Targeted Phishing Attack [Electronic resource],
resource], ACM digital library, 2008, Access mode: http:// Metropolitan Police Service, 2005, Access mode: http://
dl.acm.org/citation.cfm?id=1356689. www.webcitation.org/5ndG8erWg.

7. Brett Winterford $45k stolen in phone porting scam [Electronic 14. Brian Krebs Spike in phone phishing attacks [Electronic resource],
resource], Itnews, 2011, Access mode: http://www.itnews.com.au/ KrebsOnSecurity, 2010, Access mode: http://krebsonsecurity.com/
News/282310,45k-stolen-in-phone-porting-scam.aspx/0. 2010/06/a-spike-in-phone-phishing-attacks.

8. Schwartz, Mathew J. Zeus Banking Trojan Hits Android Phones
[Electronic resource], Information week, 2011, Access mode:

59



[IPOTPECUBHI IHOGOPMAILIIMHI TEXHOJIOTTI

UDC 681.3.06 (0.43)

Korol O. G.

Lecturer of Department of Information Systems, Simon Kuznets Kharkiv National University of Economics, Kharkiv, Ukraine

ENHANCED MAC ALGORITHM BASED ON THE USE OF MODULAR
TRANSFORMATIONS

The article considers the choice of cycle functions in the provable persistent key universal hashing scheme, proposed model and method
of forming codes of integrity and authenticity of data on the basis of modular transformations, computational complexity reduce algorithm
of the hashing schemes implementation using cyclic functions. The object of the research is the process of improving the integrity and
authenticity of data packets in security protocols of telecommunication networks. The subject of the study are models, methods and
algorithms for monitoring the integrity and authenticity of data packets in security protocols of telecommunication networks. The purpose
of the study is to increase the integrity and authenticity of data packets in security protocols of telecommunication networks. The
developed enhanced method of forming a cascade MAC differs from the known (algorithm UMAC) using modular hashing on the last stage
of the MAC forming that provides high collision properties of strictly universal hashing and safety performance at the level of modern
means of demonstrable strength protection. Were obtained estimates of the computational complexity of the formation of the MAC using
modular hashing, found, that with comparable rates of resistance the complexity of modular hashing exceeds by 1-2 orders of known
schemes based on block symmetric ciphers. However, the use of modular transformations provides provable security and high collision

properties of strictly universal hashing.

Keywords: codes of integrity and authenticity of data, a modular transformation, universal classes of hash functions.

NOMENCLATURE

ged(x, ) is a greatest common divisor of x and y;

D is a dispersion;

f is a composition of f; and f5;

f11s a set of functions performing the mapping X — U;
/> is a set of functions performing the mapping U — Y;
m is a mathematical expectation;

H is a set of functions f;

H is an initialization vector;

H| is a set of functions f{;

H, is a set of functions f;

k is a number of elements in binary representation of n;
Key is a key rule;

L is a bit processor;

m.is a i-bit in binary representation of n;

n is an exponent ;

O(n) is a computational complexity;

P is a large prime integer;

q 1is a large prime integer;

U is a set of u numbers;

u is a count of numbers in set U,

X is a set of n numbers;

x is a number to be raised;

Y is a set of m numbers;

o is a generator of the ring of integers Z P

¢ is a fixed accuracy;
v 1is a bitwise logical OR operation;

1 n is a save lesser n-bits of m-bit result operation;
® is a modulo 2 (XOR).

INTRODUCTION

Studies have shown that the use of modular
transformations allows realizing of provably resistant
information hashing that satisfies the collisional properties
of universal hash functions. Demonstrably safe level of
strength is justified by reducing the problem of finding the
source and / or the problem of recovering the secret key
data to the solution of one of the well-known complexity-
theoretic problems [1-3, 6].

© Korol O. G, 2015
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At the same time, as shown by studies [1-3, 6], the
universal hashing using modular transformations has a
significant drawback — high computational complexity of
the formation of the hash codes. In fact, for each information
unit must perform a modular exponentiation that under
transformation module appropriate orders significantly
increases the time hashing information sequence. A
promising direction in this regard is the development of
multilayer universal hashing circuits using modular
transformations on the last, the final stage of the hash code
formation. This is as shown below, on the one hand provides
a high collision properties of the resulting codes of integrity
and authenticity of data generation circuit, on the other
hand — provides high performance and provable strength
level used transformations.

1 PROBLEM STATEMENT

The use of multilayer hash key circuits allows building
of effective mechanisms for monitoring the integrity and
authenticity of information in telecommunication systems
and networks. However, the known multilayer structure (for
example, the algorithm UMAC) together with the high speed
and the cryptographic strength when applying a
cryptographic transformation layer (using symmetric block
cipher) lose universal hash properties, which leads to
deterioration of the properties of the collision properties of
generated message authentication codes. The purpose of
the study is to develop a method of forming codes of
integrity and authenticity of data based on provably
resistant hash key that allows providing high levels of
security and with applying certain restrictions on the modular
transformations provide high collisional properties.

2 REVIEW OF THE LITERATURE

The analysis of [6-9] shows that the modular
transformations are used today in the construction of keyless
hash functions. Thus, in the fourth part of the international
standard ISO/IEC 10118-4 defined two keyless hash function
MASH-1 and MASH-2, which use modular arithmetic,
namely the modular exponentiation to construct hash [9].
The very name of functions MASH-1 and MASH-2 occurs
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from abbreviated Modular Arithmetic Secure Hash (secure
hashing based on modular arithmetic), emphasizing the use
of modular transformations in the formation of the hash
image.

Table 1 shows the results of a comparative analysis of
performance of some keyless hash functions, including the
hash function on the modular arithmetic MASH-1 and
MASH-2 [7].

The analysis showed that the major drawback of hash
functions MASH-1 and MASH-2 is the low hash code
formation rate. In fact, it is determined by the speed of RSA-
like encryption, which is 2—-3 orders of magnitude slower
than modern block symmetric ciphers. However, due to the
presence of the possibility of using the existing modular
arithmetic hardware and software used in asymmetrical RSA-
like cryptosystems, as well as because of the possibility of
providing a provable strength level (on the classification of
security models NESSIE) considered keyless hash MASH-
1 and MASH-2 were standardized [7, 9, 16].

3 MATERIALS AND METHODS

Development of a universal key hashing method with
demonstrable strength based on modular transformations.
In the basis of the proposed universal key hashing
method with provable strength is the use of modular

transformations, providing reduction of the problem of
finding the inverse image or a secret key in hashing scheme
to one of the well-known complexity-theoretic problems.
Such a justification of strength by security models
classification NESSIE is considered to be provable security,
thus emphasizing the reducibility cryptanalysis to one of
the well-known computationally intractable in a given time
complexity-theoretic problems [6]. Table 2 shows the results
of studies of cyclic functions: the first column contains the
complexity-theoretical problem of the function, the second
column shows the cyclic function analytical record, in the
third column — estimate of the calculating complexity of the
cyclic function values, the fourth — estimate of
computational complexity of the function inverting (strength
estimation).

Studies have shown that the most appropriate solution
should obviously consider the use of the cyclic function,
the problem of inverting which is associated with the solution
of the complexity-theoretic problem of the extraction of
square roots modulo 7.

Under certain restrictions on the values of the composite
module » this computational complexity inverting problem
comparable to the problems of factorization and discrete
logarithms. At the same time, the direct calculation of the

Table 1 — A comparative analysis of some keyless hash functions

. The length of . . . Security model
The hash function hash Applied conversion Processing speed (by NESSIE)
256,
SHA-2 384, logical and arithmetic 108..109 bit/sec Practical Security
512
Whirlpool 512 In finite Galois fields 107..108 bit/sec Practical Security
GOST 34311-95 256 Block symmetric encryption 107..108 bit/sec Practical Security
RIPEMD-160 160 logical and arithmetic 108..109 bit/sec Practical Security
ek
MASH-1 Modular squaring 105..106 bit/sec «Provable Security
kk
MASH-2 * Modular exponentiation 28+1 = 257 104..105 bit/sec .
«Provabley Security

* Determined by the dimension of the conversion module.

** If the parameters of the modular exponentiation comply with the limits for RSA-like systems.

Table 2 — Estimate of the complexity of some complexity-theoretic problems

Estimate of the

the?)(r)er:ilzle)r(:)tbyl-em Candidates Cfozltiléeﬁclgrcltsit(l;gcnon of the computing Estimate of the inverting complexity
P y complexity
Integer Fe His)=x:H_y s O(n?) , where Lyl ﬁ):ex;{(ﬁ+0(1))(10gN)“(10g10gN)1‘“) For the field
factorization Function is defined over large prime n= |—Iog2 p—|+ number of the general form of the inverting complexity
problem numbers X; = p and H; | =¢q +[log, ¢ 1o(13 (64
N 3 9 5
) O(log, €) . 5
RSA problem f(xl-,l-[l-,l):(x,- ®Hi—1) mod (N), multiplications, the For a field number of a special type N =a~ +c¢ the
ged(e, 0(p,g))=1, N=pq fast exponentiation . . onis Lo L 332
algorithm complexity of the inversion is L 340
O (log 5 n)

The discrete
logarithm problem

Fl 1) =l Imod (p),

o — generator Zp

multiplications, the
fast exponentiation
algorithm,

o(n®) for a=2,
where 5 = |'10g2 p—|

Diffie-Hellman
problem

#106,Hy) =l Jmod(p),

o — generator Zp

o) for w=2,
where 5 = |_10g2 p-|

min{\/;, Ly(a, ﬁ)}, where
yfo. )=exilB+clogFlogog) ) For a primitive
field GF(p) the complexity of the inversion is

il (55

For a primitive field GF(2™) the inversion complexity is

LN(%,IA)
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values of aE(xz)mod(n) requires significantly fewer

operations.

It should be noted, however, that the use of a quadratic
cycle function does not lead to construction of a universal
hashing. Next to the computational complexity is a cyclic
function

Sl Hiy)=(x; @ Hiy ) mod(N), M

inversion problem which is associated with the solution of
the complexity-theoretic problem in RSA, where

ged(e,9(p,q))=1,N = pq.

Thus, the use of cyclic function (1) based on modular
exponentiation allows to construct a provably resistant
universal hash function only under the constraints on the
value of the modular exponent and absolute value of the
change.

Another candidate for the cyclic function in the iterative
hashing scheme is a function of the form:

S (xi Hiy ) = (ax,- OHi )mOd(P) ’ &)

inversion problem which is associated with the solution of
the complexity-theoretic problem of the discrete logarithm.

Use of a cyclic function ensures the construction of
provably resistant hash, collision properties which satisfy
the conditions of universality.

Thus, studies have shown that for the construction of
universal hash information with provable security level
should be used the cyclic function of the form (1) or of the
form (2).

Development of algorithms for iterative key hashing with
demonstrable strength based on modular transformations.

Iterative key hash algorithms with demonstrable strength
based on the use of modular transformations is based
algorithm MASH-1, subject to change initialization vectors
and use of the above cyclic functions satisfying certain
restrictions on used modular transformations.

Iterative key hashing scheme using cyclic function (1)
developed by analogy with the scheme in Section
2 NHhashing is shown in Fig. 1. An algorithm for calculating
the hash value based on the cyclic function (1) differs from
the algorithm MASH-2, basically, by system settings and
the determination of constants.

Using the cyclic function (2), the inversion problem of
which is based on the solution of the complexity-theoretic

I Lo
C ° )| C °
i '
C(K@M,)"mod(N)) K GHI(-BMZ)“mod(N))
T

(H,./®M,)'mod(N)

b -

IRA

Hash

Figure 1 — Iterative key hashing scheme using the expression (1)
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problem of the discrete logarithm, construct the following
hashing scheme (see Fig. 2).

Designed algorithms differ from the keyless hash
algorithms MASH-1 and MASH-2 basically, by system
settings and the determination of constants. In addition,
the proposed schemes are key hashing, as the secret key
data used interchangeable initialization vector H, = Key.
For applied modular transformations in key hashing cyclic
function imposed limitations discussed above.

Thus, the proposed universal hashing method using
modular transformations allows formation of authenticators
(hashes) to provide the required performance security.
Designed algorithms allow practically implement the
proposed hashing schemes in software and in hardware
form.

4 EXPERIMENTS

Development of proposals for the implementation of the
iterative hash key with demonstrable strength using modular
transformations.

The proposed universal hashing method is an iterative
scheme of formation of the hash code with the cyclic
function, built using modular transformations. To ensure
high collision properties of universal hashing proposed
cyclic function must be implemented with the use of the
expressions (1) or (2) with the corresponding constraints
on the modular transformations.

The analysis shows that the most expensive from a
computational point of view the operation in the
implementation of cycle functions (1) and (2) is the operation
of modular exponentiation. With the direct exponentiation
operations through the chain of multiplications,
computational complexity of the implementation of such
cyclic functions increases in proportion to the exponent,
i.e. for the construction of x the power n generally needs
n —1 multiplications:

N

X = X X-X'..0X
- /v

n—1 multyplications

An asymptotic estimate of the computational complexity
of this exponentiation operation implementation is O(n)
multiplications.

To reduce the computational complexity of the
implementation of the hashing scheme using cyclic
functions (1) and (2) algorithm applied for fast

n

(@***mod(p)

:
|

("1 ®¥)mod(p)

= B @ I

Hash

Figure 2 — Iterative key hashing scheme using the expression (2)
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exponentiation, which is based on the representation of x”
in the following form:

X" = x((..‘((mk~2+mk,1)-2+mk,2)~2+...)~2+m1)-2+m0 _

= (™) x ™1y )2 M2 M 3)

where (mk,mk_l,...,mo) — binary representation of 7,

i.e. m;e{0,1} and

nzmk'2k+mk_1-2k_1+...+m1-2+m0. @

Rearranging the factors in the representation of x” we
obtain the following expression:

2 3 k
x}’l :xmo _(x2)m1 (x2 )m2 (x2 )m3 (x2 )mk s

which implies that for the construction of a number x to the
power of n required to implement at most t operations of
squaring and at most % operations of multiplication, where
k+1 — number of elements in the binary number 7, i.e.
k =(log, n)—1. Thus, the computational complexity of

calculating the asymptotic x” can be estimated as O(log, n).

The above algorithm can significantly speed up the
computation of cyclic functions (1) and (2) underlying the
proposed method of universal hashing. Table 3 shows the
dependence of the implementation complexity of the
operation of exponentiation through a chain of
multiplications and through the representation (3), (4),
indicating the minimum necessary order of the conversion
module to achieve the required level of security.

The data in the second row of table 3 shown using the
equivalence conditions (on computational complexity) of
the squaring and multiplication operations.

Analysis of the data in table 4 shows that the
implementation of the proposed universal hashing method
through a traditional exponentiation algorithm
computationally unattainable. The number of multiplications
to be executed to compute a value of the cyclic function,
even at the lowest level of security (cardinality of the set of
key data block symmetric cipher is equal to 2%) exceeds the
capabilities of most modern computer systems.

The last row of table 3 is, in fact, is the computational
complexity estimate of the proposed hashing scheme. Thus,
at the lowest level of strength (cardinality of the set of key
data block symmetric cipher is equal to 2%) to calculate one
value of cyclic function takes no more than 2046 operations
multiplications. For a sufficient level of strength (cardinality
of the set of key data BSC equal to 2128) relevant to the
national standard encryption USA FIPS-197 (AES), to
calculate the cyclic function need to do no more than 6142
multiplications. For high-level strength (cardinality of the
set of key data BSC equal to 2256), corresponding to the
current domestic standard symmetric cryptoconversion

GOST 28147-89, to calculate the cyclic function does not
need to perform more than 30718 multiplications.

Developing a model of MAC cascade formation using
modular transformations and justification of practical
recommendations on its use.

The article proposes a cascade formation model of codes
of integrity and authenticity of data (MAC) using the
modular transformations. The proposed model is based on
a multi-layer universal hashing circuit using the last, the
final stage of modular transformations.

Properties of multilayer (composite) design is best
explained with the help of mappings language [4, 5]. Let
X,Y,U aresets of n,m,u elements, n <m <u. I, is a set of
functions f; performing the mapping X — U and H, is a set
of functions f, performing the mapping U — Y. Then
H = H, o Hy is aset of functions ', which is the composition

f=het

Characteristics of a multilayered structure presented by
the results of the following theorem [1-3].

Theorem 1. The composition of the universal hash functions
class &) —U(Ny,n,u) and strictly universal hash functions
class €y —SU(N,,u,m) is strictly a universal class with
parameters € — SU (N1 N,,n,m), where € =¢; +&, —g;¢,.

Thus, using the composition of authentication codes
algorithms that are equivalent to an algorithm for computing
the universal and strictly universal hash functions classes
we obtain a multi-layer scheme for generating MAC [11-
15]. Properties thus generated codes of integrity and
authenticity of data will satisfy the properties of strictly
universal class of hash functions.

In the method of forming codes of integrity and
authenticity of data, the first layers are proposed to be
realized with traditional UMAC high-speed but
cryptographically weak universal hashing schemes
algorithm, the last layer is proposed to implement using the
developed safe (cryptographically strong) strictly universal
hashing scheme based on the modular transformations.

Formally, the proposed cascade formation scheme of
codes of integrity and authenticity of data shown in Fig. 3.

The main part of the information data is processed first
layers of universal hashing. Formed as a result of such
conversion hash code on the last processed final stage
cryptographically strong universal hash function based on
the modular transformation.

Thus, based on the proposed scheme, MAC formation
using modular transformations is used:

— on the first layers high-speed universal hashing
methods (NH-hashing, polynomial hashing, Carter-Wegman
hashing) are used;

— on the last layer secure strictly universal hashing based
on modular transformations (using cyclic functions (1) and
/or (2)) is used.

Table 3 — Dependence of the implementation complexity regarding the exponentiation method

i Procedure for conversion module / equivalent length of symmetric cryptographic algorithm key
Exponentiation method 1024/ 80 3072/ 128 15360/ 256
Through a series of multiplications 10308 10924 104623
Fast exponentiation algorithm 2046 6142 30718
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CW-hash

Universal hashing using
modular transformations

MAC

AN

Mac formation multilayer scheme using universal hashing and provable security modular transformations

s

i

High collisional propertics, high performance,
cryptographically weak

High cryptographical propeties, high collisional
properties, low performance

AN

Universal hashing methods

Modular transformations

Universal hashing NH-scheme

Polynomial universal hashing scheme

Carter-Wegman universal hashing scheme

RSA problem

Discrete logarithm problem

Figure 3 — Proposed cascade formation scheme control codes of integrity and authenticity of data using the modular transformations

The work [3] proposes technique of statistical studies
of collisional properties of MAC, in particular, introduces
statistical indicators characterizing the collision properties
of forming circuit of control codes integrity and authenticity
of data, allowing using methods of probability theory and
mathematical statistics to obtain estimates with prescribed
confidence interval and the required accuracy.

Experimental studies of collisional properties of message
authentication codes UMAC for the relevant sections of
the conversion:

— in the first stage investigate collision properties of a
mini-version of the universal hashing. To do this, the
theoretical estimates of the number of generated hash codes
collisions occurring in the course of the experiment must be
confirmed;

— in the second stage conduct an experimental study of
the properties of pseudo-conflict substrates based on
analysis of the properties of the reduced Baby-Rijndael
cipher model. Similar studies in the available literature aren’t
described, appear to be carried out by us for the first time;

— in the third stage conduct an experimental study of the
properties of collision properties generated by using mini-
UMAC integrity and authenticity of data control. This is
the most important part of the research, as it would answer
the question of maintaining the properties of universal
hashing after application of the cryptographic
transformation of the information layer.

Estimates of the number of collisions generated elements
will be carried out focusing on the universal hashing collision
properties. In fact, we need to confirm or refute the
hypothesis of the saving of universal hashing collision
properties at all stages of generating of the mini-UMAC
control codes of integrity and authenticity of data.

64

S RESULTS

Consider a cyclic functions MASH-1 and MASH-2 for
the construction of the key universal hash functions and
hash option when the initial state (initialization vector) is
given by some key rule, i.e. choose H, = Key. In this case,
we have a certain class of hash functions, depending on the
parameter Key. For experimental studies selected the
following parameters: p =17, ¢ =19, N =323. Study were
to verify the conditions of universal hashing with exhaustive
search of all the values of initialization vectors
(Key=0,...,2" —1,m =8) for a sample of the population
values of information blocks. The results obtained are
summarized in table 3.

Thus, studies have shown that the application of
transformations using modular arithmetic allows to build
universal and strictly universal hash functions classes,

Table 3 — The results of studies of collisional properties of a key
hashing algorithms built on the basis of MASH-1 and MASH-2 by
changing the values of the initialization vector secret key

Based Based
algorithm algorithm
MASH-1 MASH-2
Ai(ny) 41.42 0
D(ny) 42.74 0
Py = P((ny) —m(n)| < 5) 0.98 ~1
7i(ny) 3.99 1
D(ny) 0.01 0
Py = P(ii(ny) — m(ny)| <0.025) 0.99 ~1
fi(n3) 0.26 0.31
D(ny) 0.21 0.22
Py = P(|fii(n3) — m(n3)| < 0.1) 0.97 0.97
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which on one hand allow high collision properties, on the
other hand, under certain restrictions on the value of the
modular exponential ensure high security and the
applicability of the model demonstrable strength.

For comparison with other key hashing schemes in terms
of the resistance and performance will take the following
assumptions. Let one multiplication operation on numbers

m

with the order of 2™ requires {f—‘ operations of bitwise

modulo two addition (XOR). This assumption is most often
used when evaluating the complexity of the cryptographic

m
algorithms implementation. In this case, the estimate of {f—‘

gives the approximate number of L-bit processor cycles
necessary for the implementation of the one multiplication
operation of numbers the bit length of which does not exceed
m. At the same time, hashing using modular transformations
process immediately /8 information data bytes.

Table 4 shows the results of comparative studies of the
performance of key hashing schemes for fixed security
performance. Speed is expressed in an S amount of the
32-bit processor cycles necessary for generating one byte of
the output data. Security indicator was fixed over the length
of the secret key the attacker needed to hack. For schemes on
modular arithmetic the equivalent length of the key block
symmetric cryptographic algorithm is shown (see. Table 2).

The data presented in Table 4 show that the use of
modular transformations for solving the key hashing
problems significantly increases the computational
complexity and reduces algorithms speed by 1-2 orders of
magnitude. At the same time, the proposed key hashing
schemes have provably resistant safety level (problem of
finding the hashing key or the inverse image is reduced to
solving a certain complexity-theoretic problem). In addition,
it was shown above that such authentication schemes
satisfy the properties of universal hashing to ensure the
high collision characteristics of the generated MAC.

Table 5 shows a comparison of the computational
complexity of some hash functions. Data on performance
for the proposed MAC scheme with modular
transformations are given for the minimum level of
persistence (cardinality of the set of key data block symmetric
cipher is equal to 2%) and a sufficient level of strength (for
modular transformations equivalent length block symmetric
cipher key is 128 bits). Length of the MAC generated is 80,
and 128 bits, respectively.

For all the functions listed in Table 5 (except the proposed
using modular transformations) specific complexity of the
codes of integrity and authenticity of data is not dependent
on the amount of data processed. For the proposed model
using a modular transformations specific complexity with
increase of length of data to be processed is reduced. So for
a high level of strength (equivalent length block symmetric
cipher key is 128 bits) already for data blocks of 32768 bytes
is comparable to well-known and used in network security
protocols, algorithms form the MAC. For the lowest level of
strength (cardinality of the set of key data block symmetric
cipher is equal to 2%) the proposed scheme of codes of
integrity and authenticity of data cascade formation using
modular transformations already for data packets of 2048
bytes is not inferior in performance used to date the
formation of the MAC algorithm in network security
protocols, including protocols IPsec.

6 DISCUSSION

Analysis of the data presented in Table 3 allows claiming
the adequacy of the experimental results. For fixed accuracy
¢ were obtained high values of confidence probability that
indicates the validity and reliability of the results according
to their statistical properties of the entire population of data.

Analyze the results of statistical studies and compare

them with the theoretical estimates: with P, |H| =1
(the first criterion), with |H |/|B| =1 (the second criterion)

and with P, -|H| =1 (the third criterion).

As seen from the data in Table 3 realization of a key
hashing scheme based on MASH-1 algorithm when
replacing the values of the initialization vector with the
secret key does not enable high collision properties. The
number of collisions occurring substantially above the upper
theoretical limit on both the first and the second criterion,
consequently, this structure is not a universal hashing

Table 4 — Estimation of the complexity of hashing algorithms in
the S number of the 32-bit processor cycles per byte of data

processed
. Resilience Number pf
Hash function (key length) | cycles s

SHA-2 (512) 512 80
SHA-2 (256) 256 64
SHA-1 160 30
RIPEMD-160 160 160
MD5 128 64

80 512

Modular arithmetic hashing 128 1536

256 7680

Table 5 — Estimate of the complexity of different MAC forming schemes

Algorithm The length of the input data, bytes|
2048 4096 8192 16384 32768 65536

HMAC-MD5 (128 bits) 9 9 9 9 9 9

HMAC-RIPE-MD (160 bits) 27 27 27 27 27 27

HMAC-SHA-1 (160 bits) 25 25 25 25 25 25

HMAC-SHA-2 (512 bits) 84 84 84 84 84 84

CBC MAC-Rijndael (128 bits) 26 26 26 26 26 26

CBC MAC-DES (64 bits) 62 62 62 62 62 62

Proposed MAC scheme using modular transformations 38 29 14 10 3 7
(80 bits)

Proposed MAC scheme using modular transformations 204 150 73 0 24 15
(128 bits)
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scheme and so, is not a strictly universal hashing scheme.
This result was obtained with a high confidence level
Py = P(W(nl-) —m(nl»)| <€)>0.9 for high precision. So for
the first criterion the confidence interval was 4142 +5
(confidence level 0.98), for the second criterion the

confidence interval was 3.99+0.025 (confidence level 0.99),
and for the third criterion the confidence interval was
0.26+0.1 (confidence level 0.97). The key hashing scheme
based on MASH-1 algorithm by changing the values of the
initialization vector with the secret key satisfies only the
third criterion (m(n3) = 0.26).

The use of key hashing based on MASH-2 algorithm when
replacing the values of the initialization vector with the secret
key by contrast provides high collision characteristics of
universal hashing. For all three criteria resulting estimates are
below the upper theoretical limit m(n;) <1, i=1,2,3. This
statement is confirmed with almost 100% probability. So for
the first and the second dispersion criterion value D(n;) and
D(n,) that characterize the dispersion of the hash rules values
(MAC formation rules), with the equalities (3.1) and (3.2) with
respect to their mathematical expectations m(n;) and m(n,)
respectively, equals to zero which means the identity of the
results obtained in all tests and practically certain that
m(n) =0, m(ny)=0. The resulting estimate for the third
criterion also lies below the upper theoretical estimation
(m(n3)=0.31) and this value is confirmed with high

confidence level of Py = P(|n~1(n3) —m(n3 )| <0.1)=0.97 for

fixed precision (confidence interval is (.3140.1).

The explanation for this behavior of the modular
transformations in the MASH-1 and MASH-2 schemes lies in
the chosen parameters of the modular exponent. Thus, for the
MASH-1 algorithm cyclic function (4.3) assumes the value of
the modular exponent e = 2 that always breaks the condition
(4.5). In the algorithm MASH-2 exponent is set e = 28+1 = 257
that for the chosen parameters p=17, ¢=19, N =323
satisfies the constraint (4.5): gcd(e, (N)) = ged(257,288) =1.
Therefore, the key hashing built on the basis of modular
transformations in some cases allows to provide for the
universal properties and strictly universal hashing. To perform
these properties condition (3.5) is necessary to be performed
which a scheme for the selected parameters on the basis of the
algorithm MASH-2 shows.

CONCLUSIONS

In this paper were obtained the theoretical generalization
and new solution of scientific-applied problem, which is to
develop and research of models and methods of effective
mechanisms for monitoring the integrity and authenticity of
data packets while minimizing the number of CPU cycles per
byte of information to process to provide the necessary
reliability and data security in telecommunications networks.

Scientific novelty of the work is following.

1. For the first time to analyze the collision properties of
the codes monitoring the integrity and authenticity an
approach is suggested based on the creation of scale models
(mini version) algorithms of UMAC, which allows them to
retain the algebraic structure.

2. For the first time mathematical apparatus and methods
for the analysis of statistical studies of collisional properties
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are suggested which allows to determine the distribution of
codes formed on the entire set of key data and obtain
estimates of collisional properties with the required accuracy.

3. For the first time model and method of forming codes
of integrity and authenticity of data using at the final stage
cryptographically strong strictly universal hash function
based on modular transformations. The proposed solution
provides high collision properties of strictly universal
hashing, low computational complexity and high security
performance at the level of modern means of cryptographic
protection with provable security.

Practical advice on building a cascade formation schemes of
MAC based on modular hashing was justified the
implementation of which will ensure the delivery time information
packet to 0.5 sec; safe time more than 200 years; the probability
of imposing a false message is not more than 10-%; the probability
of message modification message is not more than 10-*. The
usage of the developed models and methods of forming the
MAC to control the integrity and authenticity of data packets in
security protocols of telecommunication networks and internal
payment banking systems.
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[IpenoxaBarens kadenpsl MHGOPMAILMOHHBIX CHCTeM, XapbKOBCKUH HAI[MOHATIbHBIA dKOHOMHYeckuil yHuBepcureT um. C. KysHueua,
XappkoB, YkpanHa

YCOBEPIIEHCTBOBAHHEBIA AJITOPUTM MAC, OCHOBAHHBI HA MUCIIOJIb30BAHUA MOJYJISAPHBIX MPEOB-
PA3OBAHUI

OO0O0CHOBBIBAETCs BHIOOP LMKIOBBIX (yHKLHH B CXeME J0Ka3yeMO CTOWKOTO KJIFOYEBOTO YHHBEPCAJIbHOTO XCIHIMPOBAHWS, IpeJiaraercs
MOz B MeTo (JOPMUPOBAHMS KOIOB KOHTPOJIS LIEMIOCTHOCTH M ayTEHTHYHOCTH JaHHBIX HAa OCHOBE MOAYILIPHBIX IPeoOpa3oBaHMil, alroputM
CHM)KCHHSI BBIYMCIMTENIBHOM CIIOXKHOCTH pEai3alliil CXEM XCLIMPOBAaHHsS C HCIOJIb30BAHHEM LMKIOBHIX (QyHKIHI. OOBEKTOM HCCICIOBAHUSI
SIBISIETCS TIPOLIECC MOBBIIICHUS LEMOCTHOCTH M ayTeHTUYHOCTH ITIAKETOB JAHHBIX B IPOTOKONAX 0E30MaCHOCTH TEIEKOMMYHHKAIIMOHHBIX CeTe.
[IpeameroM HccIeIOBaHUS SBISIOTCS MOAENHU, METOABI U AITOPUTMbI KOHTPOIS IIETOCTHOCTU M ayTEHTUYHOCTH MAKETOB JAHHBIX B IIPOTOKOIAX
06e30IaCHOCTH TENEeKOMMYHUKAIIMOHHBIX ceTeil. 1leapio paboThl sBISETCS MOBBIIEHHE LETOCTHOCTH U ayTEHTHYHOCTH NMAKeTOB JaHHBIX B
IPOTOKOJIAX 0E30MacHOCTH TEICKOMMYHHUKALMOHHBIX ceTel. Pa3paboTaHHBIl yCOBEpIIEHCTBOBAHHEINH MeTOJ KackagHoro ¢opmuposanus MAC-
KOZ0B oTian4aercsi oT u3BectHoro (anroputm UMAC) npuMeHeHHeM MOIY/SIPHOTO XCLIMpOBaHMS Ha mocieaHeM srtane ¢opmupoBanus MAC,
YTO TO3BOJSIET 00ECIECUUTh BBICOKHE KOJUIM3HOHHBIE CBOMCTBAa CTPOTO YHHUBEPCAIHHOTO XCIIMPOBAHHS M IOKa3aTesld 0e30IacHOCTH Ha ypOBHE
COBPEMEHHBIX CPEICTB 3aIUTHI JOKa3yeMoil cToiKocTH. [1omydeHb! OLEHKH BBIYMCIMTENBHON cIoXHOCTH (opmupoBanus MAC ¢ HCIoiIb30Ba-
HHEM MOAYISIPHOTO XEIIUPOBAHMS, YCTAHOBJIEHO, YTO IPU CPAaBHUMBIX IIOKA3aTENSIX CTOMKOCTH CIOKHOCTh MOAYISIPHOTO XEIIMPOBAHUS Ipe-
BBIIIACT Ha |—2 MOpsiKa M3BECTHBIE CXEMbI Ha OCHOBE OJIOUHBIX CHMMETPHYHBIX Hin(poB. TeM He MeHee, IPUMEHEHHE MOIYJSIPHBIX Ipeodpa-
30BaHU 00ecleunBaeT JOKa3yeMbli ypOBEHb 0E30IIaCHOCTU U BBICOKUE KOJUIM3HOHHBIC CBOMCTBA CTPOTO YHUBEPCAIBHOTO XCHIMPOBAHHS.

KioueBble c10Ba: KOAbl KOHTPOIS LENOCTHOCTH U ayTeHTUYHOCTH JAHHBIX, MOIYJISpHBIC NPeoOpa3oBaHUs, YHUBEPCAIbHbIE KIAaCChI
XEIUPYIOWKX (QyHKIHUIL.

Kopons O. T.

Bukianad kadenpu iHopmariiinux cucteM, XapKiBCbKUH HaliOHaIbHUH exoHOMiuHumii yHiBepcuteT im. C. Kysuews, Xapkis, Ykpaina

BJIOCKOHAJIEHUI AJITOPUTM MAC, 3ACHOBAHUI HA BUKOPUCTAHHI MOAYJSAPHUX MEPETBOPEHD

OOrpyHTOBY€ETHCSI BHOIp IMKIOBUX (YHKII y CXeMi J0Ka30BO CTIKOTO KIIIOYOBOTO YHIBEPCAIBHOTO XCUIyBaHHs, MPOMNOHYETHCS MOJIEIb
i Meron opMyBaHHSI KOJIB KOHTPOJIIO LIUTICHOCTI Ta aBTEHTHYHOCTI JaHMX HAa OCHOBI MOAYJISIPHUX IIEPETBOPEHb, AITOPUTM 3HIKEHHs 004MC-
JIFOBAJIBHOI CKJIQAHOCTI peaiizalii cXeM XEIIyBaHHS 3 BUKOPHCTaHHSIM LUKIOBUX (yHKIiH. O6’€KTOM HOCHIIKEHHS € IPOLeC MiJABUIICHHS
[UTICHOCTI Ta aBTEHTHYHOCTI MAKETIB JJaHUX Yy MPOTOKOJIAX OE3MeKH TeIeKOMyHIKamiitHiux Mepex. [IpeaMeroM HOCTIKeHHS € MOJIENi, METOIH Ta
ITOPUTMH KOHTPOJIIO IUTICHOCTI Ta aBTEHTHYHOCTI MAKEeTiB JaHUX Yy MPOTOKOJaxX Oe3MeKH TelIeKOMyHiKauifiHux mepex. Merot poboTu €
IIBMIIECHHS IITICHOCTI Ta aBTGHTUYHOCTI MAKETiB JaHMX Yy MPOTOKOJNAX OE3IEKH TeNCKOMYyHIKalliiHUX Mepex. Po3pobnenuil ynockoHaneHu
MeToJ KackagHoro ¢opmyBaHHs MAC-koxiB Biapisuserscst Bix Bimomoro (amroputm UMAC) 3acTocyBaHHSIM MOAY/ISPHOTO XCUIYBaHHS Ha
ocTtanHbOMY eTari GpopmyBants MAC, 1o 103BOJIsIE 3a0€3MeYNTH BUCOKI KOMI3iifHI BIACTHBOCTI CYBOPO YHIBEPCAIBHOTO XEIIYBAHHSI i MOKA3HHU-
Ku Oe3reKkH Ha PiBHI CyYacHHX 3ac00iB 3aXHMCTy IOKa30BOi CTiiikocTi. OTpUMaHO OIIHKH OOYHCIIOBAJIbHOI cKiIamHOCTi GpopmyBanus MAC 3
BHKOPHCTAHHSM MOZYJISIPHOTO XEIIYBAaHHS, BCTAHOBJICHO, IO HPH MOPIBHSHHUX MOKA3HHKAX CTIMKOCTI CKIAIHICTh MOMYJSPHOTO XellyBaHHS
nepeBuilye Ha -2 MOPSAKH BiZOMi CXeMH Ha OCHOBI OJIOKOBUX cHMeTpHUHHX IMGpiB. [IpoTe, 3acTOCyBaHHSI MOIYJISIPHHX IEPETBOPEHb
3a0e3meuye JI0Ka30BUil piBeHb OE3MEKH i BUCOKI KONi3iiiHI BIACTHBOCTI CYBOPO YHIBEpPCATBHOTO XEIIYBaHHS.

Ka1040Bi cj10Ba: KoM KOHTPOJO LUTICHOCTI Ta aBTEHTHYHOCTI JAHUX, MOIYJSIPHI TIEPETBOPECHHS, YHIBEpCaIbHI KIACH XCIIYIOUHX (YHKII.
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REVISED FAST FOURIER TRANSFORM

The problem of realisation of the Discrete Fourier Transform in on-line is analysed because of non-efficient consuming a time for a new
recalculation of spectrum samples if one discrete-time signal sample or even some small portion of samples in period are replaced by new
sample or by new samples, respectively. Using Fast Fourier Transform (FFT) procedure it is assumed that some signal samples in the respective
period available for processing digitally are updated by a sensor in real time. It is urgent for every new sample that emerges to have a new
spectrum. The ordinary recalculation of spectrum samples even with highly efficient Cooley-Tukey FFT algorithm is not suitable due to
speedy varying in time real process to be observed. The idea is that FFT procedure should not be recalculated with every new sample, it is needed
just to modify it when the new sample emerges and replaces the old one. We retrieve the recursive formulas for FFT algorithms that refer to
the spectrum samples modification. In a case of appearing one new sample, the recursive algorithm calculates a new spectrum samples by
simple addition of a residual between an old and new samples, multiplied on respective row of Fourier ‘code’ matrix, to a vector of old spectrum

samples. An example of 8-point FFT is presented.

Keywords: digital signal processing, discrete Fourier transform, fast Fourier transform.

NOMENCLATURE

DSP is a digital signal processing;

DFT is a discrete Fourier transform;

FFT fast Fourier transform;

{x(n)} is a discrete-time real valued signal or sequence
of real numbers;

L is a length of a real valued signal;

n is a number of signal sample;

X (w) is a Fourier transform of a discrete-time signal;

j is the imaginary unit;

® is an angular frequency;

X (k) is a spectrum sample;

k is a number of spectrum sample;

N is a general number of spectrum or signal samples;

kisisa periodic function with only A different values;
x,,4(D) is an old /-th sample of real valued signal;

x,,,(1) is a new I-th sample of real valued signal;

X ;K is an old k-th sample of spectrum;

X, (k) is a new k-th sample of spectrum.

INTRODUCTION

The continuous-time Fourier series are broadly used in
theory as well as in practice where functions are continuous.
DFT can be treated as its discrete-time counterpart. DFT
has also been implemented digitally in the area of filter
synthesis, image processing, various audio and video signal
developments, and many types of spectrum analyzers that
compute sampled power spectra and frequency response
functions. The properties of ordinary DFT are accurately
described. On the other hand, it is known that ordinary DFT
involves a lot of redundant calculations. Therefore, usually,
ordinary DFT algorithm is replaced by highly efficient
computer procedures, known as FFT algorithms. Also there
is a considerable amount of literature available on DFT and
FFT, mentioned here just a few (e.g. [1-9]) that are coupled
with DSP. However, some problems, encountered with FFT
applications to measured samples of signals, are not
generally understood [3], especially, analysing varying in
the time processes, e.g. if some portion of samples or even
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DOI 10.15588/1607-3274-2015-1-9
68

one sample in the given period is replaced by new samples
or one sample, respectively, and for each such real time case
we have to obtain a new spectrum. Therefore, it is needed to
modify DFT and FFT in order to recalculate only some
products of the Fourier ‘code matrix‘ with the respective
samples replaced. The next section introduces the statement
of the problem to be solved. In Section 3 we worked out the
recursive equations that allow to modify the ordinary FFT
procedure. Examples are presented in Section 4. Section 5
contains conclusions.

1 PROBLEM STATEMENT

Consider a discrete-time finite duration real-valued signal
{x(n)} oflength L (i.e., {x(n)} =0 for » <0 and > L) that
has the Fourier transform

L-1 _ -
X(w)= Y x(n)e '™ Voe0,2r, (1)
n=0

where the upper and lower indices in the summation reflect
the fact that {x(n)}=0 outside the range of 0 <n=0>L—1.
Here j is the imaginary unit. When we sample {X(w)} at

equally frequencies ®, =2nk/N VkeO0,N -1, with
N > L, the resultant samples are as follows:

X{(k)} = X(%j = Nilx(n)e— Jamkn/ N @

n=0

For convenience the upper index in the sum has been
increased from L —1to N —1since {x(n)} =0 for » > [ Here
N is the general number of samples of the basic real valued
signal {x(n)} under consideration. The relation in eq. (2) is
called DFT of {x(n)} and is used for transforming the sample
sequence {x(n)} into a sequence of frequency samples
X{(k)} oflength N. Rewriting eq. (2) in the form

N-1
X{(k)y =Y x(mwh Vke0,N—1, 3)
n=20
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Wl]‘\;’=e_j2nk"/N, “)

one can realize that the integer product kn repeats for

different combinations of k and 7, and that 4" is a periodic
function with only N different values. Therefore, various
fast and efficient DFT algorithms without redundant
calculations were worked out [1-9]. Frequently, the FFT is
computed by decimating the sample sequence {x(n)} into
sub-sequences until 2-point DFT’s remain.

Assume that the frequencies analysis of real-time
streaming sensor data {x(n)} is needed. The aim of the paper
is to work out an recursive approach that would update the
spectrum samples given in eq. (3) as fast as possible with a
sensor’s sample that emerges, without anew recalculation
of spectrum samples by FFT algorithm.

2 REVIEW OF THE LITERATURE

Recursive methods are important for the property that
observations of time-varying phenomenon by their use can
be processed by computer in real time. Hence, they may be
applied in on-line monitoring and analysis of generally time-
varying processes, and also combined with on-line control
strategies to produce adaptive control algorithms. Some of
them were used to the parametric identification of nonlinear
Wiener systems [10]. Recursive procedures can be effective
by processing various characteristics of stacionary as well
as nonstacionary random processes and systems [11].

It is well-known that the most important area of DSP
includes searching for different characteristics of signals
and systems in frequency domain. Here more popular are
DFT and various FFT procedures. However, as it is
emphasized in [3], that the use of the DFT with the digitized
signals are not generally understood. For example, ordinary
DFT requires that in the given period N all samples ought to
be fixed. Indeed, the author of this paper has not found any
published work that addresses the recursive calculation of
the DFT or FFT on an N-point complex valued function,
when the samples of the varying in the time signal are
observed by sensor. On the other hand, it is known that the
processes, functioning in real life are dynamic and time-
varying.

Therefore, it is important to work out procedures based
on ordinary DFT that allow us to find spectrum samples,
when some samples of discrete-time signal in the respective
period, available for processing digitally, are updated by a
sensor in real time.

3 MATERIALS AND METHODS

It is not efficient to recalculate the basic spectrum
samples anew, if only one signal sample or even a small
portion of new samples emerges continuously, especially,
when speed is a main issue. Then, the computation time can
become prohibitive, in spite of the fact that FFT requires
only Nlog2 Ncomplex multiplications and complex

additions to compute each of the N spectral samples. In
such a case, it is important to work out an approach for
modifying FFT in order to decrease the calculation time
significantly. Let us retrieve now recursive formulas for

recalculating the basic spectrum samples X (k)Vk € 0, N —1

partly, when a new sample X, (/) appears in the given N

new

samples of a signal x(n) Vn e 0, N —1 while the respective

old one vanishes. For real valued x(n) Vne0,N —1 eq.(3)
can be rewritten as

2tk Nt
Xold (k) = Xold (Tj = Z xold (}’l) WII{\;’ ’ (5)
n=0

or

27tk Nt
Xnew (k) = Xnew(_j = Z xnew(n) W]ﬁ ’ 6)
N n=20

if only the old and new samples of the sequence {x(n)} are
used, respectively. Here X ,,(/), x,, (OVIc0,N-1 are
I-th old and new samples, X ,,(k), X (k) Vke0 N-1
are values of the old and new samples in frequency domain,
correspondingly.

Suppose now that in eq. (6) all the new samples are
equivalent to the old ones, except, the sample x (1). Then,
we can rewrite eq. (6) as follows

-1
X = Yx mwk+x (Owk+

new

n=20
N-1
+ X x,(mwh vYkeo,N-1.
n=1+1
Subtracting the values X (k) from X, )
Vke0,N —1 we obtain the relationship of the form
Xnew (O) - Xald (O) W118
Xnew (1) - Xold (1) lei/'

: = ['xnew (Z) — Xold (Z)] N
Xnew(N - 2) - Xold (N - 2) W%N_z)
XWW(N—I)—Xold(N—l) WIA(/N—l)

It can also be rewritten in the recursive form
Xnew (0) Xo/d (0) Wl]\(/)
Xnew (1) Xald (1) Wll\ll
: = H e (D) =%, (D] * ()
Xnew(N - 2) Xald (N - 2) W%Niz)
Xnew(N - 1) Xo/d (N - 1) W%N_l)

assuming that a new sample x (/) emerges and replaces
the old one x y ).

Suppose now that in eq. (6) all the new samples are equivalent
to the old ones, except a some portion of new samples
x D,x (+D,...x (+p=-2),x (I+p-1), that
appears in the given N samples of signal {x(7)}, while the
respective portion of the old samples vanishes. In such a case,
the final expression can be rewritten recursively

X ()= Xy () + S [y (m) = Xy ()W Yk €O N 1,

m=l
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or in extended form

new(0) X a0

newD) X @

: =l : [ % () —

X, (N-2)| | X, (N-2)
X (V=D | X, (V=D

(] (e |

wh wy!
X (D] ot [0 (0) =50 (V)] - ®

W]]\sN—Z) W%(N_Z)
W%N—l) W%(N—l)

Here v=1[+p—1.
4 EXPERIMENTS

Let us describe now two experiments that are carried out
while analysis of recursive FFT. In both experiments we
consider the discrete-time periodic signal

x(n) ={...24,8,12,16,20, 6,10, 14,...}. )

By inspection, the period N =8. DFT is computed
according to

7 o _
X(k)= Y x(n)exp(—j—nk),Vke0,7 . (10
n=0 8
or in a form

[x©o)] [1 1 1 1 1 1 1 1 (247

XM | |1 a=)) —-j  bA+)) -1 b(d=j) j a(+)) 8

x| 1 -; -1 j 1 -j -l J 12

XGQ) ||V b(+)) j  a(-=)) -1 al+j) -j b(d-)) 16 11

X@| |1 -1 1 -1 1 -1 1 -1 20’( )

XG) | |1 b(=j) —=j al+)) -1 al-j) j b(+)) 6

x©| (1 ;-1 - 1 VA 10

LX(D] [1 al+)) j b(l-j) -1 b(+)) —j al-j) [|[14]

using Fourier ‘code’ matrix. Here @=0.7071 and b = —a.
Afterwards, the spectrum samples X (0), X (1),..., X(7) are
determined by FFT using Matlab as follows: ffi([24, 8, 12,
16, 20, 6, 10, 14], 8). The spectrum samples are: X (0)=110,
X()=4 — 483, X(2)=22 + 16/, X(3)=4 — 0.83],

X(4)=22, X(5)=4+0.83}, X(6)=22 — 16/, X (7)=4+4.83).

In the first experiment we change in (11), firstly, fourth
sample, and, secondly, the sixth one. Suppose that a new
fourth sample ‘25” comes in (9), and the old one ‘20’ goes
out. Then, the system of linear complex valued equations
(10) is of the form

X, O] - S
new 1 1 1 1 1 1 1 1 24
X"w(l) 1 1-5) -J b(1+j) -1 b(l-j i 1+ 8
a(l-j) -j 1+ /) (-5 j al+))

Y@ 1 = 1 j S A B 12
KO |_[U 0+ j al=)) =1 al+)) —j bA=j) |[16
X, @ 1 -1 1 -1 1 -1 1 -1 25|
WO L b= —j ey -1 al=j) b)) 6

X, (6 1 j -1 - 1 S 10
x | atep j ba=j) -t b)) —j al=j)  J[14]

70

Afterwards, the
X ,0,X (OD,..,X  (7) are recalculated anew by
Matlab: ff#([24, 8, 12, 16, 25, 6, 10, 14], 8). Their values now

are: X (0)=115, &, (D=-1-483, X (2)=27+16j,
X B=-1-083 X, #H=27 X, (5=-1+083,
X, (0)=27-16j, X, (7)=—-1+4.83j. The same spectrum

0, X, @,...X  (7) can be determined
recursively by eq. (7) as follows

spectrum samples

samples X

new new

_ o

new (

[110+(5)-1 1 [115
Yo | a_a83j+5)1)| |-1-483
X w2 22416, +(5)-1 27416/
X0 @) | [4-083j+(5)(-1)| |-1-0.83;
X @ [2+6)1 =157 :
()| 410837 +(5) (=1 | |-1+083)
GIRERUACOR 27-16
44483j4(5)-(-1)] [-1+4.83;)

_Xnew (7)_

It is obvious, that in both cases we obtain the same set
values of X (0), X(1),..., X (7), respectively. Suppose now that
just after finishing recursive calculations the new sixth sample
with values ‘5’ come in the set of samples (9) and the respective
old one with values ‘10” go out. Then, the previous values of
X (0),X (1),...,X (7)can be treated now as old ones,

ie. X ,0=Xx_(0,X O=X_@®O,..X, (6=
=X, 0),X (1)=X  (7)respectively. The current values
of X(0), X(),...,X(7) are treated as
X, ,,0),X (1),..,X (7). They can be obtained by the
recursive formula

new

| new(o)_ B T B 7
115+(=5) 1 110
X . . .
new —1-4.83j+(=5)-j ~1-9.83
X e @ 27416/ +(=5)-(=1) | |32+16;
X | | -1-083+(=5)-(=)) | |-1+4.17,
X, @ |27+(=5)-1 22 '
5)| |-1+083/+(=5)- —1-4.17/
X_© 2716 +(=5)-(=1) 32-16;
) | —1+4.83+(=5)-(=j) | [-1+9.83/]

Let us check now the previous recursive FFT by the
ordinary one using Matlab: fft([24, 8, 12, 16, 20, 6, 5, 14], 8).
The spectrum samples are:

X(0)=110, X(1)=—1-9.83j, X(2)=32+16j,
X(3)=—1+4.17j, X(4)=22, X(5)=—1-4.17j,
X(6)=32-16j, X(7)=-1+9.83;. (12)
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It is assumed in the second experiment that both samples
in (9) emerge at the same time. They appear just after
calculations performed with initial set of samples (9). The
new fourth and sixth samples with values ‘25’ and ‘5’ come
in (9) and the respective old ones with values ‘20” and ‘10’
go out. Then, eq. (11) obtains the form

[x©)] 1 1 1 1 1 1 1 24
X(1) 1 oa(l-j) —-j b(+j) -1 b(-j) j a(l+)) 8
x| [t -j -1 j 1 - -1 12
X@| |1 s+ oal-p) -1 al+)) —j b)) 16
xX@| |1 -1 1 -1 1 -1 1 -1 250
XS | |1 A=) —=j al+j) -1 al-j) j b(1+)) 6
xe©| [t -1 — 1 S 5
LX) (1 al+)) Jj b(l-j) -1 b(+)) —j al-j)  J[14]

According eq. (8) recursive 8-point FFT expression is

Koo (©) [110+(5)- 1+ (=5)-1 1 T110 1

YooV |1 4-483/45)- (<D +(-5)) 1-083

Koow @) 22416/ +(5)-1+(=5)-(-1) 32+16;

X3 | [4-083+(5)-(-D+(=5)-(=))| |-1+4.17/

X, @) - 22+(5)-1+(=5)-1 |22 - (13)
o3| 410837 +05) =D+ (=5)-j —1-4.17j

X, (6] |2716/+(3)1+(=5)-(=D 32-16

x| [4+483/+0) D+ | [-1+9.83)]

L* new

Thus, the results (13) given by the recursive FFT of the
form (7) are coincident with the results (12) that are obtained
by ordinary FFT using Matlab standard function ff¢. Let us
analyse now the recursive FFT using the special form

6 +wH(©)
X GO)+WeH(1
X() M +WgH()
x@2)| |GO+WSH?2)
X3 | |GR+WHE)
XH | | G0)-wdH(©0)
X(5) 1
G()—WiH(1
X(6) ) 82 Q)
x(7)| |COTRH®
| GB) =W H(3)

of ordinary FFT for the given period N. Here

3 3
G(k)= Y, xQ@mW/[" H(k)= Y xQ2n+)W,"
n=0 n=0
Vk=0,1,2,3.

Suppose that a new fourth sample ‘25” comes in the set,
given by the initial eq. (9), and the old sample ‘20’ goes out.
At the same moment, every value of G(k) Vk e 0,3 changes,
while corresponding value of H(k) Vk eO_,3 remains the
same. Then, one can obtain

_G(O) +(5)-1+ W H(0)

X, (0) (X,O] . -
X | [COrE-Eh O | !
X, @| | COOIHO | |y o) |
X, 0@ | |GO+E)-(D+WHO) | | X,,() R
Koo ® || G(0)+(5)-1-WH(0) Xora® 1
X 03 6+ (5D W HQ) X, -1
X .0 § X,,(6) 1
X | |GQrO1WH) | x ] T

|GR)+(5)-(-D=WSHE) |

This relationship is coincident with the formula (7), too.

5 RESULTS

It follows from the 8-point DFT example with real-valued
samples set (9), that recursive FFT on an 8-point complex valued
function, requires 8 operations (here operation is defined as
one complex valued multiplication plus an one complex valued
addition [3]) if one new sample comes in, and twice more both
operations, if a portion of two samples emerges.

6 DISCUSSION

Thus, N-point DFT requires N complex-valued operations if
one new sample emerges in a period, and 2N operations if a portion
of two samples goes in, respectively. On the other hand, direct
computation of the DFT on an N-point complex valued function
requires NI operations to recalculate all N spectrum samples.
Calculations increase even four times if twice increases the general
number of samples to be processed. The Cooley-Tukey algorithm,
that belongs to the class of FFT algorithms, takes approximately
Nlog2 N operations [12, 13]. It is known [4], that for small values
of N (say, 32 to 128) the FFT is important. For large values of N
(1024 and above), the FFT is incredibly more efficient. For example,
FFT is even hundred times faster than DFT, when N = 1024.
Nevertheless, recalculation of spectrum samples by FFT is not
only nonracional but also nonefficient if one sample emerges
replacing an old one. In such a case, recursive calculation by (7) is
much more effective. In order to change old spectrum samples the
recursive FFT requires only 1024 operations on an 1024-point
complex valued function, while the ordinary FFT requires 10 times
more by anew their recalculation.

CONCLUSIONS

For discrete-time signals the DFT coefficient values have
been proposed to recursively determine if one new signal
sample or new portion of samples emerge in the given period
of a realization replacing the old sample or old portion of
samples, respectively. The number of operations for their
speedy calculating is essentially reduced by the original
recursive expression in comparison with the ordinary DFT
or FFT equations (2), (3), respectively, used in the case of
fixed values of samples x(n) Vn e 0,N —1 in a fixed period
N. An example, presented here, has shown us the efficiency
of the recursive approach, too. Therefore, it is not rational
to recalculate frequency samples by ordinary DFT or even
FFT algorithms if only one sample in the given period or if
some small portion of samples is replaced by new sample or
some new samples, respectively. The recursive FFT approach
could be effective, especially, in real-time applications when
speed of calculations is the main issue.
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HUCHPABJIEHHOE BBICTPOE NPEOBPASOBAHUE ®YPbBE

ITpobnema peanu3anuu JUCKPETHOrO mpeobpasoBanus Dypse B pexxuMe OH-TalH aHAIH3UPYeTCs U3-3a Hed(DPEKTHUBHBIX 3aTpaT BPEMEHH I
HOBOTO IlepecueTa OTCUETOB CIEKTPa, €CIM OTCYeT OJHOrO CHTHAla ¢ JAUCKPETHBIM BPEMEHEM HIH Ja)ke HeOOIbIIas 4acTb OTCUETOB B NEPHOIE
3aMEHEHbl Ha HOBBII OTCUET MM HOBBIE OTCUETHI, COOTBETCTBEHHO. Vcmonp3oBanue mpouenypsl 6sicTporo mpeodpasoBanus Oypse (BIID)
IIPE/IIONAaraeT, YT0 HEKOTOpble OTCUETHl CUTHAJa B COOTBETCTBYIOLIEM IIEPHOJE, JOCTYIHBIEC MUl HU(POBOH 00pabOTKH, OOHOBISIOTCS C OMOIIBIO
JaTYUKa B PEXKHME PEaIbHOTO BPEeMEHH. DTO aKTyalbHO U Ka)JOro HOBOTO OTCUETa, KOTOPHII IPUBOAUT K MOITYyYEHHIO HOBOTO CIIEKTpa.
OOBIYHBIH TIepecyeT OTCUETOB CIIEKTpa Jaxe ¢ BBHICOKOd((eKTUBHEIM anroputMoM BII® Kymu-Teioku He MOIXOOHT HM3-32 OBICTPO U3MEHSIONIEroCs
BO BpEeMEHH HaOJII0NaeMOro peanbHOro mpomnecca. ges 3akmodaercs B ToM, 4To mpouexypa BII® He momkHa HepecdHTHIBATHCS € KaXKIBIM HOBBIM
OTCYETOM, Hy>KHO IIPOCTO MOAU(HIINPOBATH €T0, KOIZa HOBHI OTCUET MOSBISLETCS M 3aMeHseT crapblil. IlomydeHsl pekyppeHTHbIe (HOpMyIbl I
anroputMoB BII®, xoTopble OTHOCATCS K MOAM(HKAIUN OTCUETOB CIEKTpa. B ciaydae BOZHHKHOBEHHS OJHOTO HOBOTO OTCUETA, PEKYPCHBHBIM
AJITOPUTM BEIYHCISICT HOBBIC OTCUETHI CIIEKTPa MPOCTHIM J[00ABJICHHEM K BEKTOPY CTapbIX OTCUETOB CIIEKTPAa Pa3HOCTH MEX/IY CTapbIMH M HOBBIMH
OTCYeTaMHU, YMHOKEHHOW Ha COOTBETCTBYIOIIMH psii MaTpuubl «koma» PDypswe. [IpuBenen npumep 8-roueunoro BIID.

Karwueblie ciaoBa: nudposas o0paboTka CHTHANOB, JUCKpeTHOe mpeobpasoBanue Pypoe, OpicTpoe mpeobpazoBanue Dypse.

Myneiikic P.

Kanz. TexH. Hayk, JOLEHT, CTapIIUii criBpOOITHUK BNy mpoueciB po3nisHaBaHHS, BiibHIOCEKHH yHiBepcuteT, BinbHioc, JIuTBa

BUITPABJIEHE IBUJKE NNEPETBOPEHHS ®YP’€

IIpobaema peamnizanii quckpeTHOro mneperBopeHHs Pyp’e B pekuMi OH-NAiH aHaNIi3yeThCsl 4epe3 Hee(eKTUBHI BUTPATH 4Yacy I HOBOTO
nepepaxyHKy BIATIKIB CHEKTpY, SKIIO BiJUIiK OJHOrO CHTHAy 3 JUCKPETHHM 4YacoM abo HaBiTh HEBEJIMKA YacTHHA BIIIKIB B mepiofi 3aMiHeHi Ha
HOBHMH BiJulik a00 HOBI BiMJIIKH, BiNNMOBigHO. Bukopucranus npouenypu msuakoro nepersopenns ®yp’e (IUIID) npunyckae, mo neski BiATKa
CUTHAJly Y BiAMOBIZHOMY mepioai, 1ocTymHi s uudpoBoi 00poOKH, OHOBJIIOIOTHCS 32 JOMOMOTOK0 JaTYMKa B PEKUMI peanbHOro yacy. Lle
aKTyaJIbHO IJISI KOXKHOTO HOBOTO BiNJIKy, SKHH HPU3BOAUTH IO OTPUMAHHS HOBOIO CIHEKTpa. 3BHYaHHHUI IepepaXyHOK BiMTIKiB CIIEKTPY HaBiTh
3 BHcokoehekTHBHUM anroputMoM LITI® Kymi-Teroku He MiZXOAMTH Yepe3 IIBHIKO MIiHIMBOTO y 9aci CIOCTEPEKYBAaHOTO PEaIbHOTO IIPOIECy.
Inest momsArae B ToMy, mo npouexypa LIIP He moBuHHA IepepaxoByBaTHCS 3 KOKHMM HOBHM BiITiKoM, MOTPiOHO mpocTo Momu(iKyBaTH Horo,
KOJIM HOBHH BIiMJIK 3’SBIs€ThCA i 3aMiHIOE cTapuii. OTpuMaHo pekypeHTHi Gopmynu ans anroputMmiB LIIID, ski BigHOCATHCS N0 Moaudikamii
BIIUTIKIB criekTpy. Y pa3i BUHMKHEHHS OJTHOTO HOBOTO BIIJIIKY, PEKYPCUBHHI aJrOPUTM OOYHMCIIOE€ HOBI BiJUIIKM CHEKTPY MPOCTUM JONABaHHIM
J10 BEKTOpa CTapuX BIAJIKIB CIEKTPY Pi3HHII MK CTapUMH i HOBUMH BiJUliKaMH, TOMHOXXEHOT Ha BiAMOBIIHUN P MaTpuli «koay» Dyp’e.
Hageneno mpukiian 8-rouxosoro IITID.

Kuarouosi cioBa: nudpoa o6podka curHamis, AuckperHe neperBopeHHs Dyp’e, mBuake nepersopeHus dyp’e.
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SAcnipaHm [JHinponemposcbko20 HayioHanbHo20 yHigepcumemy imeni Onecs [oHyapa, m. [Hinpornempoeckbk, YkpaiHa

niABUWEHHA NMPOCTOPOBOIO PO3PISBHEHHA BATATOKAHAJIbHUX
AEPOKOCMIYHUX 30BPAXXEHb BUCOKOIO NMPOCTOPOBOIO
PO3PIBHEHHA HA OCHOBI INMNEPC®EPUYHOI'O NEPETBOPEHHA

VY po6oTi BupilleHO aKTyajbHE 3aBAaHHS PO3poOKH iH(OpPMaliiHOI TEXHOIOTIl MiJBUILEHHS Bi3yallbHOI SIKOCTI OaraToKaHaJlbHHX
aepOKOCMIUYHUX 300pa’keHb BUCOKOIO IPOCTOPOBOro po3pisHeHHsA. OO’€KTOM JIOCHIIJKEHHS € MPOLEC 3IUTTA HaHXPOMHOTO Ta
MYIBTHCIEKTPAJIbHOrO (OTOrpaMMETPHUYHHUX CKAHEPHUX 300pa)KeHb, OTPUMAHUX KOOPAMHATHO-YYTIMBUMH CEHCOPAMH y BUAMMOMY Ta
iH(pauepBOHOMY JiaNla30HaX €IEeKTPOMArHiTHOro NMpoMiHHs. IIpeaMer NOCHiIKeHHsS CTaHOBILATH METOJM IONEPENHBOI Ta CHHEPreTHYHOi
00poOkH GaraTokaHaJIbHUX JAaHUX JUIA MONIMIIEHHS SKOCTI Pe3yIbTYIOUOTo 300pakeHHsS Ta 3MEHIIEHHs KOJIbOPOBHX CIIOTBOpEHb. Meta
poOOTH: aBTOMATH30BAHE IT1IBUILIEHHS IIPOCTOPOBOTO PO3Pi3HEHHS IEPBUHHOIO 0araToKaHaJIbLHOTO 300pakeHHs Ta B IIOPIBHAHHI 3 ICHYIOUMMHU
METOJaMH YCYHEHHsI CIIEKTPaJIbHUX CIIOTBOPEHb B JIOKAIBHUX 00nacTax. KpiM Toro, npornoHoBaHa TEXHOJIOTis 103BOIUTh €HEKTUBHO IPOBOAUTU
Hojablle pO3i3HaBaHHA i onepaTuBHUI MOHITOPUHT 00’ €KTiB iHpacTpyKkTypu. Y poboTi 3aIpOIIOHOBAHO HOBY iH(OPMaLiiiHy TEXHOJIOriI0
31U TTs 6araToKkaHaJIbHUX a8pOKOCMIYHUX 300pakeHb Ha 0CHOBI HSV-koHBepTyBaHHs i rinepchepuyHOro NepeTBopeHHs Koabopy, IO J03BOJIE
HOMIMIIUTU NIPOCTOPOBE PO3PI3HEHHS NEPBUHHOIO LU(PPOBOTO 300pa’keHHs I YHUKHYTU CIIEKTPalbHUX CIOTBOpeHb. lle mocsraernces,
30KpeMa, 3a paxyHOK IONepeqHboi eKkBalli3auii NepBUHHUX 3HIMKIB, 0OpOOJEHHS JaHUX Y JOKali30BaHUX CIEKTpalbHUX Oazucax,
OITUMI30BaHOrO 3a iH(OPMALIHHUMH XapaKTEPUCTHKAMHU, TA BUKOPUCTaHH iH(opMaLil, sKy MiCTHTb 300pa)KeHHs iHppayepBOHOTIO Aiana3oHy.
Po3pobieno nporpamHe 3abe3neyeHHs, M0 pealidye 3anponoHoBaHui minxin. [IpoBeneHo eKCriepUMEHTH 3 JOCIIIKEHHS BIAaCTHBOCTEH
3aIIPONIOHOBAHOIO ANropuTMy. EXCriepuMeHTalIbHI OLIHKY MPOBE/IeHI HA BOCBMUKAHAIBHUX 300paXkeHHAX, OTPUMAHUX CymyTHUKoM World-
View-2. Pe3ynbraTi TeCTyBaHHS MiATBEPAUIIH, 110 3aIIPOIIOHOBAHMH MIAXi] JO3BOJISIE JOCATTH BUCOKOI CIIEKTPAILHOI Ta IPOCTOPOBOT SKOCTI
OararokaHalIbHUX 300pa)keHb Ta IEPeBEPLIye iICHYIOUi METOMU.

KuouoBi cioBa: ckanepHe 300pakeHHs, BEHBIIET-EPETBOPEHHS, rinepcdepuuHe NepeTBOpeHHs, iHPOPMATUBHICTb, 3IIUTTS.

HOMEHKJIATYPA

ERGAS - relative Dimensionless Glabal Error;
HCT - hyperspherical color transform;

HSV — hue, saturation, value;

ICA - independent component analysis;
MUL — multispectral image;

NIR — near infrared channel;

SSIM — structure similarity;

PAN — panchromatic image;

RGB - red, green, blue;

J33 — nucraHIiiiHe 30HIYBaHHS 3eMJIi;

KA — kocmiuHuit anmapar;,

I — IHTEHCHMBHICTD SICKPaBOCTI;

0 — KyTOBI 3MiHHI;

Band — kaHa W MYJIBTHCICKTPAIBHOTO 300pakeHHS;
N — HOMep KaHaly 300pa’keHHS.

BCTYII

Meroponorisi 00poOkH 1 AemnpyBaHHs TaHUX JUCTAHII-

(oTorpaMMETPHYHUX JaHUX JEKUTHKOX KaHAIIB 3 METOIO OfIep-
YKaHHS IITYYHOTO 300paKeHHs i3 TOKPAIICHHUMH MOKa3HUKa-
MH iH)OPMATHBHOCTI y TOPIBHSAHHI 13 IIEPBUHHIMHE 3HIMKa-
MH Ta IX nojaiblmi aHamti3 [ 1-4].

Ha cporomHimHiii 1eHb OIHUMH 13 HAHCYy4aCHHX CYITyT-
HUKIB BHCOKOTO MPOCTOPOBOTO po3pizHeHHs € WorldView-2
ta WorldView-3. Anaparypa 1ux CymyTHHKIB Ma€ JIy’Ke CXOXK1
TEXHIYHI XapaKTEepPUCTUKH. MYIBTUCIIEKTPAIbHUN CEHCOP
VNIR WorldView-3 He3HaYHO BiJpi3HIETHCS CBOIMH MOX-
JUBOCTAMH Bij ceHcopa WorldView-2, BiIMiHHICTb — TUIbKA
B Tpoxu Oinbiiomy pospizHenHi. KA WorldView-3 mo3Bomnsie
BECTH KOCMIYHY 3HOMKY 3 pO3IiIBHO 31aTHICTIO 10 0,31 M.
VY GaratocneKTpalbHOMY PEKHMi PO3JiJIbHA 3JaTHICTh CHC-
TEMH CTAaHOBUTH 1,2 M, a B OnwkHil [U-ninsuii ciekrpa — 3,7
M. JlonaBanHs HOBoro [Y-nmiama3zoHy 3akaliayio BKIFOUCHHS
JIOAaTKOBOTO 8-KaHaIbHOrO Moayis 3 [Y-gerekTopaMu B KOH-
CTPYKLIIO ONTHYHOI CHCTEMH CYyIyTHUKA. 3a3HAYUMO, II0
3niMku WorldView-3 Bxe 3poOunu cBiii BiutuB Ha MiHicTep-
ctBo toprieii CIIIA, sike MpHIHANIO pillIeHHS 3HATH 00Me-

iiHOrO 30HMYBaHHs 3emii ([I33) maBHO i 10Ope ompaiboBa-
Ha. [[Iupokunii KOMEPIIHHUIA JOCTYI JI0 CYITyTHUKOBHX JaHHX
BHCOKOTO PO3PI3HEHHS BIJKPHB 0araTo HOBUX MOXIIHUBOCTEH
Ut iX BUKOpucTaHHs. Tunouii HaOip TaHuX 3 anaparypu /133,
BCTaHOBJICHOI Ha CYIIyTHHKaX, BKIIOYAa€ MYJIBTHCIEKTPAJIbHE
300paxends (MUL) B TpboX 1 Oinblile KaHaIaX BUIUMOTO Ta
iH(ppauepBOHOTO Jiana3oHiB 1 manxpomue 300paxenns (PAN)
y BuAuMoMY jiarnasoHi [1]. [TaHxpomHe 300paskeHHsT Mae 3a3-
BHUYal OUIBII BUCOKY IMPOCTOPOBY PO3JALIBHY 3JaTHICTh, HIXK
MYJABTHCIEKTpalbHe. AKTYaJbHOIO OONIAacTIO CydacHHX Hay-
KOBHUX JOCTI/IKCHb € CHHEpreTH4YHa 00poOKa (3JIUTTS) TaKHX

© I'marymenko B. B., Kasar O. O., IlleByenko B. 0., 2015
DOI 10.15588/1607-3274-2015-1-10

JKEHHSI, [0 PO3MOBCIOKYBAINCS HA KOMEPIIHHE BUKOPHC-
TaHHS CYNyTHHKOBUX (ororpadiii, Ha sKHX BiIoOpa)keHi
00’ektn 3 ¢izuyHuMHU po3mipamu MeHiie 50 cMm. Bxke cwho-
roani DigitalGlobe moxe nponmaBaTu 300paxenHs 3 40-caH-
THMETPOBUM PO3PI3HEHHSIM, @ B HACTYITHOMY POILli KOMIIa-
Hisl OTpUMAE JTO3BIJI HA MPOJAXK 3HIMKIB 3 PO3JILIBHOO 3/1aTH-
ictrio 10 31 cm. OcraHHi DOCHiIKEHHS MOKa3alaH, IO
8-kaHayIbHA 3IOMKa BIICBHEHO 3a0e3Mevye IMiBUILCHHS TOY-
HocTi pemundpysanHs Ha 15-30% mopiBHSAHO 3 TpaguLik-
HOI 4-KaHaJIBHOIO 3HOMKOIO [5]. AJie icHyroUl pillleHHS Tpo-
0JieMH MiJBHUIICHHS iH)OPMATUBHOCTI NMEPBUHHMUX OaraTo-
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[IPOTPECUBHI IHOOPMAILIIMHI TEXHOJIOTTI

KaHaJIbHHX JJAHUX OPi€HTOBAaHI IePeBaXKHO Ha 301IBIIEHHS iX
Bi3yaIbHOI SKOCTI 0e3 ypaxyBaHHS () i3HUHHX MeXaHI3MiB
¢ikcarii BHIOBOI iHpOpMaNii, po3pOOTAIHNCS IS MYIBTH-
CIIEKTPAJIBHUX 3HIMKIB ONTHYHOTO Aiana3oHy i TOMy MaioTh
PSIT HEAOMIKIB, OCHOBHHMH 3 SIKMX € CYTTEBI KOJIPHI CIIOTBO-
peHHS 300paxeHs [1-4]. TakuM YHHOM BHHHKAE He-
00XiIHICTH PO3pOOKH HOBHX METOAIB OOPOOKH MEPBHHHHX
BOCBMHKAHAIEHUX a€POKOCMIYHHX 300pakeHb IS SKiCHO-
TO 1 KiTbKICHOTO 301TBIIEHHS 1X IH)OPMATHBHOCTI.

Mertoro poboTH € po3poOKa HOBOI TEXHOJIOTIT aBTOMATH-
30BaHOTO MiABUIIEHHS MPOCTOPOBOTO PO3PI3HEHHS MEpPBHH-
HOTO 0araToKaHAJIFHOTO 300paXeHHS I YCYHEHHS CIEKT-
paJbHUX CHOTBOPEHB B JIOKANBHHUX OOJNACTSIX.

1 IOCTAHOBKA 3AJTAYI

VY 4KOCTI BXiJTHUX JaHUX BHKOPHCTOBYIOTBHCS BOCHMHKA-
HaJbHI 3HIMKH cymyTHHKa WorldView-2. HeobxinHo po3po-
OWTH HOBY TEXHOJIOTIIO MiJBUINCHHS iH)OPMAaTHBHOCTI aepo-
KOCMIYHHX 300pakeHb, IO JO3BOJIUTH ONEpXKaTH Oaratoc-
HEeKTpaIbHI 300pakeHHs OUIBII BHCOKOTO IPOCTOPOBOTO
po3pi3HeHHs 6e3 BTpaTH chekTpanbHoi iHpopmamii. OcHo-
BOIO TEXHOJOTIi € TimepcdepuyHe MepeTBOPEHHS KOIbOPY.
AnropuTM NoeHAE B o0l IepeBary 3aMilieHHs KOMIOHEHT
1 GaraTomacmTabHOro aHanizy. BynryTs oTpuMaHi KiTbKicHI
OI[IHKH SKOCTI CHHTE30BaHHMX MYIBTHCIICKTPaIbHUX 300pa-
KeHb Taki sK: enrporist, SSIM, ERGAS, Quality index Ta iHmri
[6, 7]. 3a3Ha4eHi METPUKH TO3BOIATH OIIHUTH SKICHI TIOKa3-
HHUKH HEPBHHHOTO Ta 00pOOJICHOrO 300paskeHb.

2 OUIA L JITEPATYPHA

AepokocMidHi 300paxkeHHs (iKcoBaHOro 00’ekTy (cIe-
HU), OfIepKaHi y Pi3HUX CHEKTPAIbHHUX IHTepBallaX, MAlOTh
Pi3Hy IIPOCTOPOBY Ta pafiOMETPHUIHY PO3PI3HEHICTh 1 BHAC-
JIJIOK IIBOTO CYTTEBO PO3PI3HAIOTHCA 33 IMPOCTOPOBUMHU PO3-
MOAIJIaMH SICKPaBOCTI. Pa3oM 3 THM, KOXKHE Take 300paKeH-
HS Mae OoKpeMy iH(opMaliiiHy 3HA4yLIiCTh IOI0 MOJAHHS
XapaKTepUCTUK 00’€KTy (CLICHHM).

BukopucranHs konbopy i1 BigoOpaxeHHs ganux 133 e
OJTHUM i3 HalOUTBIIT BAXKJIMBHX ACTICKTIB, 1110 MOB’sI3aHi 3 00p00-
Kor0 300pakeHHs. Konip MOXHa BUKOPHCTOBYBATH HE TLTbKH
JUIS BiOOpasKeHHsT MYJIBTUCTICKTPAILHIX 3HIMKIB, ajie 1 171 BU-
JIy4eHHS 3 HUX HeoOXijHOT iHdopMalil (po3mi3HaBaHHS).

[Ipu onuci CHpUWHATTSA KOJIBLOPOBOTO 300pa)KCHHS, K
NPaBIJIO, HE KOPUCTYIOTHCS TAKAMHU HOHSATTAMH SIK BITHOC-
Ha JIONsI YePBOHOTIO, 3€JICHOTO YW CHHBOrO Kombopy. Came
TOMY BHXIiJIHI KOJbOPOBi koMmoHeHTH RGB kopucHo mepe-
TBOPIOBATH Y KOMIIOHCHTH, II[0 Bi[IOBIAaIOTh TOHY, HACHYE-
HocTi Ta iHTeHcuBHocTi (HSV). Came Take mepeTBOpeHHs €
OCHOBOIO BiJIOMHUX METOJIB MiJBUIIEHHS SKOCTI IU(POBUX
300paxens [1-5, 8].

Haxkanb okpeMe BUKOPHCTAaHHS ICHYKOUHMX METOJIB
IiIBUIICHHS ITPOCTOPOBOTO PO3pPi3HEHHS OaraToKaHaJIbHUX
300paxenn, Takux sk HSV, ICA, Color Normalized Brovey,
Grama-Schmidt, PC Spectral Sharpening, He nae npuitHATHO-
ro pe3ynsrary [6, 8 10].

CHiJIbHOIO Ta OCHOBHOIO MPOOJIEMOIO, TTOB’ SI3aHOKO 31 3JTHT-
TSM CKaHEPHUX 300pa)keHb, OTPHMAHUX CYJaCHHMHU acpo-
KOCMIYHUMHU CHCTEMaMH, € iCTOTHE KOJipHE MOPYIICHHS.
[Tpu4MHOI TaKUX CHOTBOPEHB € TOW (DAKT, 1[0 ICHYIOUH allro-
PUTMH TOJIOBHAM YMHOM PO3POOJISUTHCS ISl 00 € THAHHS 300-
paxens cynmytauka SPOT. Ha BimMiHy BiJl BiITIOBiJHAX XapaK-
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TEPHUCTHUK 3a3HAUYCHOTO KOC-MIYHOTO amapary JOBKHHA ITaHX-
pom-xBuni cydacHux cynyTHHKIB (IKONOS, QuickBird,
Worldview-2 Ta iH.) Gyita po3IIupeHa BiJi BHAUMOTO J0 OIFK-
HBOTO 1H()PaUepBOHOTO JTialTa30Hy.

Haii0inpn GIM3BKOI0 10 HAIIOTO JOCITIPKEHHS € podoTa
[11], anme B Hilf aBTOPH He BUKOPHCTOBYIOTH Tiepexix 1o HSV-
HPOCTOpY, 3AIMCHIOIOTH 32 IHIINM IIPAaBHJIOM 3aMiHYy SICKpaB-
ICHOI KOMITOHEHTH TIpH TinepcheprIHOMY IMEpeTBOPEHHI Ta
3aCTOCOBYIOTh «a trous» — ajlTOpHTM, IO B pa3i 3HaYHHX
BiZIMIHHOCTEH KOHTPACTHHUX XapaKTEPHUCTHK IEPBHHHUX 300-
pa’keHb HEMHHYyYe HMPU3BOAUTEH IO MOCHIIEHHS HeiH(popMa-
THUBHOI IITyMOBOI CKJIaJOBOI OJHOTO 300pa’XeHHS JO PiBHA
CYTTEBUX CTPYKTYPHUX OCOOJMBOCTEH 1HIIOrO 300paKCHHS.

3 MATEPIAJIX TA METOIHN

B naniit po6oTi MH IPOIIOHYEMO aITOPUTM, 3aCHOBAHHIA
TakoXk Ha rinepcpepuanomy nepersoperti (HCT), sxwuit
BUTHHUI BiJI 3a3HaYEHHX BUIIE HEOMIKIB 1 30aTHAH eeKTHB-
HO TIPAIOBaTH 3 OyIb-SIKOO KiNBKICTIO BXiJHIUX KaHAJIB MYITh-
THCIEKTpaNbHOro 300pakenHs. Kpim Toro, Ha okpemMux Kpo-
KaxX TEXHOJIOTIi peali3oBaHi Taki METOIN 00POOKH, SIK 3BaXke-
HE ycepeTHEeHHs, aalTHBHA TICTOrpaMHa eKBaTi3allist, MeTO]
HSV ta nakerne BeiiBner-neperBopeHHsa. Cxema 3amporo-
HOBAHOTO alTOPUTMY HojxaHa Ha puc. 1. PosrmsHemo oc-
HOBHI €Tany IepeTBOPEHHs MEPBUHHUX OaraToKaHalbHUX
300paxeHb.

1. 3aBaHTaX<yeMO (hOTOTpaMMETPUYHI 3HIMKH CyITyTHHKA
WorldView-2: marxpomse — PAN, mynsrrcnexrpamsae — MUL
(Coastal, Blue, Green, Yellow, Red, Red Edge, NIR1, NIR 2).

2. BukoHyemo MacmtaOyBaHHS MYIBTHCIEKTPAIBHOTO
(MUL) 306paxenHs 1o po3MipiB manxpomuoro (PAN)
3HIMKa METOIOM IHTEPIIONANIT 31 31Ia/LKyBaTBHIM (DITETPOM,
IO CTBOPIOE MIKCENb K CepPeIHbO3BAXKCHE IMIKCEINIB, IO
MICTSATBCS B 00J1aCTi, sika onuHmIacs mix gpinerpom. Leid mpo-
nec GpopMye 300pakeHHs 3 IUIABHMMH TIEPEXOAaMH B Cipo-
My piBHi [1].

3. OCKUTbKH XapaKTEPHOK PHUCOI0 OLIbIIOCTI (hoTorpam-
METPUYECKHX 300pakeHb € 3HaUHa MMTOMA Bara TEMHUX LIS~
HOK 1 TIOPIBHSHO Malie YHCJIO AUISHOK 3 BHCOKOIO SICKpaBi-
CTIO, TOMY HAaCTYITHUM €TamoM IMPOMOHYETHCS MPOBECTH
€KBaJIi3allil0 MYIBTUCIEKTPAIBHOTO 1 TAHXPOMHOTO 300pa-
JKEHb, 32 JIOTIOMOTOI0 SIKOT KOPUTYEMO TMEPBUHHI 300parKeH-
Hsl, BUPIBHSBIIM 1HTETPaJIbHI IOl AUISHOK 3 PI3HUMH SICK-
paBocTsMHU. [IponoHYyeEMO BHKOPHCTOBYBATH aJalTHBHY
ricrorpamHy ekBaiizaiito [10].

4. TeperBoproemo 300pakeHHs 3 popmary RGB B konb-
opoBy cuctemy HSV [9]. lnsg maHXpOMHOTO 300paKeHHS
TaKe MEePETBOPEHHS 3JIIHCHIOETHCS 3 MOMEPEIHIM BHOOPOM
y skocTi okpeMux R-, G-, B-KOMIOHEHT MOJIYyTOHOBOTO
PAN-300pakenHs. s MyJIBTHCIIEKTPAIBLHOTO 300pakeH-
HSl TaKe MEPEeTBOPEHHS 3IIMCHIOETHCS 3 MOMepeHiM BHOO-
pOM y sIKOCTi OkpeMuX R-, G-, B-kOMIIOHEHT BiINOBIHUX 300-
paxkeHb 5-ro, 3-ro Ta 2-ro KaHaIB.

5. 3aMiHIOEMO SICKPABICHY V-KOMIIOHEHTY MYJIBTHUCIICK-
TpasbHoro 300paxenuss MUL . V-KOMIOHEHTOI MaHXPOM-
Horo 300paxenHs PAN, ..

6. 3IifICHIOEMO 3BOPOTHE TIEPETBOPEHHSI OTPUMAHOIO Ha
nornepeHLoMy erami 300paxenHs 3 ¢popmary HSV B koinb-
opoBy cucteMy RGB. Otpumane 300paxenns MUL, .. Bike
Oyne MaTH MiJBHUIICHE MPOCTOPOBE PO3PIZHEHHS Yy MO-
PIBHSIHHI 3 TICPBUHHUM 3HIMKOM Yy HATypaJbHHUX KOJIbOpaXx.

HSV



p-ISSN 1607-3274. PanioenekrpoHika, iHpopmaruka, ynpasinas. 2015. Ne 1
e-ISSN 2313-688X. Radio Electronics, Computer Science, Control. 2015. Ne 1

PAN

|
BeiiBier H
nepeTBOpPeHHsI '

A |

Pucynok 1 — Cxema anroputmy

7. TlepeTBOpIOEMO BOCHMHUKAHAIIBHE MYIBTHCIIEKTPAIb-
He 300paxkenHs, mo ckagaerbes 3 MUL, . 1 300paxens 1,
4, 6, 7, 8-ro KaHaNIB MiCJIsA e€KBaii3allii) B rinepchepuvHuit
KOJNIpHUH TIPOCTIp, kUi 3anaetbes Gopmynamu (1)—(4) [11]:

1 =\/Band12 +Band22...+Band]2v ) (1)

\/Bandjzv + Bandjzv,l... + Band22

0; = arctan|
: Band,; . @

\/Bandjzv + Bandjzv,l

0 y_, =arctan

Band y_, > 3)
6 y_; =arctan Bandy_ @)
BandN_l ’

8. 3aMiHIOEMO SICKpaBiCHY /-KOMIIOHEHTY OaraTokaHallb-
HOTO 300paKeHHS MAaHXPOMHUM 300pakeHHsIM PAN.

9. 3acrocoByemo 3Boporne HCT-mepeTBopeHHs Ta OT-
pumyemo pesynsrar MUL, (. 32 Gpopmynamu (5)—(8):

Band; =1 cos0y, )

Band, = IsinB;cos0,, (6)

Bandy_; =1sin0;sin0,...sinOy_,cosOy_1,  (7)
Band ; =1sin0;sin0,...sinOy_,sinOp_; . 8)

10. IleperBoproemo orpumane 300paxenns MUL . B
MIEPBUHHY KOJIBOPOBY MOZENb.

11. 3acrocoByemo BeiiBieT-ieperBoperHs [12]. Poskian
BIJINIOBITHUX KaHAJIB SCKPAaBOCTI 0araToKaHAJILHOTO 300pa-
JKEHHS 3IMCHIOETHCS JI0 3aJaHOT0 PiBHS JCKOMITO3UIIIT 3a
ONTUMAJILHOTO MAKETHOTO BEWBJIET-0a3UCy Y BiAMOBIAHOCTI
3 oOpaHoro (yHKIi€ iHPOpPMaLIHHOI BapTOCTI (KpUTEpieM
iH)OPMATHUBHOCTI), OOYHMCIIOBAHOT BIIIHOCHO KOe(illi€HTIB
BEHBJIET-PO3KIIa/ly BEpIIMHHU-TIpAIypa Ta BEPIIUH BCIX HOr0O
Hamaakis. [aii 3aiiicHFOEMO ()OPMOYTBOPEHHSI HOBHX CKJIa-
JIOBMX PO3KJIAAy 3TiIHO 3 00paHHM MpPaBUIIOM 00’ €IHAHHS
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Koe(ilieHTiB, 3BOPOTHUH NMaKETHHI BEHBIIET PO3KIA] Ta IIe-
pexin 1o BuXimHOI KombopoBoi Merpuku [10]. Otpumyemo
pesynbratr RES y BUDTAAi BOCBMHKAaHAIBHOTO 300paskeHHS 3
IiIBUIIIEHIM IPOCTOPOBUM PO3Pi3HEHHSM 0€3 BTpAT CIIeK-
TpaneHOi iH(popMaii.

4 EKCIEPUMEHTH

BukoHaeMO eKCIlepUMEHTallbHE JOCHTIKCHHS e(eKTHB-
HOCTi pO3pOOJICHOTO METOLy Ha OCHOBI TimepcdepuaHOro
neperBopeHHs. [l 1boro GyneMo BUKOPHCTOBYBATH KiNbKiCHI
OI[IHKH SKOCTI CHHTE30BaHHX MYIBTHCIICKTPaIbHUX 300pa-
xeHb: eHtpornis, SSIM, ERGAS, Quality index ta iH. [6, 7].

Jlns peanizarii OkpeMHX eTaliB 3alIpONOHOBAHOTO ajro-
PHUTMY Ta HOTO IOpPIBHSHHS 3 BIIOMHMH METOIaMH BHKOPHC-
TOBYBAJIUCH IIPOTPAMHUM HPOAYKT Ui 00poOku manmx J[33
ENVI 5.0 i maker juis imxeHepHHX po3paxyHkiB Matlab 12.0
[13]. B mporpamuomy xomruiekci ENVI 5.0 Bukopucrano me-
tomr HSV, PCA, Grama-Shmidt, Color Normalized (Brovey) Ta
exBari3amnig. B makeri Matlab 12.0 mamMu nporpamHO peaizo-
BaHO Ta 3/iHCHEHO rinepcdepuuHe Ta BeiBIeT-TIepeTBOpPEH-
HS, a TAKOK PO3PAXYHOK KiNBKICHHUX OIIIHOK e()eKTHBHOCTI
meroniB: entporii, SSIM, ERGAS, Quality index.

5 PE3YJIbTATH

Ha puc. 2a mogaHo ¢parMeHT HaHXPOMHOTO 300pakeH-
HS 10 00poOKH, Ha pHC. 20 — MepBUHHE MYyIETUCIEKTPAIbHE
300pakeHHS 3 BHOOPOM Y SIKOCTi okpemux R-, G-, B-xommo-
HEHT BiJIIOBITHHUX 300paxxeHb 5-ro, 3-ro Ta 2-ro kaHamis. Ha
puc. 2B momaHO (parMeHT MYIBTHCIEKTPaIbHOTO 300pa-
XKEHHS IICIIsT 0OpOOKH 3aIPOIIOHOBAHUM y POOOTI aNropHT-
MoM. [l fioro RGB-Bisyamizamiil Takok BHKOPHCTAHO 5-i,
3-ii Ta 2-ii KaHANH.

VY Tabn. 1 HaBeneHO pPO3paxoBaHi 3HAUCHHS E€HTPOMIl,
OIiHEH] IS TIEPBHHHNX MYIIBTHCIICKTPAIBHOTO Ta MTAaHXPOM-
HOTO 300pa’keHb, a TAKOXK JUIS CHHTE€30BAHOTO OaraToKaHalb-
HOTO 300pa)KCHHS 32 3alpPONOHOBAHUM METOA0M (po3Mip
¢dparmenTiB 300paxenb 500x500 mikceniB). Y tabn. 2 HaBe-
neni 3HaueHHss ERGAS i SSIM ist cHHTE@30BaHUX MYJIBTH-
CIIEKTPAJILHUX 300pa)keHb, OTPUMAHUX OKPEMO BiJOMUMHU
metonamu 3mutTd (PCA, Grama-Shmidt, HSV, Wavelet) i 3an-
POTIOHOBaHUM y pOOOTI METOJIOM.

6 OBI'OBOPEHHSAA

Sk BUOHO 13 Tabn. 1, 3amponoOHOBaHHWI METOJ AIHCHO
MiJBUIIYE 1HHOPMATHUBHICTH MYIIBTHCIIEKTPAJILHOTO 300pa-
JKEHHSI, OCKIJIbKHM 3HAUCHHSI €HTPOIIIT B TMOPIBHSIHHI 3 BXIJHU-
MH JJAHUMH € BUIUM. 3 pe3y/IbTaTiB Tabn. 2 MOKHA Oa4yuTH,
[0 Halle)eKTUBHIIIMM METOIOM 3JIUTTS 300pakeHb € 3arl-
pononoBanuii meroy; (RES). Ha ne Bkasye 3HadeHHs Oe3-
po3MipHoi mobanbHoi moMuiiku ERGAS, 110 € HaliMeHImM
(ERGAS=1,52) y nopiBHsHHI 3 ICHylOUMMH METOJAMH i
CBIZIYUTH MPO MIHIMAIBHY «KUIBKICTB» CIIEKTPAJIbHUX CIIOT-
BOpEHb (POTOrpaMMETPHYHUX CKaHEpHUX 300paxkeHb. [Ipo
e(eKTHUBHICTh PO3pO0JICHOI TEXHOJIOTIl TAKOXK CBi4aTh OT-
pumaHi 3HaueHHs iHmekcy SSIM, sikuii BU3HA4Yae CTPYKTYyp-
HY CXOXICTh JIBOX 300paKeHb (€TAJIOHHOTO Ta CHHTE30BaHO-
ro 300paxeHHs). CTPYKTypHa CXOXICTh pPO3YMIETHCS HAMHU

Pucynok 2 — ®parmMeHTH 300pakeHb: a — IEPBUHHE MMAHXPOMHE,
0 — MepBHHHE MYJIbTHCIICKTPAJIbHE, B — CHHTE30BaHE ITICIIs
00pOOKH 3arpOIIOHOBAHUM aJITOPUTMOM

Ta6muus 1 — KinbkicHi 3Ha4€HHST SHTPOITIT

SIK TOAI0OHICTh TEOMETPUYHUX CTPYKTYP 300paXKeHb, siKa iHBa- 3oGpakens SHavueHHs
. R . . . CHTPOII
iaHTHA J0 PO3MOALTIB IXHBOI SICKPABOCTI Ta KOHTPACTHOCTI.

IIZ[ 8 pv A . P {306 P IMTanxpomaruune (Pan) 7,2932
POCTOPOBHIl POMOALT SCKPABOCTI 306paKeHHS, OTpHMa- Mysmricnextpabie (Mul) 72719

HOTO Ticiist 0OpOOKH, 3p0O3YMiNIO, BiIPi3HAETHCS Bill MEPBUH- Curresosane 306pasenis (RES) 7,5118
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Tabmuus 2 — [lopiBHsIBHUM aHANI3 €EKTUBHOCTI METOJIIB

Meron E/I}:g) /:HS< a SSIM
PCA 2,21 0,768
Grama-Shmidt 1,95 0,831
HSV 2,48 0,672
Wavelet 1,89 0,875
3anpononosanuii (RES) 1,52 0,982

HOTO, 1[0 BUIUIMBAE i3 caMoro (hakTy oOpoOKH, CIpSIMOBa-
HOI Ha MiIBUIIEHHS iHPOPMATUBHOCTI BUAOBUX naHuX. [Ipu
I[bOMY IPHUHITUIIOBE 3HAYEHHA Mae 30epexeHHsI CTPYKTypH
HEepBHHHOTO 300paXkeHHs B 00pOOIEHOMY 3HIMKY, iHBapi-
AQHTHOMY IMOJO SICKPABOCTI # KOHTPACTHOCTI 00poOIEHOro
3HIMKa (K IapaMeTpiB, sKi OB S3aHi 3 «30BHIIIHIME (hak-
TOpamMm», HAPHUKIAJ, YyTIUBICTIO JaTIMKa BHIOBOI iH(Op-
Marii). Hamu y sikocTi eTaioHHOTo 300pakeHHs OylIo B3SITO
HMaHXPOMATHYHE 300pakeHHs, Mo 3 Habopy OaraTocmekT-
palbHUX JaHUX Mae HaHOLIBII BHCOKE IMPOCTOPOBE (CTPYK-
TypHE) PO3pi3HEHHS.

TakuM 9HHOM, aHaJi3 Pe3yIbTaTiB CBIMYUTH IIPO TE, IO
CHHTE30BaHE 300pa)X€HHSI BHUCOKOTO IIPOCTOPOBOTO PO3pi3-
HEHHS 3 MaKCHMAaIbHOIO 1H()OPMATHBHICTIO 3a0e3medye
KOMIUTCKCYBAaHHSI CaMe 3a 3alpONOHOBAHOIO TEXHOIOTIEI0 3
HOIIEPETHBOI0 EKBaJTi3alli€l0 MepBUHHUX 300paeHb.

BUCHOBKUA

VY po0oTi BHpIIEHO aKTyalbHy 3ajady aBTOMAaTH30Ba-
HOTO HiJIBHIIEHHS MPOCTOPOBOIO PO3PI3HEHHS MEPBHHHHIX
OaraTokaHaJbHUX 300pa’KeHb.

HaykoBa HOBH3Ha pOoOOTH TONSATAaE y po3poOIi HOBOTO
METO/Y 3JTUTTA OaraToKaHAIHHUX aePOKOCMIUHUX 300pa-
*eHb Ha ocHOBI HSV-koHBepryBaHHS i rinepchepruaHoro
MEPETBOPEHHSI KOIBOPY, IO J03BOJSE MONIMIIATHA MPOCTO-
POBY 3JaTHICTh NMEPBUHHOTO HU(PPOBOTrO 300pakeHHS U
YHUKHYTH CIIEKTPaJIbHUX CIIOTBOPEHb B JIOKAJIBHUX 0OJac-
TsX. Y TOPIBHSAHHI 3 ICHYIOYMMH METOJAMHU 3JTUTTS 3aIPOIIO-
HOBaHa iH(opMaIliiiHa TEXHOJOTis JO3BOJSE IMiABUIIUTH
iH(OPMATHUBHICTh OaraToOKaHaIBHOTO 300pakeHHs 0e3 iCToT-
HUX KONIpHHX CHOTBOpeHb. Lle mocsraerncs, 30Kpema, 3a
paxyHOK MONepeaHbOI eKBaji3allii MepBUHHUX 3HIMKIB, 00-
poOJIEHHS TaHWX Y JIOKAJIi30BAaHUX CHEKTPAJIbHUX Oa3ucax,
ONTHMI30BaHOTO 3a iHQOPMAaLIMHUMHU XapaKTEPUCTHKAMH,
Ta BUKOPUCTaHHS iHoOpMaIlii, IKy MICTUTh 300pa)K€HHS
iHQpaYepBOHOTO Jiana3oHy.

[IpakTH4Ha IIHHICTH OTPHUMAHUX PE3YJILTATIB TONATAE B
TOMY, II0 PO3pOOJICHE MporpamMHe 3a0e3NeucHHs, sSKe pea-
Ji3y€ 3a0PONOHOBAHUII METOM, HO3BOJSE MOKPAI[YBATH
iH(OPMATHUBHICTh NEPBUHHOTO LU pOBOro 300paxenus. Le
JIO3BOJISIE B CBOIO YEPTy ITiABHIIYBATH JIOCTOBIPHICTD MO/IAIb-
IIOr0 PO3Mi3HABAHHS 00’€KTIB 1 BUIICHHS 3aTIHEHUX JiJIsi-
HOK Ha U(POBOMY 300pak€HHI BHCOKOTO MPOCTOPOBOTO
PO3pi3HEHHS.

INepcrieKTHBY MOMATBIIMX TOCIIPKCHb IIOJIATAI0Th Y IIPO-
BeJICH] TOAAIBIINX TOCITIHKEHD, ITOB’ I3aHMX 3 KOMIIEHCAIIIEI0
BIUIMBY HU3KH ()AKTOPIB, SIKi CYTTEBO BIUIMBAIOTh HA MTPOCTO-
POBY Ta PajiOMETPHUYHY PO3PI3HEHICTh OaraToKaHaJlbHHUX
AEPOKOCMIYHHMX 300pa)KCHb, @ TAKOXK BH3HAUCHHSIM MOYKIIH-
BOCTI 3a0e3neveHHs 3aaH0i JOCTOBIPHOCTI MOAAJIBIIOTO
pO3Mi3HaBaHHs 00’€KTIB 36MHOI MOBEPXHI.
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HNOBBIIIEHUE NMPOCTPAHCTBEHHOI'O PASPEIIEHUA MHOT'OKAHAJIbBHBIX ADPOKOCMUYECKHUX U30BPAXKE-
HUI BBICOKOI'O MPOCTPAHCTBEHHOT'O PA3PEIIEHUSI HA OCHOBE TI'IIEPC®EPAYHOI'O IMPEOBPA3OBAHUS

B pabote pelreHa akTyanbHas 3ajada pa3paOOTKH WH(OOPMALMOHHON TEXHOJIOTUH MOBBIMICHHS BHU3YyaJbHOTO KadeCcTBAa MHOTOKaHAJIbHBIX
a’POKOCMHYECKUX U300paKeHUI BBICOKOTO IPOCTPAHCTBEHHOTrO paspemeHus. OOBEKTOM HCCIEIOBAHUS SBISETCS MPOLECC CIHAHHA ITaHXPOM-
HOTO U MYJBTHUCIEKTPAIBHOTO (hOTOrpaMMETPUUCCKUX CKAaHEPHBIX M300pakeHHH, MOTYyYEHHBIX KOOPIWHATHO-4yBCTBHTEIBHBIMU CEHCOpPAaMHU B
BUIMMOM M MH(PaKpacCHOM AManasoHaX 3JIEKTPOMArHUTHOTO M3iaydeHus. [IpenmeT McclieqoBaHHS COCTABISIOT METOABI NMPEABAPUTEIBHON U
CHHEPreTH4ecKod 00pabOoTKM MHOTOKAHAIBHBIX JAHHBIX IJIS YIYYIIEHHs KadecTBa Pe3yIbTHPYIOLUIEr0 M300paXKEHUS U YMEHBIICHUS I[BETOBBIX
nckakeHuit. 1lenb paboThl: aBTOMATU3HPOBAHHOE IOBBIIIEHHE NIPOCTPAHCTBEHHOTO pa3pelleHHs MEePBUYHOI0 MHOTOKAHAIBHOTO H300pa)KeHHs
U IO CPaBHEHHMIO C CYIIECTBYIOIIMMHU METOJAaMHU YCTPAaHEHHE I[BETOBBIX MCKaXXEHHH B JIOKalIbHBIX oOnacTsax. Kpome Toro, mpemiaraemas
TEXHOJIOTHUs TO3BONUT 3()(HEKTUBHO MTPOBOAUTH JajbHEilllee paclo3HaBaHUE M ONEPATHBHBIII MOHUTOPHHT O00BEKTOB HMH(PACTPYyKTyphl. B
paboTe mpensiokeHa HOBask MH(MOPMAI[HOHHAS TEXHOJOTHUs CIMSHHS MHOTOKAQHAIBHBIX a9POKOCMHUYECKHUX M300paxkeHHil Ha ocHoBe HSV-koH-
BEPTHPOBAHUS U THUNEPCHEPUIECKOro mpeodpa3oBaHus IBETa, KOTOPas MO3BOJSIET YIYUIIHTh MPOCTPAHCTBEHHOE pa3pellieHHe MEPBHYHOTO
1(pOBOTro M300pakeHus1, N30eXKaB IPU ITOM CHEKTPATBHBIX UCKOKEHMIL. DTO JOCTUraeTcsi, B YaCTHOCTH, 32 CUET MpEJBAapHTEILHOM dKBaIM3a-
LM TIEPBUYHBIX CHUMKOB, 00Opa0OTKM JAHHBIX B JOKAIH30BAHHBIX CHEKTPAJIBHBIX 0a3ucax, ONTHUMHU3HPOBAHHOHN 1O MH(POPMALMOHHBIM Xapak-
TEpUCTHKAM, U HCIIOIb30BaHMs MHGOpPMAIMH, COAepKalieiicss B n300paxkeHnu MH(pakpacHOro auamasoHa. PaspaboraHo mporpammHoe obec-
NeYeHUe, pean3yloniee NpeIoKeHHbIH moaxo. [IpoBeqeHsl dKCIIEpUMEHTHI 110 HCCIIEI0BAHUIO CBOMCTB JAHHOTO aNTrOpUTMA. DKCIEpHUMEH-
TaJbHbIE OLCHKM IPOBEACHBI HAa BOCHMHKAHAIBHBIX H300paXCHMSIX, MONydeHHBIX crnyTHHKoM WorldView-2. PesynbraTel TecTHpOBaHMS
MOATBEPAMIHN, YTO NPEIOKEHHBIH MOAX0J MO3BOISAET JOCTHYL BBICOKOTO CIEKTPAIbHOTO U IMPOCTPAHCTBEHHOTO KauecTBAa MHOTOKAHAJIBHBIX
n300paKeHHH U MPEBOCXOAUT CYLIECTBYIOIINE METOJIBI.

KuioueBble ciioBa: ckaHepHOe M300pakeHus, BeHBIET-peoOpasoBaHue, runepcepudeckoe mpeodpa3oBaHusi, HHHOPMATUBHOCTD, CIIHSHUE.
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IMPROVEMENT THE SPATIAL RESOLUTION OF MULTICHANNEL AEROSPACE HIGH SPATIAL RESOLUTION IMAGES
ON THE BASE OF HYPERSPHERICAL TRANSFORM

In this paper we solve an actual problem of development of information technology to improve the visual quality of multi-channel space
images of high spatial resolution. The object of the research is the process of fusing panchromatic and multispectral photogrammetric images
obtained coordinate-sensitive sensors in the visible and infrared regions of the electromagnetic radiation. The subject of research are methods
make preliminary and synergistic multi-channel data processing to improve the quality of the resulting image and reduce the color distortion. The
purpose of the work is to increase the spatial resolution of the automated primary multi-channel images and compared with existing methods of
eliminating color distortion in the local areas. In addition, the proposed technology will effectively carry out further recognition and real-time
monitoring infrastructure. In the paper we propose a new information pansharpening technology based on HSV-converting and hyperspherical
color conversion, which allows not only to improve the spatial resolution of the primary digital image, but also avoid the spectral distortion. This
is achieved, in particular, by image pre-equalization, data processing localized spectral bases, optimized performance information, and the
information contained in the infrared image. The software implementing proposed method is developed. The experiments to study the properties
of the proposed algorithm are conducted. Experimental evaluation performed on eight-channel images obtained WorldView-2 satellite. Test results
confirmed that the proposed approach can achieve high spectral and spatial quality multichannel images and outperforms existing methods.

Keywords: scanner images, the wavelet transform, hyperspherical color transform, informative, pansharpening.
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DEVELOPMENT OF A COORDINATION METHOD FOR EFFECTIVE
DECISION-MAKING IN A HIERARCHICAL MULTILEVEL INDUSTRIAL
SYSTEM

In modern conditions of manufacturing the ever increasing size of enterprises leads to objective changes in the interdependence of their
subordinated structures. The resulting complexity requires modernization of the process management systems. One important direction
task in this modernization is the development of effective methods of coordination. Therefore, this article addresses the problem of
coordination in decision making among a group of autonomous production units. The object of study is the local decision making process
on a dairy plant, which operate with three production lines. The subject of study is the coordination of operations when there is only one
packaging machine. The objective of this work is to increase the overall effectiveness index of a system of production units by means of
optimal resource allocation and synchronization of operations of technological processes. For effective coordination it is proposed a
method that ensures the optimization of processes while considering the particular preferences of each local decision-making unit. For each
subordinated decision unit or coordinator, an objective function measures the effectiveness of the subprocesses activities. The coordinator
affects the lower-level decision-making so that the performance of the whole system is optimized. It incorporates a hierarchical multilevel
system for the management of activities, and the detailed mathematical modeling of the sequencing of operations. The method proposed
is based on the theory of fuzzy sets and fuzzy logic. The decision-making process is accomplished by a minimax estimation of the
membership functions. The coordinated operations give as result a higher global effectiveness. Additionally, for the comparison of
preferences, the normalized criteria of effectiveness based on the technological characteristics of each process are suggested.

Keywords: coordination of subprocess, fuzzy method, hierarchical multilevel system, decision-making.

NOMENCLATURE

opt is an optimal (desired or acceptable) value of the

performance of the whole system for the problem being T i? a compleFion time;
solved; t,, is a start time of the first subprocess;

B is a volume of buffer i: t,, 1s a start time of operation of the packing and transfer
/ ’ device;

R, is a coordination vector (resource allocation);
S is a vector of sequencing of activities;

B is a maximum capacity of the temporary stores;

maxi

C is a production cost;

E is a effectiveness criterion of the system;
eff; is a value of a normalization constant;
K, is a central coordinator;

K |, are the subordinated coordinators;
K, is a coordinator of the packing device;
P is a revenue;

p, is a performance of the production lines;
p, is a performance of the packing device;
R_is a finished product;

R is a raw material;

© Bayas M. M., 2015
DOI 10.15588/1607-3274-2015-1-11

t, is a buffer 7 loading time;
1, is a moment of completion of the process;
t , is a buffer i unloading time;
L, is an end time of operation of the packing and the
transfer device;
1 is a processing time;
X , is a decision vector (raw material request);
o;, A; are coordination variables;
G i is a measure that takes into account the statistical

characteristics of the subprocess.
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INTRODUCTION

In modern conditions of manufacturing the ever
increasing size of enterprises leads to objective changes in
the interdependence of their subordinated structures. The
resulting complexity requires modernization of the process
management systems. One important direction task in this
modernization is the development of effective methods of
coordination.

The objective of this paper is to increase the overall
effectiveness index of a system of production units by means
of optimal resource allocation and synchronization of
operations of technological processes.

1 PROBLEM STATEMENT

Given a system comprised of a set of subprocesses
(production lines) <SP,, SP,, ..., SP > with the inputs (raw
material) <R , R, ... , R, > intermediate outputs (produced
units) <R , R, .. R > and the following restrictions: buffers
<B,, B,, ..., B >; production line performances < p , p,, ...
p,>, performance of a shared single packing and transfer
mechanism p . Taking into account the physical and
technical constraints the problem of system coordination is
to find a decision vector < R, R, ... , R, > in order to
obtain E = F(eff)—>opt, where in E is the effectiveness
criterion of the system and eff the effectiveness criteria of
the different subprocesses.

As the object of study let’s consider the problem of
coordination of local decisions of a dairy plant, which
produces three types of dairy products. The technological
process of preparation and packaging of milk is a complex
technological task automation, which should provide some
technological operations: receiving, separation,
homogenization, normalization, packaging and packing. Each
operation is a time-consuming process that requires
continuous monitoring. The objective of the management
system is the coordination of the operations when there is
only one packaging machine. The presence of only one
packaging device makes it very difficult the parallel operation
of all the lines, and therefore it leads to downtime and loss
of profits. Figure 1 shows the typical scheme of coordination
of the dairy plant.

L Coordinator
K
Y
=\ Coord1 Coord 4
K, K,
R, ¢ R, — ¥
-*[ Subprocess SP, H l:g er } 77777 >
& -\ Coord2
i K, =)
i ¢ R 2
E = Subpocess 5P, W B"gfa’ },b E
g 2
03 R
#[ Subprocess SP, R[ BHBEH } 77777 >
= VI

(—

Figure 1 — Scheme of coordination: mp— mass flow,
— — data flow,— — subprocess pending for packing and transfer
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2 REVIEW OF THE LITERATURE

The problem of development of science-based
hierarchical management systems becomes relevant in a
continuous adaptation of modern industries to external
changes. It is important to highlight the Mesarovic’s theory
of management of hierarchical multilevel systems [1] among
one of the most significant developments in the field of
hierarchical structures of a different nature. Also significant
contributions were made in the work of the following
researchers, T. Malone and K. Crowston, A. A. Voronin,
S. P. Mishin, V. N. Burkova, D. A. Novikov, M. B. Gubko,
M. J. Beckmann and several other researchers [2-9]. The
basis of most of these works on classical is the methods of
mathematical programming, game theory, the theory of
dynamic systems. The study of hierarchical systems has a
number of basic problems of operation and control. In
particular, the problem of decomposition of the system, the
task of coordinating the system, the task of accounting for
uncertainty of parameters and variables in hierarchical
decision-making systems are of interest [10].

The coordination method of the multi-level hierarchical
system, of course, has an impact on its most important
characteristics, such as efficiency, reliability, and cost.
Therefore, the determination of the optimal coordination
method is an important task in the design of complex process
control systems [1-10].

The principal methods focus mostly on iterative and non-
iterative algorithms for deterministic coordination. However,
the variety of problems of coordination, the large size of the
problem, the uncertainty in estimating the state of the
coordinated processes requires further research. In
particular, the published studies do not consider the problem
of resource allocation in relation to the task of synchronizing
parallel processes [10—13].

3 MATERIALS AND METHODS

The main task in the development of a multi-level system
is the specification of system elements. In the simplest case,
a coordinator K can be modeled by input/output relation
K c Ix0, Iis the set of inputs and O the set of outputs. In
most cases, the mapping from one set to another is not
expressed explicitly. The input and output variables and
parameters of the coordinators are showed in fig. 2.

Coordinator
KIJ

Coordinators
K‘.'J KZ) KS

Coordinator

Figure 2 — Coordinators’ input and output variables and parameters
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One key factor in process management systems is the
performance analysis. This analysis ensures that the system
meets the technical requirements; the final products are
delivered on time, and manufactured within reasonable
costs. For each subordinated decision unit or coordinator,
an objective function eff, measures the effectiveness of the
subprocesses activities and is a function of the sub-systems
input and output variables. The objective of the coordinator
is to affect the lower-level decision-making so that the
performance of the whole system is optimized. Having a
performance index for each subprocess allows to make the
sub-system decision-making problems independent from
each other and to remove the possible «conflicts» caused
by the interconnections between the sub-systems.

The full use of productive capacity is an objective
optimization of industrial processes. The amount of
resources allocated to each subprocess determines the
degree of utilization. However, if the assignment exceeds
the performances then the lines work in low-efficiency
regimes. The efficiency criterion must, therefore, consider
these factors, equation (1):

2
_(Xi_Tj
effi = el exp p;i. ' O

pi

One of the issues when measuring effectiveness criteria
of the different subprocesses concerns the scale, fig. 3.
Scaling coefficients are used to represent all numerical
quantities to comparable orders of magnitude; in this case
they are normalized to one.

To formalize the effectiveness criterion of the packing
and transfer device, it is necessary to formulate the model
of the process, a Gantt chart is shown in fig. 4.

Tia
SP, ta | tg fu |tw|ee

SP, |x_.~ n] tiz IrL e
SP, | s |fus| B |fus|eee

A wide range of problems, including the coordination of
production activities are solved using search methods.
These methods aim to find an optimal solution within a
search space QQ, defined by a series of constraints. In most
cases, the search requires high computational costs.
Analytical methods, such as gradient-based methods are
not applicable when the space is multidimensional search
or the task has a combinatorial nature. For this reason
researchers prefer heuristic methods such as genetic
algorithms or random search methods [10, 12—-14].

Then the criterion of effectiveness of the packing machine
can be written as follows in the equation (2):

i&
i1 P
effs ==l

tfu —loy

@)

The task of the coordinator of the packing machine is to
minimize coefficient eff,. The sequencing of the operations
is carried out as follows:

1. Finding the number k of subprocesses that can work
in parallel, equation (3):

1.2 '|
1 4
0.8
=08
0.4
0.2
0 ; ___min | i max ; !
a 50 100 15 200 250 300 350
Xi[Ton]
—eff 3 =——Cut

Figure 3 — Effectiveness criteria of the different subprocesses

Y ;

5Py,

MU [T Teoss] oo

Figure 4 — Model of the process
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re(l,n) k+1
2P =Pi <Py < QD 3)
i=l i=l
2. The k subprocesses are sequenced according to the
value of the buffer load time so that if 7, > tlj then 7, <ty
3. The remaining n—k subprocesses are sequenced from
the lowest to the highest according to the buffer loading
time.
4. The start time of the subprocess k+1 is equal to
equation (4):

tg)—t .
irer(lﬁi)( £i) = Uk @)
For the calculation of the start time and final time of
operations, the following procedure is proposed:
Let to consider the parallel processes. The start time of
the process is equal to the start time of the first subprocess
t,,=0, and the start time for the 7 subprocess is given equation

)

i
t  =@G-DI- 3 5
== Zt,j Q)
ie(L,k) J=2
where T}, is the sum of #;; and #,,. The completion time of the

sub-processes is written as ¢ i loi And the process time
b is given by equation (6):

piT (6)

From these equations, the completion time of the parallel
subprocesses k is given by equation (7):

t = t . + max ke & .

f max 01 ; 7
. Lk 7

l:arg(tpmax) i) Pu

For subprocesses n—k, that work in series, the start time and
the completion time are calculated by equations (8) and (9):

telk+ j)=tolk+ j)+1,(k+ ) ®)
tolk+j)=t g —t1(k+ ) ©)
Therefore,
n n
U=kl fmax = 2 it Dlpis (10)
i=k+1 i=k+1

The start time of the packing device 7 =t, and the
completion time ¢, =7, .
A number of sub-processes can work in parallel if the

conditions illustrated in fig. 5 are met by equation (11):

tp +ty =Ty,
z tui = Tlu’

n k (11)
Ztli = (k_l)z Lui.
i=1 i=1
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Figure 5 — Gant diagram of the analysis for the completion time of
the subprocesses

The coordination can be achieved through the variation
of the quantities stored in temporary spaces and the variation
of the performance of the lines. By the introduction of the
coordination variables a.; for temporary store B, and A; for
machines performance, equation (11) can be rewritten in the
parametric form as the equation (12):

T :f(o“i’ki)’

s.t. (12)
i o;Bmax; _ (n 71)i o;Bmax; .

i1 hispi i=1 PulisPi

Thus, the coordination task is reduced to finding a vector
X(a;,A;), which satisfies the above-mentioned conditions:

min|Zt1((xi,7»i)—(n —1)ztu (G,i,li)s
s.t.

o< [amin > O max ] >

Le [)\‘min 7}‘max]>

The values O pnin> Omax> Amins Amax. €nsure that the
subprocesses operate in the rank of better efficiency.
Equation (13) is solved either by genetic algorithms or a
random search method, based on sampling and local search.

As the criterion for evaluating the effectiveness of the upper-
level coordinator, it is proposed the relationship between the net
profit and maximum completion time in the equation (14):

P-C
E=""—.
. (14)

(13)

It is worth noting that the execution time 7' depends on
the amount of raw material, designated by each line and its
technical parameters. Thus, the selected criterion is a
function of the resources allocated to each line and the
sequencing of operations.

The overall decision-making is based on the
coordination of the decision of the subprocesses. These
decisions are the result of the optimization procedures. The
value of optimization problems can be modisied with a set
of weight coefficients, in order to make the subprocesses
decision problems independent from each other.
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When designing complex systems, there is often
ambiguity in one or more of the following elements:
constraints, demands or objectives. This imprecision arises
because of the scarcity of information or the same nature of
processes, which does not allow a satisfactory formulation
of the design goals, and thus the inability to assess the
relative importance objectives.

4 EXPERIMENTS

To coordinate the making decision process of the object
of this study it applied the proposed a mechanism based on
fuzzy sets [11]. Formulating a fuzzy coordination problem
entails developing membership functions m for each
constraint and each objective. It is important that the
membership functions are normalized to comparable value,
usually 1. The membership function of a subprocess is the
coordination function of that subprocess. On the other hand,
the criteria of effectiveness, which act as the degree of
satisfaction of the subprocess is the coordination function.

It is desirable to find a solution that maximizes the value
of each criterion. However, such a situation occurs only in
ideal cases, therefore, for real problems a compromise
solution is required. This leads to the need to specify the
sequence of application of the criteria and the relative
importance. The minimax criterion for the solution of the
decision-making problem allows overcoming the
disadvantages that appear when applying the additive and
multiplicative indicators. The intersection of the membership
function of subprocesses objectives, including the upper-
level coordinator, yields the membership function of the
system:

Ho :min(HOaul’MZ"”aun)' (15)

The value that maximizes the global decision is defined
as follows:

max Hg(¥)= max minpg (Lo, 1o, ly)- (16)
xeX xeX
The block diagram shows the management process, with
the resolution of optimization problems of local
subprocesses and the coordination of the isolated
solutions.
1. Begin.
2. Selection of the solution vector.
3. Selection of weight coefficients.
4. For i=1 to n subprocess:
a) assigning solution vector to lower levels subsystems;
b) solution of local optimization problems;
¢) calculation of membership functions.
5. End for.
6. Calculation of the global membership function Hg.

7. If Hg < minp, repeat from step 2.
8. End.

5 RESULTS

Figures 6 and 7 show the evolution of the values of the
coefficient of effectiveness as a function of the iterations of
the process of coordination. The top figure corresponds to
system index and lower figure to subprocesses. At the point
of coordination, all subprocesses operate within the ranges
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Figure 6 — Coefficient of effectiveness of system with
coordination and without coordination
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Figure 7 — Coefficient of effectiveness of subprocesses

set forth in the optimization process and under these
conditions the overall effectiveness is higher for the case
with coordination compared with the case without
coordination.

6 DISCUSSION

The results fully support that coordination has a positive
effect on the performance of control systems. However, the
determination of the effectiveness criteria exerts a large
influence on the results. For example, if to take the balance
of the criteria of effectiveness as the stopping condition
then in the second iteration the program would have stopped.
This fact would have led to a suboptimal result as it is clearly
illustrated in Figures 6—7. Another important aspect that we
have found is the stability of the algorithm. Even though,
the behavior of the curves for the indices of effectiveness
for each subsystem seems to be erratic, the overall result
has a monotonous improvement in each iteration. The
method was developed with the characteristics and
peculiarities of a specific application under certain
conditions; therefore is necessary to take into consideration
these conditions for other applications.

CONCLUSION

A fuzzy method for the coordination of the activities of a
dairy plant was developed. It incorporates a hierarchical
multilevel system for the management of activities, and the
detailed mathematical modeling of the sequencing of
operations. The decision-making process was accomplished
by a minimax estimation of the membership functions. The
coordinated operations give as result a higher global
effectiveness.
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AcnupaHT KageIpbl KOMIBIOTEPHBIX CUCTEM YIPaBIICHNs, BUHHUIIKNIT HAallMOHAIBHBIM TEXHNUYECKUI yHUBepcuTeT, BUHHMIA; IpenofaBa-
tenb «Universidad de la Peni nsula de Santa Elena», DxBamop

PA3PABOTKA KOOPIUHALIMOHHOI'O METOJA [1JISI 9®®EKTUBHOI'O IIPUHSTUSA PEILEHUMA B UEPAPXUYEC-
KO MHOT'OYPOBHEBOU MPOMBIILIJIEHHON CUCTEME

B ycnoBusX cOBpEMEHHOTO IPOU3BOACTBA MPOUCXOAT OOBEKTHBHBIC H3MEHEHHS B ()YHKIMOHUPOBAHUU MPOMBIIITICHHBIX PEIIPUITHH,
YTO CBSI3aHO C POCTOM HX Pa3MEPOB M CIOKHOCTBIO BO B3aMMO3aBHCHMOCTH MOAYMHEHHBIX CTPYKTYp. [losToMy Ha nmpennpustun Heodbxoquma
MOZEPHHU3ANNs CUCTEM ympaBieHHs mnporeccamu. OTHUM U3 BaXKHBIX 3aJaHUH B 3TOH MOJICPHM3ALNH SABIACTCS pa3padorka 3((EeKTUBHBIX
MeToz10B KoopauHanuy. [1o3ToMy B JaHHOH CTaThe paccCMaTpHBAIOTCS MPOOIEMbl KOOPIUHALNY B IIPHHATHU PEIICHUI B TPYIIIIe aBTOHOMHBIX
MIPOU3BOJCTBEHHBIX eAUHUL. OOBEKTOM HCCIIEOBaHUS SABIISIOTCS MPOIECCHl NPHHATHSA JIOKAJIBHBIX PEHICHWH HAa MOJIOKO3aBOJE, HA KOTOPOM
paboraeT Tpu IPOU3BOACTBEHHBIE TMHIUH. [IpeMeToM ncene1oBaHus SBISETCS KOOPAMHALINS ONepaltii, KOTia MIMEETCs TOJIBKO OHA YIIAKOBOY-
Has MamuHa. Llens 1anHO# paboThl — yBeMMUUTH 00N HHAEKC 3()(HEeKTUBHOCTH CHCTEMBI IPOU3BOCTBEHHBIX CAMHHUIL 3@ CUET ONTHMAILHOTO
pacIpeneNeHus PecypcoB M CHHXPOHHU3AIMHU ONepanyii TEXHOIOTHIECKoro nponecca. s 3¢ pekTHBHON KOOpAMHAIINN MPEIaraeTcs METox,
KOTOPBIA 00ECTIeYNBAET ONTUMM3AINIO IPOIECCOB IPH PACCMOTPEHHN KOHKPETHBIX NMPEANOYTEHUH Ka)KIOTO JIOKAIBHOTO ONIOKa MPUHATHS
pemeHuid. {71 KaXKI0ro MOAYNHEHHOTO OJIOKA TPUHATHUS PEIICHUH MM KOOPIUHATOpPA, eneBas QyHKIUA u3MepsaeT 3 PEeKTHBHOCTD JICATENbHO-
cTu noanponeccoB. KoopauHarop BIMsET Ha MpOLECC MPUHATUS PEIICHUIT 6oliee HIU3KOro YPOBHS, TAK YTO NIPOM3BOJUTEIBHOCTD CHCTEMBI B
L[eJIOM ONTUMH3NpyeTcs. KoopanHaTtop conepKuUT MepapXu4ecKyl0 MHOTOYPOBHEBYIO CHCTEMY JUIS YHPABIICHHUS AEATEIBHOCTBIO, a TaKXkKe
JleTaIbHOE MaTeMaTHIEeCKOE MOZISTMPOBAHKE TTOCIIEI0BATEILbHOCTH orepanuii. IIpenyiokeHHbIil METOl OCHOBAaH HA TEOPUH HEYETKUX MHOXECTB
1 HedeTKol soruku. [Iporecc npuHATHA peleHnil 0CyIecTBIAETCA TOCPEICTBOM MHHIMAKCHOM OLIeHKH (DyHKIIUH MpHHAIIexkHoCcTH. Koopau-
HUPOBaHHBIE ONIEPAIMHU JAIOT B KAaUECTBE pe3ynbrara Ooliee BEICOKYI0 obansHyro 3¢ dexTuBHOCTS. Kpome Toro, 11 cpaBHEHUS PEIIOYTEHUI
MIPEATIOKEHBI HOPMUPOBAHHbBIE KPUTEPUH 3 PEKTHBHOCTH, OCHOBAHHBIC HA TEXHOJOTHYECKHX XapaKTEPUCTUKAX KaXKIOro Mporiecca.

KrodeBble cj10Ba: KOOpAWHANUS MOAIIPOLIECCa, HEUETKUI METOA, HepapXudeckas MHOTOypOBHEBas CHCTEMa, IPUHATHE PEIICHUH.

baitac M. M.

ActimpaHT kKadeapu KOMIT IOTEPHUX CHUCTEM YIpPaBJiHHS, BIHHUIBKUI HaliOHANPHUIN TEeXHIYHUU yHiBepcuTeT, BiHHHWIS; BHKIaIadka
«Universidad de la Peninsula de Santa Elenay, ExBagop

PO3POBEKA KOOPIMHALIMHOI'O METOAY JJIsI EGEKTUBHOI'O IPUMAHATTS PIIIEHB B IEPAPXIYHINA BATATOP-
IBHEBII1 IPOMUCJIOBIA CUCTEMI

B ymoBax cy4acHOro BHpPOOHHUIITBA BiIOYyBarOThCs 00’€KTHBHI 3MiHH y (DYyHKI[IOHYBaHHI IMPOMHCIOBHX MIiAMPHUEMCTB, IO TIOB’SI3aHO 3
pOCTOM iXHIX PO3MIpIB 1 CKJIaJHICTIO Y B3a€MO3aJIEKHOCTI MiAMeruX cTpykTyp. ToMy Ha mignmpueMcTBi HEOOXiqHA MOIEpHi3allis CHCTEM
kepyBaHHs nporecamu. OIHUM 3 BaXXJIMBUX 3aBIaHb Y Il MOJEpHI3allii € po3poOka eeKTHBHUX METOMIB KoopauHarii. Tomy B maHiii crarrti
PO3DIAAAIOTECS TPOOJIEMH KOOPAMHALLiT B IPUUHATTI PillieHb Y IPYIi aBTOHOMHUX BHPOOHHYMX ONUHHUIL. O0’€KTOM JOCIIKEHHS € MPOLIECH
NPUHHSTTS JIOKAJIBHUX DillIeHb HA MOJIOKO3aBO/Ii, Ha SIKOMY TIPALioe TpU BUpOoOHUYI JiHii. [IpeaMeToM TOCITiKEeHHS € KOOpMHALs onepailiii,
KOJIM € TUIbKH OJJHA MTaKyBaJbHa ManinHa. Mera 1aHoi poO0TH — 30UIbIINTH 3arajibHuil iHAEKC eEeKTHBHOCTI CHCTEMH BUPOOHUYHUX OTMHULB 32
PaxyHOK ONTHMAaJbHOTO PO3IOITY pecypciB i CHHXpOHI3awil onepanii TexHomoriyHoro mnpouecy. [t eeKTHBHOT KOOpAMHALT TPONOHY€ETh-
csl MeTo[I, 110 3a0e3nedye ONTHMI3alliio MPOLECiB MPH PO3MIII KOHKPETHUX TepeBar KOKHOTO JIOKAJIBHOTO ONOKY MpUIHATTS pimeHb. s
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KOXXHOTO IiANOPSIIKOBAHOTO OJIOKY NPUHHATTS pillleHb a00 KOOPAUHATOPA, LiNboBa (QYHKIIA BUMIPIOE epEKTUBHICTb JisIbHOCTI MiANPOLECIB.
KoopauHarop BIuMBae Ha HPOLEC NPUIHATTS pillleHb OLIBII HU3BKOIO PIBHA TaK, IO IPOLYKTUBHICTb CHCTEMHU B LIJIOMY OHNTUMI3Y€ThCS.
Koopaunarop MiCTUTh i€papXiuHy OaraTopiBHEBY CHCTeMY IJId KepPyBaHHsS AIUIBHICTIO, a TAKOX NETallbHE MaTeEMAaTH4YHE MOJEIIOBAHHS IO-
CITIIIOBHOCTI orepaliif. 3anpornoHOBaHUI METO/ 3aCHOBAHUM Ha TeOopil HEUITKUX MHOXHUH i HediTkoi Jioriku. IIpouec npuiiHATTs pimeHs
31ifCHIOETBCS 32 JOIMOMOIOI0 MiHIMAKCHOTO OLIHIOBaHHS (yHKLiH HanexHocti. KoopauHoBaHi onepatii 1atoTh sSIK pe3yabTaT OUIbII BUCOKY
niobanbHy edekTuBHICTb. KpiM ToOro, 1s MOpiBHAHHS HEepeBar 3alporoHOBaHI HOPMOBaHI KpuTepii epeKTUBHOCTI, 3aCHOBAHI Ha TEXHOJIOTIY-
HHUX XapaKTepPUCTHKAaX KOXHOTO HpOLECY.

KuouoBi ciioBa: xoopauHallis MiJNpoLECy, HEUITKUI MeTox, iepapxiuHa GaraTopiBHEBa CHCTeMa, NPUIHATTA pillleHb.
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